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Abstract. In smart contract blockchain platforms such as Ethereum,
users interact with the system by issuing transactions. System operators
called miners or walidators add those transactions to the blockchain.
Users attach to each transaction a fee, which is collected by the miner
who placed it in the blockchain. Miners naturally prioritize better-paying
transactions. This process creates a volatile fee market due to limited
throughput and fluctuating demand. The fee required to place a trans-
action in the future is unknown; yet, ensuring timely transaction confir-
mation is critical for securing smart contracts that represent billions of
dollars and underpin prominent blockchain scaling solutions.

We present LEDGERHEDGER, a novel mechanism that guarantees the
confirmation of a transaction within a specified time frame. Due to
the absence of external enforcement in decentralized systems, LEDGER-
HEDGER uses incentives. Its core is a hedging agreement between a trans-
action issuer and a second party, possibly a miner. The issuing party pays
for the transaction upfront while the second party commits to paying any
necessary fees when the transaction is issued in the future, even if they
exceed the original payment.

LEDGERHEDGER gives rise to a strategic game, where the issuing party
deposits the transaction payment and the committing party deposits a
collateral. During the target time frame, the latter is required to confirm
the transaction if it exists, or they have the option to withdraw the
payment and the collateral if the transaction is not presented.

We demonstrate that for a broad range of parameters, a subgame perfect
equilibrium exists where both parties are incentivized to act as desired,
thereby guaranteeing transaction confirmation. We implement LEDGER-
HEDGER and deploy it on an Ethereum test network, showcasing its
efficacy and minor overhead.

Keywords: Blockchains, Cryptocurrency, Smart Contracts, Hedging,
Gas Price

1 Introduction

Decentralized smart contract platforms like Ethereum [1, 2], Solana [3],
Avalanche [4,5], and Binance Smart Chain [6] have reached market caps of hun-
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dreds of billions of dollars [7]. These platforms facilitate transactions of virtual
cryptocurrency tokens and allow users to interact via stateful programs called
smart contracts. They support a diverse range of interactions, from token trans-
fers to executing complex business logic. For these transactions to be finalized,
they require confirmation by system operators known as miners or validators.
Confirmed transactions are recorded on a decentralized ledger, the blockchain.

The blockchain is constrained in terms of its transaction capacity [2,8,9].
Transaction issuers, therefore, assign fees to their transactions, paid to the con-
firming miner. Naturally, miners prioritize transactions that offer higher fees,
leaving behind those with lower bids. Due to demand fluctuation [10-16], the
required confirmation fee at a future time frame is unknown and volatile [17,18].

This unpredictability is not just an inconvenience; it’s a critical security vul-
nerability. A growing range of smart contract applications, collectively worth
billions of dollars [19,20], critically rely on timely transaction confirmations.

Among these applications are financial instruments such as vaults [21-24],
atomic swaps [25-30] and contingent payments [31-35], and a prominent
blockchain scaling solution, off-chain channels [36-43]. These are based on Hash
Time Locked Contracts (HTLCs) for their operation [44,45]. Conducted between
two parties, an HTLC pays the first party for providing a suitable hash preim-
age (hash lock), or the other party after a timeout elapses (time lock). A delay
in confirmation can lead to an elapsed timeout, resulting in irreversible unjust
token transfers.

Other blockchain scaling solutions, optimistic and zero-knowledge roll-
ups [46-55] also heavily depend on timely confirmations [56,57]. For example,
optimistic roll-ups work under the presumption that on-chain summaries are
correct, but any delay during their limited dispute period risks token theft.
Zero-knowledge roll-ups, on the other hand, demand swift on-chain validations
of correctness proofs, with delays potentially halting system progress.

Given the critical nature of timely transaction confirmations and the volatil-
ity of fees, there’s a clear need for a reliable mechanism to ensure timely
transaction confirmation without the risk of unpredictable costs. In response,
we present LEDGERHEDGER, a novel mechanism for blockchain reservation.
LEDGERHEDGER is a smart contract that facilitates an agreement between
a Buyer (transaction issuer) and a Seller (naturally, but not necessarily, a miner).
This agreement ensures that Seller will incorporate a transaction issued by Buyer
in a future block for a predetermined fee. This arrangement protects both parties
from unexpected fluctuations in fee rates.

To reason about LEDGERHEDGER, we use a model (§2) with an append-only
log of transactions called the blockchain. Miners batch transactions in blocks
and append the blocks to the blockchain; this confirms the added transactions.
Transactions consume system resources, measured in gas. Each block has a gas-
price, a tokens-per-gas-unit metric indicating the required transaction fee for
confirmation based on a transaction’s gas consumption. Seller has a future gas
allocation, and Buyer needs to have a transaction confirmed during that period.
Our model employs a common price variation framework for predicting future
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gas-price, backed by data from Ethereum’s history. Buyer and Seller are risk-
averse [58—64], that is, their utilities are concave [61,65,66,66—70] functions of
their token holdings, leading them to prefer stable and predictable outcomes
over uncertain ones, even if they more profitable in expectation.

The mechanics of LEDGERHEDGER (§3) revolve around the concept of hedg-
ing [67,71,72]. In conventional markets, external authorities, such as courts, en-
sure the enforcement of hedging contracts. However, in the decentralized world
of cryptocurrencies, miners hold the exclusive power to decide on transaction
confirmations. Faced with clear incentives as potential contract participants, the
inherent power asymmetry invalidates solutions that rely on parties’ altruistic
behavior [73]. LEDGERHEDGER is designed to incentivize both parties to act
as desired. For that, Seller deposits a collateral as part of the contract initia-
tion [44,74,75], which is later returned only if she abides by the contract, and
confirms Buyer’s transaction. LEDGERHEDGER also protects Seller, ensuring she
is paid even if Buyer misbehaves, and does not supply Seller with a transaction
to confirm. The contract operates in two distinct phases: an initiation phase and
an execution phase.

We prove LEDGERHEDGER is incentive compatible (§4), meaning that both
parties are incentivized to act as desired. To that end, we model the incentives
of Buyer and Seller as a game with two phases. In the first phase, both parties
decide whether to commit to a LEDGERHEDGER contract or to proceed without
any hedging. Upon reaching the target time frame, if a contract is in place, the
two parties can interact according to its terms. Otherwise, they operate at the
prevailing market gas-price. At the end of the game, strategies chosen by the
participants, coupled with the stochastic market gas-price, determine the final
token count for each party, and consequently their utilities.

We analyze the game using the subgame-perfect-equilibrium (SPE) solution
concept, suitable for its dynamic, turn-based nature. An SPE comprises a strat-
egy of Buyer and a strategy of Seller such that both cannot increase their utility
by deviating at any stage of the game. Through our analysis, we ascertain that
initiating and adhering to the contract is a mutually beneficial strategy for both
parties in a variety of practical conditions.

We implement LEDGERHEDGER as an Ethereum smart contract and deploy
it on a test network (Appendix A). LEDGERHEDGER’s overhead is low — three
orders of magnitude lower than the hedged gas for prevalent use cases. Moreover,
we demonstrate LEDGERHEDGER's efficacy (§5) through a sensitivity analysis
with respect to contract parameters, gas-price distribution, and utility functions.
We then identify concrete parameters under which LEDGERHEDGER is viable.

Despite recent advances in addressing the issue of timely confirmation, exist-
ing solutions are not without their limitations (§6). Some, such as those that seek
to estimate the required fee to allow swift confirmation [76-82], or to redesign
the fee market for better predictability [83-85], do not address the inherent un-
certainty of future fee fluctuations. Another approach, congestion detection [86],
introduces dynamic timeouts that adjust once the blockchain is congested. This
approach, however, only replaces safety violations with liveness violations.
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An alternative method to hedge gas prices, involves buying and later sell-
ing gas tokens. Some gas tokens, which rely on external oracles to derive their
price, are susceptible to adversarial manipulation [87]. Another type of gas token
has relied on the refund mechanism of the Ethereum protocol [88-90]. However,
these gas tokens were inefficient, and were broken as Ethereum evolved [91,92].

Compared to existing solutions, LEDGERHEDGER brings substantial benefits.
It enables long-term reservations for transaction processing at predetermined
fees, eliminating the need for fee estimation. The two-party interaction basis en-
hances its resilience to external manipulations, congestion, and protocol changes.
Furthermore, it achieves this robustness without requiring an external oracle or
modifications to the underlying blockchain, offering a self-contained and reliable
solution.

In summary, our contributions (§7) are: (1) a gas-price fluctuation model,
confirmed by Ethereum measurements; (2) LEDGERHEDGER, the first mecha-
nism for addressing the prevalent requirement of timely blockchain confirma-
tion; (3) an analysis showing LEDGERHEDGER’s security and applicability for a
wide range of parameters; and (4) an open-source implementation for Ethereum,
deployed on a test network.

2 Model

To reason about blockchain reservation, we first describe a general model for
an underlying blockchain-based cryptocurrency (§2.1). We then present the
setup for a future transaction inclusion deal (§2.2), and the stochastic value
of fees (§2.3). Finally, we describe the participants’ utility functions (§2.4).

2.1 Cryptocurrency System

The blockchain system tracks internal cryptocurrency tokens that its users can
transact. To apply their transactions, users broadcast them across a peer-to-peer
network. A subset of users, called miners, batch transactions in data structures
called blocks.

Miners add blocks to a global data structure, called the blockchain, forming
an append-only list of blocks. Blocks have indexes matching their append order,
and we denote the i’th block by b;. A transaction is confirmed when it is included
in the blockchain.

We follow the common assumption [1, 25, 26,41, 42, 44,74, 83, 93-95] that
all miners create blocks according to the above description, and all published
transactions and all created blocks are instantaneously available to all system
users and miners.

The system state is the association of tokens to smart contracts, predicates
that need to be satisfied in order to transact their associated tokens. Parties infer
the state by sequentially parsing the blockchain. Only transactions that satisfy
the contract predicates can be confirmed, and we disregard transactions that do
not.



LedgerHedger: Gas Reservation for Smart Contract Security 5

The smart contract predicates can verify that the transaction is digitally
signed, for an ewxistentially unforgeable under chosen message attacks (EU-
CMA) [44,74,96-98] digital signature algorithm; that the transaction is included
in a block numbered higher or lower than a parameter; that the transaction
transfers a number of tokens; or a combination of the above. We say a user owns
tokens if she is the only user that is able to satisfy the contract predicate.

Transactions are measured by their gas requirement — an internal measure
of transaction resource consumption. Each operation in a transaction requires a
certain amount of gas, and the total transaction gas is the sum of all operations’
gas. When considering a transaction tz’s gas requirement, denoted by gy, we
consider it with respect to the system state when it is confirmed.

Each block has a bound on the total gas of its transactions. Transactions
offer tokens as a fee for the including miner. This fee is set by the transaction
issuer, determining a non-negative tokens-per-gas ratio, which we denote by 7,
for transaction tz. When confirmed, transaction tz pays g, - 7 tokens to the
miner that included it in a block.

Miners choose which transactions to include in a block based on their of-
fered 7y, values. We refer to the minimal required value to be included in a
block by gas-price. For simplicity, we assume there are always sufficiently many
transactions that offer gas-price to exactly fill a block [95,99], and that any
transaction offering at least gas-price is confirmed.

2.2 Future Transaction Setup

Consider two system participants, Buyer and Seller, with the following inter-
ests: Buyer requires ggj0c gas allocated to a transaction of her choice in future
blocks; Seller has a gas allocation of g4 in such a suitable block, which she
can sell for tokens.

We denote the transaction that Buyer wants to be included by tTpayi004,
and the relevant block interval for its inclusion by [bstert, beng). Note that the
content of ¢Tpayi004 is NOt necessarily known up to bgar;. We also denote the block
interval in which Buyer wishes to assure the future allocation by [binit, baec] sSuch
that init < acc < start < end.

If Seller is a miner, a suitable choice of block interval will guarantee with
overwhelming probability that Seller will obtain the necessary gas allocation
regardless if block generators are chosen probabilistically, as in Ethereum, or
deterministically, as in planned Central Bank Digital Currencies (CBDCs) [100,
101] (Appendix B). Furthermore, Seller does not have to be a miner, as she can
simply purchase the necessary gas allocation when the time comes.

2.3 Gas Price

To reason about hedging, one requires a prediction of the commodity future
price. We assume the future gas-price is drawn from some price distribution. We
assume both Buyer and Seller have perfect knowledge of this distribution.
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Previous work [77-82] provides gas-price predictions, but focuses exclusively
on prediction for the next block. We are not aware of work modeling the gas-
price for a further future (e.g., a week ahead), hence we assume it follows the
prevalent random-walk price model [102—105]. According to this model, the gas-
price follows a Gaussian random walk, where in each block it changes according
to a random sample from a normal distribution N (u,0?). It follows [106, 107]
that the future gas-price change after n blocks is also drawn from a normal
distribution with parameters N (n ST 02).

For simplicity, we assume the random walk is without a drift, meaning p = 0.
We also assume that o2 is small [108], so in the short term the gas-price has a
low variance.

We validate this model using the Kolmogorov—Smirnov [109] test on historical
Ethereum gas prices over a month (Appendix C).

We slightly enhance the price model to neglect rare events. Specifically, the
gas-price cannot be negative, as that would imply the miner pays users to trans-
act, instead of the obvious option of leaving blocks empty; excessively high gas-
price is also impossible, as that removes any incentive to transact and renders
the system unusable.

In summary, denote by F the gas-price distribution in the target interval.
F is a truncated normal distribution [110]; its mean value is the gas-price for
block b;y;¢; its lower tail is truncated such that the gas-price is non-negative, and
we truncate the upper tail symmetrically with respect to the mean. Denote the
probability density function (PDF) of F by Fpar-

Denote the gas-price for block iyt by Tserup. We assume that [bipg, bace is
relatively short, and make the simplifying assumption that the gas-price for this
entire interval is mgepyp. Similarly, we assume that [bsiare, beng] is relatively short,
and denote the gas-price for this interval by 7epec ~ F.

2.4 Wealth and Utility

The interaction with the contract concludes with each player having some num-
ber of tokens — their resultant wealth. We model the exogenous motivation
of Buyer from having a transaction Zpayicaqd that consumes at least gauo. gas
confirmed during ... as her receiving tokens from doing so, denoting their
number by w®°. We capture the player’s happiness from having wealth using a
wtility function.

We denote the initially available tokens of Buyer and Seller by w

init
Buyer
and wfq’%er, respectively. Each player’s resultant wealth therefore depends on
these values, their paid and received transaction fees, and the values of 7zyp
and T egee- A player’s utility U : W — R is a function describing happiness from
eventually having W tokens, including the exogenous motivation w®*° for Buyer.
We assume both Seller and Buyer are risk-averse [62—66,111-114], that is,
they value the certainty of their resultant wealth. This implies that they might
not prefer to maximize their expected wealth. For example, a risk-averse player
might prefer getting 4 tokens with probability 1 over getting 10 token with prob-

ability 0.5, despite the latter higher expected value of 5. Risk aversion justifies
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Fig.1: LEDGERHEDGER interaction block ranges.

actions like individuals purchasing insurance [115,116], or airlines hedging oil
prices [117,118]. Risk and ambiguity [119,120] aversion also capture that players
do not have perfect knowledge of F.

The common practice [61,65-70] to model risk aversion is using a utility
function U (W) with the following two properties: (1) U (W) is strictly in-
creasing in W, meaning a player is strictly happier with having more tokens,
and (2) U (W) is concave, where higher curvature implies a stronger risk aver-
sion tendency. Hereinafter, we consider utility functions that meet this definition.

3 LedgerHedger

We present LEDGERHEDGER, our construction enabling a Buyer and a Seller
to hedge future block gas for a predetermined gas-price. We begin by detailing
LEDGERHEDGER’s design (§3.1), and follow by formalizing its security guaran-
tees (§3.2).

3.1 LedgerHedger Design

LEDGERHEDGER operates in two phases, setup and exec, representing its setup
and execution in the block intervals of interest, presented in Figure 1. Through-
out the following functions, the contract verifies identities using the EU-CMA
digital signature algorithm.

In the setup phase, Buyer initiates a LEDGERHEDGER instance using a trans-
action. The initiation sets the contract parameters, including the block ranges
in which interactions can be made with the contract instance, the required gas
for the future transaction, and a required collateral to be deposited by Seller.
She also deposits the token payment for the future transaction confirmation.

Following its initiation, the contract starts an acceptance block countdown,
during which a Seller can accept it using a transaction. Additionally, accept-
ing the contract requires Seller to deposit tokens as a collateral matching the
collateral parameter. The collateral is returned conditioned on Seller further
interacting with the contract. Either if Seller accepted the contract, or if the
acceptance countdown is completed, the contract accepts no further interactions
until the ezxec phase.

Towards or even during the ezec phase, Buyer can publish t2,4y1004. This al-
lows Seller to apply it, executing tTpayioad, and getting the payment and collateral
tokens from the contract. This is the main functionality of LEDGERHEDGER —
enabling Seller to execute a transaction provided by Buyer.
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Alternatively, Seller can exhaust the contract, consuming the hedged gas
on null operations, and then receiving its tokens. The motivation for this func-
tionality is to enable Seller to claim the tokens, regardless if Buyer provides a
transaction or not; this protects Seller from a faulty or malicious Buyer. How-
ever, the naive solution of letting Seller report Buyer as faulty is not sufficient:
It allows a Seller to falsely accuse a correct Buyer, getting the contract tokens
without providing the confirmation service. By making Seller waste equivalent
gas, we remove her incentive to do so.

If Seller has not accepted the contract, then Buyer can recoup the contract
tokens using a transaction.

LEDGERHEDGER comprises these functions, which we now describe in detail
and present in Alg. 1.

Initiate Buyer initiates the contract through the invocation of the Initiate
function (lines 1-6), setting the contract parameters. These include ace, the
block number by which Seller is required to accept the contract; start and end,
the range in block numbers during which block Seller is required to confirm the
transaction; ggup0c, @ positive number of gas units Buyer wishes to use; col,
the non-negative token collateral required by Seller; and, €, an additional non-
negative number of tokens that will be transferred to Seller for confirming the
provided Buyer transaction. For simplicity, we consider the block confirming the
initiation transaction is b;,;;.

The contract verifies the provided parameters are valid according to the above
specification: the block numbers are ascending, the gas parameter is positive, and
the token parameters are non-negative (lines 2— 3).

After this verification, the contract derives the offered payment: the addi-
tional ¢ tokens are subtracted from the sent tokens sentTokens. This is the
number of tokens that will be paid to Seller for either executing a transac-
tion or exhausting the contract. This implies the contract’s offered gas-price
1S Teontract = %Wzim (line 4). It also stores the public identifier of Buyer
as PKpyyer (liné 5). Finally, the contract sets its status variable status to
initiated (line 6), indicating the contract has been initiated, but no further trans-
actions have interacted with it. We denote the gas consumption of the Initiate
function by ginis.

Accept Once the contract is initiated, a Seller can accept it through the invo-
cation of the Accept function (lines 6-12). This enables only a single Seller to
accept the contract, and only before the timeout set by Buyer expires. It also
requires Seller to deposit the requested collateral.

For that, this function first verifies that this invocation is no later
than by (line 8), that the contract has been initiated, but not further interacted
with (line 9), and that the sent tokens collateral suffices (line 10).

The contract then stores Seller public identifier as PKgejjer (line 11), and up-
dates its status variable status to accepted, indicating the contract has been ac-
cepted (line 12). We denote the gas consumption of the Accept function by ggccepi-
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The previous Initiate and Accept functions facilitate the initiation and accep-
tance of LEDGERHEDGER. The following three functions detail its conclusion.

Recoup The Recoup function (lines 12-18) enables Buyer to withdraw her de-
posited tokens from LEDGERHEDGER if no Seller accepts it prior to b,.

For that, it first verifies the invocation is within [bstart, beng) (line 14), that
the contract is initiated, but no Seller had accepted it (line 15), and that the
invocation is by Buyer (line 15). We discuss earlier recouping in Appendix D.

Then, the contract marks its status completed (line 17), and sends Buyer
her deposited payment + ¢ tokens (line 18). We denote the gas consumption of
the Recoup function by ggone-

Apply The Apply function (lines 18-26) implements the main functionally
of LEDGERHEDGER: Seller executing a transaction t2providea Provided by Buyer,
and receiving the agreed-upon payment for doing so. Let g, be the gas con-
sumption of {Tprovided-

This function takes as an input a transaction ¢Iprovided, and first veri-
fies tZprovidea Was issued by Buyer (line 20). Then, it verifies the invocation
is within [bstars, bena] (line 21), that Seller had previously accepted (line 22), and
that the invocation is by Seller (line 23).

The contract then executes the operations of {Zprovided @s a subrou-
tine (line 24), marks its status completed (line 32), and sends payment + € + col
tokens to Seller (line 33).

Counsidering all operations except the execution of tzprovided, the Apply func-
tion performs similar operations to those of Recoup. We therefore consider its
gas consumption, aside from execution of trovided, iS alsO Ggone.

Exhaust The Ezhaust function (lines 26-33) allows Seller to get payment+ col
tokens for expending g,,. gas during the required block interval. Its goal is
to protect Seller from a spiteful Buyer, specifically from the case where Buyer
does not publish a Z,ovided transaction, or publishes ones that consume more
than gg0c gas.

When  Ezhaust is invoked, the contract first verifies it is
within [bstart, bena] (line 28), that Seller had previously accepted (line 29),
and that the invocation is by Seller (line 30).

The contract then performs null operations consuming g,i.. gas (line 31),
marks its status completed (line 32), and sends Seller payment + col to-
kens (line 33). Note that executing Ezhaust results with the remaining € being
forever locked in the contract.

Similarly, the operations of Ezhaust, aside from the exhaustion, resemble
those of Recoup. Therefore, its gas cost, aside from the exhaustion, is also ggone-
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3.2 Possible LedgerHedger Interactions

Following immediately from the functions of LEDGERHEDGER (Alg. 1) and the
EU-CMA digital signature algorithm, we get the following properties, which
define all possible interactions of the participants with the contract:

Contract parameters are immutable The contract parameters are set only
once by Buyer at its initiation and are immutable.

These parameters are set before 7 ... is drawn. Moreover, Buyer must trans-
fer payment + € tokens to the contract at its initiation.

Single Seller accepting Only a single Seller can accept the contract, only
after it is initiated, and only before b,... That means Seller can accept the con-
tract only after its parameters are set, and only after Buyer has already trans-
ferred payment+ € tokens to it. Seller can accept the contract only before 7 gzec
is known, and only by transferring col tokens.

Contract token extraction Extracting the contract tokens requires success-
fully invoking either Recoup, Apply or Ezhaust, which all require to be invoked
during [bstm’t7 bend]-

Buyer extracting tokens Only Buyer can successfully invoke Recoup, only
during [bstart, bend), and only if Seller had not accepted the contract.

Seller extracting tokens Only Seller that accepted the contract can success-
fully invoke Apply or Exzhaust, but not both. For either function, a successful
invocation can be made only during [bstart, beng), and only if Seller had accepted
the contract before bg,,¢ (specifically, before b,.. which precedes bgiort)-

Additionally, Seller can only successfully invoke Apply by providing a trans-
action tZpayioaq published by Buyer.

4 Incentive Compatibility

To demonstrate incentive compatibility, we identify the conditions under which
it is in the best interest of both parties to fulfill a given contract. In addition,
we find contract parameters for which Buyer and Seller initiate and accept a
contract in the first place. Our analysis culminates in the following theorem.

Theorem 1. There exist utility functions, a distribution F, and contract gas
and token parameters such that: Buyer is incentivized to initiate the con-
tract; Seller is incentivized to accept the initiated contract; Buyer is incentivized
to publish tTpeyioaa with gas consumption gpuy equal to  Gaioc; and, Seller is
incentivized to fulfill the contract by confirming tZpayioad-
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To prove the theorem, we first model LEDGERHEDGER as a game be-
tween Buyer and Seller. We then consider a subgame perfect equilibrium (SPE),
capturing the dynamic, turn-based nature of the game. We express the equilib-
rium strategy as a function of the distribution, the utility functions, and the
contract parameters. Afterward, we prove there are scenarios where engaging
and fulfilling the contract is an SPE. The game definition and analysis of the
SPE are deferred to Appendix E.

5 Efficacy

To show the efficacy of LEDGERHEDGER, we first review relevant contract pa-
rameters, gas-price distributions, and utility functions (§5.1). We then show how
to set the contract parameters to assure its fulfillment (§5.2), and conclude by
describing concrete ranges where both parties benefit from the contract (§5.3).

5.1 Contract Parameters, Distributions, Utility Functions

Contract parameters We set g0 = 5¢6 (5 - 10) as a representative example
of a ZK roll-up proof gas requirement [121,122], and arbitrarily choose w®*° =
wig . = wi,, = 1e9. Considering our implementation gas requirements (pre-
sented in Appendix A), we fix the contract function gas requirements at g;,;; =
0.1e6, gaccept = 79€3 and ggone = 20e3. We still consider € = 1, and derive the

desired values of payment and col throughout this section.

Distribution F The resultant players’ wealth depends on their strategies and
on the gas-price value 7 ye., which is drawn from F. Therefore, towards our anal-
ysis, we need to instantiate F. Inspired by Ethereum current gas-price [123],
we set the gas-price at initiation to mgepp = 100. For the distribution F,
we consider normal distributions with a mean value of 7, and truncate
them symmetrically at 0 and 200. We consider three different distributions, de-
noted Vi € [1,3] : F;, differing in their variance o7 = 10°*1.

Utility functions Agent risk aversion is modeled through the concavity of its
utility function. However, the optimal strategy is not affected by affine trans-
formations of the utility function [70,124], so simply measuring the curvature
fails to capture this preference. Instead, the risk preference of a utility func-
tion U (W) is typically measured using its Arrow-Pratt Relative Risk Aversion

(RRA) [65,66], RRA = 7%, where U’ (W) and U” (W) are the first and
second derivatives of U (W), respectively.

For our instantiation we use a few common options for utility functions [66—
70,112-114]: Linear utility U (W) = W with RRA = 0, exhibiting risk-neutrality;
Sqrt utility U (W) = VW with RRA = 0.5, exhibiting mild risk-aversion; and,
Log utility U (W) = log (W) with RRA = 1, exhibiting higher risk-aversion.
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probability Pr [T egec < Thound)-

5.2 Contract Fulfillment

With the contract parameters, distributions, and utility functions set, we are
first interested in finding the payment and col parameters for Seller to con-
firm tTpayioaq- By Lemma 1, this occurs when meg, < paymentteolte (A,

. YalloctGdone
pendix E). Let us denote mpyng = L&MERIECOME " honce we are interested in

GalloctGdone
finding when 7egzee < Tpound-

Recall 7eze. ~ F, so the condition holds only with some probability. This
is not a predicament specific to LEDGERHEDGER but to hedging in general —
in extreme cases one party might be better off violating the contract, as the
incurred punishment is smaller than the cost of abiding by the contract [71].
However, setting a sufficient incentive can achieve any desired probability. For
bounded probabilities, we can achieve deterministic success.

The probability that 7epec < Tpoung 1S given by the distribution’s cumulative
distribution function (CDF) at mpoung- Figure 2 shows the required payment +
col + € value to achieve Pr [T ezee < Thound]-

Figure 2 illustrates that increasing payment and col results with higher fulfill-
ment probability, as they increase the incentive for Seller to fulfill the contract.

Additionally, Figure 2 shows the effect of the distribution variance on meeting
the 7 poung bound. As expected, the more variant distributions have heavier right
tails, requiring more funds to achieve the same success probability.

If there exists an upper bound on the distribution value, like in the truncated
normal distribution, simply setting payment + € 4+ col such that my,ung exceeds
that upper bound assures success deterministically. In case of an unbounded
distribution, the failure probability is negligible in payment + € + col according
to the Chernoff bound [125]. As such, hereinafter, we consider payment and col
values such that Pr [T epec < Thound) = 1.

5.3 Initiation and Acceptance

Let us begin by considering the effect of the payment and the col parameters.
Buyer pays payment tokens to Seller for guuoc gas. Too high payment values
disincentivize Buyer from initiating the contract, as she can buy gg,c for the
gas-price instead. Too low payment values disincentivize Seller from accepting
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Fig. 3: Normalized expected utility difference.

the contract, as she can instead sell g4c for gas-price. The col tokens are used to
incentivize Seller to abide by an accepted contract, as she loses them otherwise.

We now analyze the contract initiation and acceptance for concrete values
of payment and col, for a specific F, and assuming Buyer and Seller each have a
utility function Utility € {Linear, Sqrt, Log}.

Let EUDpyyer represent Buyer’s additional expected utility from initiating
a LEDGERHEDGER contract, as opposed to directly purchasing a gas allocation
when the target timeframe arrives. Similarly, let EUDgee, represent Seller’s ad-
ditional expected utility from accepting a LEDGERHEDGER contract, as opposed
to directly selling her gas allocation in the target timeframe. Thus, when the ex-
pected utility difference is positive, the corresponding participant will interact
with LEDGERHEDGER (Corollary 1 and Corollary 2,Appendix E).

We arbitrarily set col = 1e9 to satisfy Pr[megee < Toound) = 1 (lower val-
ues suffice as well, as we need payment + col > 1€9), and numerically calcu-
late EUDpyyer and EUDgeje, for the various distributions and utility functions,
as a function of T eontract = %.

Figure 3 presents these values, scaled for comparison, for the various util-
ity functions, and for the lowest-variance distribution F; (Figure 3a) and for
highest-variance distribution F3 (Figure 3b). As expected, the higher the agreed
price Teontract 1S, €ngaging in a contract becomes less profitable for Buyer and
more for Seller, since the utility functions are strictly increasing. That is, Buyer
agrees to initiate up to a maximal price, and Seller agrees to accept for no less
than a minimal price. We denote these by 77%12;‘” and by wgl;?ler, respectively,
and refer to these as the required prices.

Determining the 7eontrace that Buyer and Seller agree upon is a matter of
negotiation, outside the scope of this work. We focus on finding conditions for
such a price to exist, i.e., for T Buyer > ngeilnler.

Figure 3 shows that utility functions with higher RRA are more amenable to
engage in the contract. Specifically, it shows that 752X is the highest in case
of a logarithmic utility function Log (RRA = 1), followed by the price in case of
a square root utility function Sqrt (RRA = 0.5), and then by the price in case
of a linear utility function Linear (RRA = 0). This is expected — higher RRA
means higher preference for certainty, which is achieved through engaging in the
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contract. Symmetrically, it shows that wfé‘;;‘m is the lowest with a logarithmic
utility function, and highest with a linear utility function.

Lastly, Figure 3 highlights how the distribution F affects the existence of
a T eontract SUch that wigax > s For F; (Figure 3a), there is no eontract
where for any combination of utility function for Buyer and Seller both utility
differences are positive, i.e., TBuyer < ngeilnler- However, for F3 (Figure 3b), there
is a range of T.ontract values where w%lg’;w > ., for some utility function
combinations. This is due to the different variance values of the distributions.
Intuitively, a distribution with higher variance offers less certainty about 7eye.,
making the contract-induced certainty more appealing for risk-averse (RRA > 0)
participants.

To further emphasize the distribution effect, Figure 4a presents the required
prices for the various utility functions and distributions. It shows the distribu-
tions with lower variance values F; and F5 both result with W%lzzer < ngeil“ler,
i.e., no contract. However, for a high variance value, there exist combinations
of Upuyer and Useiier that result with 7'52% > 7 . For example, the above
is satisfied for F3 when Upyyer is Log and Ugejjer is Linear, or vice versa. This

implies that the parties engage in a contract even if one of them is risk neutral.

Figure 4a also shows that the required prices are fixed for the linear utility
function, for both Buyer and Seller, for any considered F. Broadly speaking,
this holds due to Pr[mezec < Thound] = 1, the linearity of the utility function,
and the fact all considered distributions have the same mean value. We bring a
thorough explanation in Appendix F.

Finally, as a theoretical exercise, we consider the cost of friction [126] —
the inherent costs of ginit, Gaccept A Ggone that Buyer and Seller incur. The
reason this experiment might be of interest is due to further optimizations in
LEDGERHEDGER that result with even lower overheads. We set ginit = gaccept =
Jaone = 0 and find the required prices for the various utility functions and distri-
butions (Figure 4b). As expected, reducing the friction results with both Buyer
and Seller being more amenable to initiate and accept the contract. Specifically,
this relaxation facilitates the contract creation even for F; and Fs.
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6 Related work

We are not aware of previous work that guarantees future transaction confirma-
tion in a timely manner, despite this being a security requirement of prominent
cryptocurrency applications.

Recently, Lotem et al. [86] suggested extending Ethereum’s contract capa-
bilities to allow applications to monitor the blockchain congestion level. The
applications can then extend their timeouts in case of congestion. This mecha-
nism replaces safety with liveness violations — the timeout does not expire, but
the application cannot progress to its post-timeout state. In contrast, LEDGER-
HEDGER assures confirmation at the desired interval, and is directly applicable
to Ethereum and similar blockchains.

Infura’s any.sender [76] service gets issuers’ transactions confirmed at com-
petitive fees using estimation and dynamic fee update. Unlike LEDGERHEDGER,
it does not address long-term reservation and its necessary mechanisms.

Several projects suggest mitigating gas-price changes using gas tokens. These
are managed by designated smart contracts, whose value follows the gas-price.
To protect against gas-price rising (falling), one buys (sells) gas-tokens, and later
sells (buys) them. A future transaction issuer can acquire gas-tokens beforehand,
and sell them to fund the transaction fees at the desired inclusion time.

The first type of gas token [88-90] was implemented by abusing Ethereum’s
gas refund mechanism, where several operations had negative gas costs. The
principle was to deliberately expend gas on storing arbitrary data when the gas-
price is low, and later, when the gas-price rises, delete that data for a gas refund.
This method was inefficient, as only about a third of the spent gas is refunded.
Moreover, the August 2021 Ethereum upgrade [127] broke this mechanism by
changing the refund policy [91,92]. In contrast, LEDGERHEDGER does not rely
on Ethereum’s internal implementation, and hence applies to a wide range of
systems. Moreover, its overhead is three orders of magnitude less than the hedged
amount for practical parameter values.

Another approach for implementing gas tokens is pegging them to the
gas value, e.g., uGAS [87], and Pitch Lake [128]. uGAS tokens have month-
granularity expiration dates, and their expiration value is set according to an
oracle [129] — another contract that, by external measures, feeds the median
gas price of all Ethereum transactions. Users can deposit and release cryptocur-
rency to mint and destroy uGAS tokens, respectively. The required cryptocur-
rency amount, deposit duration and withdrawal availability all depend on a set
of variables such as the oracle-reported price and the token availability in the
managing contract. Moreover, user deposits may be confiscated in a so-called
liquidation if their deposit value falls below a certain threshold. Protocols of this
kind are susceptible to various attacks and manipulations [130-135], in particu-
lar to taking advantage of the oracle [136—147]. Furthermore, setting the oracle
measured time period is nontrivial — short periods make it easy to manipulate,
but long periods result with the reported value being inaccurate.

In contrast, LEDGERHEDGER does not rely on oracles, and is conducted
solely among the two interacting parties, removing the ability to affect its state
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through the aforementioned manipulations. LEDGERHEDGER also enables arbi-
trary choice of the target time frame.

Traditional financial hedging instruments typically rely on either cash settle-
ment or the delivery of goods [71,148]. The latter kind of gas tokens, as men-
tioned previously, leans on cash settlement. This method, however, necessitates
knowledge of the price, typically sourced from oracles, which are vulnerable to
manipulation. In contrast, LEDGERHEDGER paves the way for a novel category
of oracle-less gas tokens, which can use it for transferring gas allocations. We
leave the exploration of this direction for future work.

The August 2021 [127] update to the Ethereum network applied Ethereum
Improvement Proposal (EIP) 1559 [83], changing the transaction fee mechanism.
EIP1559, along with other work [77-82], attempts to ease transaction issuers
estimation of the required fee solely for the next block; they do not apply (or
claim to apply) to further blocks.

Aside from benign price fluctuations, previous work shows the fee market is
susceptible to congestion attacks [12,149,150]. These create multiple transactions
that artificially increase the market price, congesting the network, resulting with
time-sensitive transactions being delayed. A similar impact can arise from cen-
sorship attacks [151], where a malicious party prevents transaction from being
confirmed. Such attacks are executed by manipulating miners’ incentives, often
through methods like bribes [152-155].

LEDGERHEDGER is capable of withstanding such attacks or benign market
spikes of any magnitude by incorporating a sufficiently high Seller collateral,
thereby ensuring future confirmations at predetermined prices, even in far-future
scenarios. Moreover, LEDGERHEDGER’s functionality remains unaffected by up-
dates such as EIP1559, underlining its resilience and versatility in a rapidly-
evolving domain.

7 Conclusion

We introduce LEDGERHEDGER, a blockchain smart contract for confirming a
future transaction of Buyer for a predetermined fee by Seller. We analyze fee
variability and prove that fulfilling the contract is an SPE for a wide range of
practical parameters. We implement LEDGERHEDGER as a smart contract for
Ethereum, deploy it, and demonstrate its efficacy and low gas overhead compared
to common gas requirements.

LEDGERHEDGER is directly applicable to secure smart contracts executed
over Ethereum and similar systems, resolving the prevalent issue of unjustified
reliance on fee stability.
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A Implementation

To demonstrate the practicality of LEDGERHEDGER, we implement it as an
Ethereum smart contract, and deploy it on a test network. In this section, we
describe the implementation and deployment details, and present measured gas
overheads.

Appendix G reviews an alternative implementation, based on a recent
Ethereum improvement proposal [83,127]. Appendix D reviews possible modifi-
cations, concerning user experience and overheads. These include enabling Buyer
to withdraw the tokens earlier in case Seller is unresponsive, and reducing func-
tion overheads by using constant, predefined parameters.

Ethereum smart contracts are written in the Solidity smart contract pro-
gramming language [156]; we bring the code in Appendix H.

Design Our implementation follows the smart contract wallet (SCW) [76,157,
158] design pattern. This design enables customizing the retrieval of the contract
tokens, which, for LEDGERHEDGER, is done only through the Apply, Exhaust,
and Recoup functions.

Additionally, this design enables decoupling the transaction issuer (i.e., the
party that pays the transaction fees) from the transaction signer (the party that
creates the transaction). This, in turn, enables having one party, Seller, use her
gas allocation (or pay the transaction fees) to confirm a transaction by the other
party Buyer, using so-called meta transactions [159].

We implemented LEDGERHEDGER to be reusable for Buyer, that is, it is
deployed once, and then can be used to create new instances over and over
again. This amortizes the deployment gas requirements, which are higher than
other operations [2].

Function Implementations The implementation of Initiate, Accept
and Recoup is straightforward, based on Alg. 1.

In the Ezhaust function, the only novel element is the gas exhaustion through
null operations. We implement this by looping sufficiently many times to ensure
the exhausted gas matches its target. Our implementation results in a difference
between the target gquo. and actual consumed gas of up to 120 gas units — 4
orders of magnitude lower than practical values of g40c-
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Finally, the contract pinnacle, the Apply function, is implemented using the
aforementioned meta-transaction mechanism. It accepts a meta transaction, is-
sued by Seller, verifies it is signed by Buyer, and then executes it. The signature
verification is performed using a prevalent Ethereum cryptographic library [160].
Note this requires Buyer to create her transaction ¢Tp.yiceq in a format fitting
this design.

EIP1559 Compatibility Recall the payment for iZ,ayi0aq confirmed by
LEDGERHEDGER is payment, and it does not need to pay an additional fee.
In principle, we could have had {Z,4y1004 Offer no fee, and let Seller confirm it as
an ordinary transaction. However, Ethereum’s EIP1559 [83,127] requires that all
transactions in a block pay a minimal, base fee. Our implementation is compat-
ible with EIP1559 since {Zpayioaq is a meta transaction, and Seller’s transaction
that invokes the Apply pays the required base fee.

Deployment and Gas Costs We deploy LEDGERHEDGER on the Ethereum
Goerli test network [161], and invoke all its functions. We bring the transaction
identifiers in Appendix I.

We initiate the contract using the Initiate function three times, and conclude
it differently after each initiation.

The first initiation consumed g;,;; = 117e3 gas. We then concluded the con-
tract using the Recoup function, consuming ¢4on. = 57.3€3 gas.

The second initiation consumed g;,;; = 37.4e3 gas, followed by an invo-
cation of the Accept, consuming ggecepr = 50e3 gas, and then an invocation
of Ezhaust, consuming ggioc + gdone = 3.021e6 gas. Using a local profiler, we
found that ggone = 21e3, aligned with this experiment’s chosen gg0. = 3€6
value.

Finally, we initiated the contract for the third time, consuming g;,;; = 37.4e3
gas, again invoked Accept for ggecepr = 50e3 gas. Then, we invoked the Apply
function on an arbitrary meta-transaction that we created, consuming gp.,s +
GJdone = 2.668¢6 gas. Again, using a local profiler, we find that ggone = 12€3.

Note that the first initiation required 2.5X gas compared to the second and
third initiations. This discrepancy is due to Ethereum operations consuming gas
as a function of their state changes, e.g., setting a value to an unassigned variable
is more gas-consuming than assigning a value to an already-assigned one. The
first initiation higher costs can therefore be considered as part of the deployment.

To conclude, our LEDGERHEDGER implementation incurs an (amortized)
overhead of g;ni+ = 37.4e3 gas on Buyer, and gqccept + Gdone = 62€3 gas on Seller
in the desired execution. These are 3 orders of magnitude lower than a represen-
tative example of an applicable hedging use-case of a0 = 10e6 gas [121].

B Gas Allocation Assurances

As mentioned (§2.2), we consider Seller to have a gas allocation of g4y, in the
required block interval. This modeling trivially fits ledger systems where the
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system validators (miners) are chosen in advance, such as planned Central Bank
Digital Currencies (CBDCs) [100, 101].

We now show this modeling also applies to systems where miners are chosen
probabilistically. We begin by first considering practical parameters, showing
that Seller manages to create a block with overwhelming probability. Conser-
vatively, consider a short interval of a one hour (cf., Optimistic roll-ups like
Optimism [50] and Arbitrum [49] that use week-long intervals). For Ethereum,
in one hour interval there are about 240 blocks, and the probability that a 10%
miner would fail to create any block in that interval is (1 — 0.1)%40 ~ 107!,
A 5% miner would reach the same probability in about two hours. These values
mean failing to find a single block is expected to occur only once in a few million
years. We emphasize that in a probabilistic system we do not expect a miner to
reserve all her expected future blocks, i.e., miners will retain margins of their
reservations.

Finally, we emphasize that a Seller does not need to create a block by her-
self to begin with, as she can have the t2,qy1004 confirmed (the action denoted
by agppiy) by paying the required gas-price, regardless of her block-creation capa-
bilities and regardless of random events occurring or not. Moreover, all of Seller’s
possible interactions with LEDGERHEDGER do not require Seller creating a block
by herself, and therefore can all be performed even by non-mining entities. It
immediately follows that any mining or non-mining Seller can simply use the
aforementioned transaction-fee mechanism to fulfill the contract as required.

C Price-Prediction-Model Validation

We compare Ethereum past gas-price measurements with a normal distribution,
validating the random walk prediction model (§2.3).

First, we use Blockchair [162] to obtain measurements of Ethereum’s blocks
for September 2021, chosen arbitrarily. During this period, about 200K blocks
(numbered 13136427 to 13330089) were created, for which we consider the gas-
price as the ratio of the total paid fees and the total consumed gas (while ignoring
empty blocks).

Then, we find the gas-price difference between each two consecutive blocks;
the hypothesis is that these differences follow a normal distribution, i.e., they
are each independently drawn from N (p,¢?), for some p and o2 values.

To mitigate effects of long-lasting trends (e.g., gas-price increases at US day-
time, where there is generally higher volume of trade and therefore higher de-
mand), we split our samples to batches of 20 blocks, corresponding to an expected
time period of 5 minutes. For each batch we numerically find ; and o2 values
that maximizes the p-value for the Kolmogorov—Smirnov test [109], i.e., values
of 1 and ¢? that maximize the probability that the gas-price change is drawn
from N (u, 02). We present histogram of the resultant p-values (significance lev-
els) in Figure 5.

Figure 5 shows that, indeed, gas-price fluctuations for most of the examined
batches can be modeled as drawn from a normal distribution with high probabil-
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Fig. 5: Kolmogorov—Smirnov test p-values for September 2021 Ethereum blocks
and normal distributions.

ity, thus justifying the gas-price random walk model. Specifically, 99.8% of the
batches are normally distributed with significance level of at least 0.5, 90.4% of
batches are normally distributed with significance level of at least 0.85, and 66%
of the batches are normally distributed with significance level of at least 0.95.
Additionally, we note the average p-value is 0.941, and the median is 0.966, both
indicating statistical significance that the samples were drawn from a normal
distribution, verifying the hypothesis.

Finally, we consider the found normal distribution parameters p and o2,
presented (excluding a few outliers) in Figure 6.

Figure 6 shows the vast majority of batches are best-fitted with 4 =~ 0 and
relatively low o2 values. Indeed, 98% of the examined batches are best-fitted
with p € [~1,1] and 02 < 5.

Repeating this analysis for different batch sizes (10, 40 and 80) yields similar
results. We thus conclude that the random walk model describes with statistical
significance the gas-price changes over the sampled period, and that each step
has little drift, if any, and low variance.

D Modifications

We present a few modifications to LEDGERHEDGER that might be of practical
interest. These focus on user experience in case of unintended usage, e.g., en-
abling Buyer to get the contract tokens earlier in case of no Seller accepting the
contract. We also present a few modifications for reducing the contract overhead.

Enabling earlier refunds from a declined contract First, one can consider
a modification the Recoup function requires to be invoked after b, instead
of during [bstart, bena). This allows Buyer to withdraw tokens from a declined
contract at an earlier stage.
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Fig. 6: Best-fitted 4 and o2 values for September 2021 Ethereum blocks.

Note that initiating a contract that will not be accepted is not an SPE —
Buyer pays the initiation fees, and then later either forfeits her tokens or pays
additional fees to withdraw them (Eq. 8).

Enabling refund from a non-depleted contract Additionally, we can
change the Recoup function to accept invocations after be,q if Seller accepted
the contract, but then ignored it.

This allows Buyer to withdraw tokens in case Seller crashed. Similarly to the
previous refund modification, initiating a contract that will be refunded is not
an SPE.

Higher e values Setting ¢ = 1 suffices to incentivize Seller to prefer confirm-
ing tTpayioad (assuming she meets the ggu0c quota). Buyer setting higher values
for ¢ further improves this incentive, even in the presence of Seller having ex-
ogenous considerations for excluding ¢Tpeyioad-

Setting € = 0 Setting ¢ = 0 means Buyer has to pay (a single token) less
for tTpayioaq- This, however, means Seller has the same benefit from confirm-
ing tTpayiond and from exhausting the contract (see Table .1). This change might
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be suitable if Seller is expected to prefer the former due to an exogenous con-
sideration or due to being benign.

Hard coding block intervals Our implementation takes as parameters bg;q,¢
and beyg, indicating the block interval for transaction confirmation or contract
exhaustion. However, this requires storing two values, and storing data is a
rather costly operation [2]. Instead, one can create a contract with a hard coded
interval length, and take only b+ as a parameter. This still enables enforcing
the engagement interval, but requires storing one less variable.

E Game Definition and Analysis

The need of Buyer to confirm a future transaction, Seller having a future gas
allocation, and the existence of LEDGERHEDGER contract, all give rise to a game
played by Buyer and Seller. The game, denoted by I', begins when the blockchain
is at the block preceding b;,;:, and progresses with the players taking actions.

We present the possible game states and actions (§E.1), and consider player
strategies (§E.2). We then specify the solution concept (§E.3): We consider a
subgame perfect equilibrium (SPE), capturing the dynamic, turn-based nature
of the game. We continue to express the equilibrium strategy as a function of
the distribution, the utility functions, and the contract parameters, and prove
Theorem 1, showing there are scenarios where engaging and fulfilling the contract
is an SPE (§E.4).

E.1 States and Actions

The game takes place during two phases. The first phase, denoted by @setup,
describes the creation of blocks b, t0 bge.. The second phase, denoted by Yezec,
describes the creation of blocks bgstgrt t0 beng.

The game state comprises the player tokens, the contracts they possibly
engage with, their published transactions, the current phase, and the gas-price.
Figure 7 summarizes the game progress.
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Broadly speaking, Buyer and Seller can set a LEDGERHEDGER contract at
the game start for gz, and then execute it. Alternatively, Buyer and Seller can
wait for ¢egec, and then Buyer can publish #2,441004 as any other transaction for
confirmation, and Seller can use her gas allocation to confirm any transaction.

We ignore nonsensical, obviously dominated or unrelated actions [163] such
as either party sharing her private key, Seller not using her gas allocation, or
either player publishing unrelated transactions. We assume both parties initially
have sufficiently many tokens to support the following actions.

The value of Tge4yyp is known to Buyer and Seller at the game beginning. How-
ever, the value of m¢ze. is drawn by Nature from F just before ¢, starts. After
the players publish and confirm transactions for ..., the game is concluded.

The game starts in state InitLH (in @geqnp), Where Buyer can choose to ini-
tiate a LEDGERHEDGER instance (action a;p), and choose its parameters. She
incurs the initiation cost ginit - Tsetup, deposits the payment payment 4 ¢, and
the game transitions to state AcceptLH. Alternatively, she can choose to refrain
from initiating (action aye), incurring no costs, and the game transitions to
game state NoLH.

Game state NoLH (in (pe...) takes place after Nature draws megee ~ F. In
this state, Buyer can pay the gas-price Teze. to have tZpgyi0aq confirmed (ac-
tion @pupTs), incurring the fee cost gauioe - Tegee, but have tZpayioaq confirmed.
Alternatively, she can do nothing, incurring no costs, but receiving no reward.
Seller sells her g,0c gas for the gas-price Tegee, €ANING Guiioe * Meec-

In game state AcceptLH (@seip) Seller chooses whether to accept the
LEDGERHEDGER instance (action agecept). To accept, Seller publishes a trans-
action that invokes the Accept function, deposits the col collateral tokens, and
incurs a cost of ggccept - Tsetup- The game then transitions to state PublishTx. Al-
ternatively, she can decline by simply ignoring it (@ gecsine), leading to RecoupLH.

Game state RecoupLH is in gy, after Nature draws 7oz, ~ F. Buyer
can choose to withdraw her deposited payment + ¢ tokens from the declined
LEDGERHEDGER instance (action @recoup), incurring the withdrawal transaction
fee cost Ggone - Megec- If N0, she can simply ignore it (action agorfeir), forfeiting
the payment+ e tokens. As in NoLH, Buyer can also publish tp.yi0e4, and Seller
can also confirm other transactions; the former costs Buyer gqiioc * Tezec tokens,
but has tTpayioad confirmed, and the latter rewards Seller with gaiioc - T ezec-

Game state PublishTx is in @y, after Nature draws mege. ~ F. Here Buyer
can publish transactions for Seller to confirm using the contract’s Apply function.
These transactions do need not to further incentivize a miner to confirm them,
hence offer no fee. However, Buyer can publish multiple transactions for Seller to
choose from, and Seller is clearly incentivized to consider only the transaction
requiring the least gas. So, we consider the following two cases. First, Buyer
chooses not to publish a transaction at all (action a,,pyp7s), incurring no costs,
leading to FulfillNoTx. Alternatively, Buyer publishes tZpsyi00q (aCtion apyp7s),
leading to the FulfillTx state.

In game states FulfillNoTx and FulfillTx (pegec) Seller can choose to invoke
the contract’s Fzhaust function (action @ezpeust)- This transfers payment + col
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tokens to Seller, but requires g0 for the null operations and gg4,, gas for the
remaining operations (verification, token transfer, etc.). Note this action exceeds
the gqi0c quota of Seller, requiring Seller to pay fees for ggone, resulting in an
incurred cost of ggone - Teec. ACtiON Qeghaust Tesults with (Zpayioaq DOt confirmed,
so Buyer can have it included by paying the gas-price.

Alternatively, Seller can choose to ignore the contract (action aignore), receiv-
ing no tokens but incurring no additional costs. Action a;gnere results with Seller
not using her gas, which she can sell for the gas-price of 7oye.. It also results
with tTpayioea nOt being confirmed through the contract, so Buyer can pay the
current gas-price Teze. t0 have it confirmed.

Finally, in Fulfill Tx, Seller can choose to invoke the contract’s Apply function,
using the published transaction tZpgyioeq. This rewards Seller with payment 4
€ + col tokens, but requires gpus + Gdone gas, resulting in an incurred cost

of ((gpub + gdone) - galloc) * Tegec-

Note 1. We assume that Seller verifies the execution of {Zpayi0aq and is content
with its results (as in, e.g., [164-166]). Namely, Seller verifies tapayi0aq does not
terminate the contract nor transfer away its funds.

Note 2. LEDGERHEDGER works whether Selleris a miner or not: If she is a miner
she can use some of her block’s gas to confirm #z,4y1044 and get the contract
tokens, forfeiting other transactions that pay the market price (cost of loss-
of-opportunity); if she is not, she can confirm t2pey0sq and get the contract
tokens by publishing a transaction that pays the gas-price to a miner (cost of
the transaction fee). In both cases, the cost is identical, resulting in a similar
game-theoretic analysis.

Asin the NoLH and the RecoupLH states, if tZpqyi004 is not confirmed by Seller
as part of the contract (i.e., if Seller plays Geghqust OF @ignore), then Buyer can
pay to have tZpayioaq included at market price, resulting with ¢Tpeyi0aqd confirmed
and a cost of guiioc - Tegee- Any of these actions concludes the game.

E.2 Strategy

Each player has a strategy, mapping each game state to an action. The action
space for Buyer comprises which transactions to publish and when to do so.
For Seller, it comprises which transactions to publish, when to publish them,
and which transactions to confirm using her allotted gas.

We denote by 5 a strategy profile, comprising the strategies of Buyer
and Seller. We denote 5 (state) = a if the player’s strategy in the profile s
dictates playing action a in game state state. We say a player follows strategy
profile s if at each game state she chooses to play her strategy’s mapped action.

E.3 Solution Concept

The sequential nature of I" lends itself to the definition of subgames, each captur-

ing the possible extensions starting from a specific state. We denote by I'2/ver
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the subgame starting at state state where player € { Buyer, Seller} is to take an
action. The game begins with the initial subgame Fﬁ;ﬁ’if =T.

We can therefore define the wealth and utility of each player
starting in a subgame as follows. Let Buyer and Seller follow a
strategy profile 5 in subgame I'?Y"  and let Nature draw gas-
Price Megee- We denote the resultant wealth of Buyer and of Seller
by  Wauyer (Tegec, State,5)  and by  Wasepier (Tegee, State, 5),  respectively.
We denote the utility of Buyer by U puyer (WBuyer (Tegec, State,5) ) and
of Seller by Useiier (Wselier (Tegec, State, 5)), or simply Upgyyer (State, 5)
and Ugeyer (state, 5) for succinctness. We denote the expected utility of Buyer
and Seller when they follow strategy profile 5 starting in I'“i2“" over the
distribution F, by E [Upyyer (state, 5)] and by E [Useyer (State, 5))], respectively.

We focus on rational Buyer and Seller that strive to maximize their expected
utility. We assume the players’ utility functions, their utility-maximizing tenden-
cies, and the game state are all common knowledge. So, the defined game is of
perfect information [167,168].

We are interested in a strategy profile that is a subgame perfect equilibrium
(SPE) [163,169-175]. Intuitively, this means that at any stage of the game both
players are content with the action defined in the strategy profile. Formally, an
SPE is a strategy profile where no player can increase her utility by deviating
in any subgame, considering the other player’s reaction to such deviation, i.e.,
Nash equilibrium at every subgame.

We are interested in finding conditions in which the SPE, denoted by 5gpe,
results with Buyer initiating the contract, Seller accepting it, Buyer publish-
ing tTpayioad With gpus = Gaitoc, and Seller confirming it.

The common method for finding 5y, is using backward induction [169,176—
178], applicable in perfect information and finite games. The analysis begins
at the subgames comprising only the last action (e.g., subgames I'g¢fer
and I'Z¢fler ) where the SPE is found by directly comparing the utility from
the different possible actions. Then, considering the last player chooses that
utility-maximizing action, the second to last subgames are analyzed (e.g., sub-
game Fg;‘g’,fszn). This process is repeated recursively until the initial sub-

game Fﬁﬁ,‘j = I') is analyzed. We move forward to finding Sgpe in I

E.4 SPE Expressions

We start by expressing the SPE for an initiated and accepted contract, and then
address the initiation and acceptance.

Fulfilling an Initiated and Accepted Contract The subgame describing
possible interactions with the initiated and accepted contract is I" EZZZZTX, which
is played after Nature had already drawn 7ze.. Therefore, any choice of action
in FE%EZTX and the subsequent subgames results in deterministic wealth for
both Buyer and Seller.
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It follows that maximizing the expected utility (by choosing preferable ac-
tions) is the same as maximizing the utility. Additionally, since utility functions
are monotonic, maximizing the utility is equivalent to maximizing wealth.

Following this observation, we compare the resultant wealth of each action
in I'per  and the subsequent subgames, presenting a condition on 7 egec, by
which the 54, action is decided.

Throughout the analysis, we assume € = 1, that is, a single token (we consider
different ¢ values in Appendix D).

Towards the upcoming resultant wealth analysis, recall that in the subgames
preceding FE%’,ZZTX, Bugyer already incurred a cost of gngt - Tsetup + payment + €
for initiating the contract, and Seller incurred a cost of ggccept * Tsetup + col for
accepting the contract.

The available actions in Fg:g”,fSZTX are apyb s, leading to IECHEr. or apnopub s,
leading to I Eﬁ,lfll,e,’,;,oTx We begin by considering these two subgames, and present

their analysis summary in Table 1.

Subgame Fﬁf%%on In the ng,lfl,-,e,,r\,oTX subgame Seller plays either aegpayst
Or Qjgnore-

Playing aeghaust results with Seller exhausting the contract’s gas, reward-
ing Seller with payment + col at the incurred cost of ggone * Tegec- Alternatively,
playing aignore results with Seller forfeiting the contract tokens, but selling her
gas for the gas-price, that is, a reward of guioc * Tegec-

It follows Gezhaust is preferred over ajgnore if payment 4 col — gaone - Tewee >
Galloc * Tezee, and the resultant wealth of Seller in this subgame is therefore

) ~ it
Wseiter ('/Te:cec, FulfillNoTx, Sspe) = wg?ller ~ Yaccept " Tsetup
+ max(payment — gdone - Teees Jalloe * Tegee — €ol) . (1)

Regardless of the action Seller chooses, Buyer can pay the gas-price T egpe. for
her transaction inclusion. The cost for that is guji0c - Tezec With a reward of w®*°.
This is profitable as long as w° > galioc * Tezec, resulting with

W Buyer (T egec, FulfillNoTx, 5¢pe) = wgﬁ;ﬂ — Ginit - Tsetup — Payment — €
+ max (wezo — Galloc * Tezxec 0) . (2)
Subgame I'Zeller. In the I'geler.  subgame Seller plays either aoppry, Geshaust
Or Gjgnore-

Playing either a.ezhaust OF Gignore results with the same wealth as playing them
in [Feller . However, playing aqppi, includes the published #2,4y100q transaction
with its gas requirement g,,, resulting with a reward of payment+ ¢+ col. How-
ever, it also results with a cost of ggone - Tegee, and an additional (gpus — Gaitoc) -
T ezec; NOte the latter is positive if garoe < gpus, that is, if tZpey00q exceeds the
agreed quota gajioc, Or negative if tTpay1004 under-utilizes it, leaving gas for Seller
to sell, and thus netting a positive reward.

Comparing aappiy and Aeghaust; We get aqppiy is preferred if € > (gpup — Gaitoc)-
Tegec- AS € =1, Tegee > 0, and (gpub — Galtoc) - Tegee 1S & number of tokens (i.e.,
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an integer), this inequality holds if gpus < gatioe- Similarly, comparing agppiy
and @ignore results with the former yielding more tokens if 7 cgzec < %@TM
pubTGdone

The resultant wealth of Seller in this subgame is therefore

- = init
Wselier (Wezem Fulfill Tx, Sspe) = Wgeller — Yaccept * Msetup
=+ max(galloc T egec — COl, payment — gaone * Tezecs

payment +e— (gdone + Gpub — galloc) . ’/Tea:ec) . (3)

If Seller chooses not to confirm tp.y0aq, then Buyer can pay the gas-
Price T qzee for her transaction inclusion. The cost for that is gui0c * Tezee With a
reward of w®*®. This is preferred as long as w° > galioc * Tezec, resulting with

- = init
WBuyer (ﬂ-exem FUIf’”TX7 Sspe) = WRyyer — Yinit * Tsetup — payment — ¢

ayment+cold-e
+ {w Meaee < B gone A0 gpub < Gatoc

exro

max (W — galioc * Tezec;0), Otherwise

(4)

. Buyer
We are now ready to consider the I'y /... subgame.

Subgame FE:[Z;TX In this subgame, Buyer chooses whether to publish tZpayi0ad;
and with what gas requirement gy,,;. We present the following lemma, providing
an upper bound for gas-price Teze. such that Buyer is strictly incentivized to
publish tZpayload with 9pub = Yalloc*

Lemma 1. If Tegee < payment+ colte
GalloctGdone

ing 9pub = YGalloc-

then Sspe (PublishTx) = apuprs, satisfy-

Intuitively, Buyer publishing a transaction with gas consumption gp.s >
Galloc disincentivizes Seller to confirm it. But, by definition, the transaction
of Buyer yields no value to her if gpup < gaioc, resulting with the optimal gas
consumption being gpup = galioc- Additionally, meeting the 7.z, bound results
with Seller confirming the published transaction, incentivizing Buyer to publish
it to begin with.

Proof (Lemma 1). In the PublishTx subgame, Buyer chooses if to publish tZp4yi004
or not. Additionally, if she chooses to publish ¢Zpeyi0eq then she also decides what
its gas consumption gy, is.

Pub.lishing tZpayload (apu_bTI) leads to s_ubgame Fﬁﬁ,lff;j’}x If so, her resultant
wealth is WBuyer (ﬂ'emeca FUIf’”TX7 gspe) = wgzgt/er_ginit'ﬂ-setup_payment_g'i_wezo

. payment+colte nit
if Tezee < GpubtGdone and 9pub S YGalloc » and wBuyer_ginit ‘T setup _payment_

e + max (W — Guiroc * Tegee; 0) Otherwise (Eq. 4).
Alternatively, not publishing a transaction (anopubrs), leads to sub-
game ['Zefer . This results with wealth Wayyer (Tegec, FulfillNoTx, 55pe) =

t
wgﬁyw — Ginit * Tsetup — Payment — € + max (wexo — Yalloc * Tezxecs 0) (EQ- 2)-
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Let us take note that w®® > 0, Tegee > 0 and gapoc > 0. Therefore,
we get that w®® > max (W — Gaioc - Tezees 0). Subsequently, considering all
the aforementioned options, the wealth of Buyer is maximized when 7oz, <

ayment+ col+e
pgg/pubm and gpup < Galioc-

With that, let us consider the value of gpys. First, setting gpup > gatioc Violates
the mentioned condition, as Seller will not confirm tzp4y1004-

And, setting gpus < Gattoc is also unfavorable, as gpup > Galioc is required
to receive the w®° tokens to begin with. Thus, publishing a transaction that
requires exactly gpup = Gaiioc 18 the preferred action.

When gpub = Galioc, We get the condition for the preferable outcome is
simply Tegee < %7 which is exactly the condition mentioned in the
lemma. a

Following Lemma 1, if the gas-price satisfies megee < BEYmEREECOLEE than Seller
& ’ gas-p Jalloct+9d

confirms t2pqyi004, and we get the resultant wealth of the I'Z¢/ker.  subgame (see

Eq. 3 and Eq. 4). However, if gas-price exceeds Teges > %ﬁ;‘m then Seller
pu one

does not confirm tZpayi0aq. In that case, Seller chooses between exhausting or

ignoring the contract, and the resultant wealth is that of the I'Zeller  sub-

game (see Eq. 1 and Eq. 2). Therefore, we get

Wseiter (ﬂ'ezem PUinShTXa §spe) =

- = ayment+col+e
Wsetier (’/Tewew FU/fI”TX, Sspe) , Tegec < pgyalloc"’_gdone (5)

- = ayment+colde
WSE”G’I’ (ﬂ—ezecv FU/fI//NOTX, Sspe) sy Tezec Z pgya”OCJrgdom

and

W Buyer (T egec, PublishTx, Sgpe) =

WBuyer (Wezem Fulfill Tx, gspe) y Tezec < %t;fjje 6
payment+colte - (6)

WBuyer (Tegec, FUlfillNoTX, Sspe) , Tegee > I —

In conclusion, Lemma 1 presents the required conditions for the SPE to
include the publication and confirmation of tZp.yi0e4- We now proceed to express
the conditions for initiation and acceptance.

Seller Accepting We start with analyzing the contract acceptance, that is,

with subgame Fﬁﬁéﬁ%’;m. In this subgame, Seller can play a,ccept, leading to

B . . .
subgame I'p 1 1., discussed in Lemma 1. She can also play ageciine, leading to

Buyer .
subgame I'g. ., 1> Which we analyze below.

Subgame Fg:c%i;m In the Fg:gﬂ;l_,_, subgame, Buyer plays either ayecoup
O Qforfeit-

Playing @recoup results with Buyer getting payment + € and spending ggone -
Tezee tokens. Alternatively, she can play aforfeir, N0t getting or spending any
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tokens. She can also publish tzp,yi00a fOr W — Gatioc - Tezec. Either way, Seller
gets Galloe * Tezee fOr her gas allocation.

It follows ayecoup is preferred over ajorfeir if payment 4 € > gaone - Tegee- The
resultant wealth of Seller is

= init
WSE”G’I’ (7T€:E667 RecoupLH7 Sspe) = Wgeller + Galloc * Tezec » (7)

and of Buyer is

= I 717
WBuyer (Trexew RecoupLH, Sspe) = WRyyer — Yinit * Tsetup

— Galloc * Tezec 0) . (8)
+ max (7gdone T egec, —payment — 5)

+ max (w®*

Seller

We are now ready to analyze the I Accentl

4 subgame.

Subgame I'¢ller, ) Recall this is played in @gerup, before m ez is drawn, so Seller

chooses the action that maximizes her expected utility.
She can either play aqccept, resulting with

oo

E [USeller (PUb”ShTX, gspe)] = / USeller (PUinShTX, e§spe) : fpdf (Wezec) d’/Tezec )

—o00
(9)
or play ageciine, resulting with

E [USeller (RecoupLH, gspe)] = / USeller (RGCOUPLH, gspe) : fpdf (Wezec) dﬂ—emec .

(10)
Let us denote the expected utility difference (EUD) of Seller by

EUDsgper = E [USeller (Pub/ISh -I'_X7 gspe)] —E [USeller (RecoupLH, gspe)] .

The following corollary therefore details the condition for Seller to accept the
contract:

Corollary 1. In Fﬁgé’;};m, if EUDgelier > 0 then Sspe (AcceptLH) = agccept, and
if EUDgeer < 0 then Sspe (AcceptLH) = Qgecline-

Corollary 1 presents the contract acceptance condition, as discussed in The-
orem 1. It also allows us to draft the expected utility of Buyer in I’ igiﬁ%@m in
the following equation:

E [Uuyer (PublishTx, 5spe) |, EUDsejier > 0
E [UBuyer (ReCOUPLH7 gspE)] ) EUDSE”G’I’ S 0 .
(11)

E [Upuyer (AcceptLH, 55pe) | = {
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Buyer Initiating It remains to consider the conditions for contract initia-

tion being an SPE for Buyer. The subgame describing this decision is Fﬁﬁﬂ,

where Buyer decides whether to initiate the contract (a;,), leading to Fﬁﬁégﬁ >

or to not initiate (ayai), leading to Iy e’

Subgame I’ ﬁ:ﬁ’ff is also before Nature draws 7 ¢z, SO we compare the actions’
expected utilities. Eq. 11 gives E [Upyyer (AcceptLH, 55p6) |, the expected utility
from playing a;p:.

We now find E [Upguyer (NoLH, 54p¢) ], the expected utility from playing aqyqis-

For that, we first analyze the I" ﬁ;‘f’ff subgame.

B B
Subgame I'yp 'Y In the I'yoF5 subgame, Buyer can pay Gayoc © Tegee 1O

have {Zpqy100q4 confirmed, receiving w®*® tokens. We get

WBWIGT‘ (W%ecv NoLH, gspe) = wgﬁ/er + max (wem — Yalloc * Tezxec O) , and
E [UBuyer (NOLH7 gspe) ] = / UBuyer (NOLH, gspe) : -def (Wemec) AT egec - (12)

We are finally ready to address the full game I" = "%

Subgame Fﬁﬁfj Given  E [Upyyer (NoLH, 5spe)]  (Eq.  12)  and
E [Upuyer (AcceptLH, 55pe) ] (Eq. 11), we denote the expected utility differ-
ence of Buyer by

EUDgyyer = E [Upuyyer (AcceptLH, 5spe) | — E [Upyyer (NOLH, 55pe) |

The following corollary presents the condition for Buyer initiating the con-
tract.

Corollary 2. If EUDpgyyer > 0 then Sgpe (Fﬁfﬁ_’if) = Qinit.

Corollary 2 shows the contract initiation condition, thus concluding the con-
ditions for the SPE to be as detailed in Theorem 1.

It is now easy to see the correctness of Theorem 1. Take any distribution F.
By Lemma 1, setting col sufficiently high deterministically assures (or assures
with high probability for an unbounded distribution) that if LEDGERHEDGER
is initiated and accepted, then Buyer publishes an adequate tzpsy1004 and Seller
confirms it.

Corollary 1 and Corollary 2 both present conditions for the contract initiation
and acceptance — conditions on preferring a predetermined payment over one
that changes according to the drawn 7. Sufficiently risk-averse participants
result with both of them preferring a predetermined contract over the drawn
price uncertainty.

F Resultant Required Price for Linear Utility Functions

Recall Figure 4a shows that the required prices are fixed for the linear utility
function, for both Buyer and Seller, for any considered F. We thoroughly explain
this result.
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Broadly speaking, this holds due to Pr [ egec < Tpound] = 1, the linearity of
the utility function, and the fact all considered distributions have the same mean
value.

First, note that our parameter choice results
in Prmegec < Thound) = 1, where Tyound %ﬁm (Lemma 1).

Buyer =
So, we get Wsetter <7TezeC7 FPub/isth’ Sspe (EQ- 5)

Buyer — . . e e
and Wayyer (”merFPub/isthvsspe) (Eq. 6) are linear in mege.. This is in

contrast to parameter values where 0 < Pr[megec < Tpound) < 1, resulting in
piece-wise linear functions of mzec.
Following that, consider the linear utility Linear is also a linear function,

B _ B _ .
so both Usgeier (FP:E,;TX,SSPQ) and Upgyyer (FP:I?,;TX,SSPQ) are also linear
in 7egpec-

When considering the expected utility (e.g., Eq. 10), the integration is
therefore of a linear function. Let us denote that function as am.ze. + b for

some constants a and b, and note that ffooo (aT egec + D) - Fpar (Teec) AM egec =
a ffooo Tezec * ]:pdf (ﬂ-ea;ec) dﬂ-emec + bffooo ]:pdf (ﬂ-ezec) dﬂ-emec-

The result of the first integral ffooo Teec * Fpdf (Tezec) AT egec 18 the distribu-
tion’s mean value, which is equal for all our considered distributions. The result
of the second integral ffooo Fpdf (Tegec) AMegec s exactly 1, as Fpdr (Tegee) is a
probability density function.

So, we get that the expected utility from the I'p'%"  subgame is equal
for all distributions. Similar considerations apply to the expected utility from
the Fﬁgf’ff subgame, resulting with these expected utility differences being con-
stant across the distributions, as indicated by Figure 4a.

G Alternative Implementation

The recent implementation of EIP1559 [83,127] introduced a new GASPRICE op-
code, opening doors to query the current gas price. This development enables
us to create an economically equivalent alternative implementation of LEDGER-
HEDGER.

Instead of relying on Seller to publish the transaction, this alternative ap-
proach allows LEDGERHEDGER to mandate Buyer to publish the transaction,
following which Seller reimburses Buyer for the incurred gas cost. Before the ad-
vent of this new opcode, smart contracts lacked the ability to retrieve the current
gas price, thereby hindering the calculation of the reimbursement amount.

This alternative route suggests a streamlined implementation of LEDGER-
HEDGER. It relinquishes the need for Seller to publish the transaction and in-
volves no meta transactions. Essentially, it constitutes a straightforward future
contract where Buyer is reimbursed for the transaction’s gas cost at the con-
tract’s conclusion.

While this approach retains the same economic outcome and offers simplified
implementation, it’s not without drawbacks. Firstly, it necessitates that Buyer
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possess sufficient funds to cover the transaction’s gas cost. Secondly, the new
opcode’s limitations restrict its application to a single block, as it doesn’t support
retrieving the gas price for any block other than the current one. This limitation
reduces flexibility, preventing Seller from waiting for a more advantageous gas
price or for a block that Seller has mined. Furthermore, since Buyer is responsible
for publishing the transaction, she can overpay for the gas to ensure its inclusion.
This would cause Seller to incur unnecessary loss. Thus, this alternative approach
would require some additional mechanism to prevent this.

H LedgerHedger Solidity Implementation

// SPDX-License—Identifier: MIT
pragma solidity ~0.8.0;

import "@openzeppelin/contracts/utils/cryptography /ECDSA.sol";

struct MetaTx {
uint256 nonce;
address to;
uint256 value;
bytes callData;

}

enum State {
INIT,
REGISTERED,
IDLE

}

contract GasFuture {
uint256 public nonce;

uint32 public startBlock;
uint32 public endBlock;
uint32 public regBlock;

address public buyer;
address public seller ;
uint256 public gasHedged;

uint256 public collateral;
uint256 public payment;
uint256 public eps;

State public status;

constructor (address _owner) public {
buyer = _owner;
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status = State.IDLE;

}
receive () external payable {}

function init (
uint32 _regBlock,
uint32 _startBlock,
uint32 _endBlock,
uint256 gasHedged,
uint256 _col,
uint256 _eps

) external payable {

require (buyer = msg.sender , "Not_owner");
require (block.number <= regBlock && regBlock <
_startBlock && _startBlock <= _endBlock, "block._

out_of_bound");

// NOTE: Optionally let this be reinitiated if

depeleted

require (status = State .IDLE, "Contract_already.

initialized");

require (_gasHedged > 0, "Hedged_amount_can’t_be_

negative");

require( _col >= 0, "Collateral_can’t_be_negative");
require(_eps > 0, "Epsilon_can’t_be_negative");
require (msg.value > eps, "Payment_can’t_be_negative");

regBlock = regBlock;
startBlock = _startBlock;
endBlock = _endBlock;

gasHedged = _gasHedged;
eps = _eps;
payment = msg.value — eps;

collateral = _col;

status = State.INIT;

}

// The callers of the function sets themselves as the

gasPayer

function register () external payable {

require (block.number <= regBlock, "Register_block_
expired");
require (status = State .INIT, "Contract_not_

initialized");
require (msg. value >= collateral ,
collateral _provided");
seller = msg.sender;

"Insufficient

41



79

80

81

82

83

84

85

86

87

88

89

90

91

92

93

94

95

96

97

98

99

100

101

102

103

104

105

106

107

109

110

111

113

114

116

42

I. Tsabary et al.

status = State.REGISTERED;
}

function refund () extermal {
require (block.number >= startBlock && block.number <=

endBlock, "Block_must_be_between_start_and_end");
require (status = State.INIT, "Contract_must_be_only_
initiated");
require (msg.sender — buyer, "Not_owner");

status = State.IDLE;
buyer. call{ value: payment + eps }("");
// the payment is sent to the buyer anyway

}

function execute(MetaTx memory metaTx, bytes memory _sig)

external {

require (block .number >= startBlock && block.number <=
endBlock, "Block_must_be_between_start_and_end");

require (status = State .REGISTERED, "Contract_not.
registered");

require (msg.sender =— seller , "Wrong_seller");

status = State.IDLE;

verifyAndExecute (_metaTx, _sig);

seller.call{ value: collateral + payment + eps }("");

// the payment is sent to the seller anyway

}

function exhaust() extermal {

require (block.number >= startBlock && block.number <=
endBlock, "Block_must_be_between_start_and_end");

require (status = State .REGISTERED, "Contract_not.
registered");

require (msg.sender =— seller , "Wrong_seller");

loopUntil ();

status = State.IDLE;

seller.call{ value: collateral + payment }("");

// the payment is sent to the seller anyway

}

function verifyAndExecute (MetaTx memory _metaTx, bytes
memory _sig)
public returns (bytes memory) {
require (_metaTx.nonce = nonce, "Nonce_incorrect");
bytes32 metaTxHash = keccak256(abi.encode(_metaTx.
nonce ,
_metaTx.to, metaTx.value, metaTx.
callData));
address signer = ECDSA.recover (ECDSA.
toEthSignedMessageHash (metaTxHash) , _sig);
require (buyer = signer , "UNAUTH");
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}

}
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nonce++; // We increment the nonce regardless of

success
(bool _success, bytes memory _result) = metaTx.to.
call{
value: _metaTx.value }(_metaTx.
callData) ;
if (status = State.INIT) {

require (address(this).balance >= payment + eps,

"cannot_spend_locked_funds");

} else if (status =— State .REGISTERED) {

require (address (this).balance >= payment + eps +

collateral ,

"cannot_spend_locked_funds");

}

return _result;

function loopUntil() public {

uint256 i = 0;
uint256 times = (gasHedged — 23330) / 117;
for (i; 1 < times; i++) {}

I Goerli Test Network Deployment

43

Table 2 presents our deployment of LEDGERHEDGER on the Goerli Ethereum
test network. It lists the invoked contract function, the transaction identifiers,
and the consumed gas.

We took the following approach to verify the gas overhead of Apply produced

by our local profiler. We created another meta-transaction, and performed its
operations both with and without the contract. The gas consumption difference
is 12e3, matching the local profiler measurement g4,,. = 12e3. Table 2 includes
the relevant transaction identifiers for this experiment as well.
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Algorithm 1: LEDGERHEDGER

Parameter : acc, start, end, block number operation ranges
Parameter ¢ Jalloc, Tequired gas

Parameter : col, the required collateral by Seller
Parameter : payment, payment for execution

Parameter : €, additional payment for successful execution.
Global Variable: current, current block number

Variable : status < L, contract status variable

Variable : PKseiier + L, public identifier of Seller
Variable : PKBuyer < L, public identifier of Buyer

Function Initiate(trlssuer, sentTokens; acc, start, end, gaiioc, col,€):
Assert: current < acc < start < end
Assert: gaiioc > 0,c0l > 0,e > 0, sentTokens > ¢
Set acc, start, end, gaiioc, col from inputs, payment < sentTokens — ¢
PKpBuyer < tzlssuer
status < initiated

[ R N

~

Function 4ccept (trlssuer, sentTokens):
8 Assert: current < acc
9 Assert: status = initiated

10 Assert: sentTokens > col

11 PKseiier < tzlssuer

12 status < accepted

13 Function Recoup (tzlssuer, sentTokens):

14 Assert: start < current < end
15 Assert: status = initiated

16 Assert: PKpuyer = tzlssuer
17 status < completed

18 Send payment + € to PKpuyer

19 Function 4pply(tzlssuer, sentTokens; tTprovided) t

20 Assert: tZprovided was issued by PKpuyer
21 Assert: start < current < end

22 Assert: status = accepted

23 Assert: PKsecier = trlssuer

24 Execute the operations of tzprovided

25 status < completed

26 Send payment + € + col to PKgeiier

27 Function Ezhaust (tzlssuer, sentTokens):

28 Assert: start < current < end

29 Assert: status = accepted

30 Assert: PKgeiler = tzlssuer

31 Perform null operations summing to galioc gas
32 status < completed

33 Send payment + col to PKseiier
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. Seller Seller :
Table 1: I'25i 07 and "2, subgame summaries.
.pe S
Subgame Condition P | WhBuyen W selter
Action
T
wzélityer — Ginit * init
. et _ payment _ Wgseller — Yaccept *
t setu
Tezec < 7”‘”’"’5: Feol g e ohaust P ozo Tsetup + payment —
GatioetIdone € + max(w*™ — Gaitoc -
0 E D) Jdone * Tezec (Eq ]-)
FSelleT Tezec ) ( q. )
FulfillNo Tx Tnal T
WBuyer — Jinit * init
Wgseller — Yaccept *
payment+col Tsetup — Pa?/ment -
Tezec > — Qignore ezo Tsetup + Yalloc *
YalloctY9done €+ max(fw — Galloc * ) (E 1)
Texec — CO qg.
Tezec; 0) (Eq. 2)
wnal
t4colt W = Gimit - Tstup —| - Sctler — Jaceent”
£ 1N setu
Tezee < paymei — Buyer coa | Tsetup + payment +
9pubTY9done Aapply payment —e 4w
Ipub S Galloc (Eq 4) € - (gdone + Gpub —
galloc) * TMexec (Eq 3)
T
; wglﬂtyer — Ginit * winit g .
t 1l — Yacce °
Seller Mezec < W Tsetup — payment — Seller P
I BT« JalloeT9done | Geghaust ezo Tsetup + payment —
Jpub > Galloc &+ max(w*® — gatioc - Gaome - Tonee (Eq. 3)
one exrec -
Tezec; 0) (Eq. 4)
T
it col wgl'tzye'r — Ginit * winit —g .-
aymen co
Tezec > paymen-reo: T setup — payment— Seller accep
ial#:z:ffggf+e Qignore P exo Tsetup + Galloc *
Tepec > PRLMETTCOTE 5+maX('LU — Galloc * _ col (Eq. 3
IpubT9done Tezec — col (Eq. 3)
Tezec; 0) (Eq. 4)

Table 2: Ethereum Goerli Network Deployment and Gas Requirements.

Invocation Transaction Identifier Consumed Gas
Initiate 37d4a7332ad18753277c62b96f9e8b97 o 117e3
d2f59c7aa22126dd23fe6825c361743f Ganit =
Recou e8b69c4ae70f40e72e3a8df353c38e44 — 57.3¢3
P 9c176d9a4d7aee86b073e3a3abab5531 Gdone = Ol
Initiate Tad7b67e574b748105ef31f6ebed8990 37403
c17a96£19ef01307779a6119edf2318f Ginit = I
Accept b5607e9c499279¢c7bd4b0abf2f3d212b — 50e3
P b3c294c684d87678cd06dd5d049a6b26 Gaccept =
c482ad2b3bfclcab4b83e8fcdc29fe82
Brhaust 6520 £7d839£ c24323d035£8aba0beebo | Jalles T Jdone = 3.021¢6
Initiate 9fee96dcfedd8f94e5442c1d8d50c92e 37403
40bcfbf27ae512f9e2e3b01e670b005E Ginst = 3
Accept b0£f3cd808d5ad637b94541£3519614dc — 50e3
P 444d2c76eaf60e4917£32bfc57df6eb9 Gaccept =
facb062758d24a2266b3e6d989ffe430
Apply o 2 ° e pus + Gaone = 2.668¢6

202£dc2£23£4£73a585945e132fe0d7b

Arbitrary tz
without Apply

27b4ad41e814d432a6c3e060eeebcbe?
£7e8fdc615b904548d£fd9387db79020a

gpub = 63€3

Arbitrary tz
with Apply

b8a45902b247cd812e784e940ed822c3
cf8155a732b09ced2823fc27265fb7e2

Jpub + Gdone = 75€3
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