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Abstract. In 2017, Petzoldt, Szepieniec, and Mohamed proposed a blind
signature scheme, based on multivariate cryptography. This construction
has been expanded on by several other works. This short paper shows
that their construction is susceptible to an efficient polynomial-time at-
tack. The problem is that the authors implicitly assumed that for a ran-
dom multivariate quadratic map R : Fm

q → Fm
q and a collision-resistant

hash function H : {0, 1}∗ → Fm
q , the function Com(m; r) := H(m)−R(r)

is a binding commitment, which is not the case. There is a “folklore” algo-
rithm that can be used to, given any pair of messages, efficiently produce
a commitment that opens to both of them. We hope that by pointing
out that multivariate quadratic maps are not binding, similar problems
can be avoided in the future.

1 Introduction

Blind signatures play a crucial role in various privacy-preserving applications,
particularly in scenarios where it is necessary to guarantee the authenticity of
sensitive data. Notable applications are electronic voting systems, where blind
signatures enable voters to cast their votes without revealing their preferences, or
digital cash systems, allowing users to anonymously withdraw and spend digital
currency without disclosing their spending patterns. With the looming threat
of quantum computers, which would break the most widely used cryptographic
assumptions, including those underlying blind signatures, the development of
quantum-safe blind signature schemes becomes increasingly urgent.

Petzoldt, Szepieniec, and Mohamed proposed a quantum-safe blind signature
scheme, based on multivariate cryptography, in 2017 [14]. The construction is
based on a multivariate trapdoor and a zero-knowledge proof system to prove
knowledge of a solution to a system of multivariate quadratic equations. Their
construction looks quite attractive, it is round-optimal and concretely efficient.
For 128-bits of security, the signature size is 28.5 KB, which is already quite
practical. Moreover, thanks to improvements in quantum-safe zero-knowledge
proofs one would expect that the signature size can be reduced by an order
of magnitude by switching to more modern proof systems such as FAEST [2,
3, 1]. Follow-up works have adapted the blind signature scheme of Petzoldt et
al. to create a blind ring signature scheme [10] and a partially blind signature
scheme [13].
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Contributions. Unfortunately, we show that the construction of Petzoldt et al.
is not secure, regardless of the multivariate trapdoor and zero-knowledge proof
system that is used to instantiate the construction. The blind ring signatures
and the partially blind signatures of [10, 13] are vulnerable to the same attack.
The attack is due to the fact that multivariate quadratic maps are not binding.
Given a random multivariate quadratic map R : Fm

q → Fm
q it is known to be

easy to come up with collisions x,x′ such that R(x) = R(x′) [8]. In fact, using
essentially the same algorithm, for any value t ∈ Fm

q it is easy to find x,x′ such
that R(x) − R(x′) = t. We believe this algorithm to be folklore, and we state
it for completeness in section 5. Even though the algorithm is folklore, it does
not seem to be as widely known as it should be, so by drawing attention to it in
this paper, we hope to inform designers of multivariate cryptographic protocols
that multivariate maps are not binding commitments.

2 Preliminaries

Quadratic maps and their polar forms. A (homogeneous) quadratic map
with m components in n variables is a function P : Fn

q → Fm
q given by m (homo-

geneous) quadratic polynomials p1, · · · , pm such that P(x) = (p1(x), . . . , pm(x)).
We can associate to every quadratic polynomial p its polar form p′ defined as
p′(x,y) := p(x+y)−p(x)−p(y)+p(0). It can be verified that p′ is a symmetric
bilinear form. We define the polar form of P as

P ′(x,y) = P(x+ y)− P(x)− P(y) + P(0) = (p′1(x,y), . . . , p
′
m(x,y)).

Polar forms are a simple but powerful tool in multivariate cryptography. Often
they are referred to as differentials, perhaps because for homogeneous P we have
that P ′(x,y) is equal to the directional differential of P at x in the direction y,
i.e., P ′(x,y) = DyP(x).

Blind signatures (informal). For a formal definition of blind signatures and
their security properties, we refer to [11]. Informally, a blind signature scheme,
like standard digital signature schemes, is a cryptographic primitive to authen-
ticate (i.e. sign) messages. During a key generation phase, the signer generates
a secret key that he keeps to himself, and a verification key that he distributes
over an authenticated channel. Later, the signer can produce signed messages
using his secret key, and distribute them over an unauthenticated channel. If a
signature is valid with respect to the authentic verification key, then the receiver
is assured that the message is authentic, despite having been sent over an unau-
thenticated channel. Blind signatures allow the signer to produce a signature for
a message without knowing the message itself. This happens in an interactive
protocol between a user who has the message, and the signer who owns the secret
key but does not know the message.
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Blind signatures can be useful in applications where there is a need to authen-
ticate a message that has to remain private, such as electronic elections. One
might want all the ballots to be signed by an election authority to prevent false
ballots from being inserted in the ballot box, but the ballots need to be signed
without revealing their contents to the election authority to preserve the voters’
privacy.

We generally want a blind signature to be correct, blind, and one-more unforge-
able. Informally, correctness means that a properly produced signature will look
valid to all verifiers. Blindness means that no information about the message
is leaked to the signer. In particular, if the signer interacts with N users to
produce N signed messages, the signer cannot link a signed message to a user
with a probability better than 1/N , the probability of a random guess. Finally,
one-more unforgeability means that if a user has only k interactions with the
signer he cannot obtain more than k valid signed messages.

3 Multivariate blind signature of Petzoldt et al.

We briefly sketch the blind signature scheme of Petzoldt et al. [14].

Key Generation. The signer publishes a trapdoored multivariate quadratic
map P : Fn

q → Fm
q , and a non-trapdoored map R : Fm

q → Fm
q . The secret key

consists of the trapdoor information that allows the signer to, given an arbitrary
target t, efficiently sample a solution s to P(s) = t.

Signing. When a user wants to obtain a signature on a message m ∈ {0, 1}∗,
he first hashes the message to get a vector h = H(m) ∈ Fm

q . Sending h to the
signer to obtain a preimage for it would break the blindness of the protocol,
so the user first blinds h with a random evaluation of R. That is, he samples
r ∈ Fm

q uniformly at random and sends t = h − R(r) to the signer. One can
think of t as a commitment to the message m.

The signer responds with a preimage s for t, i.e. a value s such that P(s) = t =
h−R(r).

Outputting the signature (s, r) for a message m such that P(s) +R(r) = H(m)
would again break the blindness of the protocol (the signer can recognize s and
H(m)−R(r)), so instead the user produces a zero-knowledge proof of knowledge
π that proves knowledge of (s, r) such that P(s)+R(r) = H(m), without reveal-
ing more information about s, r. The signer outputs the proof π as a signature.

Verification. The verifier accepts the signature π for the message m if π is a
valid proof of knowledge of (s, r) such that P(s) +R(r) = H(m).

Instantiation. Petzoldt et al. propose to instantiate this idea with Rainbow as
the multivariate trapdoor, and MQDSS as the proof system for proving knowl-
edge of (s, r) such that P(s)+R(r) = H(m). When targetting 128 bits of security
they propose to use a Rainbow parameter set with n = 79 and m = 54 over a
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field of order q = 25. This results in a signature size of only 28.5 KB. Nowadays
one would instantiate the trapdoor differently, to avoid recent attacks on Rain-
bow [4, 5], e.g. with the conservative UOV scheme, or with MAYO if having a
small public key size is important [12, 7, 6]. One would also use a more efficient
proof system to improve the performance of signing and verification and reduce
the signature size. E.g., recent vole-in-the-head proof systems could reduce the
signature size by an order of magnitude [1]. Unfortunately, we will show that
the scheme is vulnerable to an efficient polynomial time attack, regardless of the
choice of the multivariate trapdoor and the choice of proof system.

4 Breaking one-more unforgeability.

In this section, we explain how an attacker can obtain two signatures on two
arbitrary messagesm1,m2, given only one interaction with the signer. The attack
goes as follows:

– First, the attacker hashes the messages to get digests h1 = H(m1),h2 =
H(m2).

– Then, using the procedure explained in the following section, the attacker
computes r1, r2 such that R(r1)−R(r2) = h1 − h2.

– Then the attacker sends t = h1 −R(r1) to the signer and receives a value s
such that P(s)+R(r1) = h1 in return. It follows that also P(s)+R(r2) = h2.

– Finally, the attacker computes a zero-knowledge proof of knowledge of (s, r1)
such that P(s) +R(r1) = h1 and a proof of knowledge of (s, r2) such that
P(s)+R(r2) = h2. These two proofs are two valid signatures for the messages
m1 and m2 respectively.

The schemes of Duong et al. and Satyam et al. [10, 13] follow the blind signature
framework of Petzoldt et al. very closely, and hence they are vulnerable to the
same attack.

What about the security proof? Petzoldt et al. prove that their scheme
satisfies what they call universal one-more unforgeability. Even though our attack
is universal (it can forge a signature for an arbitrary pair of messages given a
single interaction with the signer), it does not break their definition of universal
one-more unforgeability, so we argue that their universal one-more unforgeability
property is poorly named, and too weak to be useful in practice. The problem is
that in their security game, the adversary only learns the document for which he
needs to sign a message after the adversary is done interacting with the signer.
This does not accurately model reality, since in real life attackers can decide
which messages they want to forge signatures for before interacting with the
signer.

We stress that even though we don’t break the (non-standard) security property
of Petzoldt et al., our attack is highly problematic in practical applications. In
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an electronic election application, it would allow a malicious voter to cast two
ballots instead of one. In the e-cash protocol of Chaum [9], our attack would
allow a user to withdraw two coins for the price of one.

5 Solving R(r) − R(r′) = t.

In this section, we state and prove the following “folklore” theorem.

Theorem 1. There exists an efficient algorithm that, given a random quadratic
map R : Fn

q → Fm
q with n ≥ m and a vector t ∈ Fm

q , outputs (r, r′) such that
R(r)−R(r′) = t with high probability. Moreover, there exists an algorithm that,
given R, t and a difference δ ∈ Fn

q outputs (r, r′ = r+δ) such that R(r)−R(r′) =
t or ⊥ if no such (r, r′) exist, even if n < m.

Proof. We first give an algorithm for the second task, i.e., an algorithm that
takes R : Fn

q → Fm
q , t ∈ Fm

q , and δ ∈ Fn
q as input. We can use the definition of

the polar form R′ to get

R(r)−R(r′) = R(r)−R(r+ δ)

= ���R(r) −���R(r) −R(δ) +R(0)−R′(r, δ) ,

which shows that the right-hand side of R(r) − R(r + δ) = t is just an affine
function of r. Therefore, solutions (r, r+δ) can be found efficiently (if they exist)
using e.g., Gaussian Elimination.

Now if δ is not given, the algorithm can just pick δ at random. If R is sampled
at random, one can show that R(r)−R(r+δ) = t is a uniformly random system
of m affine equations in n ≥ m variables, so with high likelihood it will have
solutions. If no solution exists we can try again with a fresh choice of δ. When
a solution r is found, the algorihm outputs (r, r′ = r+ δ).

Corollary 2. Random quadratic maps R : Fn
q → Fm

q with n ≥ m are not
collision resistant.

Remark 3. The algorithm is a special case of the Oil and Vinegar signing pro-
cedure. Recall that the Oil and Vinegar scheme is based on the observation that
if a quadratic map P : Fn

q → Fm
q vanishes on a space O of dimension at least m,

then, given a basis of O, one can efficiently sample preimages for P by first sam-
pling a random v ∈ Fn

q and then solving for o ∈ O such that P(v+ o) = t. The
algorithm in this section can be obtained as a special case from the observation
that the quadratic map R(r)−R(r′) vanishes on the space O = {(r, r) | r ∈ Fn

q },
which has dimension n ≥ m.
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6 Countermeasures

Since the algorithm from the previous section fails for R : Fn′

q → Fm
q with

n′ << m it seems natural to try to prevent the attack by instantiating the
construction in this way. It is not immediately clear by how much m should be
bigger than n′, but it is clear that this would have a significant impact on the
performance of the overall scheme. Overdetermined systems are much easier to
solve than determined ones, so since R needs to be hard to solve (otherwise the
blindness property breaks) this would mean that both n′ and m have to be quite
large. This would in turn blow up the public key for the multivariate trapdoor
P : Fn

q → Fm
q . E.g., for UOV, n needs to be sufficiently bigger than 2m.

It seems better to throw away R and use a standard commitment function in-
stead. The zero-knowledge proof then needs to prove knowledge of an opening
of this commitment and knowledge of a preimage for the commitment under
P. Proof systems like FAEST are quite efficient for such small statements, so
it seems this would lead to a reasonably efficient blind signature scheme (e.g.
using a commitment based on 256-bit Rijndael, for which FAEST is particularly
efficient). Still, even though this construction would resist the attack outlined in
this note, one would need to properly analyze the construction. It does not seem
possible to prove the security of this construction based only on the security of
UOV (or any other multivariate trapdoor), so careful analysis of extra security
assumptions would be needed. In particular, one has to assume that the multi-
variate trapdoor is one-more preimage resistant, i.e. that one cannot find k + 1
preimages, using only k calls to a preimage oracle for P. To avoid this problem,
one might want to make the user prove (in zero-knowledge) to the verifier that
t is of the form Com(m; r).
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