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ABSTRACT

We revisit the concurrent security guarantees of the well-known
Anonymous Credentials Light (ACL) scheme (Baldimtsi and Lysyan-
skaya, CCS’13). This scheme was originally proven secure when
executed sequentially, and its concurrent security was left as an
open problem. A later work of Benhamouda et al. (EUROCRYPT 21)
gave an efficient attack on ACL when executed concurrently, seem-
ingly resolving this question once and for all.

In this work, we point out a subtle flaw in the attack of Ben-
hamouda et al. on ACL and show, in spite of popular opinion, that
it can be proven concurrently secure. Our modular proof in the alge-
braic group model uses an ID scheme as an intermediate step and
leads to a major simplification of the complex security argument
for Abe’s Blind Signature scheme by Kastner et al. (PKC’22).

CCS CONCEPTS
« Security and privacy — Digital signatures; Digital signa-
tures; « Theory of computation — Cryptographic protocols.
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1 INTRODUCTION

Blind signatures [21, 22, 51] are a fundamental cryptographic prim-
itive which lies at the heart of privacy-preserving applications such
as anonymous credentials [5, 7, 13, 15, 16, 18, 20] and eCash [21].
Informally, a blind signature constitutes an interactive protocol be-
tween a signer S and a user U, with the goal of S signing messages of
U’s choice. The crucial property of a blind signature is its blindness:
S should obtain no information about U’s message m that it is sign-
ing. Conversely, security from S’s perspective states that it should
be infeasible for U to sign messages without the help of S. Fuelled, in
part, by developments in the blockchain space [40], blind signatures
have recently seen renewed interest [19, 25, 33, 38, 39, 43, 55].

In this work, we revisit the security of the Anonymous Cre-
dentials Light (ACL) blind signature scheme due to Baldimtsi and
Lysyanskaya [5]. Their simple and elegant construction is derived
from Abe’s blind signature scheme and avoids computationally
heavy zero-knowledge proofs and pairing operations. As such, ACL
can be turned into a very efficient one-show credential that allows
users to embed and later show arbitrary attributes, e.g., age or gen-
der. Credentials consist of only 9 group elements and can be issued
and verified using roughly a dozen group operations. One issue
that has limited the practicality of their scheme is the fact that their
scheme is only proven secure when signing sessions are executed
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sequentially. This is not a theoretical issue: as shown in a more re-
cent work of Benhamouda et al. [12], there exists an efficient attack
on the ACL scheme if even a logarithmic number of sessions are
run concurrently. It would seem that this leaves no room for further
questions regarding ACL’s security guarantees. To the contrary,
however, we show that the provable security properties of ACL are
all but resolved:

e We begin by pointing out a subtle flaw in the work of Ben-
hamouda et al. which renders their attack inefficient. (We
stress that this does not affect the correctness of their at-
tacks on various other schemes.)

e Motivated by these findings, we give the first concurrent
security proof for the ACL scheme in the algebraic group
model (AGM) [32]. In order to tame the complexity of our
analysis, we follow a modular approach that explains the
ACL scheme as being derived from an appropriate identifica-
tion scheme. Our techniques also lead to a greatly simplified
proof of Abe’s scheme, which was recently proven secure
by Kastner et al. [42].

1.1 Our Contribution

We now elaborate on our contributions in more detail. We begin
with a recap of ACL, followed by a detailed description of the is-
sue with the ROS-style attack on ACL. We conclude with a brief
overview of our techniques to prove ACL concurrently secure.

ACL: A Recap. We begin by giving a brief overview of the ACL
scheme, which is depicted in Figure 1. We follow the notation of
Baldimtsi and Lysyanskaya and describe their scheme as a blind
signature protocol that allows the User to embed attributes into
the resulting signature. To keep the attributes private from the
signer during signing, the scheme assumes a common uniform
random string (or, alternatively, a random oracle) that contains the
values hy, ..., h,. This ensures that the attributes can later be shown
without linking to a particular session.

The scheme begins with a registration phase during which the
user forms a commitment C to its attributes Ly, ..., L, via a general-
ized Pedersen commitment [47] over some group G of prime order
q. It also forms a proof 7 of knowledge of these attributes and sends
C,  to the Signer. The Signer then verifies these values and stops
the issuing process in case they are not well-formed.

Signing then consists of a three-move protocol similar to Abe’s
blind signature scheme [2]. The scheme proves knowledge of a
discrete logarithm to one of two public keys y or z. This is achieved
via an OR-style protocol, where two proofs of discrete logarithm
are run in parallel. In the first step, the Signer commits to random



Zg values d, s, s2,u, and rnd via z; = g™ . Ca=g¥and by =
g -z‘li, by = h%2 -z‘zi, where z3 = z/z;.

In the second step, the user verifies and blinds these commit-
ments into ¢, {1, {2, &, f1, f2 and hashes them into a challenge ¢
together with its message m. To ensure the unforgeability of the
signature, the user also needs to provide a proof of knowledge of
the blindings that it used via the value . From the way that z; is
formed, the user can convince itself that the signer does not know
the discrete logarithm of z;. This turns out to be crucial toward
the blinding guarantees of the scheme. Namely, the blinded values
=20 = zi/ are computed by raising z and z; to the same
random blinding y € Z4. Hence, if the signer knew the discrete
logarithm of z; (to base z), it could later link the resulting signature
to the session during which it was issued by finding the signature
satisfying {198z (z1) = 1. The User derives a blinded challenge e
that it sends to the signer.

In the third step, the Signer splits the challenge e into two sub-
challenges c and d (i.e., one per side of the OR protocol), where d
was sampled in the first step. It replies with a ‘real’ answer u — cx
and a simulated answer s1, s2 which, in the view of the user, proves
knowledge of either x = logg(y) or w = logy(z). The user can
suitably unblind these values to derive its final signature.

Observe that the user knows y and rnd. Hence, it can efficiently
prove knowledge of its attributes with regards to the blinded com-
mitment {7 using its signature.

1.1.1  ROS Attack against ACL. We now revisit the ROS-Style At-
tack [52, 56] of Benhamouda et al. on ACL. In this attack, the at-
tacker A breaks one-more unforgeability by outputting £ + 1 signa-
tures, in spite of interacting with the signer in only £ many signing
sessions.

For simplicity, we assume y = 1, hence { = z and {; = z1. We
further assume that t; = 0 for i = 1, ..., 5. The attacker A outputs
¢ + 1 forgeries on the commitment C as follows:

(1) A starts £ concurrent sessions with the signer and finishes
the Registration Phase of these executions following the
protocol.

(2) During the Signing Phase of session i, A receives the first
signer message (aj, b1,;, b2,;,1nd;) (denoted in [12] as A;,
A A;’z, d;) for i € [£]. Using these commitments, it then

i,1°
computes el.(b) =27bH(z,Cg™d, a?b, b%b,-, bﬁbi,zf", m;) (de-
noted as cib in [12]) for all i € [£], b € {0, 1} with random

0) _

i el.(,}) for some i, the algo-

(0
1

the message-signature pairs (m;, (z, Cgmdi, ci, di, i, S1,is S2,is
pi =i —di))_, and (mj, (z,Cg™4%  2¢;0, 2d;e, 2riv, 251 10,
28950, i = T+ — dpr)). If ei(o) * ei(l) for all i, it then
defines the polynomial p(x1,...,xr) = Xie[e] 207 (x; —

messages mj, 7; ¢ Zq. If e

rithm closes all sessions using the e; ’ challenges. It outputs

ei(o))/(efl) - el.(o)). This is a linear function that can be eval-
uated in the exponent. By slight abuse of notation, we write
for a linear function p(x1,...,x¢) = po + Zle pix; and
group elements a, . .. ap the evaluation in the exponent as
. £ i
follows p(az,...,ar) = g” [1;_, af .
(3) Next, it computes the values ag41, b1 ¢4+1, and byyq as
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apy1 = plai, ... ap)y™,
biesr = p(bi1, .. b1,e)CPO bapsr = p(ba, ... bar) (2/C)P0. (1)

(4) A then sends the challenges ef" to the signer according
to the bit representation Zle bi2i~1 = H(z,C, aps1, bi,e41,
ba,r+2, 2541, mey1) — po and receives the responses (c;, 1y, dj,
s1,i, S2,i) for i € [£].

(5) Finally, it computes:

¢ ¢
ce+1 = p(c) = Z pici + po, dev1 = p(d) = Zpidi + po,
i=1 i=1

t
rev1 = p(r) = Zpiri + po,
i=1
£
s1,e+1 = p(s1 +dornd) = Z pi(s1,i + rnd;d;) + po,

i=1

¢
so,e+1 = p(s2 —dornd) = Z pi(s2,i — md;d;) + po,

=1
where d o rnd = (dirndy, ..., derndy).
Fori=1,...,¢, the adversary generates the forgery as (m;, 0;) =

(my, (z,Cg™di, 2bic;, 2bidy, 2biry 2bisy 1, 2Pisy 5, iy = 7 — 2bidy)). In
this attack, the User does not blind any of these values, and hence,
these are valid signatures since

. . . . . b b; b X
Zb’ci + Zb’di = obi el.(b’) = H(z, gmd’C, a? ‘) biil,bg’;,z“, mi),

bj,.. obj.. b

gy = ap

2bis ;o rnd; ~2bid; _ 4 2bi

g H(gTte)” Y =0y,
2bisg, ; nd; 2bid, _ 42bi
h® 2 (z/ (g7 C)) b= bzyi )
Z‘L'i—zbidizzbidi — Zri.

In addition, the adversary computes (mg41, op41), Where opy1 =

(2, C, covt, dext, o1, S1,041, 52,641, feat = Tes1 — dea).
We give the verification equations from [12] in our notation:

t
gyt = ]—[(9”'1/”)’3" (99)”° = ags1,

i=1

t

grercten = [ (g (Cg™ ) )P (g0 = breer,
i=1
t

gzl = [ ] (g (z/(Cgf“df))di)pi (gz/0)* @

i=1

AT [ erfesm) ) wrom @

15

£
=1
4
= [ [#5ita2/0)7 = plbzs.....be) = by,
i=1

ce+1 +dpr1 = p(co +do, ..., co +dp) + po
= H(z,C, ap11, b1e41, ba, o1, mey1).
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Else: output L

Figure 1: The ACL scheme [5] depicted as an interactive protocol. The check w + 6 = H3({, {1, ¢° - y*, ¢g°* - {l‘s, hoz . {25, zH - {5, m)
also constitutes the verification equation for a resulting signature.

The two sides g2+ (z/ C)d’“ and by 41 of the third verification
equality are translated as written above directly from [12] As in-
dicated, the problem lies with (3), which shows that the attack, as
written, does not produce a verifying signature.

However, we point out that this is not even the correct verifica-
tion check in the first place. Namely, the actual verification proce-
dure of ACL for signature oy4+1 checks whether cpy1+dpy1 = H(z,C,
gre+1 yC(+I’ gSLHIZi?iI’ hS2.e+1 (z/c)d(’+1, sz+1—df+1 Zd”l, mt’+l)~ In par-
ticular, the third to last component of H checks that h%2¢+1-(z/C) den
= by r+1, whereas the left-hand side of the verification equation, as
written, is of the form g2+ (z/C)den,

Why the Attack Cannot be Fixed. We stress that this is not sim-
ply a fixable typo. (Of course, this is clear from the fact that we
give a proof to the contrary, see below). It might be tempting to
instead define the evaluation of polynomial p on group elements
a1, ..., ap as p(ay, ..., ap) := hP ]_[f:1 afi, Then, in Equation 1 one
would start from h2¢+1 . (z/C)%e+1 rather than from the incorrect
gz (z/C)d‘“‘f1 = by r+1. However, this also fails. First, it would
falsify two of the remaining three verification equations. However,
this might be fixable by defining two distinct ways of evaluat-
ing p on group elements, i.e., one using g and one using h as the
base for py. However, even this approach does not see any suc-
cess. Note that Equation 2 is true precisely because the left hand
side of the equation uses g*2¢+! (z/C)d"“. Indeed, if it didn’t, then
one could not split g*2¢+! into ]_[f:1 g% [g"di'Pi However, this is
critically needed, because, in the next steps, we wish to substitute
the resulting expression with I_Ile bi 19", where for all i € [¢]
by = h%2i(z/ (gmdiC))di. Hence, it is unclear how to carry out the
attack efficiently from the description of Benhamhouda et al.

Intuition for ROS-Resistance of ACL. We give a brief intuition for
why ACL is immune to the ROS-attack. Recall that in Abe’s blind

signature, the signer uses an individual session key z; (where z;
comes out of a random oracle) for each session, and a signature
contains a proof that the blinding of this session key happened
honestly. Therefore, an attacker cannot “mix and match” sessions
in the way that is required by ROS. In the ACL scheme, this session
key is replaced by a commitment to the user’s attributes, offset by
g where the signer chooses a fresh rnd in each round. However,
as these offsets are w.r.t. g and one of the proofs of DL-knowledge
in the signature is w.r.t. the public key part h, it is still not possible
to combine sessions in a ROS-like way.

1.1.2  Concurrent Security for ACL. We now give an overview of
our techniques for proving the concurrent security of the ACL
scheme.

Challenges with Adapting Kastner et al’s Proof. At a high level,
our proofs follow the techniques of Kastner et al., who provided
a proof for the concurrent security of Abe’s scheme in the AGM.
However, there are several key differences between Abe’s scheme
and ACL, that make things significantly more complicated when
proving the latter secure. The most notable difference lies with the
fact that in ACL, the signer picks rnd uniformly at random from Zg4
and computes z; = gmd - C. This stands in stark contrast to Abe’s
scheme, which sets z; = H(rnd), where H is a random oracle. As a
result, the user in ACL knows a discrete logarithm relation between
all values of z; that are created throughout all its interactions with
the signer. Indeed, it is precisely this knowledge that Benhamouda
et al. (incorrectly) leveraged for their attack.

Therefore, to adapt the proof of Kastner et al., we need to ac-
count for several additional cases in terms of how the adversary
can form its outputs from its inputs. Unfortunately, this comes on
top of an already extremely involved analysis comprised of almost
thirty pages of complex case distinctions in Kastner et al’s proof.
Roughly speaking, their analysis consists of a case distinction over
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Figure 2: Overview over our theorems and proofs.

all possible ways that an algebraic adversary can combine elements
from previous signing sessions into a one-more forgery. At a high
level, the crux of their reduction strategy is to define a preliminary
algebraic representation consisting of the coefficients that the adver-
sary returns together with the hash query (modeled as a random
oracle query) corresponding to one of its forgeries. The term ‘pre-
liminary’ refers to the fact that the adversary could use a different
representation for some of the corresponding group elements when
it returns its forgery. In this case, however, one obtains an equality
from which one can solve a suitably embedded discrete logarithm
challenge. If, on the other hand, the adversary keeps the representa-
tion the same, then with high probability, it will lead to a non-trivial
inequality, because it could not have predicted the random oracle’s
output at the time it made the query. Unfortunately, making this
intuition work turns out to be extremely subtle, as some of the
dependencies in the scheme allow the adversary to influence these
preliminary representations even after first returning them.

It is unclear whether a similarly complicated argument would
be feasible for ACL or of any use to a reader attempting to verify
it. Therefore, to tame our proof’s complexity, we seek a more mod-
ular security argument that breaks the proof down into multiple
digestible steps while simultaneously minimizing some of the re-
dundancy that is present in Kastner et al’s proof. Our main tool for
doing so is to reduce the security of ACL to that of an underlying
identification IDac scheme with a suitable structure.

A Modular Proof for ACL. To this end, we first deconstruct ACL to
find the ID scheme IDac| atits core. In IDsc|, the Signer is replaced
with a prover and analogously, the User is replaced with a verifier.
While the prover in IDac| carries out the same steps as the Signer in
the ACL scheme, the verifier of IDsc| follows a far simpler structure
than the User in the ACL scheme. Most notably, the verifier does
not apply any blinding and samples the challenge ¢ directly from Z,
as opposed to deriving it from a random oracle H. This declutters
the scheme considerably and allows us to compactly prove IDacL
secure with respect to the notion of one-more-man-in-the-middle
(OMMIM) that was put forth by Hauck, Kiltz, and Loss [38] (also
in the context of blind signatures). Informally, this notion ensures
that a man-in-the-middle M should not be able to close more than
¢ sessions with the verifier if it closes at most ¢ with the honest
prover. The crux of this notion is that M is allowed to interleave
sessions with the honest prover and the verifier concurrently. This
makes OMMIM a much stronger notion than the standard notion of
active security [10, 27], where M is forced to close all (concurrent)
interactions with the prover before interacting with the verifier in
a designated challenge session. On the other hand, OMMIM is a

weaker notion than the standard man-in-the-middle (MIM) security
notion [8, 36]. Namely, the latter simply asks that M can close a
session with the verifier using a fresh transcript (i.e., one that did
not come from the honest prover).

We prove OMMIM of IDsc| by following a similar proof strategy
as Kastner et al. However, we introduce several new tools which
allow to group together many of the cases that can occur. This
allows us to keep the presentation clear and the complexity of the
proof in check.

In a second step, we then reduce the one-more unforgeability
of ACL directly to the OMMIM-security of IDac| . While this rein-
troduces the blinding steps on the user’s side, our reduction again
manages to keep the complexity of the resulting case distinction
low. It does so by reducing any attack in which U behaves honestly
in all interactions with the signer directly to OMMIM security of
IDAcL. Now, our case distinction only has to ensure that dishonest
behaviour can not give an efficient one-more forgery. We achieve
the latter by relying, again, on the techniques we developed for
proving OMMIM security of IDac| . A high-level overview of our
proof strategy is depicted in fig. 2.

1.2 Related Work

We give a brief overview over some important related works in the
area.

1.2.1 Blind Signatures. Blind Signatures have been the subject of
intense study for nearly four decades. After first being proposed
by Chaum [21], blindness and one-more unforgeability were first
rigorously defined as security properties in works of Juels, Luby,
and Ostrovsy [41] and Pointcheval and Stern [49]. Many works
have since explored blind signatures from various angles. We have
already cited many relevant works in the random oracle model
that achieve efficient constructions from well-understood hardness
assumptions, some examples being discrete logarithm [4, 51] and
factoring and RSA [50] based schemes. Early examples of such
schemes are known to be vulnerable to the ROS attack [12, 52, 56]
and thus inherently achieve security only for logarithmically many
concurrently issued signatures per public key. This problem was
addressed in a series of works initiated by Pointecheval [48], and
continued by Katz, Loss, and Rosenberg [43], Chairattana-Aiprom
et al. [19], and Hanzlik, Loss, and Wagner [37] who give transforms
from schemes for logarithmically many signatures to fully secure
ones. Schemes from post-quantum secure assumptions have also
been proposed in the random oracle model by Hauck et al. [39] and
del Pino and Katsumata [25]. It is also possible to achieve efficient
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blind signatures from strong interactive assumptions in the random
oracle model or standard model directly [9, 14, 31, 45].

Blind signatures have also been studied in other idealized models
such as the generic group model [53] and the algebraic group model.
Examples of such analyses include the works of Schnorr [52] and
Abe and Ohkubo [3] in the GGM and the works of Fuchsbauer,
Plouviez, and Suerrin [33], Tessaro and Zhu [55] and Kastner, Loss,
and Xu [42]. In the standard model, round-optimal constructions
of blind signatures [34, 35] have also been constructed, but are of
mostly theoretical interest.

Finally works by Fischlin [29] and Juels et al. [41] give generic
constructions of blind signatures from basic primitives such as
commitments, zero knowledge, and general two-party computation.

Impossibility of blind signatures under various conditions has
also been studied in the literature. Fischlin and Schréder show im-
possibility of proving the security of two-round blind signatures
from a natural class of protocols in the standard model [30]. Impos-
sibility of two-round schemes with unique secret keys has also been
considered with respect to the random oracle model by Pass [46]
and Baldimtsi and Lysyanskaya [6].

1.2.2  Anonymous Credentials. Anonymous credentials are a key
ingredient for privacy-preserving systems in their own right, and
many constructions exist in the literature. Typically, one distin-
guishes two types of credentials: the first type can be shown mul-
tiple times without being able to link any of these showings to
one another. This usually requires some type of zero-knowledge,
as it prohibits the owner of the credential from actually reveal-
ing it during showing. Examples of multi-show credentials are the
constructions of Camenisch and Lysyanskaya [17, 18], the con-
structions of Belenkiy et al. [7], and the construction of Chase et
al. [20]. Recently, some works have also considered decentralized
anonymous (multi-show)credentials, i.e., where there is no single
authority that issues the credential. Examples are the works of
Sonnino et al. [54] and the very recent work of Doerner et al. [26].

The second type of credential can be shown only a single time.
While this comes at the expense of some functionality, single-show
credentials can often be constructed directly from blind signature
schemes and can bypass heavy tools such as zero-knowledge. There-
fore, single-show credentials are usually far more efficient than
multi-show credentials. On the other hand, they offer a light-weight
alternative to multi-show credentials which still offers a reasonable
degree of anonymity. Examples of one-show credentials are the
systems by Brands [15] as well as the ACL system of Baldimtsi and
Lysyanskaya, which is the subject of this work. Constructions of
anonymous tokens have also been considered in the literature by
Dadvison et al. [24] and Kreuter et al. [44], but these constructions
do not support the embedding of attributes.

2 PRELIMINARIES

We denote as “r «—¢ D” that a value r is sampled uniformly at
random from a distribution 9. Unless otherwise stated, we consider
probabilistic polynomial-time algorithms and write out «g¢ A(x)
to state that A outputs out on input x. If A is deterministic, we
instead write this as out « A(x). We write AB to denote that A has
oracle access to algorithm B at runtime. For n € Z*, we denote as
[n] the numbers in {1, ..,n}.

2.0.1 The Random Oracle Model (ROM).. In the ROM [11], we
assume the existence of an idealized hash function H with the
following behaviour. Initially, H[x] = L for all x in the domain of
x. When H is queried on input x, it checks whether H[x] := L. If
so, it samples a uniformly random value y from the codomain of H
and sets H[x] := y. Then it returns H[x].

2.1 Group-Based Cryptography

We briefly recall some background on groups and idealized models
that are relevant to this paper. In this paper, we work with a cyclic
group G of prime order g with known representation and generator
g. Thus, we implicitly assume throughout this paper that group
parameters pp := (G, g, q) have been distributed and are known to
all parties.

2.1.1 The Algebraic Group Model (AGM). The AGM [32] is an
idealized model which lies in between the generic group model and
the standard model, in which all algorithms are considered algebraic.
An algebraic algorithm is defined as follows. Let G be a cyclic group,
and let A be an algorithm that takes as input the group elements
(x1,...,xn). We say that A is algebraic, if for each group element
Z € G it outputs, it submits a vector Z = (z1,...,2p) € Z(’]’ with

n
xf" =Z.

i=1

When n is large, proofs in the AGM can quickly become very com-

plex. To mitigate this issue, we use reduced representations [42] as

follows: Assume there exists {xi, coos X} € {x1,...,xn} such that,

for all x; there exists a representation z;" = (z/ z;’m) with

[RERRRE
m
17
J=1

Given any representation (z, ..., z,) to the basis (x1,...,x,) of a
group element v, we construct a reduced representation (z7, .. ., z;,)
to the basis (x7, ..., x7,) by computing

n
* R
z; = zZi z;;
i=1

for all j € [m]. It is worth noting that if the representation {z/

i,1°
. z; m} is not known to the reduction, it cannot compute the re-
duced representations efficiently because this would require solving

the discrete logarithm problem.

2.1.2  The Discrete Logarithm Assumption. The security of our
schemes is based on the standard discrete logarithm problem:

Definition 2.1 (The Discrete Logarithm Problem DLP). For a group
G of prime order g, and for an adversary A, we define the DLP
game as follows:
o Setup. The game samples x «g Zg, computes U := g*, and
runs A with input U.
e Output Determination. When (A terminates and outputs
x’, the game outputs 1 if gxl = U, otherwise it outputs 0.
We define A’s advantage in winning this game as

AdvPP(A) = prDLP? = 1].



2.2 Identification Schemes

An identification scheme is an interactive protocol between a prover
and a verifier that enables the prover to prove possession of a private
key. In this section, we introduce the syntax and security definitions
for three-move canonical identification schemes [1, 38].

2.2.1 Definition (Canonical Three-Move Identification Schemes). A
three-move identification scheme 1D is a triple of polynomial-time
algorithms ID =(G, P, V) with the following properties.
e The key generation algorithm G takes as input public pa-
rameter pp, and outputs a key pair (pk, sk).
o The prover algorithm P is split into two algorithms $; and
Py
- % takes as input a secret key sk. It returns a commit-
ment R and a prover state Stp.
— %, is deterministic and takes as input a secret key sk,
a prover state st,, a commitment R, and a challenge «.
It returns a response S.
o The verifier algorithm V is split into two algorithms (V},
Va):
- V) takes as input a public key pk, and a commitment
R. It outputs a challenge ¢ and a state st,.
- V3 is deterministic and takes in a public key pk, a
verifier state st,, a commitment R, a challenge ¢, and a
response S. It outputs 1 (AcceprT) or 0 (REJECT).

Definition 2.2 (Perfect Correctness for Identification Schemes). A
canonical identification scheme ID = (G, P, V) is perfectly correct
if the following holds:

(pk, sk) g G(pp)
(R,Stp) —s Pl(sk)
Pr|b=1: (gsty) < Vi(pkR) | = 1.
S« Pa(sk,stp, R, )
b — Va(pk,sty, R, €, 5)

Definition 2.3 (One-More-Man In-The-Middle (OMMIM) [38]).
For a positive integer £ € Z*, an identification scheme ID :=
(G, P,V), and an adversary A, we define the game -OMMIM
as follows:

e Setup. Generate a pair of keys (pk,sk) «—g G(pp), and
invoke AP (k). VC-Pk) (ple).

e Online Phase. A may query its oracles arbitrarily in an
interleaved fashion as long as it completes at most ¢ of those
executions with P.

e Output Determination. The game outputs 1, if A success-
fully completes at least £ + 1 executions with V. Otherwise,
the game outputs 0.

Intuitively, the prover answers at most £ challenges to close verifier
sessions successfully, while ¢ + 1 verifier sessions must be closed
successfully; therefore, A must close at least one verifier session
without the prover’s involvement. We define A’s advantage in
winning the game /-OMMIM against an identification scheme 1D
as
Adv{PMMIM (71 = Pr-OMMIM = 1].

We say that ID is (t, £)-OMMIM-secure if for all adversaries A that

run in time at most ¢ Advfl‘)OMMIM(ﬂ) <e
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2.3 Blind Signatures with Attributes

Baldimtsi and Lysyanskaya [5] proposed the notion of blind sig-
natures with attributes, an extension for standard blind signatures
that allows attaching the user’s attributes to the resulting signature
via a commitment. We remark that our syntax differs slightly from
that of Baldimtsi and Lysyanskaya. In particular, the verifier in our
notion only checks for the validity of a signature ¢ resulting from
an interaction between the signer and the user, but not whether it is
tied to a valid commitment C to the user’s attributes L. Instead, we
define a designated pair of algorithms SH = (SHy, SHy) for the
user to present (a subset of) its attributes and a proof of knowledge
of an opening of the commitment C tying it to o. This allows us
to split and simplify our security definitions when compared to
Baldimtsi and Lysyanskaya.

More precisely, our first notion, captured in definition 2.7, closely
mirrors the standard (strong) one-more unforgeability notion for
blind signatures and deals with adversaries that output more sig-
natures than they requested from the signer. Our second notion,
captured in definition 2.8, deals with adversaries that try to show
a signature (i.e., their anonymous credential) alongside attributes
that they didn’t previously commit to during registration. We also
capture adversaries that attempt to ‘reuse’ committed attributes
with signatures that didn’t originally contain those attributes.

For the latter security property, other definitions may be possi-
ble. For example, we require the adversary to reveal its complete
attribute vectors. A definition in which the adversary reveals only
parts of them would also be possible, although more complex. How-
ever, we believe that this definition captures the corresponding
property in [5] most closely.

In the following, we describe our syntax of blind signatures
with attributes. A blind signature with attributes has three types of
interaction: The first is registration of users with signers, where a
user registers a commitment of his attributes and proves knowledge
of an opening. The second type of interaction is the issuing of
signatures, where the user and signer interact so that the user will
obtain a signature from the signer on a message of its choice that
is linked to the user’s attributes. The last type of interaction is
verification and showing of attributes and signatures. This is split
into a signature verification algorithm that checks if the signature
is valid, and a pair of show algorithms. The latter allows the user
to reveal a subset of its attributes to a verifier who can check that
they link to the signature.

In the following we call a vector L of length n a partial vector if
some of its entries are a special empty symbol L.

Definition 2.4. A blind signature with attributes is a tuple of algo-
rithms BSA = (G, R, S, U, V,SH), with the following properties.
e The key generation algorithm G takes as input public pa-
rameter pp and outputs a pair of keys (pk, sk).
o The registration protocol R between the signer and the user
consists of two algorithms Rqy, Rs :
- Rq takes as input a public key pk, and a vector of

attributes L. It outputs a commitment C to T, a regis-
tration state st,, and a proof .

- Rg is deterministic and takes as input a secret key sk,
a commitment C, and a proof 7. It outputs 1 (ACCEPT)
or 0 (REJECT).
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o The signer algorithm S is split into two algorithms S; and
Sa:

- & takes as input a secret key sk and a commitment C.
It returns a commitment R and a signer state st.

- &y is deterministic and takes as input a secret key sk,
a singer state stg, a commitment R, and a challenge e.
It returns a response S.

o The user algorithm U is split into two algorithms U; and
Uy:

— U, takes as input a public key pk, commitments R and
C, a message m, and a registration state st,. It returns
a challenge e and a user state sty,.

- U, is deterministic and takes as input a public key
pk, a user state st;;, a commitment R, a challenge e, a
response S, and a message m. It returns a signature &
and an opening r.

o The show algorithm SH is split into two algorithms SHy
and SHy:

- The show generation algorithm SHy takes as input a
public key pk, a signature o, an attribute vector L, an
opening r, a registration state st,, a partial attribute
vector I’ ¢ L and outputs a proof 7.

- The show verification algorithm SHy is deterministic
and takes as input a public key pk, a signature o, a

(partial) attribute vector f’), and a proof 7. It outputs 1
(AccepT) or 0 (REJECT).
o The verification algorithm <V is deterministic and takes as
input a public key pk, a signature &, and a message m. It
outputs 1 (AccepT) or 0 (REJECT).

Definition 2.5 (Correctness of Blind Signatures with Attributes).
We say that a blind signature scheme with attributes BSA =(G, R,
S, U, V, SH) is perfectly correct if for all public parameters pp,

- —
all vectors of attributes L, all partial vectors L’, and all messages
m, it holds that

(pk,sk) —¢ G(pp)
(C.7,stg) s Rey(pk, L)
1 ¢ Rs(sk,C, )
Vipk.oom) =1n - (Rysts) g Si(sk.C)
SHy (pk,o, L’ 7) =1 (e, sty) ¢ U1 (pk,R,C, m,stg)
S «— Sy(sk,sts, R, e)
(o,r) « Uz(pk,sty, R e, S, m)
7 — SHy(pk, o, Lr, stri’) |
Definition 2.6 (Blindness). For the blindness definition and the

blindness proof of ACL, we refer the reader to the original work of
Baldimtsi and Lysyanskaya [5].

Pr

We recall the definition of strong One-More Unforgeability,
where an adversary wins if it is able to output ¢ + 1 valid message-
signature pairs after completing only ¢ signing sessions. In the
setting of blind signatures with attributes, this game is augmented
with a registration oracle.

Definition 2.7 (Strong One-More Unforgeability (OMUF)). For a
blind signature with attributes BSA = (G, R, S, V, SH), a positive
integer £ € 7%, and an adversary A, we define the game £-OMUF
as follow:

o Setup. Generate a pair of keys (pk,sk), and invoke
ﬂR(sk,.),S(sk,.)_

e Online Phase. A may query its oracles arbitrarily and in
an interleaved fashion as long as it completes at most ¢
sessions with S.

e Output Determination. The game outputs 1 iff A outputs
k > £+1 pairwise-distinct tuples (o1, m1), ... (0§, mg) such
that for all i € [k], V(pk, 6i,m;) = 1.

We define A’s advantage in winning the game £~-OMUF against a
blind signature scheme with attributes BSA as

AdvEOMUF(A) = Pr[e-OMUFL, =1].

We say that BSA is (t, €)-OMUF-secure if for all adversaries A
that run in time at most t, Advé‘&MUF(ﬂ) <e

We present the definition of secure showing. Intuitively, this se-
curity definition captures that the adversary cannot re-link received
signatures to other attribute vectors.

Definition 2.8 (Secure Showing). For a blind signature with at-
tributes BSA = (G, R, S, V, SH), a positive integer £ € Z*, and an
adversary A, we define the game ¢-SH as follows.

e Setup. Generate key pair (pk,sk) and invoke
ARGK).S(6k) Oracles R(sk, -) and S(sk, -) share state
and we require that session i with S(sk, -) uniquely identi-
fies some prior session j with R(sk, -).

e Online Phase. The adversary may query its oracles arbi-
trarily and in an interleaved fashion as long as it completes
at most ¢ sessions with S. For i € [£], let le denote the
commitment corresponding to the i, session with S(sk, ).
We define C] = L if there is no session i.

e Output Determination. The adversary outputs up to ¢
pairwise distinct tuples of the form (m;, o;, G, fi, ri, i) as
well as ¢ pairs (flf, r;). The game outputs 1 if all of the
following hold and 0 otherwise:

- Forall i € [¢], either r] is a valid opening of C; to I_:l’
orC; = 1.
— For all tuples (m;, o, fi, ;) in the adversary’s output,
it holds that SHy (pk, o7, Li, ;) = 1.
— For all tuples (m;, 0, fi, ;) in the adversary’s output,
it holds that V(pk, m;, 0;) = 1.
- All Zi, Zl’ contain an entry for each attribute, i.e., they
do not contain the L symbol anywhere.
— The multiset of all attribute vectors Zi is not a subset of
the multiset of all attribute vectors Zl’ that correspond
toC] # L.
We define A’s advantage in winning the game #-SH against a blind
signature scheme with attributes BSA as

AdvESH(A) = Pr[e-SHTL, = 1].

We say that BSA is (t, €)-£-SH secure if for all adversaries that run
in time at most ¢, Advgsslz| (A) <e

Remark 2.1 (On Modularizing the Security Properties of Blind Sig-
natures with Attributes). We note that compared to [5], we have
split up the definition of security of blind signatures with attributes
into definition 2.7 and definition 2.8. This is on the one hand to
modularize the two different security properties, which may require



very different proof strategies, and on the other hand to clarify the
Secure Showing Property which was ambiguous in [5].

Remark 2.2 (Limitations of the Secure Showing Definition). We note
that definition 2.8 does not cover all possible attacks on the Secure
Showing algorithm that one might exclude. For example, one might
want to exclude an attack where the adversary only has to provide
partial vectors such that there is no mapping to the full vectors he
requested signatures for. However, this winning condition is likely
inefficient to check as the challenger would have to verify that no
such mapping can exists, for example by iterating over all possible
mappings. We note that letting the adversary provide a mapping
that violates security is not a good fix for this, as the adversary
could provide a bad mapping even if a good mapping exists, e.g. if
L}, L; are subvectors of L, and L is a subvector of Ly, but Ly is also
a shared subvector of L, and Ly, the adversary could claim in the
mapping that he got two signatures for L;, and one for L,, when
the signatures are in fact two signatures for L, and one for Ly,

Therefore, we require the adversary to open the full vectors as
well.

3 AN IDENTIFICATION SCHEME FOR
ANONYMOUS CREDENTIALS LIGHT

Towards a modular OMUF proof of Anonymous Credentials Light
ACL, we propose an identification scheme, called IDac|, from which
the scheme ACL can be derived, and from its OMMIM-security the
OMUF-security of ACL can be proven. Particularly, following a
similar methodology of Hauck et al. [38], we show in this section
that IDacL is OMMIM-secure and use this fact in section 4 to show
via reduction that ACL is OMUF-secure.

3.1 Construction

For the reader’s convenience, we depict this scheme as an interac-
tive protocol in fig. 4. We define the scheme |IDacL =(G, P, V) as
follows:

e G(pp): Parse pp to obtain G, g, and g, sample h ¢ G and
X,00,1,00,2 ¢ Zg, compute y = g,z = g1 - h%z get
sk = (g, h, z,x) and pk = (g, h, z, y), and output (pk, sk).

o The prover algorithms P =(P1, P2) are defined as follows:

- Pi1(sk): Sample d,s1,52,u,rnd g Zq, compute
z1 = gmd, zp = z/z1,a = g4, by = gt - z‘li, by =
hs2 . Z‘Zi, set R := (a, by, by, 1nd), st == (d, s1,s2,u) and
output (R, stp).

- Pg(sk,stp,R, ¢): Parse stp as (d, s1, 52, u), compute ¢ :=
e—d,r:=u—c-x,setand output S := (¢, d,r, s1, 52).

o The verifier algorithms V =(V}, V2) are defined as follows:

- V1(pk, R): Parse pk, and R, sample ¢ «¢ Zg, set st, :=
(a, b1, by, z1, z2), and output (&,sty).

- Va(pk, sty, R, €, S): Parse S and st,, and output 1 if the
following condition holds: e = c+d Aa=g" -y Ab; =
g% - z‘li Aby = h'2 . zg. Otherwise, it outputs 0.

3.2 Perfect Correctness.

IDacL is perfectly correct. The verifier verification equation checks
thatg” -y =aAg* - zf = by Ac+d = ¢ holds. In an honest run of
the protocol, this always holds, because
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Figure 3: Proof overview for theorem 3.1.
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3.3 One-More Man-In-The-Middle (OMMIM)

THEOREM 3.1. Let G be a group of prime order q¢ where the DLP
is (t, £)-hard. Then IDacL is (t/, &')-£-OMMIM-secure in the AGM +
ROM witht' ~ t and &’ < 4¢+ 42-_1q‘

Notation and Proof Strategy. When A runs the ~-OMMIM game,
it acts as a Man-In-The-Middle between the prover and the veri-
fier and may open sessions with both. We examine the elements
exchanged among the prover, the verifier, and A. To differentiate
between the elements sent to the verifier by A and those sent by
the prover, we keep the names of the elements sent by the prover
as (z1,a, b1, by, ¢, d, r,51,52), and correspondingly, z2 = z/z1, and
rename the elements sent by A as {1 = z1,@ = a,f1 = b1, f2 =
by, w :=1¢,6 =d,p =r,01 =51 and o2 = s2, and correspondingly,
L=z

Our proof strategy consists of two steps. In the first step, we
show via reduction under the DL hardness assumption that an
adversary A cannot win the game £~-OMMIM while using a fresh
tag {1 in one of the accepting sessions. A fresh tag {; is a tag that
is not generated by the prover in one of the closed prover sessions,
i.e., for all closed prover sessions 1 < i < ¢, we have {1 # z1,;. We
formalize this requirement in a game called the Restrictive Tagging
(¢-RT) and provide a reduction of the hardness of this game to the
hardness of the discrete logarithm problem. We turn to the second
step: If A wins the game £~-OMMIM without using a fresh tag, then
by the pigeonhole principle, there are at least two verifier sessions
k and I, such that, {7 . = {3, because A closes £ + 1 sessions, while
the prover closes only ¢ sessions. In the second step, we show via
reduction that A cannot win the game /~-OMMIM if two verifier
sessions have the same tag {1 because otherwise A wins the DLP
game.

While interacting with the reduction, the algebraic adversary
A provides a representation for each group element it outputs
or uses in its queries to ‘V;. These representations must be ex-
pressible using a basis consisting of the group elements A ac-
quires during the ¢-RT game. More specifically, this includes the
group elements of the public key (g,y, h, z), and the group ele-
ments that it receives by interacting with $;. Assume A has in-
voked P k times for 1 < k, the basis in the k;j, verifier session is
Zr = (9.4 hz a1, ... a5 bi1, ..., bl,k’ bat, ..., bz,k, Z1,15 oees Zl,k)~

Recall that the group elements a,b; and by can be expressed
asa =g -yb = g - zf, and by = h%2 - zg' = h% . (z/z1)%
Additionally, the discrete logarithms of h, z, and z; are known for
the reduction. Thus, the reduction can represent each element in
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Zy. using the reduced basis I := (g, y, h). While g, y, and h remain
unchanged, we rewrite the other elements in Zj. as follows:

z = gUo,l . hvo,z)zl’l. = gmdi’ a; = gVi . yci;bl,i = gsl,i"'rndi'di’ and
bai = Rs2ittozd . gd-(o01-mdi) where 1 < i < k. For simplicity, we
often reduce given representations into the basis I. We can rewrite
any representation of a group element o in its reduced form (w.r.t.
basis I) as g[ o] +X Y[o] +W-h[o], Where x = dlogg yandq = dlogg h.
The notation g[,], Y[o]» Of h[o] refers to the respective component
of the group element o.

In addition to the reduced representations, we need to argue
about the representations that A submits before we transform
these representations into their reduced form. Using the notation
a;(0), we refer to the exponent of g; in the representation of the
group element o, where a; is the group element g that is sent to A
by the prover in a response to a $; query in the session i. If no a;
component occurs in the representation of o for all opened prover

sessions i, then m = 0. Similarly, we use the notation by ;(0)
for k € {1,2} to refer to the exponent of by ; in the group element
o0, where by, is sent in the response to P; query in the session i. If
no by ; component occurs in the representation of o for all opened
prover sessions i, then by ;(0) = 0.

We say that a prover session i is linked to verifier session j
if ai(aj) # 0, bai(Prj) # 0, bai(Baj) # 0, b2i({1,j) # 0, or
b2,i(L2,) # 0.

Proor. Firstly, we define the game ¢-Restrictive Tagging (£-RT)
game that captures the event in which A wins the ~-OMMIM game
while using a fresh tag {7 to close one of the verifier accepting
sessions.

Definition 3.2 (Game ¢-Restrictive Tagging (£-RT)). For a posi-
tive integer £ € Z*, we define the game ¢-RT for an identification
scheme ID = (G, P, V), a public parameter pp, and an adversary
A as follows.

Initialization. The same as -OMMIM.

Online Phase. The same as /-OMMIM.

Output Determination. The game outputs 1 if -OMMIM game
outputs 1 and there is an accepting session i with the verifier,
such that, for all prover sessions j that are closed with P
invocation, it holds that {1; # z1 j. We assume w.l.o.g. that
there is a single verifier session with this property and call
it the special session.

We define the advantage of an adversary A in winning the game
for an identification scheme ID as

AdvFT(A) = Pr[¢-RTiA = 1].

LemMA 3.3 (RESTRICTIVE TAGGING LEMMA). For all adver-
saries A that run the game £-RT against IDacy, there is a reduction
B running against the DLP game, such that

IDacL

1 4
AdvPP(B) > . AdvERT (A1) - =
2 q

ProOF. Assuming A wins the game ¢-RT, it follows that it wins
the game £-OMMIM while using a fresh tag {7 in one of the ac-
cepting verifier sessions (i.e., the special session). We show in the
following that this enables the reduction B to win the game DLP, by

embedding the DLP challenge U in either h or y, and extracting its
discrete logarithm from the representations of the group elements
of the special session. We illustrate this strategy in the following
via a sequence of games.

Game G1. The game samples a bit b «¢ {0,1}. If b = 0, it
behaves the same as ¢-RT (i.e., it uses the y-side simulator C.2.1).
If b = 1, it uses the z-side simulator C.2.2. Note that the game G
and the game ¢-RT are identically distributed due to the witness
indistinguishability of the OR-proof [23].

Game Gy. The same as the game G1, except that it aborts if an
event Eq , which we define in the following.

Definition 3.4 (The Preliminary Values). Assume that during the
game G1, A opens n prover sessions and links k sessions of them
with the special session for 0 < k < n. If a variable v describes
a value that is generated in a prover session that is linked to the

—
special session, we mark v with an asterisk, e.g., a*, b;. Let a® =

(al, ak),b2 = (b2,1""’ bz,k)’c = (cl,..., ck),andd =(d}, ..., dk)
be the values generated by the k prover sessions linked to the spe-
cial session (ordered by the time each session is opened). The re-
duction B transforms the representations of the group elements
a, P, Po, {1, {2 of the special session to their reduced form w.r.t. the
basis I. It then uses these reduced representations to compute new
group elements o', f31, 5, {7, and ¢} as follows: it computes &’ from
the representation of « after eliminating any a; components in
this representation. That is, if a} occurs in the representation of «,
ie., m # 0, for some session i, then we have o’ := a/a}m;(‘x).
For example, assume that W # 0 and the y-side simulator
u;-a;(a)

is used, it follows that a:.‘at*'(“) =g , and thus, we have

g[a;] = g[oc] - u:‘ . a:‘(zx),y[a/] = y[a]’ and h[a’] = h[a]~ Analo-
gously, we construct f3{, 7, {{, and ¢} from the representations of
B1, P2, (1, and {2, respectively, after eliminating all b;’i components
from these representations.

We define the following functions for the special session:

k
.
&' () = ypa) + )@ (@) -,
j=1

gUpy) +x yig) + 2y by, (B2) - df - (w01 — 07 )

N
8 (d) = . ,

91gg1 +x Yy + Lz by (82) - di - (w01 — o))
where uj ; := dlogy, by ;.

We prove the following properties of the preliminary values:

Cramv 3.1. Let a, f1, {1, P2, {2 be the group elements from the spe-
cial sessions in lemma 3.3, and let a',ﬁ{, ﬂé {1' and {2’ be the values
described in definition 3.4. It holds that

(1) Ya] = Y] + iy € - 0} (@)
(2) hp,) = higy + X by (B) - df (w1 =07 )
() hig) = hig)+ Zisa b3,(%) - d; - (o0 =97 )

where k is the number of prover sessions linked to the special session.

The proof is given in appendix B.1.



Remark 3.1. We note that if the special session is not linked to any

prover session, the arguments ?‘) and E‘) are empty, and thus, the
sums in the function definitions are also empty. Furthermore, in
case the special session is linked to an unclosed prover session i,
we note that the simulator closes all of the sessions by itself which
sets the values for all previously undefined c;, r;,, resp d;, s1,, $2,i-

Observation 3.1. We note that the prover’s view of the reduced
representations w.r.t. I of the group elements a; and b;"i are not
fixed. In contrast to the other group elements in Zy = (g,y, h, ay, ...,
ag, bi,1, ... bl,k» ba 1, bz,k, Z15 eees Zhes Z1,15 -oes Zl,k)a the reduced rep-
resentations of a} and b ; may change after P2 query. For example,
if the y-side simulator is used (see appendix C.2.1), the prover’s
view of a} changes from g% to ¢'i -y, hence its g and y compo-
nents get modified. Similarly, the representation of b3, changes
when the z-side simulator (see appendix C.2.2) is used. Therefore,
using a; or b, ; in the representation of another group element
makes the reduced representation of the latter prone to modifi-
cations after P2 query. However, note that the group elements
o', {1, ¢, B; and B are (partially) resilient to these changes when
P> is queried. In particular, as &’ does not contain a; component,
Y[a] is fixed. Similarly, as {7, {7, f{ and f; do not have b; ; compo-
nents, h[ﬂ;], h[gvl']’g[ﬁ;] +x- y[ﬂé]’ and g[évzf] +x- y[évzf] are fixed.

Observation 3.2. Per observation 3.1, we know that A fixes the
values y[a’J’ h[ﬂ”’ h[g{]’g[ﬁé] +x- y[ﬁé]’ and 9[§Z’J +Xx- y[évzfj at the
time of V; query and it cannot influence these values afterward.
After these values are fixed, the value ¢ is sampled uniformly at
random. Finally, only after the value ¢ is fixed, the values c;.k and
d; get fixed (before V, query, ¢} (d}) is uniformly-random and
information-theoretically hidden from A when the z-side simulator
from appendix C.2.2 (y-side simulator from appendix C.2.1) is used).

The functions ’ and §”” are crucial for the reduction 8B, because
it uses them to extract the solution of the DLP instance from the
special session. However, this is only possible if the function §”” (d*)

is defined. We define the event Eq to be the event in which §” (E‘))

N
is undefined. For simplicity, we know per claim 3.1 that §" (d*) =
916211 X Y11

, thus we define E; as
9151+ Y[z !

Ei = (9151 +x - Y[5] = 0)-

Cramv 3.2. Pr[Eq] < é.

ProOF. Recall that z is sampled as z := g% - h%:2 for vy 1,092 €
Z*,and {» = z/{1, hence g, ] + X Y[g,] = 9[z] +XY[z] — (9o +
X - y[gl]) = 09,1 — rnd and h[gz] = hiz — h[§1] = h[z]- Thus, in
order for Eq to occur, the adversary must choose rnd, such that
rnd = vg1. However, as vg; is information-theoretically hidden
from the adversary at all times, the probability that rnd = v ; is é

]

By this claim, it follows that Adv®2 (A) > AdvO1 (A) - flI; there-
fore, we assume that A wins the game Gy.
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Game Gs. The same as the game Gg, except that it aborts if an
event Ej occurs for the special session.

Define E; i= (' (¢*) = ) A (8" (&) = §) A =Ey.

Intuitively, E; occurs if| w'(?‘)) =w and §” (E‘)) is equal §.

Cramv 3.3. Pr[E;] < %.

The proof is given in appendix B.2. By this claim, we have that
AdvC3 (A) > AdvC: (A)- %; therefore, we assume that A wins Gs.

Next, we show that if A wins G3, then B can use A to extract
the discrete logarithm of y or h using the representations of the
group elements of the special session.
Simulating G3: 8 simulates G3 by simulating the oracles Py, Pa,
V1,and V,. While the simulation of V; and V; is done as in IDac
(see fig. 4), the simulation of $; and P can be done in two ways.
Given a DLP challenge U, 8 flips a coin and does the following:

(1) On head, it simulates the prover algorithms using the sim-
ulator (C.2.1), but instead of sampling h at random, it set
h:=U.

(2) On tail, it simulates the prover using the simulator (C.2.2),
but instead of sampling y randomly, it sets y = U.

$ maintains a per-session storage to store all the group elements
used during the simulation alongside the representations submitted
by the algebraic adversary A. We show in the following claim the
technique used by 8 to extract dlogg U.

CramM 3.4. AdvPP(B) > % - AdvO3 (A).

Proor. Recall that A has to query the verifier oracle V; £+ 1
times, and, as A is algebraic, it submits representations for the
group elements in the queries; therefore, the reduction 8 has access
to the representations of the group elements «, i, and {2, which it
can transform into their reduced form to the basis I and compute
the values w’, and §”’ for the special session.

Furthermore, since A wins the game Gs, the events E1 and E;
do not occur. Per observation 3.3, we have that

—-E1 A=Ey =

9ip] T X Yip] +

9151 T X Y[%]
B’s strategies to extract the discrete logarithm of U depends on

which of the following cases occurs (the following cases are not

mutually exclusive; therefore, 8 follows the strategy of the first
matching case):

Yla] @V G[5] X Y[5] #OA J.

Case 1: @ # y[4]- B extracts the solution of the DLP instance
from y, ie, x = dlogg U= dlogg y. This is possible if the
simulator C.2.2 is used since 8 embeds U in y.

We know from the verification equation that a = g* - y©,
hence we can write its representation as p + x - v, where
x = dlog, y. From the representation of « that A submits
to the verifier, 8 computes the reduced representation of «
asgig] +X Ylg] t W h[a]~
It follows that p +x - @ = g[4] + X - Y[o] + W * h[4], Which
Ila1+Whia1=p
O=Yla] ’
This equation is solvable because @ # y[]-

yields the equation x =
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9B 1T X" Y[ 3]
—g =T # 0: In this case,

B extracts w = dlog U= dlog h. This is possible if the
simulator C.2.1 is used since B embeds Uin h.

From the verification equation, we have that i := h° - (25 ,
hence the representation of f; can be expressed as

Case 2: ARER AN 0A

AR UTARE R TSRS IAN &)
where w = dlog, h. Recall that A submits the represen-

tation of B, to the verifier. This allows 8B to compute its
reduced form as

VAREREVARSERIVAR ®)
We Setlﬁ =w,A =09,B:=6C:= 9121 +x - y[gz]’D =
hig1 B = gip) + X yip) F = higVi=y-A+B-
(C+y¢-D), and Vo := E+ ¢ - F. Per by claim D.3, w can be
recovered since the condition V; = V, AC#0AB # g
holds.

For each of the cases, the solution to the DLP instance can be ex-
tracted if the appropriate simulator is used, which happens with
probability % Thus, B can compute dlogg U successfully with prob-

ability > 1 - Adv®s (A). a)
Consequently, AdvPP(B) > 1 AdvG3 (A) > 5 AdvGZ (A) -
7 G 7 £-RT 7
7g 2 Adv1(?{)———zq AdVIDc(ﬂ)_ﬁ_ﬂ
hence AdvDLP(B) > 1. AdvaRAZL (54) - o

By this lemma, A cannot win the game ¢-RT, hence if A wins
the game /-OMMIM, it may not use a fresh tag {; that was not
generated by the prover.

LEMMA 3.5. For all adversaries A, define E3 to be the event in
which A wins the --OMMIM game but loses the £-RT game. There
exists a reduction B, such that

dvPP(B) = L pr[Es] - 2.
2 q

ProoF. As A loses the game ¢-RT while winning the game ¢-
OMMIM, it only uses tags {7 that were generated by the prover.
We show in the following via a sequence of games that this leads
to solving the DLP.

Game Gy. The same as the ~-OMMIM game, except that it aborts
if a fresh tag {7 is used in any of the accepting sessions (recall that
fresh means that it was not generated by the prover as z; in a
closed session). Since the prover only closes ¢ sessions, while A
closes ¢ + 1 sessions, ‘A must use the same tag {; in at least two
different sessions. We assume w.l.o.g. that only two sessions share
the same tag ;. Formally, there are two protocol runs between
A and the verifier with transcripts (R, ¢,S), and (R, ¢’,S’) with
R = (a p1.02.01),R = (a" p].B5.{1),e # ¢, andS # S§'. At
most one of the responses S and S’ may be generated by the prover,
while the other response must be generated by A. We assume
w.Lo.g. that S’ is generated by A and call its respective session the
special session. In particular, we note also that clearly, if R = R’,
the combination of the two transcripts already yields one of the
witnesses regardless of the algebraic representations submitted by
the adversary. We therefore assume in the following that R # R’.

Game Gz. The same as game Gy, except that it aborts if g, ] +
Y&l =0

Cram 3.5. Prgps,) +x-yg) =0] < %

Proor. Recall that {3 = z/{1, hence g[z,] +x - y[5] = g[z] +x -

Yiz) =915 +¥ Y|, ); therefore, if gi,  +x-y1g,) = 0,91z XYz =

g[zi] +x - y[g;]- Furthermore, z is chosen by the reduction as z =
g™1-h%2 and {; is chosen by the prover as z; := g™ (recall that A
loses the game ¢-RT, hence it only chooses tags that are generated
by the prover). Consequently g[,| + X - Y[z] = g[z,] + X - Y[z,] only
occurs if 91 = rnd, which occurs with a probability at most %1. O

By this claim, we have that Adv©? > AdvC! — é, and thus, we
assume that A wins the game Go.

Game G3. The same as game Gg, except that it aborts if an event
E4 happens. We define E4 in the following.

Definition 3.6 (The Preliminary Values). The reduction transforms
the representations of the group elements «, 2, and {3 of the spe-
cial session to their reduced form w.r.t. the basis I. Using these
representations, we compute the values ', ), and ¢ as defined in
definition 3.4, and define the following preliminary values:

k
.
() = Yo + )@ (@) -,
j=1

g[ﬁz] tx- Y1 [5;] +Zl 1 21(ﬁ2) d* (001 _rnd )
gig1 X Yig)

- —

where ¢* = (. cZ), d* = (d},.. dl’:) and k is the number of

prover sessions linked to the special session.

5”(;*)) =

Observation 3.3. Note that observation 3.1 applies on the current
definitions of &’, B, and {5. Particularly, these values get fixed by
V1 query and cannot be influenced by A afterward. Furthermore,
observation 3.2 applies on this lemma: first, A fixes the values
o, B, and {» in Vi query, then ¢ is fixed and revealed to A in the
response to V) query, and finally, ¢ and d} are revealed in the
response to $; query. Additionally, one of the values ¢} and d; is
uniformly random, and it holds that c;f‘ + d;‘ = ¢j.

Let w and § be the field elements sent by A in the V> query of
the special session. We define E4 as

2= (@ () =) A (87 (d) = ).

Cramm 3.6. Pr[E4] < 1?2.

PrROOF. Again, we want to apply claim D.1 using the analogous
definition of C;,.__5 as in claim 3.3. We now need to show again, as
Cs = 0, that C4/C3 # C;. To this end, we consider the following
cases:

(1) the linked prover session that is closed last has z; # (i
where (7 is from the special session. In this case, an analo-
gous argument to claim 3.3 applies.



(2) for both special sessions, the last linked prover session to be
closed is one with z; = (7. In this case, we get two equations
in the style of claim D.1, i.e.

CW W) (#-Q) ~

c; ) -
for j = 1,2. Assume for contradiction that for both j =
1,2, 4D /3 = ¢, In this case, we obtain Co /) +
Co D 1Cs D) + D)y &= §’(j). This is a linear equa-
tion system with two equations. As the values & @), g0@)

are sampled uniformly at random after fixing the corre-
sponding C,_. s values, the probability that the two equa-

D+ o+ g,

tions have a common solution for ¢ is %1 Thus, the event

E4 can be bounded by é + % using claim D.1.

In total, this yields a bound of 1?2 O

By the claim, we have that Adv®3 (A) > Adv®? (A) - 1—;. Thus,
we assume that A wins.
Simulating G3: we simulate G3 by simulating the oracles 1,P2,V1,
and V. While the simulation of V; and V» is done as in IDacL
(see fig. 4), the simulation of 1 and $; can be done in two ways
as follows. Given a DLP challenge U, the reduction 8 flips a coin
and does the following:
(1) On head, it simulates the prover using the simulator C.2.2.
Instead of sampling y randomly, it sets y := U.
(2) On tail, it uses the simulator C.2.1 to simulate the prover.
Instead of sampling h randomly, it sets h := U.

Cramv 3.7. AdvPP(B) > % - Adv®3 (A).

ProoF. Analogous to claim 3.4.

From claim 3.1, we have that gz} +x - y[g7] + Z]le b5 ;($2) - d; -
(vo,1 — rnd:f) =9(5] XYL hence as A wins the game Gz, we
have g[,] +x - y[z,) # 0. Furthermore, as A wins the game G, we
have

911 T X " Y[B] +

915 X Y[g]

B extracts the discrete logarithm of U depending on which of
the following cases occurs (as the cases are not mutually exclusive,
the reduction follows the technique from the first matching case).

Yla) E@OVG[5] X Y[5] FOA d.

Case 1: y[4] # @": Analogous to case 1 in claim 3.4.
9181 1X " Y15,1

= §: Analogous
9151t Y5, g

Case 2: giz,] +x - Y[z #0A

to case 2 in claim 3.4.
The discrete logarithm can be extracted successfully if the correct
simulator is used, which happens with probability % Thus, we can

extract the DLP solution with probability > % -AdvS3 (A). ]

Thus, if the event E3 occurs, the reduction B solves the DLP
problem. More specifically, AdvPL" (8) > % -AdVSI (A) > % .

AdvGZ(ﬂ)—%:%-AdvG‘(ﬂ)—%—ﬁ %-Pr[Eg]—%. o

Overall, the reduction B works as follows: it flips two coins,
the first coin to decide which lemma between lemmas 3.3 and
3.5 to simulate, and the second coin to decide which simulator

to use. It follows that AdvP'P(8) > § - (5 - Adv|L (A) - 1 +
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3 PrlEs] = 22) = § - (5 - (Adv{p! (A) +Pr[Es]) - £) =
1 £-OMMIM 21
1’ AdvIDACL (ﬂ) - m ]

4 ANONYMOUS CREDENTIALS LIGHT

In this section, we study the security of the blind signature scheme
Anonymous Credentials Light (ACL) proposed by Baldimtsi and
Lysyanskaya [5]. ACL is an adaption of the blind signature of
Abe BSpape [2], which they slightly modified to allow the user to
embed (a commitment of) its attributes in the signature. Concretely,
they extend the protocol with a registration phase, in which the
user commits to its attributes, and they change the way z; is com-
puted. Instead of generating z; by calling a random oracle on a
randomly-generated string rnd, it is generated as z; = g™ . C,
where C is a commitment of the user’s attributes. The user then
blinds z; using a blinding factor y, i.e., {7 = z{, and outputs {; as
part of the signature.

For the reader’s convenience, we illustrate the scheme as an
interactive protocol in fig. 1 and give a full description of the scheme
(including the show algorithms) in appendix E.1. We provide a proof
sketch of the secure show property of ACL in appendix G.

We refer the reader to [5] for proofs of correctness and blindness
of the scheme.

4.1 One-More Unforgeability (OMUF)

THEOREM 4.1. Let G be a group of prime order q with generator
g where DLP is (t, €)-hard and such that IDacy is (¢, €’ )-£-OMMIM
secure. Then ACL is (&, ¢’")-one-more unforgeable in the AGM+ROM
with
22+38E+¢0+1

q
where & is the number of registration queries the adversary makes.

e =¢ +13¢+

Proof Overview. We split the proof into two main cases: In the
first case, the adversary participates in the registration of commit-
ments, as well as the signing sessions somewhat honestly, i.e., the
representations it outputs match which group elements an honest
user would use to generate the corresponding values. In this case,
we provide a reduction to the OMMIM security of the underlying
ID scheme. This reduction simulates the signer using the prover
oracles provided by the challenger. It simulates the hash oracle
by sending the requests to the verifier of the ID scheme. Finally,
it closes verifier sessions using the signatures it obtains from the
adversary.

The other case is that the adversary behaves dishonestly in one
of the following ways:

o It generates commitments during the registration phase us-
ing group elements that should not be used for this purpose
in honest runs of the protocol, such as using parts of the
public key in the representations of the commitments.

o It generates the value { not as a multiplicative blinding of
the public key element z.

o It submits a representation of {; that contains group el-
ements from the public key instead of the commitment
parameters hy, .. ., hy.

In each of these cases of “dishonest” behaviour, we provide a reduc-
tion that solves the discrete logarithm problem DLP.

We provide full proof in appendix E.2.
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COROLLARY 4.2. Let G be a group of prime order q with generator
g where DLP is (¢, €)-hard. Then ACL is (t, ¢’ )-one-more unforgeable
in the AGM+ROM with
N 28+3E+0+1

q
where & is the number of registration queries the adversary makes.

e =17¢

Proor. Follows from theorems 3.1 and 4.1. |

4.2 Application to Abe’s Blind Signature Scheme

In this section, we provide a new modular OMUF security proof
for BSppe. We omit the blindness proof since it is already proved
in other works [2, 42].

THEOREM 4.3. IfACL is (t, £)-OMUF-secure in the AGM + ROM,
then BSape is (t, € + W)—OMUF—SECMVE in the AGM+ROM
where qs is the number of opened signing sessions and qp, is the

number of queries made to hash oracle Hy by an adversary against
OMUF-security of BSppe-

The proofis given in appendix F.

REFERENCES

[1] Michel Abdalla, Jee Hea An, Mihir Bellare, and Chanathip Namprempre. 2002.
From Identification to Signatures via the Fiat-Shamir Transform: Minimizing
Assumptions for Security and Forward-Security. In EUROCRYPT 2002 (LNCS,
Vol. 2332), Lars R. Knudsen (Ed.). Springer, Heidelberg, 418-433. https://doi.org/
10.1007/3-540-46035-7_28

[2] Masayuki Abe. 2001. A Secure Three-Move Blind Signature Scheme for Polyno-
mially Many Signatures. In EUROCRYPT 2001 (LNCS, Vol. 2045), Birgit Pfitzmann
(Ed.). Springer, Heidelberg, 136-151. https://doi.org/10.1007/3-540-44987-6_9

[3] M Abe and M Ohkubo. 2003. Security of Some Three-move Blind Signature
Schemes Reconsidered. In The 2003 Symposium on Cryptography and Information
Security.

[4] Masayuki Abe and Tatsuaki Okamoto. 2000. Provably Secure Partially Blind
Signatures. In CRYPTO 2000 (LNCS, Vol. 1880), Mihir Bellare (Ed.). Springer,
Heidelberg, 271-286. https://doi.org/10.1007/3-540-44598-6_17

[5] Foteini Baldimtsi and Anna Lysyanskaya. 2013. Anonymous credentials light.
In ACM CCS 2013, Ahmad-Reza Sadeghi, Virgil D. Gligor, and Moti Yung (Eds.).
ACM Press, 1087-1098. https://doi.org/10.1145/2508859.2516687

[6] Foteini Baldimtsi and Anna Lysyanskaya. 2013. On the Security of One-Witness
Blind Signature Schemes. In ASTACRYPT 2013, Part II (LNCS, Vol. 8270), Kazue
Sako and Palash Sarkar (Eds.). Springer, Heidelberg, 82-99. https://doi.org/10.
1007/978-3-642-42045-0_5

[7] Mira Belenkiy, Jan Camenisch, Melissa Chase, Markulf Kohlweiss, Anna Lysyan-
skaya, and Hovav Shacham. 2009. Randomizable Proofs and Delegatable Anony-
mous Credentials. In CRYPTO 2009 (LNCS, Vol. 5677), Shai Halevi (Ed.). Springer,
Heidelberg, 108-125. https://doi.org/10.1007/978-3-642-03356-8_7

[8] Mihir Bellare, Marc Fischlin, Shafi Goldwasser, and Silvio Micali. 2001. Identifica-
tion Protocols Secure against Reset Attacks. In EUROCRYPT 2001 (LNCS, Vol. 2045),
Birgit Pfitzmann (Ed.). Springer, Heidelberg, 495-511. https://doi.org/10.1007/3-
540-44987-6_30

[9] Mihir Bellare, Chanathip Namprempre, David Pointcheval, and Michael Semanko.
2003. The One-More-RSA-Inversion Problems and the Security of Chaum’s Blind
Signature Scheme. Journal of Cryptology 16, 3 (June 2003), 185-215. https:
//doi.org/10.1007/s00145-002-0120-1

[10] Mihir Bellare and Adriana Palacio. 2002. GQ and Schnorr Identification Schemes:
Proofs of Security against Impersonation under Active and Concurrent Attacks.
In CRYPTO 2002 (LNCS, Vol. 2442), Moti Yung (Ed.). Springer, Heidelberg, 162-177.
https://doi.org/10.1007/3-540-45708-9_11

[11] Mihir Bellare and Phillip Rogaway. 1993. Random Oracles are Practical: A
Paradigm for Designing Efficient Protocols. In ACM CCS 93, Dorothy E. Denning,
Raymond Pyle, Ravi Ganesan, Ravi S. Sandhu, and Victoria Ashby (Eds.). ACM
Press, 62-73. https://doi.org/10.1145/168588.168596

[12] Fabrice Benhamouda, Tancréde Lepoint, Julian Loss, Michele Orrui, and Mar-

iana Raykova. 2021. On the (in)security of ROS. In EUROCRYPT 2021, Part I

(LNCS, Vol. 12696), Anne Canteaut and Francois-Xavier Standaert (Eds.). Springer,

Heidelberg, 33-53. https://doi.org/10.1007/978-3-030-77870-5_2

Johannes Blémer, Jan Bobolz, Denis Diemert, and Fabian Eidens. 2019. Updatable

Anonymous Credentials and Applications to Incentive Systems. In ACM CCS

(13

[14

[15

(16]

(17]

(18]

[19

)
=

[21]

[22]

(23]

[24]

~
2

[26]

[27

(28]

[29

[30

[31

[33

[34

2019, Lorenzo Cavallaro, Johannes Kinder, XiaoFeng Wang, and Jonathan Katz
(Eds.). ACM Press, 1671-1685. https://doi.org/10.1145/3319535.3354223
Alexandra Boldyreva. 2003. Threshold Signatures, Multisignatures and Blind Sig-
natures Based on the Gap-Diffie-Hellman-Group Signature Scheme. In PKC 2003
(LNCS, Vol. 2567), Yvo Desmedt (Ed.). Springer, Heidelberg, 31-46.  https:
//doi.org/10.1007/3-540-36288-6_3

Stefan Brands. 1994. Untraceable Off-line Cash in Wallets with Observers
(Extended Abstract). In CRYPTO’93 (LNCS, Vol. 773), Douglas R. Stinson (Ed.).
Springer, Heidelberg, 302-318. https://doi.org/10.1007/3-540-48329-2_26

Jan Camenisch and Anna Lysyanskaya. 2001. An Efficient System for Non-
transferable Anonymous Credentials with Optional Anonymity Revocation. In
EUROCRYPT 2001 (LNCS, Vol. 2045), Birgit Pfitzmann (Ed.). Springer, Heidelberg,
93-118. https://doi.org/10.1007/3-540-44987-6_7

Jan Camenisch and Anna Lysyanskaya. 2001. An Identity Escrow Scheme with
Appointed Verifiers. In CRYPTO 2001 (LNCS, Vol. 2139), Joe Kilian (Ed.). Springer,
Heidelberg, 388-407. https://doi.org/10.1007/3-540-44647-8_23

Jan Camenisch and Anna Lysyanskaya. 2004. Signature Schemes and Anonymous
Credentials from Bilinear Maps. In CRYPTO 2004 (LNCS, Vol. 3152), Matthew
Franklin (Ed.). Springer, Heidelberg, 56-72. https://doi.org/10.1007/978-3-540-
28628-8_4

Rutchathon Chairattana-Apirom, Lucjan Hanzlik, Julian Loss, Anna Lysyanskaya,
and Benedikt Wagner. 2022. PI-Cut-Choo and Friends: Compact Blind Signatures
via Parallel Instance Cut-and-Choose and More. In CRYPTO 2022, Part Ill (LNCS,
Vol. 13509), Yevgeniy Dodis and Thomas Shrimpton (Eds.). Springer, Heidelberg,
3-31. https://doi.org/10.1007/978-3-031-15982-4_1

Melissa Chase, Sarah Meiklejohn, and Greg Zaverucha. 2014. Algebraic MACs
and Keyed-Verification Anonymous Credentials. In ACM CCS 2014, Gail-Joon
Ahn, Moti Yung, and Ninghui Li (Eds.). ACM Press, 1205-1216. https://doi.org/
10.1145/2660267.2660328

David Chaum. 1982. Blind Signatures for Untraceable Payments. In CRYPTO’82,
David Chaum, Ronald L. Rivest, and Alan T. Sherman (Eds.). Plenum Press, New
York, USA, 199-203.

David Chaum. 1983. Blind Signature System. In CRYPTO’83, David Chaum (Ed.).
Plenum Press, New York, USA, 153.

Ronald Cramer, Ivan Damgard, and Berry Schoenmakers. 1994. Proofs of Partial
Knowledge and Simplified Design of Witness Hiding Protocols. In CRYPTO 94
(LNCS, Vol. 839), Yvo Desmedt (Ed.). Springer, Heidelberg, 174-187. https:
//doi.org/10.1007/3-540-48658-5_19

Alex Davidson, Ian Goldberg, Nick Sullivan, George Tankersley, and Filippo
Valsorda. 2018. Privacy Pass: Bypassing Internet Challenges Anonymously.
PoPETs 2018, 3 (July 2018), 164-180. https://doi.org/10.1515/popets-2018-0026
Rafaél del Pino and Shuichi Katsumata. 2022. A New Framework for More
Efficient Round-Optimal Lattice-Based (Partially) Blind Signature via Trapdoor
Sampling. In CRYPTO 2022, Part II (LNCS, Vol. 13508), Yevgeniy Dodis and Thomas
Shrimpton (Eds.). Springer, Heidelberg, 306-336. https://doi.org/10.1007/978-3-
031-15979-4_11

J. Doerner, Y. Kondi, E. Lee, a. shelat, and L. Tyner. 2023. Threshold BBS+ Signa-
tures for Distributed Anonymous Credential Issuance. In 2023 2023 IEEE Sym-
posium on Security and Privacy (SP) (SP). IEEE Computer Society, Los Alamitos,
CA, USA, 2095-2111. https://doi.org/10.1109/SP46215.2023.00120

Uriel Feige, Amos Fiat, and Adi Shamir. 1988. Zero-Knowledge Proofs of Identity.
Journal of Cryptology 1, 2 (June 1988), 77-94. https://doi.org/10.1007/BF02351717
Amos Fiat and Adi Shamir. 1987. How to Prove Yourself: Practical Solutions to
Identification and Signature Problems. In CRYPTO’86 (LNCS, Vol. 263), Andrew M.
Odlyzko (Ed.). Springer, Heidelberg, 186-194. https://doi.org/10.1007/3-540-
47721-7_12

Marc Fischlin. 2006. Round-Optimal Composable Blind Signatures in the Com-
mon Reference String Model. In CRYPTO 2006 (LNCS, Vol. 4117), Cynthia Dwork
(Ed.). Springer, Heidelberg, 60-77. https://doi.org/10.1007/11818175_4

Marec Fischlin and Dominique Schréder. 2010. On the Impossibility of Three-
Move Blind Signature Schemes. In EUROCRYPT 2010 (LNCS, Vol. 6110), Henri
Gilbert (Ed.). Springer, Heidelberg, 197-215. https://doi.org/10.1007/978-3-642-
13190-5_10

Georg Fuchsbauer, Christian Hanser, and Daniel Slamanig. 2015. Practical Round-
Optimal Blind Signatures in the Standard Model. In CRYPTO 2015, Part I (LNCS,
Vol. 9216), Rosario Gennaro and Matthew J. B. Robshaw (Eds.). Springer, Heidel-
berg, 233-253. https://doi.org/10.1007/978-3-662-48000-7_12

Georg Fuchsbauer, Eike Kiltz, and Julian Loss. 2018. The Algebraic Group
Model and its Applications. In CRYPTO 2018, Part II (LNCS, Vol. 10992), Hovav
Shacham and Alexandra Boldyreva (Eds.). Springer, Heidelberg, 33-62. https:
//doi.org/10.1007/978-3-319-96881-0_2

Georg Fuchsbauer, Antoine Plouviez, and Yannick Seurin. 2020. Blind Schnorr
Signatures and Signed ElGamal Encryption in the Algebraic Group Model. In
EUROCRYPT 2020, Part II (LNCS, Vol. 12106), Anne Canteaut and Yuval Ishai
(Eds.). Springer, Heidelberg, 63-95. https://doi.org/10.1007/978-3-030-45724-2_3
Sanjam Garg and Divya Gupta. 2014. Efficient Round Optimal Blind Signatures.
In EUROCRYPT 2014 (LNCS, Vol. 8441), Phong Q. Nguyen and Elisabeth Oswald
(Eds.). Springer, Heidelberg, 477-495. https://doi.org/10.1007/978-3-642-55220-


https://doi.org/10.1007/3-540-46035-7_28
https://doi.org/10.1007/3-540-46035-7_28
https://doi.org/10.1007/3-540-44987-6_9
https://doi.org/10.1007/3-540-44598-6_17
https://doi.org/10.1145/2508859.2516687
https://doi.org/10.1007/978-3-642-42045-0_5
https://doi.org/10.1007/978-3-642-42045-0_5
https://doi.org/10.1007/978-3-642-03356-8_7
https://doi.org/10.1007/3-540-44987-6_30
https://doi.org/10.1007/3-540-44987-6_30
https://doi.org/10.1007/s00145-002-0120-1
https://doi.org/10.1007/s00145-002-0120-1
https://doi.org/10.1007/3-540-45708-9_11
https://doi.org/10.1145/168588.168596
https://doi.org/10.1007/978-3-030-77870-5_2
https://doi.org/10.1145/3319535.3354223
https://doi.org/10.1007/3-540-36288-6_3
https://doi.org/10.1007/3-540-36288-6_3
https://doi.org/10.1007/3-540-48329-2_26
https://doi.org/10.1007/3-540-44987-6_7
https://doi.org/10.1007/3-540-44647-8_23
https://doi.org/10.1007/978-3-540-28628-8_4
https://doi.org/10.1007/978-3-540-28628-8_4
https://doi.org/10.1007/978-3-031-15982-4_1
https://doi.org/10.1145/2660267.2660328
https://doi.org/10.1145/2660267.2660328
https://doi.org/10.1007/3-540-48658-5_19
https://doi.org/10.1007/3-540-48658-5_19
https://doi.org/10.1515/popets-2018-0026
https://doi.org/10.1007/978-3-031-15979-4_11
https://doi.org/10.1007/978-3-031-15979-4_11
https://doi.org/10.1109/SP46215.2023.00120
https://doi.org/10.1007/BF02351717
https://doi.org/10.1007/3-540-47721-7_12
https://doi.org/10.1007/3-540-47721-7_12
https://doi.org/10.1007/11818175_4
https://doi.org/10.1007/978-3-642-13190-5_10
https://doi.org/10.1007/978-3-642-13190-5_10
https://doi.org/10.1007/978-3-662-48000-7_12
https://doi.org/10.1007/978-3-319-96881-0_2
https://doi.org/10.1007/978-3-319-96881-0_2
https://doi.org/10.1007/978-3-030-45724-2_3
https://doi.org/10.1007/978-3-642-55220-5_27
https://doi.org/10.1007/978-3-642-55220-5_27

[35]

[36]

[37]

[38

[39

[40]

[41]

[42

[43

[44]

[45]

[46

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[55

[56]

527

Sanjam Garg, Vanishree Rao, Amit Sahai, Dominique Schréder, and Dominique
Unruh. 2011. Round Optimal Blind Signatures. In CRYPTO 2011 (LNCS, Vol. 6841),
Phillip Rogaway (Ed.). Springer, Heidelberg, 630-648. https://doi.org/10.1007/
978-3-642-22792-9_36

Rosario Gennaro. 2004. Multi-trapdoor Commitments and Their Applications to
Proofs of Knowledge Secure Under Concurrent Man-in-the-Middle Attacks. In
CRYPTO 2004 (LNCS, Vol. 3152), Matthew Franklin (Ed.). Springer, Heidelberg,
220-236. https://doi.org/10.1007/978-3-540-28628-8_14

Lucjan Hanzlik, Julian Loss, and Benedikt Wagner. 2023. Rai-Choo! Evolving
Blind Signatures to the Next Level. In Advances in Cryptology — EUROCRYPT
2023, Carmit Hazay and Martijn Stam (Eds.). Springer Nature Switzerland, Cham,
753-783.

Eduard Hauck, Eike Kiltz, and Julian Loss. 2019. A Modular Treatment of Blind
Signatures from Identification Schemes. In EUROCRYPT 2019, Part IIl (LNCS,
Vol. 11478), Yuval Ishai and Vincent Rijmen (Eds.). Springer, Heidelberg, 345-375.
https://doi.org/10.1007/978-3-030-17659-4_12

Eduard Hauck, Eike Kiltz, Julian Loss, and Ngoc Khanh Nguyen. 2020. Lattice-
Based Blind Signatures, Revisited. In CRYPTO 2020, Part II (LNCS, Vol. 12171),
Daniele Micciancio and Thomas Ristenpart (Eds.). Springer, Heidelberg, 500-529.
https://doi.org/10.1007/978-3-030-56880-1_18

Ethan Heilman, Leen Alshenibr, Foteini Baldimtsi, Alessandra Scafuro, and
Sharon Goldberg. 2017. TumbleBit: An Untrusted Bitcoin-Compatible Anony-
mous Payment Hub. In NDSS 2017. The Internet Society.

Ari Juels, Michael Luby, and Rafail Ostrovsky. 1997. Security of Blind Digital
Signatures (Extended Abstract). In CRYPTO’97 (LNCS, Vol. 1294), Burton S. Kaliski
Jr. (Ed.). Springer, Heidelberg, 150-164. https://doi.org/10.1007/BFb0052233
Julia Kastner, Julian Loss, and Jiayu Xu. 2022. On Pairing-Free Blind Signature
Schemes in the Algebraic Group Model. In PKC 2022, Part II (LNCS, Vol. 13178),
Goichiro Hanaoka, Junji Shikata, and Yohei Watanabe (Eds.). Springer, Heidel-
berg, 468-497. https://doi.org/10.1007/978-3-030-97131-1_16

Jonathan Katz, Julian Loss, and Michael Rosenberg. 2021. Boosting the Security of
Blind Signature Schemes. In ASIACRYPT 2021, Part IV (LNCS, Vol. 13093), Mehdi
Tibouchi and Huaxiong Wang (Eds.). Springer, Heidelberg, 468-492. https:
//doi.org/10.1007/978-3-030-92068-5_16

Ben Kreuter, Tancréde Lepoint, Michele Orrt, and Mariana Raykova. 2020.
Anonymous Tokens with Private Metadata Bit. In CRYPTO 2020, Part I (LNCS,
Vol. 12170), Daniele Micciancio and Thomas Ristenpart (Eds.). Springer, Heidel-
berg, 308-336. https://doi.org/10.1007/978-3-030-56784-2_11

Tatsuaki Okamoto. 2006. Efficient Blind and Partially Blind Signatures Without
Random Oracles. In TCC 2006 (LNCS, Vol. 3876), Shai Halevi and Tal Rabin (Eds.).
Springer, Heidelberg, 80-99. https://doi.org/10.1007/11681878 5

Rafael Pass. 2011. Limits of provable security from standard assumptions. In
43rd ACM STOC, Lance Fortnow and Salil P. Vadhan (Eds.). ACM Press, 109-118.
https://doi.org/10.1145/1993636.1993652

Torben P. Pedersen. 1992. Non-Interactive and Information-Theoretic Secure
Verifiable Secret Sharing. In CRYPTO91 (LNCS, Vol. 576), Joan Feigenbaum (Ed.).
Springer, Heidelberg, 129-140. https://doi.org/10.1007/3-540-46766-1_9

David Pointcheval. 2001. Self-Scrambling Anonymizers. In FC 2000 (LNCS,
Vol. 1962), Yair Frankel (Ed.). Springer, Heidelberg, 259-275.

David Pointcheval and Jacques Stern. 1996. Provably Secure Blind Signa-
ture Schemes. In ASTACRYPT 96 (LNCS, Vol. 1163), Kwangjo Kim and Tsutomu
Matsumoto (Eds.). Springer, Heidelberg, 252-265.  https://doi.org/10.1007/
BFb0034852

David Pointcheval and Jacques Stern. 1997. New Blind Signatures Equivalent to
Factorization (Extended Abstract). In ACM CCS 97, Richard Graveman, Philippe A.
Janson, Clifford Neuman, and Li Gong (Eds.). ACM Press, 92-99. https://doi.org/
10.1145/266420.266440

David Pointcheval and Jacques Stern. 2000. Security Arguments for Digital
Signatures and Blind Signatures. Journal of Cryptology 13, 3 (June 2000), 361-396.
https://doi.org/10.1007/s001450010003

Claus-Peter Schnorr. 2001. Security of Blind Discrete Log Signatures against
Interactive Attacks. In ICICS 01 (LNCS, Vol. 2229), Sihan Qing, Tatsuaki Okamoto,
and Jianying Zhou (Eds.). Springer, Heidelberg, 1-12.

Victor Shoup. 1997. Lower Bounds for Discrete Logarithms and Related Problems.
In EUROCRYPT’97 (LNCS, Vol. 1233), Walter Fumy (Ed.). Springer, Heidelberg,
256-266. https://doi.org/10.1007/3-540-69053-0_18

Alberto Sonnino, Mustafa Al-Bassam, Shehar Bano, Sarah Meiklejohn, and
George Danezis. 2019. Coconut: Threshold Issuance Selective Disclosure Cre-
dentials with Applications to Distributed Ledgers. In NDSS 2019. The Internet
Society.

Stefano Tessaro and Chenzhi Zhu. 2022. Short Pairing-Free Blind Signatures
with Exponential Security. In EUROCRYPT 2022, Part II (LNCS, Vol. 13276), Orr
Dunkelman and Stefan Dziembowski (Eds.). Springer, Heidelberg, 782-811. https:
//doi.org/10.1007/978-3-031-07085-3_27

David Wagner. 2002. A Generalized Birthday Problem. In CRYPTO 2002 (LNCS,
Vol. 2442), Moti Yung (Ed.). Springer, Heidelberg, 288-303. https://doi.org/10.
1007/3-540-45708-9_19

Julia Kastner, Julian Loss, and Omar Renawi

A ADDITIONAL PRELIMINARIES
A.1 Commitment Schemes

Commitment schemes are cryptographic protocols between a sender
and a receiver that allow the sender to commit to a message while
keeping it secret from the receiver. The receiver cannot inspect the
message before the sender permits them to open the commitment,
and the sender cannot send a different message from the one they
committed to.

Let Commit be a deterministic algorithm that takes as input
a message m and a random r and outputs a commitment C. A
commitment scheme consists of the following phases:

e Setup. A public parameter pp is generated.

e Committing. The sender commits to a message m by sam-
pling a random r, generating C « Commit(m;r), and send-
ing C to the receiver.

e Opening. The sender allows the receiver to open the com-
mitment C by sending them (m, r). The receiver checks if
C = Commit(m;r).

Definition A.1 (Perfectly Hiding). A scheme Comm is perfectly
hiding if for all pairs of messages mg, m; and all commitments C in
the span of Commit it holds that

Pr[Commit(mg;r) = C] = Pr[Commit(my;r) = C].
r r

Definition A.2 (Binding). Let Comm be a commitment scheme
with a committing algorithm Commit, and let A an adversary. We
define the game Bind as follows:

e Online Phase. Generate a public parameter pp, and invoke
A(pp)-
e Output Determination. Output 1 iff A outputs two (m;
,r1) and (mg, rp) with m; # mg and C = Commit(my,rq) =
Commit(mg,ry), 0 otherwise.
We define the advantage of A in winning the game Bind against
the scheme Comm as
s,

(A) =Pr[Bindl =1].

We say that Comm is binding if for all adversary A, Advgg‘n‘i m (A)
is negligible.

A.1.1  The Generalized Pedersen Commitment. We recall the Gener-
alized Pedersen Commitment[47], with which a sender can commit
to multiple messages (my, ..., my,) for n € Z*. The Generalized Ped-
ersen Commitment over a group G of prime order g with generator
g is defined as follows:
e Setup. Sample random values ag, a1, ...,an g Zg, de-
fine h; = g% for i € [n] U {0}, set and output pp :=
(ho, b1, ..., hn).
e Committing. To commit to messages (my, ..., m,), where
m; € Zg for i € [n], the sender samples a random value
r «g Zg, computes C := hl [, h!" and sends C to the
receiver.
e Opening. To open a commitment C, the sender sends
(r,m1,...,my) to the receiver. The receiver verifies the

opening by checking C Z L

A.1.2 Proof of Knowledge of an Opening for Generalized Pedersen
Commitments. We recall the following (folklore) sigma protocol for
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proving knowledge of an opening of a Generalized Pedersen com-
mitment. As above, let pp = (hy, ..., hy) be the public parameters.
Let (my, ..., my) be a message vector, and let r be the randomness
used during committing. To prove knowledge of r, (my, ..., mp),
do the following: Pick random values ry, ..., 7, <—g Zq. The prover
sends the first message M = [, hr‘ The verifier sends a chal-
lenge c. The prover computes so = ro —c-r,s; = rj —c - m; for
i € [n] and outputs the last message (so, . . ., sp). To verify, check
that C¢ [, hls." = M. It is straightforward to turn this proof into a
non-interactive one using the Fiat-Shamir heuristic [28].

B DEFERRED PROOFS FROM SECTION 3
B.1 Proof of Claim 3.1

We recall the claim

Cramm 3.1. Let a, f1, {1, Bo, {2 be the group elements from the spe-
cial sessions in lemma 3.3, and let o, ﬁi ,Bé {1’ and {2’ be the values
described in definition 3.4. It holds that

(1) Yla] = Y] + iy ¢} - 0} (@)
(2) hip,) = hipg + i‘lbgl(ﬁ» d; - (vo1 —0%,)
(3) higy) = higgy + 2, 05,8 - df - (00,1 — )

where k is the number of prover sessions linked to the special session.

Proor. Since these equalities are similar, we only prove the
claim for equalities (1) and (2). For simplicity, we assume w.l.o.g.
k=1.

(1) Per definition 3.4, we have that
Y[a'] = Yla] ~ Y[a] - 41(@),

. s
and since aj = g"1 - y“1, we have

Yla'] = Yla] ~ai(a) =

Thus, we have that
k
Yiw] +Z (@) = y1a) = D] af @)+ )01 (@) = Y.

(2) Per definition 3.4, we have that

x>~

2 1(ﬁ1)

= h31.2+”0:2 dy

hig1 = hig — Piv;,

u; di-(vo,1—v;
= ht21 = h"l .Zzl g (204 1.1)’

: *
and since b2,1
we have
* * * * *
h[b§1] =sipt002-d] =uy; —dp - (v01 — 07 ),

and
k [
hipy + ) b3, (B - (w3, —di - (w01 =05 ,)
i=1
hipy +b5,(B) - (upy —di - (vo1 = 0741)) = hig,.

(3) the correctness of the equalities (3), (4), and (5) can be
proven analogously.

B.2 Proof of Claim 3.3
Cramm 3.3. Pr[E;] < %.

Proor. Assume A links the special session to k prover sessions,

thus we have that? = (CICZ) and ? = (d*,...,d;;). We
order these prover sessions by the time they are opened. To further
simplify the proof, we compute A’s advantage before it terminates
and while the k;j linked prover session is still open. If A wants
to close any of the first k — 1 prover sessions, we assume that it
has already closed these sessions. Consequently, the field elements
c* and d* of the first k — 1 prover sessions linked to the special
session (c}‘, .. ,,ck_l) and (d7, .. .,d;;_l) are constants. Therefore,
we can rewrite the preliminary values as follows: we first define the
S5t e a7 (@), ¢4 = B b5 ,(B2)-d; - (vo.—mnd),

constants C'

and write
1) (c )= +C +ck ak
5’/(?) g[ﬁé] + X - ylﬁé] + C’ + b*k(ﬁz) Cf’< (00,1 - rndz)

91z + X Yig)
N
Recall that in order to provoke E, A has to ensure that o’ (¢*) +
—

§"(d*)=¢

We want to apply claim D.1 where E; is equivalent to Ex with the
following assignments of variables Y := §",& = ¢, & = ¢, A =
dZ,Q = CZ, C() = y[a'] +C6, C1 = ai(a) Cg = g[ﬁ' +Xx - y[ﬁ'] +
Cé,Cg =091 —rnd, C4 = (vg,; — rndj ) b (Ba) k(ﬂg) and Cs = 0.

As C5 = 0, we need to show that C4/C3 # Ci. To this end,
consider the following cases:

(1) b* k(ﬂg) = ak(a) In this case, we would get 091 — rnd*
v,1 — rnd, where rnd = dlogg {{. This, however, Vlolates
“freshness” of the tag {1, because {1 = zj j~ (except with
probability % per the randomness of vg 7).

b;,k (B2)-rndgx —ay (e)rnd

b (B2)—ap(a)

occurs with probability cl] as vg,1 is information-theoretically

(2) otherwise, we obtain vg; = which

hidden from the adversary.

Thus, by claim D.1, this occurs with a probability of at most %, O

C SIMULATORS

The underlying idea of both schemes BSac| and IDacL uses the
OR-Proof technique [23]. In BSac|, the signer can be simulated in
two ways. The signer can either use its knowledge of the discrete
logarithm of y (the y-side witness) to run the protocol or its knowl-
edge of the discrete logarithm of A, z, and z; (the z-side witness).
Similarly, the prover in IDpc| can either be simulated using the
knowledge of the discrete logarithm of y or the knowledge of the
discrete logarithm of h, z, and z;1. We exploit this fact in our proof
to embed the discrete logarithm instance U in one witness and
sample the other witness with a known discrete logarithm. Using
the witness with the known discrete logarithm, we simulate the
protocol. This enables us to extract the discrete logarithm of the
witness, in which U is embedded, hence computing the discrete
logarithm of U and winning the DLP game. For a group G of order ¢



and a generator g, we describe in the following the y-side simulator
and z-side simulator for both schemes BSac| and IDacy.

C.1 Simulators for BSac|

C.1.1 The y-side Simulator for BSacl .

o Initialization. Sample x <« Zg and z,h <3 G, com-
pute y = ¢g* and set pk = (¢,hy,z),sk = x. Sample
W0, ..., Wn ¢ Zq. Set Hpp (i) = h; = g™
Online Phase. The simulator simulates Registration, S;
and S; as follows:

— Registration: On input of C, 7, check that 7 is a valid
proof of knowledge and then save C in a list of regis-
tered commitments.

- 81(C): Check that C was previously registered. Sam-
ple a fresh session identifier sid, a random rndgjq <—g
Zg, and field elements ugqg, dsid, S1sid> S2.sid <3 Zqs

generate zq 5iq = Cg™dsid | compute Z2sid = Z/Z15id>
asig = g"sid, bl,sid = gosid . met b2,sid = h%2sid . Z;isms
and return dgig, by sid> b2,sid> Tdsig.
- Sa(sid, esig): compute csig = esid — dsids Tsid = Usid —
Csid - , and return cgid, dsid, "sid> S1,sid> 52,sid-
Finalization. To fix the values ¢y, 75iq for sessions that
have not been closed by the adversary, the simulator choo-
ses values egq «—g Zq for these sessions and runs Sz (sid,
esiq) for these unclosed sessions.

C.1.2  The z-side Simulator for BSac.
Initialization. Sample w «g Z; and y «<¢ G, compute
h = g%,z := Hi(G,g9,q, y, h), and set pk = (g, hy, 2),
sk = w.
Sample wy, ..., Wy g Zq. Set Hpp (i) = h; = g™.
Online Phase. The simulator simulates Registration, S;
and S; as follows:

— Registration: On input of C, 7, check that 7 is a valid

proof of knowledge. Compute dlogg C from the repre-

sentation submitted in the proof hash query.!

— 81(C): Check that C was previously registered. Gener-
ate a fresh session identifier sid, sample rndgigy < Zq
and ¢sid, Tsid> U1,sid> Uz,sid <3 Zg, compute z1giq =
CmdSid’ Z2,5id = Z/Zl,sid5 Asid = grSid ' y”“"» bl,sid =
g5, by sig = h"2sid, define dsig = 0,515id = Uysid>
S2.sid = U2 sid and return dsid» bl,sid’ bZ,sid’ rndsid~

= Sa(sid, esig): compute s5iq = Uy sid — dsid * V1,sid> S2,sid
= Upsid — dsid * Wasid> and dsjq = esid — Csid, Where
V1,sid = dlogg Z1,sid = dlogg C +1ndgjg , and wy5q =

dlog,, z—dlog,, z; sid
—<——%——, and return cgq, dsid, sid: S$1,sid> $2,sid-

Finalizationv.uTo fix the djd, 51 sid> S2,sid for sessions that are
not closed by the adversary, the simulator chooses values
esid <¢ Zq for these sessions and runs Sz (sid, esiq) for
these unclosed sessions.

C.2 Simulators for IDac,
C.2.1 The y-side Simulator for IDacL.

This only works once we rule out the usage of group elements with unknown discrete
logarithms or if all discrete logarithms are known to the simulator.

Julia Kastner, Julian Loss, and Omar Renawi

o Initialization. Sample x,00,1,002 <3 Zg and h g G,
compute y = g%,z := ¢! - h®2, and set pk = (g,h,

y,2), sk = x.
e Online Phase. The simulator simulates both 1 and P as
follows:

- P1(): sample a fresh session identifier sid and field
elements ug;q, dsid, S1,sid> S2,sid> 'dsid < Zg, compute

. ds; . - i —
Z1,sid = grn sid, 22,sid = Z/Zl,sid’asid = gu5'd abl,sid =
gSisid ~z‘115id,b2!sid i= hSsid ~z§5id, and return agjq, by sid
s b2,sid: rndsid-

— Pa(sid, &5i4): compute csiq = &sid — dsiq and rgiq =
Usid — Csid - %, and return cgid, dsid. Tsid> S1,sids S2,sid-

e Finalization. To fix the values ¢y, 7siq for sessions that
have not been closed by the adversary, the simulator choo-
ses values egiq < Zg for these sessions and runs P (sid,
&iq) for these unclosed sessions.

C.2.2 The z-side Simulator for IDac| .
¢ Initialization. Samples w,vq,1,002 g Zg and y —s G,
compute h = gV, z := g1 - h%2, Additionally, it sets pk =
(9, h,y,2), and sk == w.
e Online Phase. It simulates ; and $5 as follows:
P1(): generate a fresh session identifier sid, sample
Csids Tsid> U1,sid> U2,sids Tsid g Zq: compute zj 5iq =
gmdSid) Z25id = Z/Zl,sids Asid = 9r5id ' yCSid, bl,sid =
91514, by gig = h¥2sid and return asig, by sid, ba sid> Idsig-
P (sid, &iq): compute s15id = Uy 5id — dsid * dsid,
S2,sid = U2sid— dsig - W2 sid> and dgiq = &sid— Csid>
where wy5iq = u‘:}ds'd and vy = dlogg z, and re-
turn cgiq, dsidsrsids $1,sid> S2,sid-

e Finalization. To fix the dsiq, 51 sid, S2,sid for sessions that are
not closed by the adversary, the simulator chooses values
esid <¢ Zq for these sessions and runs Sz (sid, esiq) for
these unclosed sessions.

D HELPFUL TECHNICAL CLAIMS

We prove some helpful technical claims. First, we define a generic
type of event that can occur in multiple places throughout our
proofs.

Definition D.1 (Template Proof). Let X: Zq — Zg and Y: Zg —
Zg be two functions defined as

Co+Cy- A
X(Q)=C+C1-Q, Y(A) = —>=—,
(@)=Cy+Cr-Q Y() = D

where the values C; for i € {0,...,5} are constants. Furthermore,

define £ & € Z4 such that the following conditions hold:
(1) The values C; fori € {0,...,5} get fixed first, then, the
value & gets sampled uniformly at random from Zg. Then
& gets fixed, and then one of the values Q and A is sampled
uniformly at random, while the other value is chosen such
that Q + A =&
(2) C4/C3#C1VC5#0
We define the event Ex as X(Q) + Y (A) = &

We bound the generalized event with the following claim.

Cramv D.1. Pr[E4] < %.
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Proor. If Ey occurs, it must hold that
X(Q+Y(n)=¢. (6)
We distinguish two cases depending on which one of the values Q
and A is chosen uniformly at random. However, since these cases
are analogous, we only prove the claim assuming that Q is random.
By putting the definitions of X and Y in equation 6, we get
Co+Cq- A

Q2R g
Co+CrQ+ e ea?t
As A =& - Q, we have
Co+Cy-(£-9Q)
Co+C-Q+ —F—F——= =t
R ARy ) ¢

We make the following case distinction

(1) C1 = 0. In this case, we obtain that the event Ey occurs iff
(CoC5+Cs = E'Cs) - A =EC3 —Ca— CoC3. As Cy,.. 5 are
fixed before & is sampled, the probability for the right-hand
side becoming 0 is é, Therefore, with probability 1 — %, this
linear equation has exactly one solution. As A gets sampled
uniformly at random after ¢’ is sampled, the probability of
Ey in this case is < % We therefore assume in the following
that C; # 0.

(2) Cs = 0. In this case, we can simplify the event to the linear
equation (C1 —Cs/C3)Q+Co+C2/C3+Cys/C3 - £ = €. This
linear equation has one solution for Q after £, ¢ have been
fixed as Cs = 0 implies C4/C3 # C;1 As Q is sampled after
& and ¢ have been fixed, the probability of the event Ey
occurring in this case is é,

(3) For the last case, we know C; # 0 and C5 # 0. Thus By
rearranging this equation, we get

% 'QZ+(V2'Q+(V3=0,
where V1 = -C1 - C5, V2 =C1 - (C3+C5 - &) —C4 — Cs -
(Co=¢8), V3=(Co—¢)-(C3+Cs5-&) +C2+Cy - £ Since
the values Cy, . . ., Cs, &, and ¢ get fixed, and the value Q
is chosen uniformly at random from Zg afterwards, this
equation holds with probability at most % per Schwartz-
Zippel lemma.

In summary, this yields that Ex occurs with probability at most
]

Qo

The following claims are helpful for extracting the discrete loga-
rithms using the representations along with V» queries/signatures.

Cramm D.2. DefineVy = A+¢-BandV, .= C+ ¢ - D, where
V1, Vs, andy are unknown while A, B,C, and D are known con-
stants. If V1 = Vo and B # D, the value y can be recovered.

Proor. As V;=V,, we have that ¢ = %. As D # B, the
equation is solvable, and ¢ can be recovered. O

Cramm D.3. DefineVy = ¢ -A+B-(C+¢-D)andV, =
E+y - F, where A, ..., F are known constants, while Vi, V,, and
are unknown. If the condition V1 = Vo AC#0AB # g holds, the
value  can be recovered.

Proor. As Vi=V,, we have that

Y- (A+B-D-F)=E-B-C, 7)

and thus E_B.C
= - 8
4 A+B-D-F ®)

This equation is defined iff A+ B- D — F # 0.
We rearrange equation (7) as

¢-(A+B-D—F)=C~(§—B).

Since C # 0 and % # B, it follows that C - (g — B) # 0, and thus,
(A+B:D —F) # 0. We conclude that equation (8) is defined and
the value ¢ can be recovered. O

CrammDA4. DefineVy := A+B-(C+y-D) and Vs := E+y-F, where
A, ..., F are known constants, while V1,V,, and { are unknown. If
the condition Vi = Vo AD # 0AB # % holds, the value  can be
recovered.

Proor. As V;=V;, we have that
Y- (B-D-F)=E-A-B-C, 9)
and thus
g = E-A-B-C
~ B-D-F
It remains to show that B- D — F # 0 to ensure that equation
(10) is defined. We rewrite B-D — Fas D - (B — %) Since D # 0
and B # %, it follows that D - (B — %) #0,and thus, B-D—-F # 0
and equation (10) is defined and solvable for . O

(10)
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E.1 Construction

For hash functions Hpp, Hi, and H3 modeled as random oracles,
and a public parameter pp := (G, g, q), the scheme ACL = (G, R, S,
U, V) is defined as follows:
o G(pp): Parse pp to extract (G, g, q), sample x «g Zg, h g
G, compute y = g*, z := Hi(g, h, y), set sk := x and pk =
(g, h,y, z), and output a pair (pk, sk).
o Rqs(pk, pp,f,R): Parsef asLi,...,Lp and pp as (G, g, q)
obtain hy, . .., hy by querying 0, ..., nto Hpp, compute C :=
hg . hi‘l e hﬁ”, send C. Compute proof of knowledge x
of an opening of C. Output C, x, st, = R.
e Rg(sk,C, m): Verify that x is a proof of knowledge of an
opening of C. Output AccepT if yes, REJECT otherwise.
o S: The signer algorithm. It consists of S1 and Sy:
= Si1(sk,C): Sample d, 51, 53, u, rnd ¢ Zg, generate z;
= gde, 29 = z/z1, compute a = g%, by = g’ -z‘li,
by = h%2 . zg, set st = (d,s1,s2,u),R = (rnd, a, by
,b2), and output (R, st;).
— Sa(sk, sts, R, e): Set d, s1, 2, u = sts, x = sk, compute
c:=e—d modgandr:=u—c-x mod g, and return
S = (c,d,r,s1,52).
e U: The user algorithm consists of two algorithms U; and
Uy:
- Uy (pk,R,m,C): Parse (rnd, a, b1, by) := R, sample y
—s Z;, T, b1, B2, 13, t4, t5 ¢ Zg, generate z1 = gmd -C,

(=20 = z’l/,{z = {/{1, compute & = a - g' -



y’2, By = b¥~gt3~ 1t4,ﬁ2 = b;-htf‘- 54,0 = 27, generate
e = Hs({, {1, a.p1, P2, 1, m), compute e = ¢ — ty — 1y
mod g, set sty = (y, 7, t1, t2, 13, L4, t5,rnd), and return
(e, sty).

- Uy (pk, sty, R e, S, m): Parse st,, and S to extract (y,
T, t1, o, 13, 4, t5), and (c, d, r, s1, s2, rndy, rndy). Compu-
tep=r+t,w:=c+ir01 =y -s1+13,00 =y -S2+
t5,8 :=d+ 4,y := 7 — 3§ -y, and return the signature
6 = ({, {1, p.w, 01,02,6,p) if o+ 6 = H3({, (1,97
y?,g° - gvl‘s,h . {25 2 - % m), L otherwise. Output
r = (y,rnd).

o V(pk,m,6): Parse 6 as ({, (1, p, w, 01, 02, 8, i1), and output 1
if { # 1and w+6 = H3({, {1, 97 -y?.g° - {8 h- (L) 41, 2#-
§5), 0 otherwise.

o SHy(pk, o, L r,str,f’): Parse r = (y,rnd) and o = ({, {3,
p,w, 01,072, 6, ). Compute T = gV, h; = h? for i € [n], and
set i/ = (. .., h},). Compute 7z as a proof of same
discrete logarithm that shows that dlog, { = dlogg T =
dlogy, hy = ... = dlogy, hy. Compute the partial commit-

ment {] = {1/ﬁ’i’, Using st = R, and y, compute 7,p as a
proof of knowledge of an opening of ¢ w.r.t. rnd and the
parameters in K’ that correspond to attributes not in L’.
Output 7 := (T, ¥, 7541, Top)

o SHy(pk o.L',m): Parse 0 = ({1, p. 0, 01,02.8,1) , 7 =
(T, W, 7sq1, mop), and b’ = (hy, ..., hy). Check that 7ey; is a
valid proof of the same discrete logarithm that proves that
dlog, { = dlogy, by =...=dlog, h;,. Compute the partial

commitment {] = {1/ s Verify that 7, is a valid proof of
knowledge of an opening of {] w.r.t. the parameters in h

that correspond to attributes, not in I

E.2 Proof of Theorem 4.1

We recall the theorem:

THEOREM 4.1. Let G be a group of prime order q with generator
g where DLP is (t, €)-hard and such that IDacy is (¢, ') -£-OMMIM
secure. Then ACL is (¢, ¢’’)-one-more unforgeable in the AGM+ROM
with

7

2243E+0+1
€,=€,+13€+§—

q
where & is the number of registration queries the adversary makes.

Proor. Before we start with the proof, we give a high-level
overview of the proof and introduce simplifying notation.

Proof Sketch. The ultimate goal of this proof is to provide a re-
duction that transforms an adversary A against f~-OMUFxc| into
an adversary 819 against --OMMIMp,, . However, the reduction
we provide requires multiple restrictions on the representations
of the group elements output by A during its interaction with the
game £-OMUF. Therefore, before introducing our reduction, we
start by showing that A must adhere to these restrictions via game
hop. First, in games G[1_7] we abort if A uses group elements from
the public key of the ~-OMUF challenger to compute its commit-
ments C during the registration phase explicitly (e.g., by using y
to compute C) or implicitly (e.g., by using a nonce a = ¢" - y° to
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compute C). We proceed in games G[g_g] to ensure that the group
element { in the RO queries (that are used later in the signatures)
is computed honestly, i.e., its representation only consists of a z
component, and abort otherwise. Finally, in game G19 we abort if
{1 in the RO queries (that are used later in the signatures) was not
computed honestly, i.e. as g™ - C, where rnd is a nonce received
from S; query.

Assumptions and Simplifying Notations. We denote the number
of opened signing sessions by «. For the games G1 to G19 we make
the following simplifying assumption: Once the adversary has sub-
mitted its message-signature pairs, the game generates values e; (by
hashing the commitments without blinding along with randomly
chosen messages) for all sessions that have not been closed and man-
ually closes them using e; (this also implicitly generates signatures
for these sessions). Consequently, the values e;, c;, d;, i, 1,1, S2,; are
well-defined for each signer session, even if the adversary never
closed the session. We now turn to the proof.

Game G1. This is the OMUF game for ACL.

Game Gz. This game aborts depending on the representations
the adversary A submits for the commitments C. Let k be the
number of signing sessions the adversary opens. Let £ be the number
of commitments C the adversary registers.

Namely, we consider the occurrence of the group elements y, a;
fori € 1,...,« in the representation of C; where C; is the commit-
ment C registered in the jth call to the registration oracle. For any
session k that is never closed by the adversary, after the end of the
game, sample a random value c. Define ry = up — ¢ - x.

For any group element o5 in the input of the adversary, and any
group element o in its output, we denote by 01(02) the exponent
of 01 in the representation of 0z. Correspondingly, for a value C;

submitted by the adversary at registration, y(C;) denotes the ex-
ponent of the public key element y in the representation of C; and
a;(Cj) denotes the exponent of the session nonce a; (for i € [x])
in the representation of C;.

We are now ready to define the abort condition of G,.

¢ K
Eq I=\/ y(Cj)+Zc,~-ai(Cj)¢0 .
j=1 i=1
We prove the following claim:
Cramm E.1. .
Pr[E¢] < Adv%LP + -
! q

Proor. We provide the reduction 8;. The reduction simulates
the OMUF game to the adversary using essentially the z-side wit-
ness as follows:

e Setup. Sample w, w’, wo, ..., wn ¢¢ Zg. Set h = g*,z =
gw/, and h; = g" for i = 0...n. Program Hpp to output
hi on input i, for i = 0,...,n. For a DLP challenge Y, set
y = Y, and program Hj to output z on input (g, , y). Finally,
output pk = (g, h, y, z) to the adversary.

e Online Phase. The reduction simulates the oracles as fol-
lows:

- Queries to Hy,H3, Hp,Hpp. Answer by lazy sampling
for anything that is not yet programmed.
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— Registration queries. Upon a query of the form
(Cj, mj), abort if the proof x; is invalid. Otherwise, E1
occurs, extract dlogy as described below. Note that
the reduction can compute dlog, C; using the repre-
sentations of C; the adversary submits alongside the
registration query because the discrete logarithm of all
the group elements in the adversary’s input are known
to the reduction.

- &1 Queries. On input C; (for some previously regis-
tered Cj), increase local session key counter i. Sam-
ple ci, ri, u1,i, uz,i, rnd; —g Zq. Set z1; == Cj - grnd,-.
Set a; = y“ig"i, by; = g+, by; = h"2i. Output
a;, byi, by i, rnd;.

- 82 Queries. On input of a session id i, along with a
challenge e;, compute

di = e —cj,
s1,i = uy,i — di - (dlogy(Cj) +rnd;),
w — (dlogg(Cj) + rnd;)

w

s2,i = Uz, —di -

We explain how the reduction can solve for dlog, y if the event E;
occurs.

In the following, we assume the event E; occurs for a fixed
commitment Cj, call it C. As a proof of knowledge of an opening
of the commitment C, the user sends the Fiat-Shamir transform of
the protocol described in appendix A.1.2, i.e. it sends c, (so, . . ., Sn)
such that Hp(C, C€ - h(s)" ---h*) = c. If the proof is valid and the
event E; occurred, the reduction obtains the following equation,
where M is the group element submitted to the RO Hp to obtain
the proof 7:

C-hy - -hy =M. (11)
—_
=V

The reduction can compute the representations of both sides of

the equation to get

dlog, y - (W+ Z ci- ai(V)) + by

i=1
= dlog, y - (W"’Zci'ai(M)) + bim)s (12)
i=1

where for a group element o, [, is the exponent of g that can
be used to compute to the non y part of the group element o.
That is, fjo] = g(0) + w - h(0) + W' - z(0) + XL, (W - uz; -
b2,i(0) + ur;i - b1i(0) +ri - ai(0)) + XL, wi - hi(0), hence o =

gdlogg y- (y(o)+z;;1 ci-a; (0))+ylo| '

If the event E¢ occurs, this yields the following equation:
vy — ¢ By
¢ (y(O + L, e ai(0)) - (4D + T, - as (M)

which can be solved for dlogg yifc- (y(C) +25cie ai(C)) #

dlog, y =

(y(M) +XE ¢ a,—(M)). As the representation is submitted to the

random oracle before the challenge c is received, this happens with

probability 1 — % and thus we can solve for dlogg y with probability
1-1
Therefore, if the event Eq occurs, the reduction can solve the
DLP with probability 1 — g
It therefore holds that Pr[Gy = 1] > Pr[G; = 1] - Adv%'l‘P + %
m}

Game Gs. In this game, we want to abort if the adversary man-
ages to use nonces g; from not yet closed signing sessions in the
representation of a commitment C without triggering the event
E1. We define this more formally. For a registration query C, r, let
I. C [x] be the set of session ids that have already been closed by
the time Hp is queried for the proof 7. Let I, C [k] be the set of
sessions that are open at this point in time.

We denote by E; the event that for some registration query with
C, & it holds that:

0#y(C)+ Z ¢ ai(C) = — Z ¢i - ai(C).
iel. iel,
As for any i € I, the value ¢; is information-theoretically hidden

from the adversary at the time the hash query is made, the probabil-

ity that E; occurs for a single C is % Overall we get that Pr[E;] < g

and
Pr[Gs = 1] > Pr[Gy = 1] - g

Game Gy. In this game, we want to abort if the adversary man-
ages to use h in the representation of a commitment C and still
provide valid proof. We formally define the event E3 as follows:

3 K
E3 = \/ h(Cj) + Zsz’i . bz),’(Cj) #0
j=1 i=1
The game G4 aborts if the event E3 occurs. We sketch a reduction
By. The reduction embeds its discrete logarithm challenge in the h
part of the public key. It responds to signing queries using the real
secret key. When the adversary submits a commitment C and proof
7 during registration where the above expression is non-zero, the
reduction uses a similar technique as in the hop to G to solve for
dlog h.
It thus holds that Pr[G4 = 1] > Pr[G3 = 1] — Adv%];P + é

Game Gs. In this game, we want to abort if the adversary man-
ages to use nonces by ; from not yet closed signing sessions in the
representation of a commitment C without triggering the event E3
and still provide valid proof. This game hop works analogously to
that to G3. We say that the event E4 occurs if for some registration
query with C and 7 it holds that

0#h(C) + Z s2,i + b2,i(C) = - Z s2,i  b2,i(C)
iel. i€l,
where I, and I, are defined as in the game hop to Gs. As the values
for sp; for i € I, are information-theoretically hidden from the

adversary at time of querying Hp, the probability Pr[E4] < g and

Pr[Gs = 1] > Pr[Gy = 1] — g

Game Gg. In this game, we want to abort if the adversary man-
ages to use z in the representation of a commitment C and still



provide valid proof. We define the event Es5 in which the game
aborts as
&4 & _
E5 = \/ Z(Cj) + Zd,‘ . b2,i(cj) #0].
j=1 i=1
Using a similar strategy as for Gz and Gy, we obtain that Pr[Ge =
1] > Pr[Gs = 1] —Adv%';P + 5

Game Gy. In this game, we want to abort if the adversary man-
ages to use nonces by ; from not yet closed signing sessions in the
representation of a commitment C without triggering the event Es
and still provide valid proof. This game hop is analogous to G5. We

get Pr[Gy = 1] > Pr[Ge = 1] — 7
Game Gg. This game is the same as the game Gy, except that it
aborts if an event E¢ occurs.
Eg is the event in which A outputs a valid signature ({, {1, p, o,
01, 02, 14, 8) for a message m without making a hash query with a
response ¢, such that, e = w + 9.

Cramm E.2. Pr[Eg] < %.

Proor. Note that a signature (¢, {1, p, @, 01, 02, 1, §) on a mes-
sage m is valid iff o + § = ¢ = H3({,{1,9° - y®,9°" - {f,h”z .
{25 ,zH - % m). Thus, outputting a valid signature without mak-
ing a hash query to Hs is equivalent to guessing the output of
Hs({, (1, 9P -y®, gt {1‘5, ho2 {g, 2% m). However, as the output
of H3 is uniformly random in ¢, A can output a valid signature
(hence guessing w and § correctly) without making a hash query
for this signature with a probability of at most 1. Since A outputs
¢ + 1 signatures, the probability that A did not make a hash query

for one of them is %. )

Therefore, we have that Pr[Gg = 1] > Pr[G7 = 1] — %; there-
fore, if A wins the game Gy, it wins Gg.

For the next game, we introduce the following simplifying nota-
tion:

Simplifying Notation. While interacting with the reduction, the
algebraic adversary A provides a representation for each group ele-
ment it outputs or uses in its queries to the random oracle H3. These
representations must be expressible using a basis consisting of the
group elements A acquires during the OMUF game. More specifi-
cally, this includes the group elements of the public key (g, y, A, z),
and the group elements that it receives by interacting with Sp. As-
sume A has invoked S; t times for 1 < ¢, the basis in the t,;, U
session is Z == (9, y,h,z,a1,...,ar,b11, ..., b1, ba1, ..., bar, 211,
cee 21, t)-

Recall that the group elements a, b1 and by can be expressed
asa=g -y°b = g% -zf = gsl“’l'd, and by = h% -zgl = h% .
(z/z1)? = gW'SZ_”l'd - 24, where vy = dlogg z; and w = dlogg h.
Additionally, the discrete logarithms of h, and z; are known to
the reduction, hence it can represent each element in Z; using the
reduced basis J = (g,y,z). While g, y, and z remain unchanged,
we rewrite the other elements in Z; as follows: h = g%¥,z1; =

gia; = g - yfiby; = gStoidi and by; = ko -zgfl. = hS2i .
z/z1 d — gwsai=0Lidi -zdi, where 1 < i < t. We can rewrite an

, g y

representation of a group element o in its reduced form (w.r.t. basis
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J)as groy +X - Y[o] +00 - 2[o], Where x = dlogg yand vy = dlogg z.
The notation g[,|, y[o], OF 2[o] refers to the respective component
of the group element o.

In the following, we use the reduced representation to the basis
J = (9,9, z). Any representations submitted to the adversary can be
reduced to this basis because the reduction knows all the discrete
logarithms required for this transformation. (Note that all group
elements are lumped in the g component, except y and z which are
already reduced to the basis J).

As A has to make a hash query for each signature it outputs,
each signature ({, {1, p, @, 01, 02, i1, 8) can be linked to its corre-
sponding query since w + § = ¢, where ¢ is the hash response of
that query. Furthermore, the queries A sends to H3 contain group
elements {, {1, a, f1, B2, and . Each of those group elements can be
generated by (A arbitrarily, which includes using group elements
from arbitrary signer sessions that it has received in S queries (i.e.
a, by, by). We say that a signer session i is linked to a hash query
(&, &G, a, p1, Po, n, m), iff @ has a; component, or one of { or 7 has
ba,; component in their representations. We say that a signature
o is linked to signer session i, iff its corresponding hash query
(¢, &G, @, P, P2, n, m) is linked to i.

Game Go. This game is the same as the game Gg, except that it
aborts if an event E7 occurs.

We define E7 as

0+1
E7 = \/(Z14) # )
i=1

Intuitively, the adversary A outputs a signature with a { com-
ponent that was not computed honestly as z°[¢], and equivalently,
g1g1 *+xypg) # 0.

We assume, for the sake of contradiction, that A provokes the
event E7 by outputting a signature with a { component, such that,
Z%l€1 # ¢, and provide a reduction that solves the discrete logarithm
problem DLP.

We call the first signature A outputs satisfying this property
as the special signature. As A wins the game Gg, it makes a hash
query for each signature it outputs, and the reduction has access to
these queries, including the query of the special signature and the
representations of the group elements alongside this query.

Assume the query of the special signature is linked to k signer
sessions. We mark the values A receives from those sessions with
an asterisk, such as a* and d*.

Definition E.1. Akin to definition 3.4, we define the group el-
ements @', 1", and {’ by eliminating all a} components from the
representation of @, and all b] ; components from the representa-
tions of { and . We define the }"ollowing preliminary values for the
special signature?:

k
N -
W' (") =y + E ¢ - aj(a),
i=1

Iyl +X Yy Z{'C=1 by (n) - (ug; = di - 00)

§(d) = i M
g1 +x -y + Zisg by (0 - (ug; — di - 00)

2and its respective hash query.
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o
.,ck),d

where u

(d*,.. d*)

= dlog, b, ; and v = dlog, z, &= = (c}s

Next, we define an event Eg as
N
Es = o # o (c")A
Tx 7\ * ’ _*>
91+ x Yy +b (g) (usl _di ~09) =0V #68(dY).

We show that A cannot provoke this event, except with a prob-

.- 2
ability 7

5 DLP

Cram E.3. Pr[Eg] < 7 +Adv35 .

— —

ProOOF. We define an event Eg’ := o’ (c¢*) + & (d*) = e = w +6.
Obviously, Eg implies Eg’, hence it suffices to show that Eg’ oc-
curs with a probability at most % + AdvDLP We note that Eg’ is
equlvalent to the event Ey (see deﬁnmon D.1) by setting Cp =
YEter - af(@),Cs = Kby () - (uy; - df - vp), and Cy =
TR by (D) (u—di0p), X = 0 Y =8, E = g & = gy, A =
d;:,Q = Ck’CO = Yla'] +Cy,C1 :=a (0[) Cy = 9in'] +Xx - y[,] ] +

C3,C3 = g[§/]+x-y[§/]+C4,C4 =10g- b*k(n) and C5 == vgp- bz k({)
To apply claim D.1, we need that C4/C3 # C if C5 = 0. Assume
the contrary. Then there exists a reduction 85 that solves for vg
by embedding its discrete logarithm challenge in z and simulating
using the y-side signer. If the adversray outputs representations
with C4/C3 = Cj, the reduction solves for vy and breaks its discrete
logarithm challenge. Otherwise, we apply claim D.1 to obtain a
bound of in total % + Adv%'s'P O

To simplify the remainder of the proof, we prove the following
claim:

Cramm E4. Let a,n,{ be the group elements from the special ses-
sions in game Go, and let &', " and {’ be the values described in
definition E.1. It holds that

(1) Yia] = Y] + iy ¢ - 0] (@)
(2) Glg) +X YLy = Ly XY )+ Dy By () (45~ -00)
(3) g[§]+xy[§] 911 +x y§/]+zl 1 21(-2’() (u3l_d* UO)

where k is the number of prover sessions linked to the special session.
Proor. Analogous to claim 3.1. ]

Per claim E.4, we have that g;) +x - y[7] = g[o] +x - y[g] +
Zlf 1 b;l(gv) (ugl—d* vo). Since A provokes E7, g1 +x-yz] # 0

holdsandwehavethatg[gw]+x y[év/ +bzl(§) (u3l—d* vg) # 0,

I +x
Ultahe yl(]

Iin1 X Yin]
the event Es, it holds that y[,) # @V T # 0. The reduction

B exploits this fact to win the DLP game using the following
strategy.
Given a discrete logarithm challenge U, B flips a coin and be-
haves as follows:
e On head, the reduction sets y = U, and uses the z-side
simulator from appendix C.1.2 to simulate the ~-OMUF-
game for A.

hence Eg = yjq] =0 A = J. Since A does not provoke

e On tail, the reduction sets z := U, and uses the y-side
simulator from appendix C.1.1 to simulate the £~-OMUF-
game for A.

Using the special signature and the representations of its hash
query, the reduction extracts dlog, U following the strategy in the
first matching case:

® Y[o] # @: This case is analogous to case 1 in claim 3.4.
91X Yy]

g1+ *yigy T )
submits two different representations of the group element

n. The first representation is derived from the signature
(¢, &1, p, 0, 01, 02, 1, 6). In particular, we have

# J: By outputting the special signature, A

n=2".0°
By reducing this representation to the basis J, we get

[ /1+5~ (g[gv] +Xx- Uitq + 0 - Z[g]).
The second representation A submits is the one it submits
alongside the hash query of the special signature, which
can be reduced to the basis J as

ginl + % Ylg] + 200 2[q]-
We note that we can use the technique from claim D.3 to
extract vg = dlog, z = dlogyU. By setting ¢ = v, A =
wB =46,C = gz +x- y[g],D = Z[SV],E =g txc
y[,]],F = Z[”],(Vl = l//-A+B-(C+¢~D), and (Vg = E+¢~F,
we can recover vy because the condition V; = Vo AC #
0 AB# £ holds.
Consequently, B¢ extracts the discrete logarithm successfully if
the correct simulator is used, which happens with probability %;
therefore, we have

AdVDP > % - Pr[~Eg].
Since
Pr[E7] = Pr[Eg] + Pr[—|Eg],
we have
Pr[E;] = g +AdVDL? +2- AdvDLP,
hence

5
Pr[Gg = 1] > Pr[Gg = 1] - p +Adv%§" -2 Adv%tp.
We thus assume that A cannot provoke the event E7, hence it wins
the game Go, and { is computed honestly in all forgeries output by
A if it wins the game £/-OMUF.

Game Gyy. In this game, we want to abort if the adversary pro-
vides a representation of {7 in a hash query to Hs that is later used
in a signature but does not yield dlog, {; to the reduction.

We describe the event Eg that causes Gyg to abort as follows.
For the ith signing session, denote by C; the commitment used in
that session. Let J; be the set of hash queries that the adversary
eventually uses in signatures. Denote by {j, {1,j, @}, 1, B2,j, 1j the
group elements submitted in the jth hash query.

K

By =3)" € Jy: /\ (dlog, Cig™ # dlog, . ¢1,7+)
i=1



A ((y(gl,,-o + 3 cirai(ly) # o)
i=1
v (h(éﬁ,j*) + ZSz,i “bai(Q1jv) # 0)
i=1

K
v (2(51,1'*) + Z di - b2i({1,j%) # 0))
i=1

Similar to the proof of theorem 3.1, we define so-called prelimi-
nary values for v and §. In particular, let j* be the smallest hash
index that corresponds to a signature that triggers the event Eq.
We denote by @+, f1,j+, B2, j+ the group elements submitted in that
hash query. We further denote by ¢ and d the vectors of ci and d;
for all opened sessions (recall that the reduction closes all unclosed
sessions itself).

o' (@ =y(a;) + ) ci - ai(ay)
i=1

_ y(frj) + 25 ci - ai(frj+)

8 (0) =—== —
y(Q1j+) + 2hq ci - ai({,je)
8" (d) = h(P1,jo) + Xy s2i - ba,i(Pr,j7)
h(L1j+) + 20 sz - b2,i({1,j7)
5@ e 2P ¥ X baiBry)

2({j7) + Xy di - b2,i ()

We note that by definition of Eg, at least one of the preliminary
values &/, 8"/, and 8’" is well-defined. Furthermore, the value «’ is
always well-defined.

We define a new event Eqg as

E1o = EoA ((5’(5) F1AS @)+ @) = g)
v (5"([1') £ 1LAS(d) +0 (@) = e)
v (5’”(5) £ 1A (@A) +0 (D) = g))

We bound the event Eqq as follows:

Cramm E.5. Pr[Eqo] < 1?2 +AdVéLP,(Bg +AdVéLP,(B7.

Proor. We will exclude the event Eqg case by case. First, con-
sider E1p A (87 (€) # L). We note that the game Gyg can be simulated
using either the z-side simulator or the y-side simulator from appen-
dix C.1.2 and appendix C.1.1 which yield identical distributions. If
the z-side simulator is used, the values for ¢ are all already fixed by
the time the adversary makes its hash query. Thus, the probability
of E19 A (&' (¢) # L) is at most Cl].

We now turn to the cases of Ejg A (5"((;) # 1) and Eqg A
(8" (c?) # 1). We want to apply claim D.1. We consider the follow-
ing cases:

(1) There are no sessions whose a; and by ; appear in the com-
putation of the preliminary values that are open at the time
of the hash query. Then the preliminary values are fixed
and o’ (3) + 8" (d) = e, resp. o’ (¢) + 5"’(1;) = ¢ happens
with probability é
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(2) There are sessions whose a; and by ; appear in the computa-
tion of the preliminary values that are never closed by the
adversary. Then, e; is sampled uniformly at random and the
probability that o’ (¢) + 5”(6_{) = eresp. ' () + 5"'(67) =¢
is L.

3) Tthe are sessions whose nonces a; and by ; are used in the
computation of the preliminary values and that are open
at the time of the hash query, but all of them are closed by
the adversary eventually. Let i* be the session id of the last
of those sessions to be closed. Let w’(cj<) and 8" (d;+) be
the values of w” and §”" when all sessions except for the
i*th session have been closed. We distinguish the following
cases

(a) If the value 6" is defined, we want to apply claim D.1
using Q = ¢+, A = dp, Cy = y(g(]*) + Zi#i* ci -
ai(aj), Cr = ai-(aj), Co = z(Prj*) + Xi_y jpp di -
bo,i(Prje) Cs = 2(81j%) + Xicy g di + b2,i(8157),
Cy4 = b2i(p1,j*),Cs = ba,i({1,j+) to upper bound the
probability of the event E1g A (5"’((;) # 1) with g To
this end, we need to show that if C5 = 0, C4/C3 # C.
Assume this case occurs, and §”/ = L. In this case, it
must hold that 3%, s3; - bai(f1,j+) = 0, as otherwise
there exists a reduction B7 that can solve for the dis-
crete logarithm of h by embedding its challenge in h
and simulating using the y-side simulator. When the
adversary submits its signatures, it learns the entire
discrete logarithm of B j+ to the base of g which it
can use to solve for the discrete log of h. As d;+ is re-
vealed after Cy4 has been fixed, it only happens with
probability é that for non-zero C4 the h-component

of fo j« is zero. However, if C4/C3 = C1 = 0, the value
@’ is already independent of ¢;+ and E1p occurs with
probability é. Otherwise we can apply either claim D.1
or the next case.

(b) If the value §” is defined we again want to apply
claim D.1. However, as "’ depends on sy ;, we first
note that sp; = dlogy, by ; — d; - dlogy, zo,; where z3; =
z/ (Cgmdi), These discrete logarithms are well-defined
and fixed before the adversary makes its hash query.
We can therefore apply claim D.1 to exclude the event

' +8" = ewhere Co = y(aj* )+ Xz ci-ai(aj), C1 =
ai=(aj+), Co = h(P1j*) + XI; b2,i(By,j+) dlogy, ba; —

imtizie 4 b2i(Prj) - dlogy, (z/(Cg™%)), C3 =
h(f12) + Xi; b2,i({1,5+) dlogy, b i=Lizi
di - by ({1,j+) - dlogy (z/(Cg™d)), Cy = —bai(Brj+) -
dlogy(z/(Cg™4)), and Cs = —byi(¢y,;) dlogy, (z/
(Cg™di*)) It must hold that C4/Cs # C; as otherwise

a reduction B3 embedding in A could solve for dlogy, z
and then for dlogg h This upper bounds the probability

of E1o A (8”(d) # L) by &+ AdvRLP.

In total, we obtain that Pr[E1o] < 1_q2 + Adv%lg‘P + AdV%I;P. O

We now want to bound the probability of Eg in Gg.
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CramM E.6. Pr[Eg A —~Eqq] < 4AdVPB|;P. o Ifb =10 =1, and 5”(67) # L. For a group element o,
denote by A, = g(0)+w’ -m+x'm+2;’:1 wi-hi(0)+
Proor. We provide a reduction By that will solve the discrete ey (ui-ai(0) + (d; - (rnd; + dlogg Ci) +51,1) - b,ifo) + (di -
logarithm problem if Eg A =Eqq. (w' - (rndi+dlogg Ci))) l)g,_(())) Compute 0" = /h[/fu-*] -
o Setup. The reduction receives a discrete logarithm chal- 5 () - h dl . _ o-op d
lenge Y. Its samples wo, ..., wn g Zq. It sets Hpp (i) = (d) /h[évl,j*]' Then compute dlog, e = 5 —om Al
g"i = hjforie{0,...,n}Itflipsabitb. Ifb = 0it set§ finally dlog, Y = dlog &y j —~Hig, ;1
y =Y, and samples w, w’ < Zg.Itsetsh = g* andz = g* . g h(&y )+Zf:1 S22, (L1 )
If b = 1, it samples another bit b’. It samples x ¢ Z4 and e Ifb = 1,b' = 0, and 8"’ (d) # L. Similar to before, we
sets y = g*. If b = 0, it sets z = Y and samples w g Zg, it will compute the discrete logarithm step by step. For a
then sets izvlz g¥.Ifb =1, it sets h = Y and samples w’ and group elegnt o, denote Mz g(_o)+ w-h(o) +x .m+
setsz=9" . Sy wihi(0) + Z, (ui-ai(0) +(d; - (nd; +dlog Ci) +51,1) -

It programs the random oracle Hy (g, b, y) = z. It outputs the
public key (g, h, y, z) along with the parameters hy, . .. hy.
e Online Phase. The reduction responds to oracle queries

b1,i(0) + (w-sg; —d; - (rnd; + dlog C;)) - by, i(0)) First, we

define o7 = /2[511]_*] - 5’”((?) . /Z[gvl,j*]- Finally, compute

as follows: dlog, Y = dlogy &1, ~#1¢: 1

- Hash queries to H, H3, Hyp, Hp: Lazy sampling. g 2(8y e )+ X5y disbai (8 %)

- Registration Queries. On input of a commitment C In total, this upper bounds the probability of E9 A =E1g by 4Adv%|9'P.
and proof 7, verify the proof. Abort if invalid or if one m]
of the at.)ort conditions of the previot.ls games occurs. Putting this together with claim E.5 yields that.

Otherwise, extract dlog C and save it in a list along
with C. Pr[Gyo = 1] > Pr[Go = 1] — 4AdvDL - 7

- Queries to S;: On input of commitment C;, check if 9
C;i is registered and abort if not. Increase session id Simulating G19. We provide a reduction 8 that uses an adver-
counter i by 1. If b = 0, sample values c;, rj, u1,;, Uz,i, sary A that wins Gy to break the OMMIM-security of IDac|. The
rnd; g Zq. Set a; = y“ighi, set by; = g* and reduction proceeds as follows:
by = h*2i If b = 1, sample values u;, d;, 51,4, S2,i, rnd;. e Setup. On input of a public key pk = (g, h, y, z), the reduc-
Set a; = g%“. Set by; = (Cgmdi)digslvi and by; = tion samples wy, ..., wy g Zg- It sets Hpp (i) = g™ =: h;
(z/(Cgmdi))digSZ’i. In both cases return (rnd;, a;, by,;, fori € {0,...,n}. It further sets Hy (g, h, y) = z. It provides
b2.i). pk along with pp = (hq, ..., h,) to the adversary.

— Queries to Sy: On input of a session id i and challenge e Registration queries. On input C, 7, verify that 7 is a
ej,if b = 0 compute d; = e;—c; and s1; = u1 ;—d;(rnd;+ valid proof for C. Abort according to the conditions of Gqo.

w’ —(dlog, (C;)+rnd;) Compute dlog, C from the representation (recall that by
dlog Ci), s, = uzi—di- gW ; b =1, the above abizt conditions, the representation of C con-
compute ¢; = e; — d; and r; = u; — ¢;x. In either case, sists only of g, hy, . . . hy for which the reduction knows the
return (c;, d;, i, 51,4, S2,i) to the adversary. discrete logarithms.) Add (C, dlog C) to an internal list of

e Output determination. Close all signing sessions as de- registered commitments.
scribed above. Identify the special session j* as by the abort e Signing Queries.
condition of the previous game, a y; can be computed for - Queries to S;. On input C of a previously registered
all {j occurring in signatures. If the adversary wins and the C, open a prover session using a call to ;. Receive
event E9 A =Eq occurs, compute the discrete logarithm of commitments a;, by ;, ba; as well as rnd;. Compute
Y as described below. rnd} = rnd; - dlogg C using dlogg C from the list of

registered commitments. Output a;, by ;, by, rndg to
the adversary.
- Queries to Sy. On input e; for a not yet closed session

Solving for the Discrete Logarithm. The reduction can solve for
the discrete logarithm as follows:

e If b = 0 and 0’ (¢) # wj+: Compute p = g(aj*) +w- i, send e; to the P, oracle to close the corresponding
h(aj)+w' - z(aj) + X0, wi-hi(ap) + X5, (ri - ai(aj) + prover session. Receive ¢;, d;, i, 1., S,; from the prover
ui; .W.,_ Uy w m) Then, compute dlog Y = and forward this response to the adversary.

P —p o Hash Queries. We explain how the reduction handles hash
W= queries.

e Ifb =0and & (E)_;e dje. For a group element o, define - To Hp, Hyp, Hy. Answered by lazy sampling.
ﬁJ[oJ =g(o)+w-h(o)+w’ -z(o)+2?:1 w; - hi(0) +Z;.<:1 (ri- - To Hs. On input of (¢, {1, a, 1, P2, n, m), it computes
a;(0) + uy; - b1,;(0) + 5 +uz; - w- by;(0)) First, compute y = dlog, { from the representation of { provided
=4 [Bij+] RACH [ Finally, compute dlog, {1,j+ = by the adversary. Furthermore, compute z] = 11 v
ol-op o dlogg =g, If 21 = z1; for some i € [k], it sets rnd” = rnd;.
55—8 and dlog Y = VG crai () Otherwise, it computes rnd” = dlog, {1 /y if possible,



otherwise abort (note that this reflects the abort condi-
tion introduced in G1o). It then opens a verifier session
1 1

by sending rnd”’, &, 8", B, . It forwards the verifier re-
sponse ¢ to the adversary.

e Output determination. Once the adversary outputs its
signatures (mi, 01), ..., (Me41, 0r4+1), parse each signature
as (¢, {1,i, wi, O, pi, 01,i, 02,i f1i ). Identify the verifier session
and the previously computed y; from the hash query H3(j,
G, 9Py, {f’;gal»i, (fiihaz«i, {i(s"z'”i, m;). Close the corresp-
onding verifier session’by sending over (wj, 8i, pi/Yi, 01,i/Vi,
02,i/Yi)-

It thus holds that Pr[Gyo = 1] < AdvfboAé":MlM(Blo).
And we obtain

AdvEIMUF(A) <Adv{ MMM (By9) + 4Adv2" (B))

12

+— + AdngPBg + AdngPBy
q
5

+= + AdvRP Bs + Adv2'P B;
q

2
+2AdvRP (By) + P

t+1 3¢ 3
+—+ =+ =
9 49 9
+AdvEP(8s) + AdvRHP(B,) + AdvRHP(B))
22438+¢+1
q

<¢’ +13e+

F PROOF OF THEOREM 4.3

THEOREM 4.3. IfACL is (t, £)-OMUF-secure in the AGM + ROM,
then BSape is (t, € + W)-OMUF-SEWW in the AGM+ROM
where qg is the number of opened signing sessions and qy, is the

number of queries made to hash oracle Hy by an adversary against
OMUF-security of BSape-

Proor. Assume, for the sake of contradiction, that BSap. is not
OMUF-secure, and thus, there is an adversary A that wins the
game {-OMUF against BSppe. We construct a reduction 8’ that
wins the game £~-OMUF against ACL.

The reduction behaves as follows:

o Setup. On input of a public key pk = (g, h, y, z), it registers
a commitment C to the all 0 vector with the challenger. It
forwards the public key to the adversary.

e Online Phase. The reduction handles oracle queries by
the adversary as follows:

— Hash queries to Hj, H3: Forward to the correspond-
ing oracles provided by the challenger.

- Hash queries to Hy: Lazy sampling for values not
programmed otherwise.

- Queries to S;: Sample a value rnd; ¢ Z4. Open S;
session using C with the challenger. Receive rnd;, a;,
b1,i, ba,;. Compute zq; = Cgmdi and set Hp(rnd)) =
z1,i. Abort if Hy is already programmed at this point.
Output rnd;, a;, bii, by, to the adversary.
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- Queries to Sy: Query the corresponding oracle pro-
vided by the challenger for the corresponding session

id i.
e Output Determination. When the adversary outputs
message signature pairs (mi, 01), ..., (Me41, 0r4+1), the re-

duction forwards those pairs to its own challenger.
We first compute the probability that the reduction aborts due to a
pre-programmed hash value of Hy. Let gp, be the number of hash
queries made to Hy by the adversary, and let g5 be the number of

81 queries made by the adversary. Then the probability that the
qs-(gs+qn,)

reduction aborts is at most —g
i OMUF OMUF  _ gs:(gs+qm,)
We obtain that Adv B/ ACL > Adv ABSape q .

G SECURE SHOWING OF ACL

THEOREM G.1. The ACL scheme over a group G where the DLP is
(t, £)-hard is £-SH secure with

12436+ £+1
12438 +6+1 + AV R (B, 1)

£-SH _
AdeSACL (A) =9+ IDact

Bind
+AvaIe21Com('rBBi“d)

Proof Overview. Like in the proof of theorem 4.1, we first rule out
some dishonest behaviour of the adversary regarding the algebraic
representations it submits throughout its run.

We then consider two ways in which the adversary could gener-
ate signatures that do not match the commitments it used during
the signing.

The first way is to generate a signature with values ¢, {; such
that dlog, {1 # dlog, g™diC; for all i. We will show that we can
reduce this case to contradict the Restrictive Tagging Lemma.

The other case is that all signatures can be mapped to signing
sessions, but the adversary provides a vector I’ tied to a signa-
ture that does not match the vector L that is used when opening
the commitment C used during the signing. In this case, we will
contradict the binding property of the Pedersen commitment.

Proor SKETCH. The notation and simplifying assumptions are
as in the proof of theorem 4.1.
We start out from the secure show game and then modify the
game using the same hops (G1 to G1o) as in the proof of theorem 4.1.
This yields a modified variant of the game as follows:
o The representations of the commitments C registered by the
adversary only contain non-zero exponents for g, ho, . . ., hp.
o The representations of all {; (submitted during hash queries)
that occur in signatures are such that z°1%/1 = ¢ iz
e For signatures with dlog, {1 # dlog, g™dic; for all i, the
representation submitted for {; during the hash query g,
ho, ..., hn.
We distinguish two cases.
The first case is that there exists a signature o = ({, {1, p, @, 01, 02,
6, ) with dlog, {1 # dlog, g™diC; for all i. We denote this by Eq. In
this case, we provide a reduction B, gt that breaks the game ¢-RT.
By.grr is identical to the reduction B from the proof of theorem 4.1.
We have

Pr[Go = 1 A E1] < Adv{p\T (Brgr)
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In case all signatures “match”, we consider the outputs of the
adversary. The adversary needs to provide commitments C = ({, {1)
and an opening r = (y,nd’, R, I’) for each signature.

We note that the value y is uniquely defined by {. The game
verifies that z¥ = {.

By the previous case, we know that g™’ hg " hfi =gmdic;
for some i. Let R, L; be the opening of C;. Le. it holds that ¢g™¢ h§’
. = g i,

We note that these are essentially two openings of Generalized
Pedersen commitments with public parameters g, ho, . . ., hp.

Thus, we use this adversary to break the binding property of the
generalized Pedersen Commitment by a straightforward reduction
BBind-

We obtain

Pr[Gio =1 A=Eq] < AdVgég(éom(BBind)

Plugging in the game hops from theorem 4.1 yields the theorem
statement. [}

H DEFERRED FIGURES FROM THE MAIN
BODY
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P Vv
g hzx g.hzy
rnd g Zg,z1 = gmd
z2 =2z/z1
u,d,s1,52 g Zq
a=g%
by =g% - Zld
by = k%2 - 28
rnd,a,bq,b,
—_—
rnd = 0 : output L
71 = grnd
22 '=z/z1

——— ¢t
ci=e—d mod g
ri=u-cx mod q

¢,d,r,s1,52

_—

If e=c+d A a=g" -y Abi=g" - z‘li A bp=h®2 - zg:
output 1
Else: output 0

Figure 4: This figure depicts the interaction between the prover and the verifier in the identification scheme IDac|.

SacL B’ A H2(8")

C,

d,s1,s2,u,1nd ¢ Zg
z1=C- gmd, z2 = z]71
a=g"
by =g% -zf, by = h%2 -zg

a,by,by,rnd
_
a,by,by,rnd’
md’ < Zg N
rnd’
21 = md" |~
z1
-—
-
- ¢
c=e—d
r=u—c-x
¢,d,r,s1,82
_
c,d,r.s1,52
(m,(£,81,p,0,01,02,11,8) )
!

(m, 81, (¢, p, @, 01, 02, 1, )

L J

Figure 5: A high-level overview of the reduction 8’. It reduces the OMUF security of ACL to the OMUF security of BSpe. In this
figure, Sac is the challenger’s signer oracle, B’ is the reduction, A is a forger that wins /~-OMUF against BSsc|, and Hj is the
RO of BSacL, which is simulated by the reduction 8’.
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