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Abstract

The splitting field F' of the polynomial Y™ — 2 is an extension over
Q generated by ¢, = exp(2ryv/—1/n) and ¥/2. In this paper, we lay the
foundation for applying the Order-LWE in the integral ring R = Z[C,., V2]
to cryptographic uses when n is a power-of-two integer. We explicitly
compute the Galois group Gal (F/Q) and the canonical embedding of
F, based on which we study the properties of the trace pairings of the
integral basis ¢F0 {‘/ikl. Then we discuss the security of the Order-LWE
in R, and show that it offers the same security level as the RLWE in
ZIX] /(X n?/4y 1). Moreover, we design a Two-Variable Number Theoretic
Transform (2NTT) algorithm for the quotient R, = R/pR, where p is a
prime number such that Y"* = 2 mod p has n distinct solutions. Compared
to the one-variable NTT in Z[X]/(X"2/4 + 1), a crucial advantage of
2NTT is that it enjoys a quadratic saving of twiddle factors. Hence, we
can leverage this quadratic saving to boost the performance of 2NTT in
practical implementations. At last, we also look at the applications of the
Order-LWE in R. In particular, we construct a new variant of CKKS for
R and study its new properties.

Keywords: Splitting Field, Galois Group, Trace Pairing, Order-LWE,
2NTT.

1 Introduction

In the last three decades, lattice-based cryptography has played a crucial role
in the development of cryptography. Initially, it gained interests in the commu-
nities of cryptographers because the constructions in it were often accompanied
by strong security proofs based on the worst-case instances in the problems
of lattice theory [I]. Later, this type of scheme was significantly improved by
Regev when he introduced a new intermediate problem: Learning With Errors
(LWE) [311 B3], which is flexible to use in practice, while also asymptotically
being at least as hard as certain worst-case lattice problems [8, 29]. In early
2010s, a more efficient variant of LWE, the Ring Learning With Errors (RLWE)
problem, was introduced by researchers [20], the public key of which has a much
smaller size, thus making it more practical. The most important class of rings
in RLWE is the ring of algebraic integers of a cyclotomic field [20]. The RLWE
problem in these rings enjoy strong security proofs based on the worst-case in-
stances in the computational problems of the ideal lattices of cyclotomic fields
[20].

A highly crucial property of lattice-based cryptography is that it is quan-
tum resistant, as a result it has attracted rapidly increasing interest because
of the recent important advances in quantum computing [2, [14]. In 2016, the
National Institute of Standards and Technology (NIST) announced to update
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their standards to include post-quantum digital-signature, encryption and key-
establishment protocols [9]. In July 2022, NIST announced the candidate al-
gorithms for standardization [26]. In particular, it recommended two primary
algorithms to be implemented for most use cases: CRYSTALS-Kyber [6] for key-
establishment and CRYSTALS-Dilithium for digital signature [I5]. The con-
structions of both schemes are based on the RLWE (and Module-LWE) problem
in the ring of algebraic integers of the 512-th cyclotomic field: Z[X]/{X?%6 +1).

Lattice-based cryptography has also been highly crucial in the development
of Homomorphic Encryption (HE), another important theme in cryptography
in recent years. An HE scheme enables homomorphic operations to be per-
formed on encrypted data without decryption [I7]. As a result, data is encrypted
throughout its entire lifecycle, which guarantees the security of sensitive data
in scenarios such as cloud computing. The first Fully Homomorphic Encryption
(FHE) scheme was constructed by Gentry in his thesis [I7]. Following Gentry’s
original blueprint, researchers have come up with many new FHE schemes.
Many of the currently popular schemes, e.g., BGV [7], BFV [16], CKKS [IT]
and TFHE [12], are based on the RLWE problem in the ring Z[X]/(X™/2 +1),
where M is a power-of-two integer. The value of M depends on many factors,
e.g., the level of security needed in practice, which can be very large. For ex-
ample, in the implementations of CKKS, M could be as large as 27, which
makes it very challenging to compute the polynomial multiplications even using
Number Theoretic Transform (NTT) on special hardware [19] 34, [35] 36]. This
is a major reason why these FHE schemes are so slow.

The main motivation of this paper is to propose a new ring, a subring of the
ring of algebraic integers of the splitting field of Y™ — 2, for cryptographic uses.
First, the Order-LWE problem in the new ring has similar hardness results as
that of Z[X]/(X™/241). More importantly, this new ring admits a crucial Two-
Variable Number Theoretic Transform (2NTT) that has a different algebraic
structure. In particular, it enjoys a quadratic saving of twiddle factors. As
a result, the multiplications of polynomials in it can be further boosted via
leveraging the new properties of 2NTT. Hence, it offers a new promising way
to improve the performance of cryptographic schemes by using this new ring
instead, especially when polynomials have very high degrees.

1.1 The Cyclotomic Fields and Related Works

Let us briefly review the appealing properties of the cyclotomic field that makes
it highly important in lattice-based cryptography. The M-th cyclotomic field is
a number field that is constructed by adjoining a complex root of unity to the
field of rational numbers Q [20, 2], 23]. More precisely, for a positive integer M,
(v = exp (QW\/jl/M) is a primitive M-th root of unity. The M-th cyclotomic
field is the extension Q((as) generated by (as. The ring of algebraic integers of
Q(Car) is the integral ring Z[(p/] [211, 25].

In practice, the most important case is where M is a power-of-two integer.
Then via sending (ys to X, Z[Cpy] is isomorphic to R = Z[X]/(XM/2 +1). The
algebraic properties of Z[(ys] and Q[(as] are very well studied by mathematicians
[18]. In particular, its Galois group, canonical embedding and trace pairings are
well understood [20, 23]. Based on these results, the hardness of the RLWE
problem in R was carefully studied in [20]. Another crucial property of R
is that if we choose a prime number p such that X™/2 + 1 = 0 mod p has



a solution in the finite field F,, = Z/pZ, then polynomial multiplication in
R, = R/pR can be computed by using NTT, whose complexity is O(M log, M)
[19, 27, [34]. This property is widely used in practice to boost the performance
of the cryptographic schemes based on the RLWE problem in R. Besides, the
Galois group Gal (Q (¢as) /Q) is naturally isomorphic to the multiplicative group
of units modulo M, i.e., (Z/MZ)™, which is very important in FHE schemes
[7, 1]. For example, the construction of the bootstrapping of CKKS crucially
depends on the action of Gal (Q (¢ar) /Q) on the ciphertexts [10].

Since 2015, Pedrouzo-Ulloa el al. has written papers on the Multivariate
Ring Learning With Errors (m-RLWE) based on the cyclotomic rings [28]. The
idea is to study the m-RLWE in the ring

Rn,y i, = Z[X, Y]/<(I)n1 (X), @, (Y)>a

where ®@,,, is the ni-th cyclotomic polynomial, etc [23]. However, as pointed
out by the paper [B], such an approach can easily lead to security issues. In
particular, the security level of m-RLWE in R,,, ., is drastically less than the
RLWE in the ring Z[X]/(®pn,n,(X)) in general. For example, to be able to
efficiently using NTT to boost polynomial multiplications in R,,, ,,, we are
certainly most interested in the case where both n; and ng are power-of-two
integers. But the paper [5] presents an efficient attack against the m-RLWE in
such case. More explicitly, the authors of [5] show that even when ny = ny =
1024, the m-RLWE in Z[X,Y]/(X19%4 +1,V1024 4 1) offers at most 98 bits of
security, which is far less than the security offered by the ring Z[X]/(X 2 4 1).
In conclusion, this approach has serious security issues, thus it is not a sound
alternative to the RLWE in cyclotomic rings.

1.2 Our Contributions

Throughout this paper, n (> 8) is a power-of-two integer. Recall that ¢, is the
n-th root of unity exp (QWle/n) and {/2 € R is the real positive n-th root
of 2. The splitting field F of Y™ — 2 is constructed by adjoining ¢,, and /2 to
Q, namely F =Q ((n, {1/5) The integral ring Z[(,,, /2] is only known to be an
order of F' [4, 23]. Via sending ¢, to X and /2 to Y, Z[(,, ¥/2] is naturally
isomorphic to the quotient

R = ZIX,Y]/(X"2 £ 1,7 — (X5 Xo0/5)).

Our major contributions in this paper include the following important results.

1.2.1 Number Theoretic Results

We first compute the Galois group Gal (F/Q) of F over Q. Through studying
the immediate fields Q (\/—1) and Q ({,) of F using the fundamental theorem
of Galois theory, we obtain an explicit algebraic structure of Gal (F//Q). Based

on these results, we construct the canonical embedding of F' into Cn*/4 and give
k

a proof that it sends the natural integral basis ¢*o {/2 "0 <k ki <n/2, of F

to an orthogonal basis of cr/4,

k
Then, we compute the trace pairings of the integral basis ¢*o /27, from
which we construct its dual that forms an integral basis for Z[(,, ¥/2]V [23, B7].



We also compute the absolute discriminant of the integral ring Z[(,,, /2], which
is a power-of-two integer. Moreover, we find the first minimums of Z[(,, /2] and
its dual Z[¢,,, ¥/2]¥, which are very crucial when analyzing the error distributions
on ideal lattices.

Based on these results, we study the behaviors of the elliptic Gaussian dis-
tributions on the ideal lattices associated with R. In particular, we analyze how
Gal(F/Q) acts on these probability distributions.

1.2.2 Order-LWE

We formulate the Search and Average-Case Decision Order-LWE problems in R.
We study the worst-case hardness of the Search Order-LWE using the algebraic
properties of R and the results in [20]. Then we adapt the proof in [20] to give
reductions from the Search Order-LWE to Average-Case Decision Order-LWE,
thereby showing that the Order-LWE distribution over R is pseudorandom. As
in [, 20], we give two variants of the reductions. The first reduction is to the
Average-Case Decision Order-LWE problem with a nonsperical error distribu-
tion defined with respect to the canonical embedding. The second reduction is
to the Average-Case Decision Order-LWE problem with a spherical error dis-
tribution with respect to the canonical embedding, but with only a bounded
number of samples [20] 33].

1.2.3 2NTT

Perhaps the most important new feature of the ring R is the existence of a
2NTT. We choose a prime number p such that X” = 1 mod p has a primitive
solution a € F, and Y = 2 mod p has a solution § € Fj,. Then the equations

X™?4+1=0modpand Y™/? — (X"/S —X3”/8> =0modp (1.1)

have n?/4 solutions in total. The first equation of Eq. has n/2 solutions:
{a?*1: 0 < i < n/2}. For every solution X = a?**1, the second equation of
Eq. also has n/2 solutions: {a?/3:0 < j < n/2} if i = 0,3 mod 4; and
{a?*13:0 < j < n/2}if i = 1,2 mod 4. We give a criterion about the good
prime numbers that Eq. has n?/4 solutions:

n|(p —1) and 2~/ =1 mod p. (1.2)

While the solutions « and [ can be efficiently found by using Tonelli-Shanks
algorithm recursively as n is a power-of-two integer.

Given a two-variable polynomial F(X,Y) = ZZ/ZQZBI feaXFYtin R, =
R/pR. The idea of 2NTT is to evaluate F at the n?/4 solutions of Eq. (L.I).
The 2NTT of F consists of transverse and longitudinal vector butterflies:

1. Transverse vector butterfly. This phase uses a vector butterfly to evaluate
F at the n/2 roots X = a?*! 0 < i < n/2, the output of which are
n/2 vectors F (a**1,Y). There are log,(n/2) stages in this phase, and
each stage consumes O(n) vector operations (vector summation and scalar
multiplication).



2. Transpose and longitudinal vector butterfly. The output of the transverse
vector butterfly naturally falls into two groups: Group 1 with ¢ = 0,3 mod
4 and Group 2 with ¢ = 1,2 mod 4. Each group forms an n/4 xn/2 matrix.
Now we evaluate the vector-valued polynomial constructed from the n/2
column vectors of Group 1 at the roots {a¥j3 : 0 < j < n/2} using
a vector butterfly with a new set of twiddle factors. We also evaluate
the vector-valued polynomial constructed from the n/2 column vectors of
Group 2 at the roots {a®*18 : 0 < j < n/2} using a vector butterfly
with another set of twiddle factors. Each evaluation consists of log,(n/2)
stages and each stage consumes O(n) vector operations.

1.2.4 Comparisons with Existing Results

First, compared to the works of Pedrouzo-Ulloa el al. [28], our approach does
not have any of the security issues presented in the paper [5]. More precisely,
the Order-LWE in R, whose rank is n?/4, offers the same security level as the
RLWE in Z[X]/(X""/4 + 1), whose rank is also n2/4 [20].

So, it is natural to compare the properties of the new ring R with that
of Z[X]/<Xn2/4 + 1). First, both the 2NTT and NTT consist of log, (n?/4)
stages, and the computational complexity of each stage is the same. Therefore,
the computational complexity of 2NTT is the same as the one-variable NTT.

The most important advantage of 2NTT is that it enjoys a quadratic saving
of twiddle factors. The space of the twiddle factors of NTT in Z[X]/(X" /4 +1)
is O(n2/4), which essentially come from the n2?/4 solutions of X" /4 + 1 =
0 mod p’. The space of the twiddle factors of 2NTT is only O(n), which essen-
tially come from the solutions of X™/2 = —1 mod p and Y™ = 2 mod p (3n/2
in total). Thus, there is a quadratic saving of twiddle factor space, which is
especially desirable for large polynomials. This saving offers new possibilities
for optimizations in practical implementations of 2NTT on platforms such as
GPU and FPGA.

1.2.5 Applications and Generalizations

The results in this paper can have immediate applications in cryptography,
namely we can construct cryptographic schemes whose security is based on
the RLWE in the new ring R. An interesting direction is to construct vari-
ants of existing schemes by replacing the ring Z[X]/(X”2/4 + 1) with R. For
example, we can construct variants of CRYSTALS-Kyber and CRYSTALS-
Dilithium by replacing the ring Z[X]/(X?5 + 1) with R where n = 32, i.e.,
R=7Z[X,Y]/(X'6+1,Y'0 — (X% - X'2)), since both rings offer the same level
of security. Of course, a caveat is that one need to show such a replacement
does not cause unbearable loss of security.

The quadratic saving of twiddle factors is much more significant when the
degree of polynomials in use is large. In an FHE schemes such as BGV, BFV
or CKKS, it frequently uses polynomial rings as large as Z[X]/(X 1638 4 1).
The ring R with n = 256 offers the same level of security, while has a much
smaller twiddle factor space. Hence if we instead build variants of BGV, BFV
and CKKS using the ring R, we can further boost the performances of these
schemes by leveraging this quadratic saving of twiddle factors.



The constructions of the new variants of leveled BGV and BFV schemes
based on the Order-LWE in the new ring R follow immediately from the orig-
inal papers [, [16], hence will be omitted here. In this paper, we focus on the
properties of a new variant of CKKS based on R. Our new contributions in-
clude the construction of a careful choice of encoding and decoding maps for
R using the algebraic structure of Gal (F//Q), and the action of Gal (F/Q) on
the plaintexts and ciphertexts in this new variant. We also show that this new
variant of CKKS is bootstrappable.

In the appendix, we show that all the results obtained in this paper can be
generalized to the ring Z[(,, {/—2], which is an order of the splitting field of
Y™ 4+ 2. We also briefly touch on the splitting field Q(¢,, ¥/r) of Y™ — r, where
|r| (> 3) is a prime number.

1.3 Outline

In Section [2, we compute the Galois group of F over Q and study its algebraic
structures using the fundamental theorem of Galois theory. In Section [3] we
construct the canonical embedding of F' into C™*/4 and present an important
orthogonality property for it. In Section |4 we compute the trace pairings of
the natural integral basis of Z[(,, ¥/2] and compute its absolute discriminant.
We also find the first minimums of Z[(,, ¥/2] and Z[(,, ¥/2]Y. In Section
we discuss the error distributions on the ideal lattices associated with R. We
formulate the Search and Average-Case Decision Order-LWE in Z[(,, /2] and
study their hardness. In Section [6] we introduce the 2NTT for R and design
a vector butterfly algorithm. In Section [7] we study a new variant of CKKS
based on Z[(,, C/ﬁ] The appendix is devoted to some technical details needed
in this paper. In particular, we show that all the results obtained for Z[(,, {L/ﬁ]
can be generalized to Z[(,, ¥/—2].

2 The Splitting Field and Its Galois Group

In this section, we give a detailed description of the splitting field F' of Y — 2,
where n (> 8) is a power-of-two integer. In particular, we explicitly construct
the Galois group Gal(F/Q) of F over Q [13] and study its structures using the
fundamental theorem of Galois theory [25].

2.1 The Construction of the Splitting Field

The splitting field F' of Y™ — 2 is a finite extension over Q generated by two
numbers ¢, = exp(2ryv/—1/n) and /2, ie., F = Q (¢,, ¥/2) 21, 25]. The two
numbers ¢, and /2 satisfy an algebraic relation

(L/§n/2 _ CZ/S . an/gv (2.1)

which is just the equation v2 = exp (2m/=1/8) — exp (6m/—1/8).

Lemma 2.1. For a power-of-two integer n (> 8), the degree of the field exten-
sion of F over Q, denoted by [F : Q], is n?/4.



The readers are referred to the webpage [38] for a detailed proof of this
lemma. Thus viewed as a vector space over Q, the dimension of F is n?/4, with
a natural basis given by

{cho V20 < ko kr < n/2}. (2.2)

2.2 The Galois Group of the Splitting Field

The construction of the Galois group of F' over Q, denoted by Gal(F/Q), uses
a method from Conrad’s note [I3]. The order of Gal(F/Q) is equal to the
dimension of F' over Q, hence Gal(F/Q) has n?/4 elements. Since F is generated
by ¢, and /2 over Q, any element of Gal(F/Q) is determined by its actions on
them, which must be of the form

0ab(Cn) = ¢ and 045(V2) = ¢& /2 with a,b € Z/nZ. (2.3)

Notice that here we have used the property that o, 3 must send a root of X™ —1
(resp. Y™ — 2) to another root of the same equation [25]. In this paper, the
notation Z/nZ has an additional meaning that its representative is chosen to be

Z/nZ ={0,1,...,n—1}.
k k
The action of 0,5, on a general basis element ko Y27 s ¢akotbky 1/9 '
Since 04,4(¢p) is another primitive root of X™ — 1, a must be an odd integer

in Z/nZ. Moreover, a and b are not totally independent from each other, as g,
must preserve the algebraic relation in Eq. (2.1), which can be rewritten into

wn/Q _ C;L/S +<:1;n/8

Under the action of o, 4, this equation becomes
n/5n/2 _
(—l)b \/in _ Cg,a/s + C’n, na/S.
For it to be valid, we must have

o= {1, 7 mod 8, if b is even, (2.4)

3, 5mod 8, if b is odd.
For later convenience, we define the finite set GG to be
G = {(a,b) € (Z/nZ)* : (a,b) satisfies the condition in Eq. (2-4)}, (2.5)
which has n?/4 elements. Then the Galois group Gal(F/Q) is
Gal(F/Q) = {04 : (a,b) € G}.

Moreover, o1 o is the identity element of Gal(F'/Q) and 0,1, is the complex
conjugation. A quick computation shows that the composition of two elements
Oa,b and Oc,d is Oa,b ©0c,d = Oac,ad+b-



2.3 The Algebraic Structure of the Galois Group

We need the fundamental theorem of Galois theory to study the algebraic struc-
ture of the Galois group Gal(F/Q) [25]. In its most basic form, this theorem
tells us that there is a one-to-one correspondence between the immediate fields
of F' and the subgroups of Gal(F'/Q), while the intermediate fields that are Ga-
lois extensions of Q correspond to the normal subgroups of Gal(F'/Q). Here, an
immediate field is a subfield of F [25].

2.3.1 The Subfield of the Gaussian Rationals

The first important immediate field is Q( 2/4), which is just Q(v/—1) as (§Zf/4)2
is —1. Since Q(v/—1) is a quadratic extension of Q, the degree of F over Q(v/—1)
is n?/8. The Galois group Gal (F/Q(v/—1)) is a subgroup of Gal(F/Q) that

fixes Q(v/~1):
Gal (F/Q(v=1)) = {0 € Gal(F/Q) : 04 (x) =z, ¥z € Q(V-T)}.
Let N be the subset of G of the form
N={(a,b)€G:a=1or5mod8}, (2.6)

which has n?/8 elements. Then Gal (F/Q(y/—1)) is the subgroup
Gal (F/Q(v-1)) = {04 € Gal(F/Q) : (a,b) € N}.

Because Q(v/—1) is a Galois extension of Q, Gal (F/Q(v/—1)) is a normal
subgroup of Gal(F'/Q). The group Gal (Q(\/—l)/Q) is naturally identified with
the subgroup {o1,0,0,-1,0}, so Gal(F/Q) is the disjoint union of cosets

Gal(F/Q) = Gal (F/Q(vV=1)) U (5y—1,0 0 Gal (F/Q(v/-1))) .

From the relation 01,0 © 0ap = O(n—1)a,(n—1)p, We deduce that G \ N can be
expressed as
G\ N ={((n—1)a,(n—1)b) : (a,b) € N}. (2.7)

Furthermore, since the restriction of the quotient map on {10, 05,—1,0} is iden-
tity, Gal (F'/Q) can be represented as a semidirect product [24]

Gal(F/Q) = Gal (Q(v~1)/Q) x Gal (F/Q(v-1)). (2.8)

2.3.2 The Cyclotomic Subfield

Another important immediate field of F is Q((,), the n-th cyclotomic field [23].
The Galois group of Q(¢,) over Q is

Gal (Q(¢,)/Q) ={ss:a=1,3,....n— 1},

where ¢, is the automorphism of Q(¢,,) that sends (, to ¢*. The field Q(v/—1)
is a subfield of Q(¢,), and the Galois group of Q(¢,,) over Q(v/—1) is

Gal (Q(¢a)/Q(V=T)) = (s5) = { : 0 < j <n/4},



which has n/4 elements since 5*/* = 1 mod n [I0]. Moreover, ,_; acts on Q(¢,)
as complex conjugation and the Galois group of Q(1/—1) over Q is naturally
{$1,%n—1}. In conclusion, Gal(Q(¢,)/Q) can be represented as the direct product

Gal(Q(¢n)/Q) = (s5) X (Sn-1)-

The field Q(¢,) is a Galois extension over Q with degree n/2. The Galois
group of F over Q(¢,,), Gal (F'/Q((,,)), is the normal subgroup of Gal(F/Q) that
fixes Q(¢p):

Gal (F/Q(¢n)) = {oas € Gal(F/Q) : gap(x) =z, Vo € Q(¢n)},
which is given by
Gal (F/Q(Cn)) = {01 € Gal(F/Q) : b=0,2,...,n— 2} = (01.0).
From the inclusion Q(v/—1) C Q(¢,) C F, we obtain an isomorphism [25]
Gal (F/Q(v-1)) /Gal (F/Q(¢n)) = Gal (Q(¢r)/Q(vV-1)) - (2.9)

Let us look at the isomorphism in Eq. (2.9) more carefully. Since 0571/14 lies
in Gal(F/Q(¢n)) and of | € Gal(F/Q((y)) for 1 <i < n/4, Gal (F/Q(v/-1)) is

the disjoint union of cosets of the form
Gal (F/Q(vV=1)) = Ug ™" (o}, 0 Gal (F/Q(Ca)))
Thus every element of Gal (F/Q(v/—1)) can be uniquely written as
oby 0 0{72 with 0 <i<n/4and 0 < j <n/2.

To multiply two elements of Gal (F/Q(v/—1)), we need the relation

-1 _— 2.10
0510120051 =019, (2.10)

where the inverse 57! is computed modulo n/2 as 03/22 = 010. From the
semidirect product in Eq. (2.8), we deduce that every element of Gal (F'/Q) can
be uniquely written as

GfL_LO o 031 o 0{72, where 0 <i<n/4, 0<j<n/2and k=0,1.

To multiply two elements of Gal (F/Q), we further need the relations

1
—5 —1
0n-1,0005100p-10=05100;5 and 0, 10001200,-10=07,. (2.11)

These results will be crucial when we study the error distributions over the
ideal lattices associated with the ring Z[(,, ¥/2] and a new variant of CKKS in
Z[Cny V2] in Section



3 The Canonical Embedding

In this section, we construct the canonical embedding of F into C™'/4 and study
its properties [21],23]. We prove that this canonical embedding sends the natural
integral basis in Eq. to an orthogonal basis of cv’/ 4 a property that will
become important when we discuss the error distributions over the ideal lattices
associated with Z[¢,, ¥/2].

Since the degree of F over Q is n?/4, there exist n?/4 distinct embeddings
of F into C [2I, 23, 25]. The inclusion F — C is naturally an embedding.
Furthermore, for every o, € Gal (F//Q), there is an embedding of the form

Ta,
Oap: F 2ot B s C,

which gives us all the embeddings of F' into C. Similar to the cyclotomic fields,
F does not admit any real embedding [20]. In this paper, a vector in cr/4 s
denoted by z = (2a,b)(a,p)e, Namely its coordinate is indexed by the elements
of G. Given two vectors z = (z4) and z’ = (2], ), their standard inner product
is given by (z,z') = E(a)b)eG Zap * 2 ap, Which is positive definite, linear in
the first argument and antilinear in the second argument. Hence the canonical
embedding of F' into cr'/4 s given by

o:2€F = (00(2))@nea € CV/4 (3.1)
In fact, o induces an injective real linear map from Fr = F' ®g R to cr/4;

c:xQ@1r— (0gp(x)-T) where z € F and r € R. (3.2)

(a,b)eG >

The complex conjugation of o4 (), denoted by oq4(2), is 0(—1)a,(m—1)5(T)
for every € F and (a,b) € G. Therefore, the image of Fg under o is the
2
following real subspace of C™ /4

2
H= {(Za,b)(a,b)ec €C™ ™ 2n_t)a (no1yp = ﬁ,b},

which is isomorphic to Fg. In this paper, we often implicitly identify H with
Fg via the canonical embedding. The homomorphism in Eq. (3.2)) can also be
written as

T:TQT — (Ja,b(x) T O—(n—l)a,(n—l)b(x) : T) (a,b)EN

An automorphism o4 € Gal(F/Q) of F induces an automorphism of H by
making the following diagram commute

o

ror == (0ap(®) 70t n-1p(®) 7)o pen

J{Uc,d lac,d . (3.3)

Oed(x) @1 —— (04 p(0c.a(®)) 7, 0(—1)a,(n—1)p(0c,a(x)) '7")(@7;,)61\;

Therefore, the effect of the automorphism o, 4 is to permute the components of
a vector in H. Let e, € C"*/4 be the vector with 1 in its (@, b)-th component

10



and 0 elsewhere, which is a natural basis of C"*/4. For every (a,b) € N, we

define
1

hiop) = —= (€ap + €(n—1)a,(n—1)b) ;

S

(3.4)

h((n—l)a,(n—l)b) = (ea,b - e(n—l)a,(n—l)b) )

SIE

which form a real basis of H. The inner product (-,-) on C™*/4 induces a real
positive definite inner product on H, with respect to which {hy; : (a,b) € G}
is an orthonormal basis.

Proposition 3.1. Under the canonical 672nbedding, the natural basis of F in Eq.
(2.2) is sent to an orthogonal basis of C™ /%, More precisely,

<‘7 (Cﬁo {L@kl) N (Cf{’ (L/ill)> = {({L/i)%l n?/4, if ko =1y and k1 = I;.

0, otherwise.

The proof of Proposition [3.1]is given in Appendix [A] It is very illustrating
to compare this orthogonality property of the canonical embedding of F to
that of the cyclotomic fields. For the M-th cyclotomic field, the integral basis
{GH 20 < i < M/2}, where M is a power-of-two integer, is sent to an
orthogonal basis of CM/2 under the canonical embedding of Q(¢ar). But the
norm of the image of (4, under canonical embedding is always /M /2. Hence up

to the overall constant /M /2, the canonical embedding of Q((as) is an isometry

[20]. However for the splitting field F', the norm of o (¢ko {Vikl) is 2k1/m . /2,
which depends on the value of k1, so certain basis vectors are elongated. But
since k1 < n/2, the ratio between the longest vector and shortest vector is
smaller than v/2.

4 The Trace Pairings and the First Minimums

In this section, we compute the trace pairings of the natural integral basis
k
Cho /2™ of R = Z[C,, ¥/2] and construct a dual basis for

RY ={x € F:Tr(zR) C Z}.
We will also compute the absolute discriminant of R, from which we find the

first minimums of R = Z[(,,, ¥/2] and its dual R [23} 37].

4.1 The Computations of the Trace Pairings and the Ab-
solute Discriminant

Recall that given an element z € F, its trace Tr(x) can be computed by
> (apyec ab(@) [20, 23]. The trace-pairing matrix is given by Tr(¢ko C/ﬁkl .

1 k /el )
f{) ﬂl) for every pair ( 50 2, ﬁbo \/51) with 0 < ko, k1,100,011 < n/2. We
have the following important theorem, whose proof is given in Appendix [A]

11



Theorem 4.1. Tr(¢Fotho {‘/ﬁkl“l) is always 0 unless k1 =1, =0 or k; + 1, =
n/2. When k; =1; =0, we have

wmﬁm—{

when ki + 13 =n/2, we have

712/4, ka() = lo = 0;
—n2/4, if ko+ 1o = n/2.

n?/4, if ko +1lo = n/8 or Tn/8;
—n2/4, if ko +lo = 3n/8 or 5n/8.

From Theorem if we choose a special order of the indices kg, k1, lp and

l1, the n?/4 x n? /4 trace-pairing matrix Tr(¢k° V2" -l {/ﬁll) becomes a block
diagonal matrix, which consists of n/2 blocks of size 1 x 1 and n(n — 2)/8 blocks
of size 2 x 2. The 1 x 1 block is either n?/4 or —n?/4, and the 2 x 2 block can

be chosen to be
n?/4  —n?/4
—n?/4 —n?/4)"

Now, recall that a lattice is a discrete subgroup of a real vector space R™,
m € Ny [32]. In this paper, we are only concerned with the full-rank lattices,
i.e., the lattices generated by a basis of R™: £ = {3>"1" z;v; : (2;)1<i<m € Z™},
where {v; : 1 < i < m} forms a basis of R™. The dual lattice of £ is defined
as L* = {x € R™ : (L,x) C Z}, where (-,-) is the natural inner product on
R™. From the definition, we immediately deduce that (£*)* = L. The absolute
discriminant disc(£) of a lattice £ is the square of the fundamental volume of
£ [20, 23, 37.

The absolute discriminant of R, disc(c(R)/Z), is also written as disc(R/Z)
[23]. Equivalently, it is the absolute value of the determinant of the trace-pairing
matrix [20]:

disc(R/Z) = |det (Tr (¢k V2 i) -
Therefore, it is equal to
disc(R/Z) = 22=2/8 . (n2 /)" /"

which is a power of 2.
By definition, the dual of the integral basis of R is a set of elements of F'

{el07l1 cF:0<1li < n/2}

k
such that Tr(ey, s, - ¢ /2°") equals 1 if Iy = ko, I; = ki, and 0 otherwise. As
a result, e;, ;, forms an integral basis for RY. The construction of e, ;, follows
immediately from Theorem [£.1]
Proposition 4.2. When l; =0, e, o is given by

4

4 o
€00 = 3 and Clo0 =~ 5" 2/2 o i1y > 0.

When 0 <y < n/2, ey, is given by
8—lo n/gn/2-1 3n/8—lo n/gM/2—l .
2/l R 2 /8l 5T g <y < 2
_ 2-1 _ 2-1; .
Cloty = § — S8 Y 2 a8l i if % <lp <32,

— 8 )
5n/8—ly n/gn/2—l n/8—lo n/an/2—l1 .
_%Cnn/ 0 \/5 + %Cnn/ 0 \/E ) Zf % < lO < %

12



4.2 The First Mininums of Ideal Lattices

The i-th minimum \;(£) of alattice £ is defined as the minimum of max; <<, ||x;]|
over all choices of i linearly independent vectors x1,...,x; € £ [20]. In partic-
ular, A\;(£) is the shortest nonzero vector of L.

In this paper, we are mostly interested in the lattices of H that come from
the fractional ideals associated with R [2I] 23]. Recall that a fractional ideal
T associated with R is an R-submodule that lies in F' such that there exists
a nonzero element r € R such that *Z C R [23]. A priori, an ideal of R is a
fractional ideal. Because the degree of F' over Q is n?/4, a fractional ideal T
always has an integral basis consisting of n? /4 elements: {u; € T :1 <i < n?/4}
[23]. Then, under the canonical embedding, the image of Z, denoted by o(Z), is
a full-rank lattice in H with a basis {o(u;) : 1 <i < n?/4}. In particular, o(R)
is a full-rank lattice of H with a basis {o (¢ {”/ikl) :0 < ko, k1 <n/2}. In this
paper, when we say the lattice Z what we really mean is the lattice o(Z) in H.
Furthermore, the norm of an element x € F' is the norm of the vector o(x) in
Cv/ e, ||z = o ()]

If 7 is an ideal in R, then the quotient ring R/Z only has finitely many
elements, whose order by definition is the norm of Z, i.e., Nm(Z) = |R/Z|. To
define the norm of a fractional ideal, we first choose an r € R such that rZ C R,
then Nm(Z) is defined to be Nm(rZ)/Nm((r)), where (r) is the principal ideal
generated by r. This definition is independent of the choice of r [21] 23]. Given
a fractional ideal Z C F, its inverse Z~! and dual Z" are defined to be

I '={zeF:2TCR}, IV ={z € F:Tr(2I) C Z},

where the trace Tr(z) of € F can be computed by >, ;e Tap(z) [20} 23].
Notice that ZV is also a fractional ideal and (ZV)V = T [23]. However, o(Z")
is the complex conjugate of the dual lattice of o(Z) in H [20]. Let Ag be the
absolute discriminant of R [23]. From Lemma 2.9 of [20], we obtain the upper
and lower bounds on the first minimums of the ideal lattices associated with R.

Lemma 4.3. The first minimum of any fractional ideal T associated with R

satisfies
5 Nm(@DY™ <M (D) < - Nm(D) - Jaye,

From this lemma, we immediately have A;(R) > n/2. But the norm of
P e R, 0 < ko < n/2, is n/2, hence we deduce that \;(R) = n/2. Since
the norm of (ko \/ikl is 251/™ .0 /2, we learn that An2/a(R) < (\/5)172/n M (R).
From this lemma, we also have A\;(RY) > % Nm(RY)%"*. The norm of R can

be computed directly from the dual basis e, ;, (Proposition [23, 137]. More
precisely, since (n?/2) - RY C R, the norm of RY can be computed by [20]

Nm (RY) = Nm <"22 ~RV> /Nm (";) .

The norm Nm(n?/2) of n2/2 is just (n2/2)""/4 [23,137]. The norm of (n2/2)-RY

is the number of elements of the finite group R/ ((n?/2)-RY), which can be
directly computed from the integral basis e;, ;, of RV:

|R/ ((’I’L2/2) . R\/)’ _ 2n/2 . 2n(n—2)/8.
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Hence the norm Nm(RY) of RY is 27(=2)/8. (2 /4)=n*/4 e | AZ', from which
we immediately deduce that Ay (RY) > 22+% /n. As the norm of €lyn/2-1 € RY
is 22%% /n, we must have A\ (RY) = 227w /n. Namely, RY achieves its first
minimum at the element e;, ,,/2_1. Moreover, since the norm of e, o is 2/n, we
have X,2,4(RY) < 2/n.

For a general fractional ideal 7 associated with R, suppose v € 7 is a nonzero
element at which Z achieves its first minimum, i.e., ||v]] = A (Z). Then the

elements (¢ko {‘/ﬁkl) -v with 0 < kg, k1 < n/2 will be n?/4 linearly independent

elements of Z. From Section the norm of the element (¢ Wkl) v is ({/2)k -
lv]], from which we deduce

M(Z) ==Xy 2(T) and A2 4(Z) < (\/5>1_2/n ). (1)

5 Order Learning With Errors

In this section, we first study the error distributions on the ideal lattices as-
sociated with R. Then we formulate the Search and Average-Case Decision
Order-LWE problem in R and study their hardness using available results in
literature [4}, 20].

5.1 Computational Problems in Lattice Theory

In lattice theory, there are several important computational problems, among
which are the shortest vector problem (SVP), the shortest independent vectors
problem (SIVP), the bounded distance decoding (BDD) problem and the discrete
Gaussian sampling (DGS) problem. Suppose v(m) > 1 is a function of m. The
goal of SVP,, is to find a nonzero vector with length at most y(m) - A1(£). The
goal of SIVP, is to find m linearly independent lattice vectors with length at
most y(m) - Ay (L£). Given a number 0 < d < A;1(£)/2 and assume y € R™ is of
the form y = x + e for some x € £ and ||e|| < d, then the goal of BDDy is to
find x [20, [32].

The spherical Gaussian distribution D,. with width » on R™ is a distribution
whose probability density function is proportional to p,(x) = exp (—=|[|x||?/r?).
A discrete Gaussian distribution over £ with width r, denoted by D ., is a
distribution in which the probability of the event x € L is proportional to
pr (X). Suppose ¢ is a positive real-valued function defined on the set of all
lattices. Given a lattice £ and a real number r > ¢(L), the goal of DGS,, is to
output a sample from D, . [20] 32].

The smoothing parameter is an important concept in lattice theory [22].
Intuitively speaking, it is the smallest positive real number r starting from which
the distribution D, , behaves like a continuous Gaussian distribution [20].

Definition 5.1. Given a lattice L and a real number ¢ > 0, the smoothing
parameter ne(L) is the smallest number r > 0 such that py /. (£*\ {0}) <e.

From Lemmas 3.2 and 3.3 of [22], we have the following lemma [20].

Lemma 5.2. For any m-dimensional lattice L, we have

Ng—2m (L) < V/m/A1 (L) and n.(L) < \/log(m/e) A, (L) for all 0 < e < 1.
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The computational problems in lattice theory introduced in Section [5.1] are
also defined over the special lattices that come from the fractional ideals as-
sociated with R. For a real number v > 1, the R-SVP, problem is: given a
fractional ideal Z, find a nonzero element = € Z such that ||z| < - A1(Z). The
R-SIVP., problem is: given a fractional ideal Z, find n?/4 linearly independent
elements in 7 with norms at most 7 - A2 /4(Z). The R-BDD,, problem is: given
a fractional ideal Z, a positive real number d < A1(Z)/2 and an element y of the
form y = x + e with z € 7 and |le|| < d, find z.

5.2 The Error Distributions over Ideal Lattices

An error distribution ¢ over the ideal lattices associated with R (or over Fg)
is not directly defined with respect to the naive coefficient embedding, i.e., the

coefficients of an element of Fg with respect to the integral basis {¢*° (ﬁkl :
0 < ko, k1 < n/2}. Instead, v is first defined on H, which then pulls back to
a probability distribution on the ideal lattices under the canonical embedding
o. The readers are referred to the paper [20] for an explanation about the
motivations behind this definition.

One way to define the elliptical Gaussian distributions on H is through the
orthonormal basis {has}@nec (Ea. B4). Let r = (rap)(apnec € (RT)*/4
be a vector of positive real numbers such that r4p = r((n—1)a,(n—1)p) for every
pair (a,b) € N. Then a sample from the elliptical Gaussian distribution D, is
a vector Z(%b)ec Za,phep, Where each x4 is sampled independently from the
one-dimensional Gaussian distribution D, , [20].

Recall that Proposition tells us that the canonical embedding o sends

the integral basis {¢ke {”/ikl : 0 < ko,k1 < n/2} to an orthogonal basis of

C™*/4. Hence an elliptical Gaussian distribution on H pulls back to an elliptical
Gaussian distribution for the coefficient embedding. However, the norm of the

basis element o (C],f(’ Wkl) is 2%1/7 . /2, which depends on the value of k;.

But since k1 < n/2, the ratio between the longest vector and shortest vector is
smaller than v/2. Therefore, there are small distortions of the elliptical Gaussian
distributions under this pull-back. In particular, the pull-back of a spherical
Gaussian distribution is only elliptical. This is different from the canonical
embedding of the cyclotomic field case, which is an isometry up to an overall
constant [20].

Definition 5.3. Given a positive real number o, let W<, be the set of all el-
liptical Gaussian distribution Dy over H (= Fg) where for every (a,b) € N we
have rop = T((n—1)a,(n—1)b) and Tap < 0

Lemma 5.4. For any positive real number o, the family of distributions V<,
is closed under the action of any element of Gal(F/Q).

Proof. The action of 0. 4 € Gal(F/Q) on ¥<, is induced by the action of 0. 4 on
H. For any distribution D, € ¥<,, let 0., 4(Dy) be Dy . From the commutative
diagram in Eq. , 0,4 permutes the coordinates of the canonical embed-
ding. Moreover, o, 4 preserves the complex conjugation pairs in the canonical
embedding. Therefore, 1/, , = TE(n—l)a,(n—l)b) and (77, ) (a,p)en IS a permuta-
tion of (ra,b)(a,p)en, Which implies 7"(/1,17 is also at most p. Hence we learn that
D, € \IJSQ. O

15



The discrete Gaussian sampling problem can also be defined over R [33].
The R-DGS,, problem is: given a fractional ideal 7 associated with R and a
number s > v = v (Z), output a sample from the distribution Dz ;.

Definition 5.5. Given a positive real number §, Y5 is a distribution over dis-
tributions: a sample from Yy is an elliptical Gaussian distribution D, on H
with parameters

74121717 = r(znfl)a,(nfl)b =4 (1+nzap/2), (a,b) €N,
where x4 s sampled independently from the distribution I'(2,1).

Recall that the probability density function for the Gamma distribution
I'(2,1) is x exp(—z) for z > 0. The mean of I'(2, 1) is 2, thus the noises sampled
from Y are of size roughly O(6 - n'/?) when n is large [20, [33].

5.3 The Order-LWE Problem

Given a probability distribution v, the notation x < 1) means we draw a sample
x according to t. For a finite set S, x < U (S) means we draw a sample x
uniformly randomly from S. Given a positive integer ¢ > 2, let Ry = R/¢R,
R} =RY/qRY, and T = Fr/R".

Definition 5.6 (Order-LWE Distribution). Suppose we are given an element
s € R;’ (the secret key) and a noise distribution ¢ defined over Fg. The Order-
LWE distribution As , is defined over Ry x T, a sample of which is generated
by choosing a <— R uniformly randomly and e < v according to 1, and then
outputting (a,b =a-s/q+ e mod RY).

Notice that since a-s/q is in the abelian group ¢~ 'RY/R", the reduction mod
RY in the second entry of the sample is well-defined.

Definition 5.7 (Order-LWE, Search). Let ¥ be a family of probability distri-
butions over Fgr. Suppose we are given access to arbitrarily many independent
samples from As y for arbitrary s € R(\; and i € U, then the goal of the Search
Order Learning With Errors problem, denoted by OLWE, v, is to find s.

Definition 5.8 (Order-LWE, Average-Case Decision). Suppose Y is a distri-
bution over a family of error distributions over Fgr. The Average-Case Decision
Order Learning With Errors problem, denoted by DOLWE, v, is to distinguish
with non-negligible advantage between the following two cases

1. arbitrarily many independent samples from Asy for a random choice of
(s,9) < URY) x T,

2. the same number of uniformly random and independent samples from R4 x
T.

As the error distribution is added modulo RV, the error must not exceed the
smoothing parameter of R. Otherwise the Order-LWE distribution is statisti-
cally indistinguishable from the uniform distribution, thus making the Order-
LWE problem impossible to solve. Since A,2,4(RY) < 2/n, Lemma gives us

an upper bound of the smoothing parameter: O(2+/log(n?/4)/n) [20].
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On the other hand, as Cﬁ/g + C{n/g =+/2 and C:f/s — an/s = Q?/LL\/Z from
Proposition we immediately deduce (v/2n2/4)-RY C R. In fact, v/2n?/4 is
the smallest real number of Z[(,,, /2] that satisfies this property. If we instead
work with the non-dual form of Order-LWE in practice, this property is helpful
for choosing error distributions over Fr/R [30].

5.4 The Reductions for Order-LWE Problem

The worst-case hardness of OLWE, ¢ comes from the proof of Theorem 4.1 in
[20) and the paper [4].

Proposition 5.9. Let ¢ = o(n?/4) (> 0) and q = q(n?/4) be such that
oq > 2- w( log (n2/4)> For some negligible function € = € (n?/4), there

exists a probabilistic polynomial-time reduction from R-DGS, to the problem
OLWE, v_,, where 7y is

v = max {n. (D) (V2/0) -w (Vieg (n/4)) , 22/ (1¥) }.

Here w(4/log(n?/4)) denotes a fixed but arbitrary function that grows asymp-
totically faster than y/log(n?/4). There exist reductions from the standard
lattice problems to R-DGS, using lattice theory [20, 33]. In particular, an or-
acle for R-DGS,, with v = 7.(Z) - O(1/0) implies the existence of an oracle for
5(n/ (20))-approximate SIVP on the ideal lattices associated with R. Moreover,
from Eq. this oracle also implies the existence of an oracle for O(n/(20))-
approximate SVP on the ideal lattices associated with R. The main theorem
concerning the hardness of DOLWE, v is Theorem which follows from
[4,20]. A detailed proof of this theorem is given in Appendix

Theorem 5.10. Let § < 2y/log(n?/4)/n and let ¢ = q(n?®) > 3 be a poly(n)-
bounded prime number such that both X™? = —1mod ¢ and Y = 2 mod ¢

have solutions. Then there exists a polynomial-time reduction from O(n/(26))-
approzimate SIVP (or SVP) on the ideal lattices associated with R to DOLWE, v, .
Moreover, for any integer £ > 1, we can replace the target problem in the re-
duction with the problem of solving DOLWE, p, given only £ samples, where

E=94- (nzﬁ/(4log(n2€/4)))1/4.

6 The Two-Variable Number Theoretic Trans-
form

In this section, we design a Two-Variable Number Theoretic Transform (2NTT)
for the ring

Ry =R/pR =TF,[X,Y]/(X"/? + 1,Y"/? — (X"/8 — X3"/8)), (6.1)

where p is a prime number such that Y = 2 mod p has n distinct solutions. The
2NTT consumes O(nlog,n) vector operations (vector summation and scalar
multiplication), thus it has an intrinsic parallel algebraic structure [19, [34].
While its twiddle factor space enjoys a quadratic saving compared to the one-
variable NTT, which is perhaps the most important new feature of R.
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6.1 The Factorization of Polynomials over a Finite Field

We first choose a prime number p such that X™ = 1 mod p has a primitive
solution o € F,, and Y = 2 mod p has a solution 3 € F,. Since « is a prim-
itive root, we must have a//2 = —1 mod p, thus X™ = 1 mod p has n distinct
solutions in F,: {a’: 0 < i < n}. The n distinct solutions of Y = 2 mod p
are {a'3: 0 <i < n}. Replace B with af if necessary, we can always assume
£"/? = a"/® — o3"/8 mod p. Therefore, the polynomial equations

X"/2 = —1mod p and Y™/2 = X"/8 — X3"/% mod p (6.2)
have n? /4 solutions. More precisely, the first equation has n/2 solutions {a2i? :
0 < i < n/2}. For every solution X = a2+, the second equation also has n/2
solutions for Y:

_ a¥B, 0<j<n/2, ifi=0,3mod 4,
- a¥tp 0<j<n/2, ifi=1,2mod4.

6.2 Selecting Good Prime Numbers

We now show how to select good prime numbers such that Eq. (6.2) has n?/4
solutions. For the first equation to have a solution, we must have n|(p — 1)
[19, 34]. Then we have the following lemma.

Lemma 6.1. Given a prime number p that satisfies p—1=mn-q’, the equation
Y™ =2mod p has a solution if 2¢ =1 mod p.

Proof. Suppose the order of 2 in F is /, i.e., £ is the smallest positive integer
such that
2¢ =1 mod p.

Moreover, we have £|(p — 1), so let us define an integer I’ = (p — 1)/£. Suppose
a is a primitive root of the multiplicative group F,’, which always exists from
elementary number theory. Then there exists a positive integer ¢ such that

a' =2 mod p.

As the order of 2 is £, so we must have (p — 1)|£- i, i.e., £'|i. If n|¢’, then nl,
so there exists an n-th root of 2 in F,,. If n|¢/, we must have ¢|¢’, which implies
27 = 1 mod P. O

Moreover, to find the solutions « and 3, we just need to use the Tonelli-
Shanks algorithm recursively since n is a power-of-two integer. Using this cri-
terion, we can easily find the good prime numbers that are over 64 bits and the
corresponding solutions of .

6.3 The One-Variable Negacyclic NTT

Let us now review the negacyclic NTT for the ring F,,[X]/(X™/241), where p is a
prime number such that X™/241 = 0 mod p has n/2 solutions: {a**!:0<i <

n/2}. Given a polynomial f(X) = Zf(fl feX* with fx € F,, the NTT of f,
denoted by f, is the evaluations of f at the n/2 solutions of X"/2 41 =0mod p:

f=(f(a),f(a®),....f(a"" ")) e FM/2 (6.3)
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Hence we deduce that for any two polynomials f and f, ff=fof , where ®
is the Hadamard product (entrywise product) of vectors.

If we naively evaluate f at the n/2 roots, then the complexity is O(n?). Luck-
ily, there is an efficient algorithm to compute NTT with complexity O(nlog, n):
the Cooley-Tukey butterfly, which is based on the Chinese Remainder Theorem
(CRT) [3,27]. In F,, X"™/2 + 1 has a factorization H:l:/g_l (X — a2i+1), which
induces an isomorphism [3]

n/2—1
Fp[X]/(X"? +1) = [ Fp[X]/(X —a®*h).
i=0

Notice that the right hand side is isomorphic to IE"Z/ ?. Under the CRT, a poly-
nomial f(X) is sent to the vector

f(X) — (£(X) mod (X — o *! £(a%*1))

))O§i<n/2 = ( 0<i<n/2°

which is just the NTT of f. The idea of the Cooley-Tukey butterfly is that CRT
can be computed using a sequence of polynomial mods [27].

The butterfly consists of log,(n/2) stages, and let us look at each stage in
detail. The first stage depends on the factorization

Xn/2 +1= (Xn/4 _ an/4> (Xn/4 +an/4> mod P,
from which we obtain an isomorphism
FplX] /(X2 4 1) = Fy[X] /(X — o) x B [X]/(X™/* 4 /%),

The image of f under this isomorphism is

n/4—1

fo = f mod (X”/4 - a"/4) = Z (fk +a”/4fk+n/4) Xk,
k=0
n/4—1

f; = f mod (X”/4 +a"/4) = Z (fk - a"/4fk+n/4> X"
k=0

the computation of which consumes O(n) (integer) operations. In the second
stage, we need the factorizations

XT/A _ /4 — (Xn/S B an/8> (Xn/S _ a5n/8> mod p,
Xn/4 +an/4 _ (Xn/8 _ a3n/8> (Xn/S _ a7n/8> mod P;
which gives us isomorphisms

IFp[X]/<Xn/4 _ a”/4> o IFP[X]/<Xn/8 o a"/8> 5 Fp[x]/<Xn/8 . a5n/g>’
F,[X]/ (X4 + am/4y & B, [X]/ (X — a¥/8) x B, [X]/(X"5 — aT/%),
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We can compute the polynomial mods from the output of the first stage:

foo = fomod (X"/*—a™/) = fmod (X"/5—a/t),
for = fomod (X% —a™/%) = fmod (X5~ o™/,
fo= fimod (X™/5—a®/%) = fmod (X/5—as/),
fii= fimod (X"/*—a™/%) = fmod (X"/5—a™/");

which also consumes O(n) operations.
Continue in this way, and suppose the output of the m-th stage is

f mod (X"/Q’"“ - a<21‘+1>'"/2""“) with 0 < i < 2.

For every 0 <4 < 2™, the polynomial Xn/2T (241 /27 g g factoriza-
tion

(Xn/2m+2 B a(2i+1)-n/2m+2) ) (Xn/2m+2 B a(2i+1+2m+1)-n/2m+2) . (6.4)
Then in the (m + 1)-th stage we compute
fmod (X727 = GO ign 0 < < 27

using the output of the m-th stage, which consumes O(n) operations.

The butterfly comes to an end in the log,(n/2)-th stage, the output of which
is Eq. (6.3). It is important to notice that the order of the components of the
output vector depends on the implementation, and in general it will not be in
the order shown in Eq. . Since the complexity of each stage is O(n), the
total complexity of the butterfly is O(nlogyn). Moreover, each stage of the
butterfly is an invertible linear transformation. Hence if we take the inverse of
each stage, we obtain INTT, whose complexity is also O(nlog,n) [19] [34].

6.4 A Generalization of the One-Variable NTT

Given a prime number p that satisfies the conditions in Section we can
generalize the butterfly in Section to the ring F,[Y]/(Y™/? + g/2). A

polynomial in this ring is of the form g(Y) = 72/3—1 aY', g € Fp. In Fp,
Y™/2 4 g™ has a factorization
n/2—1
y2 472 = I (v — ¥ *'8) mod p.
j=0

From the CRT [3], we have an isomorphism

n/2—1
Fp[Y]/{Y"2 4 §7/2) = H Fy[Y]/(Y — a®*18),

the right hand side of which is isomorphic to IP’Z/ 2. Under the CRT, the image
of g(Y) is

g(Y) = (g(Y) mod (Y — a2j+15))0§j<n/2 = (g(a2j+16)>0§j<n/2 J
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which is defined to be the NTT of g(Y'). From the definition, we deduce
g-g=80¢g.

The butterfly for computing the new NTT also consists of log,(n/2) stages
of polynomial mods. In the first stage, we need the factorization

yn/2 gn/2 — (Yn/4 _ an/45n/4) (Yn/4 _ a3n/45n/4) mod p.

The output of the first stage is

n/4—1
go = g mod (Y”/4 - oz”“ﬂ”“) = > (gl +an/Agn/t. gz+n/4) Y
1=0
n/4—1
g1 = g mod (Yn/4 - 03n/4ﬁn/4) = Z (gl + adn/agn/4 'gl+n/4) v
1=0

(6.5)

Notice that O(n) operations are needed for the first stage. Suppose the output
of the m-th stage is

g mod (Yn/zm+1 _ O[(2j+1).n/2m+1Bn/zm“) with 0 < j < 2/
In the (m + 1)-th stage, for every 0 < j < 2™, we have a factorization
Y2 Qi m/2m g2t (Yn/2m+2 _ a(2j+1)~n/2m+2ﬂn/2m+2>

. n/2mt2 (24 142mF ) .n2mt2 Hp omt2
Y « 1] .

Then we compute
g mod (Y”/2m+2 - a(2j+1)'”/2m+25"/2m+2) with 0 < j < 27!

using the output of the m-th stage, which consumes O(n) operations. The
algorithm comes to an end in the log,(n/2)-th stage. From an algorithmic
point of view, the butterfly for this generalization is almost the same as that
in Section [6.3] while the only difference is that the twiddle factors in the m-th
stage are multiplied by an overall factor 3"/ 2t

At the same time, the polynomial Y™/2 — 37/2 has a factorization

n/2—1
yn/2 — gr/? = H (Y — a¥3) mod p,
j=0
which implies

n/2—1
Fp Y]/ ("2 — "2y = [T FlY]/{Y —a® ).
j=0

Under this isomorphism, h(Y) = ?Z/(Q)_l hY!in F,[Y]/(Y™/2 — B7/2) is sent
to
h(Y) — (h(Y) mod (Y - a¥8)), <ienj2 = (h(oﬂﬂﬁ))oS j<nj2?
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which is defined to be the NTT of h(Y). From the definition, we have
h-h=hoh.

Similarly, the butterfly for computing the NTT of h(Y") also consists of log,(n/2)
stages. The output of the m-th stage is

h mod (Y"/T"“ _admi?" 5"/2"‘“) with 0 < j < 2™.
In the (m + 1)-th stage, for every 0 < j < 2™, we have a factorization
y /2 /2 gn/2m (yn/zm“ _ qdm/2m ﬂnm“)
. (yn/zm“ _ gy m/am Bn/z’"“) .
Then we compute
h mod (Y"/zm“ — i/ ﬁ"/2m+2) with 0 < j < 2m+1

using the output of the m-th stage. Compared to the butterfly in Section [6.3] tI%e
twiddle factors in the m-th stage is multiplied by an overall factor (a~18)"/2"""

6.5 The 2NTT

Now we are ready to introduce the 2NTT for the ring R,, where the prime
number p satisfies the conditions in Section[6.1} We design an efficient algorithm
(vector butterfly) to compute the 2NTT (and its inverse). An element of R, is
of the form

n/2—1n/2—1
FX,Y)= Y Y fruX*Y" with fi; € F,.
k=0 [=0

For later convenience, the n/2xn/2 coefficient matrix of F(X,Y) is also denoted
by F:
F= (fkvl)ogk,Kn/z .

Definition 6.2. The 2NTT of F € R, denoted by 1~7‘, is the evaluation of F at
the n?/4 solutions of the two polynomial equations in Eq. (6.2)).

Thus F is an n/2 x n/2 matrix with entries in F,. From the definition, we

immediately deduce that F -F/ = FoF for any two polynomials F and F’
in R, where ® is the Hadamard product (entrywise product) of two matrices.
We now give an efficient butterfly algorithm to compute 2NTT, which consists
of three phases: the transverse vector butterfly, transpose and the longitudinal
vector butterfly.

6.5.1 The Transverse Vector Butterfly

Let Fy,_ be the k-th row of the matrix F, i.e., Fy _ = (fk,o, e fk7n/2_1). Let
G be a polynomial with vector-valued coefficients:

n/2—1
G(X)= > X"-Fi_.
k=0
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We generalize the butterfly in Section to evaluate G at X = a?*t! for
0 < i < n/2, which is called the transverse vector butterfly. It consists of
log,(n/2) stages and the first stage is given by

n/4—1

Gy = G mod (X”/4 — a"/4) = Z Xk (Fk,— +an/t. Fk+n/4,—) )
k=0

n/4—1
G; = G mod (X”/4 + a"/4) = Z X", (Fk,— —an/t. Fk+n/4,7) -
k=0

Notice that the integer summation and multiplication in the negacyclic NTT in
Sections are replaced with vector summation and scalar multiplication in the
transverse vector butterfly. Thus the first stage costs O(n) vector operations.
Similarly, the output of the second stage is

Goo = G mod xn/8 _ an/8’ Go1 = Go mod xn/8 _ 045"/8,

6.6
Gio = Gy mod X8 —a®/8 Gy = Gy mod X"/® — a™/5, (66)

the computation of which also costs O(n) vector operations. We can continue
in the same way as the negacyclic NTT in Section Suppose the output of
the m-th stage is

G(X) mod (X”/Qm+1 - a(2i+1)'"/2m+1) with 0 <7< 2™,
Then in the (m + 1)-th stage we compute
G(X) mod (X2 — @D/ wigh 0 < i < 2

using the factorization in Eq. (6.4) and the output of the m-th stage, which
consumes O(n) vector operations. The transverse vector butterfly comes to an
end in the log,(n/2)-th stage, the output of which are n/2 vectors of length n/2:

G(X) mod (X — o) = G(a*™) e F2/? with 0 < i < n/2.

The order of the n/2 output vectors depends on the implementation of the
algorithm, which is similar to the negacyclic NTT in Section [6.3] Each stage
costs O(n) vector operations, so in total the transverse vector butterfly costs
O (nlogyn) vector operations.

6.5.2 The Transpose

The output vectors of the transverse vector butterfly fall into four groups:

1. Bgo, whose rows are vectors of the form G(a?*!) with i = 0 mod 4. It
comes from the branch Ggg in Eq. (6.6).

2. Boi, whose rows are vectors of the form G(a?'™!) with i = 2 mod 4. Tt
comes from the branch Gg; in Eq. .

3. By, whose rows are vectors of the form G(a?*1) with i = 1 mod 4. It
comes from the branch Gy in Eq. .
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4. By, whose rows are vectors of the form G(a?*1) with i = 3 mod 4. It
comes from the branch Gi; in Eq. .

Notice that each of Bgo, Bo1, Big and Bi; is an n/8 x n/2 matrix. The
concatenations of these four matrices give us two n/4 x n/2 matrices:

B B
C/ _ 00 , C// _ 01 )
(5n) o= (B

The I-th column of C’ (resp. C”) is denoted by C’_, (resp. C” ), which is a col-
umn vector of length n/4. Define polynomials (Wlth vector-valued coefficients)
H' and H” to be

n/2-1 n/2—1
H ()= ) C_  Y'andH'(Y)= ) C”,)Y"
=0 =0

6.5.3 The Longitudinal Vector Butterfly

Now comes the longitudinal vector butterfly. For the polynomial H'(Y'), we
need to evaluate it at the roots Y = a2/ with 0 < j < n/2. The vector
butterfly for this evaluation is a vector version of the butterfly in Section
which costs O(nlogy,n) vector operations. The output are n/2 vectors with
length n/4, which form an n/4 X n/2 matrix Foven.

For the polynomial H”(Y'), we need to evaluate it at the roots Y = a? 14
with 0 < j < n/2. The vector butterfly for this evaluation is also a vector
version of butterfly in Section which costs O(nlog,n) vector operations.
The output are also n/2 vectors with length n/4, which form another n/4 x n/2
matrix f‘odd.

The output of the 2NTT of F is the concatenation

f‘ _ 1ieven ’
Foaa

which is an n/2 x n/2 matrix with entries in F,. The vector butterfly algo-
rithm costs O(nlog, n) vector operations (plus transposes). Each stage in the
transverse and longitudinal vector butterflies is invertible, hence the inverse of
2NTT, denoted by 2INTT, can be constructed by inverting each stage of the
2NTT, whose complexity is the same as 2NTT.

6.6 The Advantages of 2NTT

From the analysis in Section [5] the Order-LWE in R offers the same security
level as the RLWE in Z[X]/(X""/4 + 1) [20]. Therefore, a natural comparison
is between the new ring R and Z[X]/(X™*/4 +1). Perhaps the most important
comparison now is between the performances of the 2NTT of R and the NTT
of Z[X]/(X"*/* +1). Both the 2NTT and NTT consist of log, (n%/4) stages,
and the computational complexity of each stage is the same. Therefore, the
computational complexity of 2NTT is the same as the one-variable NTT.

Let us now briefly discuss the differences and advantages of 2NTT. First, for
negacyclic NTT, we need prime numbers such that

X"/4 41 =0mod p/ (6.7)
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has n?/4 solutions. While for 2NTT, we need prime numbers such that Y =
2 mod p has n solutions, which are (generally) different from the negacyclic NTT
case. As a result, R provides a new set of prime numbers to practitioners when
designing cryptographic schemes.

The most important advantage of 2NTT is that it enjoys a quadratic saving
of twiddle factors. The space of the twiddle factors of the negacyclic NTT is
O(n?/4), which essentially come from the n?/4 solutions of Eq. (6.7). The
space of the twiddle factors of 2NTT is only O(n), which essentially come from
the solutions of X™/2 = —1 mod p and Y = 2 mod p (3n/2 in total). Thus,
there is a quadratic saving of twiddle factor space, which is especially desirable
for large polynomials. This saving offers new possibilities for optimizations in
practical implementations of 2NTT on platforms such as GPU and FPGA.

7 A New Variant of CKKS

As an important application of the Order-LWE in R that we have developed so
far, we show how to construct a new variant of CKKS [I0, [II]. In particular,
we give the constructions of a new decoding and encoding map for R, based on
which we study the actions of the Galois group Gal (F/Q) in this variant. At
last, we show that this new variant is bootstrappable by adapting the method
in the paper [10]. As a result, this new variant is in fact a Fully Homomorphic
Encryption (FHE) scheme.

7.1 The Decoding and Encoding Maps

The plaintext space of this new variant is the ring R, thus a plaintext is a
two-variable polynomial of the form

n/2—1n/2—1
M(X,Y)= > Y mi; X'V where mj; € Z.
i=0 =0

The coefficients of M(X,Y) naturally form an n/2 x n/2 matrix that is also
denoted by M, i.e., M = (mi7j)0§i,j<n/2_1 S Zn/2><n/2.

Under the canonical embedding ¢ in Eq. , a polynomial M is sent
to its evaluations at all the root-pairs (X = (2, Y = ¢} ¥/2) where (a,b) € G.
The decoding map is essentially the canonical embedding, except that since the
coefficients of M are integers, we only need to consider the evaluation of M at
(X =¢2, Y =(2¥/2) where (a,b) € N. Namely, the evaluation of M at the
half of root-pairs that come from N, while the evaluation of M at the other half
is determined by the complex conjugation of the first half, which is similar to
CKKS [11].

From Section any element of {o, : (a,b) € N} can be uniquely written
as o} | 00{72 with 0 <4 < n/4 and 0 < j < n/2. Therefore, we let the decoding

of M to be the matrix z = (z; ;) € C"/4*™/2 where z; ; is the evaluation M at
X = 0%,1 ° J{,2(<n) = @5; and Y = Ug,1 © U{,2( {f?) = ng'siﬂsi_l)/‘l V2.
More explicitly, z; ; is given by

Zij = M(Cﬁi,gflj'y“si_l)/‘l {/2) where 0 < i < n/4 and 0 < j < n/2.
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By abuse of notations, we will also use o to denote this decoding map:
0:MERmz=(z;) cCV/*>n/2 (7.1)

Moreover, we will also follow CKKS and introduce a scale A to control the
errors of the encoding and decoding process [11]. Therefore, the decoding map
is modified to

z =Dcd(M,A) = A~ - o(M).

The encoding map is given by the inverse of o:
M = Ecd(z,A) = [0 (A - 2)],

which can be directly computed by using linear algebra. Here |-] denotes the
rounding of a number to the nearest integer, and rounds upward in case of a
tie.

7.2 The Actions of the Galois Group
From Section there exists an action of the Galois group Gal(F/Q) on R via

Oap(X) =X and 0,,(Y) = X° Y, Vo, € Gal(F/Q).
For a polynomial M € R, we immediately deduce that

Tap ©0cd (M) = 04(0c,a(M)),
e d(M)(0a,5(Cn)s 0an(V/2)) = M(0a 0 0c.a(Cn), Tap 0 0ca( V2)).

Let us now explicitly look at the “geometric” meaning of the action of Gal(F/Q).
Suppose M is the encoding of a matrix z = (z; ;) € Cn/4x7/2 then the decoding
of o4, (M) is given by

Tap (M) (Ué,l o Ui,z((n)a Ué,1 © ‘7{,2( {75))

, A 4 . (7.2)

=M (0%, 0050 00s(Ca). 01 0 0 5 0 7un(V2))
From Section [2.3] Gal(F/Q) can be generated by three elements: 01,2, 05,1 and
On—1,0, thus we only need to understand the geometric meanings of the actions
of these three elements. The action of oy 2 is stralghtforward From Eq. .,

the evaluation of 01,5 (M) at X = 0%, 00 5(¢,) and Y = o, 0 0] ,(V/2) is
M (o4, 0 015! (), amoo{*;(ﬁ)).

So the decoding of 01,2 (M) is 2’ = (2], ) € Cn/2xn/4 with 2} ; = #ij+1. There-
fore, o1 2 induces a rotation of the columns of the matrix z.

. 4 3n/8
To understand the action of o5 ; on z, we will need the relations ag/l = 017;/

and 0?/22 = 01,0. So we immediately learn that the action of O'g’/14 is the same

as that of 03"/8 i.e., the effect of 051 repeatedly acting on a data point z n/4

times is the same as 3n/8 rotations of columns. To proceed, we also need Eq.
(2.10), which implies

i+1 J/5
05100120051—051 0012
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Hence together with Eq. (7.2), we learn that the evaluation of o5, (M) at
X =0l ,00],(Cn) and Y = 0}, 0 0] ,(¥/2) is given by

M (o35 0 015 (Ga), ottt 0 015 (V2)).
Thus 05,1 (M) decodes to a matrix z”" = (zz”j) € C/4*1/2 guch that

)L ifi <n/4-1,
" 20,5/543n/8 if i =n/4—1.

Besides rotating the rows, o5 1 also permutes the entries of each row at the same
time.

To understand the effect of 7,19, we will need Eq. (2.11)), from which we
deduce that

‘ : ' —j—(1-1/5%)/4
Jé,l ° O—{,Z 00p—-1,0 =0n-1,00° 0'%’1 o 0-1’% ( /5Y)/ )
Notice that here an inverse is computed modulo /2, the order of 01 5. Together
with Eq. (7.2), we learn that the evaluation of o,,_10 (M) at X = 03,1 OO—{,Q(Cn)

and Y =0l o 0{2( {/2) is the complex conjugation of
M (a4, 0 0rd VG 08y 00 (),

where we have used the property that 0,1, is the complex conjugation. Thus
on-1,0 (M) decodes to z° = (zf;) where zf; = Z; _;_1_1/51)/4-

7.3 The New Variant is Bootstrappable

We now show that this new variant of CKKS is bootstrappable using the method
n [I0]. The process consists of five steps: 1, Modulus Raising; 2, Putting poly-
nomial coefficients into plaintext slots; 3, Evaluation of the complex exponential
function; 4, Extraction of the imaginary part ; 5, Switching back to the coeffi-
cient representation. The steps 1, 3 and 4 are exactly the same as in [10], hence
will not be discussed here. So we only need to show how to construct a new
Coefficients-to-Slots map, whose inverse gives us step 5. Let us first introduce
a linear algebra trick.

Suppose m is a positive integer, A = (a; j)o<i,j<m IS an m X m matrix, and
X = (;)o<i<m i a column vector. Suppose we have m distinct permutations
0i, 0<i<m,of {0,1,...,m— 1}, where ¢ is the identity. We further assume
that for every 0 < j < m, (00(j),01(j),-.-,0m-1(j)) is also a permutation of
{0,1,--- ,m — 1}. Let 04(x) be the column vector (z,,(0); Lo, (1), - - -+ Lo;(m—1))
and let u; be the column vector (aoﬁgi(o),alﬁgi(l),...,am,l,ai(m,l)). Then a
quick computation shows A - x = Z?;Bl u; O 0y(x).

On the other hand, a real linear map from C™ to R™ is always of the form
A - x+ A X, where A is a complex matrix and x € C™ [10]. To be relevant
to this paper, we look at the case where there is a further permutation of the
coordinates of X represented by a matrix S. Now, the linear transformation
becomes A - x + A - S™!. (SX), which can always be written into

m—1 m—1
Ax+A-8(SX) =) woox) + Y ujooi(SR),
1=0 1=0
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where the new vector u/ depends on A, S and o;.

Now, we are ready to construct the Coefficients-to-Slots map in Step 2 for the
ring R. Notice that the encoding map is a real linear map o~! : C*/4xn/2
R7/2%1/2 e it linearly maps a complex matrix (z; ;) € C*/4*"/2 o a real
coefficient matrix M € R™/2%"/2_ Let us now define two projection maps Pg, P,
from R™/2%7/2 to R™/4*"/2 guch that Py (resp. P;) projects M to its upper
half (resp. lower half). Then both Pyo o1 and Py oo~ ! are real linear maps
from (Cn/4><n/2 to Rn/4xn/2

Suppose M decodes to z = (z;;) € C"**"/2 then we define o,4(z) to
be the decoding of o, (M). From the properties of Gal (F//Q), we learn that
{04 : (a,b) € N} give us permutations of z = (z; ;) that satisfy the condition in
the previous paragraphs. (Of course, we first need to flatten (z; ;) to a column
vector.) We immediately deduce that for every pair (a,b) € N, there exist
n/4 x n/2 complex matrices Ug’b, U;({b, U}Lb, U;l)b such that

My=Pyo 0—1(z) = Z (Ug,b ®0ap (Z) + UfBb O 0ap (Unfl,o(z))) s

(a,b)eN

M =Pioo '(z)= Y (Ui ®0ap(2) + ULy ©0ap(0n-10(2)
(a,b)eEN

These matrices can be computed by brute force. The encoding of these two
equations give us

ot (M) = Z (67" (U0,) - 0ap (M) + 07" (U,) - 0ap 0 0n_1,0 (M),
(a,b)eN

o ! (M;) = Z (0_1 (U}l’b) c0gp (M) 4+ o ! ( ;{b) “OabO0n_10 (M)) ,
(a,b)EN

which gives us the Coeflicients-to-Slots map for the new ring R. In conclusion,
the new variant is bootstrappable.

A The Proofs of Number Theoretic Results

In this section, we present the proofs of Proposition [3.1] and Theorem [£.1} The
proof of Proposition [3.1]is as follows.

Proof. From the construction of o, we immediately have

(o (cho ™) o (cov2™)) = (V) 3 qatkomtrbnio (a1

(a,b)eG

k1411

If a = 1,7 mod 8, then b is even, i.e., b = 2 with 0 < i < n/2. In this case, keep
the value of a fixed and let us look at the partial sum

n/2—1 n/2-1
Z Cg(k?o*lo)ﬁ*Qi(kl*ll) — CZ,(]C(]*[Q) Z Cgli(k)lfll)7 (A.2>
1=0 1=0

which is 0 unless (,%(kl_ll) = 1. Since both 0 < k1 < n/2 and 0 < {3 < n/2,
we have —n/2 < k1 — I3 < n/2, from which we deduce that C?l(krh) =1if and

28



only if k1 = l;. Therefore, Eq. (A.2) is equal to 0 unless k; = ;. Similarly, if
a = 3,5 mod 8, then b = 2i + 1 with 0 <4 < n/2. In this case, keep the value
of a fixed and let us look at the partial sum

n/2-1 n/2—1
Z Ca(ko—lo)+(21+1)(k1—ll) — Ca(kU_l0)+(k1_ll) Z <2i(k1—l1),
i=0 =0

which again is equal to 0 unless k1 = [;. Therefore, Eq. (A.1l)) is always equal
to 0 unless k1 = l;. Now assume ky = [y, then Eq. (A.1)) becomes

n/2—1

Z ¢alko=lo) — % ) (%)%1 Z @it (ko—lo) (A.3)

(a,b)eG =0

2k1

()

Similarly, since —n/2 < ko — lp < n/2, Eq. (A.3) is equal to 0 unless kg = lo.
When both kg = ly and ky = I1, Eq. (A.1)) is equal to (Vi)%1 -n?/4. O
The proof of Theorem is divided into the following three lemmas.

Lemma A.1. Ifk; +1; # 0 or n/2, then Tr(¢Fotlo {l@klﬂl

) =0.
Proof. The finite set G can be expressed as a disjoint union
G=H,UHsUH5U---UH,_1,

where each subset H, is

b {{(a,O),(a,2),(a,4),...,(a,n2)}, if a=1,7 mod 8,
“ {(a,1),(a,3),(a,5),...,(a,n—1)}, if a = 3,5 mod 8.

ey +1
The trace Tr(¢Fotlo /2 i ") can be computed by

Tr(hoto 27T = 3 S oot (A.4)

a odd (a,b)eH,

If a = 1,7 mod 8, the inner layer of the sum in Eq. (A.4)) becomes

n/2-1
>0 ouplcht 2T = gl () 3 g,
(a,b)EHq i=0
Hence this sum must be 0 unless (E(kl"’ll) =1, ie, k; +1; =0,n/2. Similarly,

if a = 3,5 mod 8, the inner layer of the sum in Eq. (A.4]) becomes

n/2-1
k11 u N i
Do (Gt VRN = Gkt ()R 3T (rentih,
(a,b)E€H, i=0
Again it must be 0 unless C,Ql(kﬁ'll) =1,1e., k1 +1; =0, n/2. Combine the two
cases we proves this lemma. O

Lemma A.2. Tr(¢Fotlo) = 0 unless kg = lo = 0 or ko + 1l = n/2. If so, we
trivially have Tr(1) = n?/4 and Tr(—1) = —n?/4.
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Proof. From the proof of Lemma we obtain
n
Do Tap(GE) = G,

(CL?b)eHQ

Therefore, the trace Tr(¢f+) becomes

n/2—1
Te(CFoto) — Z gcg(k(rHO) _ g Z it (hotlo)
a odd i=0

which is 0 unless kg + g =0 (i.e., ko =1p = O) or kg +1lg = n/2 If ko =1p =0,
Tr(1) is just the order of G, i.e., n?/4. If kg + lg = n/2, then Tr(¢FoF!) is just
Tr(—1) = —n?/4. O
Lemma A.3.
, n?/4, if ko +1lo =n/8 or Tn/8,
Tr(ckotio 2% = { _n2)4, if ko + 1o = 3n/8 or 5n/8,

0, otherwise.

Proof. For each b € Zy, let the subset H; of G be defined as

- {(a,b) : a = 1,7 mod 8}, if b is even;
b {(a,b) : a = 3,5 mod 8}, if b is odd.
Therefore G is equal to the disjoint union ngol Hj, so the trace can be computed
via

Te(choto /2" Z S a2, (A.5)

b=0 (a,b)eH],
When b is even, we have
n/8—1
Z a.a,b(dioJrlg Wﬂﬂ) _ V3. (CSOHO 4 CZL(kOHO)) Z CTSLi(ko+lo)'
(a,b)eH} =0
Similarly, when b is odd, we have
n/8—1

/5112 )
S aanch 2 = —va (Gt 4 aler) Y ittt
i=0

(a,b)eH]

Both equations are 0 unless Cn (ko+lo) 1, ie., ko +lp = jn/8 with j =
0,1,2,...,7. In these cases, we have

Te(¢ 2" = J% (ganss = gaamss — Gaimts 4 ¢/

whose value can be easily computed for different j:

NP n?/4, if j = 1,7,
Ty (cin/8 o) _
(G ) —n?/4, if j = 3,5.

Thus completes the proof of this lemma.
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B The Order-LWE Distribution is Pseudoran-
dom

In this section, we give a reduction from the Search Order-LWE to the Average-
Case Decision Order-LWE by adapting the methods in [20] to the new ring R,
thereby showing that the Order-LWE distribution over R is pseudorandom.

B.1 The Factorization of Primes in Z[(,, V/2]

Suppose we have a prime number ¢ such that X”/2 41 = 0 mod ¢ has a solution
a € Fyand Y™ —2 = 0 mod ¢ has a solution g € F,. Through replacing 8 by a3
if necessary, we can always assume /2 = o™/8 — a3"/® mod ¢. Such a prime
number ¢ splits completely in Z[(,] into a product of prime ideals Hz;/g_l Poitl,
where p2ir1 C Z[Cn] is [20, 23]

poit1 = (¢, G — @) = Z[Ca] + (Gn — P Z[G). (B.1)

The automorphism; : ¢, — (3, j € (Z/nZ)*, of Gal(Q((,)/Q) acts transitively
on the n/2 prime ideals via ¢; : po;y1 — P(2i41)/j, Where the quotient (2i +1)/j
is computed in (Z/nZ)* [20]. The residue class degree of pa;11 is 1 for every i,
i.e., f(p2i+1/¢) = 1, hence we have an isomorphism Z/qZ = Z[(,]/p2i+1 [23,B7].
By definition, the norm Nm(pg;+1) of pai+1 is ¢ [23].

Let us now look at the factorization of the prime ideal po; 1 in Z[(,, ¥/2]. If
1 = 0,3 mod 4, we have a factorization

n/2—1
v/ (gut = ) = TT (v = o 8) mod paisa.
3=0

In this case, let the prime ideal *Ba; 1,25 be

Pairt 2 = (2L, V2] + (6o — 0P HNZ[G, V2] + (V2= 0¥ B)ZICn, V2]

Because Pait1,2; N Z[(] = pait1 for every j, so po 41 splits completely into
H;—lﬁ]_l Poiti,25 in Z[(y, \/5] If i = 1,2 mod 4, we have a factorization of the
form
n/2—1
v (CZ/S - an/g) = [I v —a¥"'8) mod paiy1.
§=0

In this case, let the prime ideal PBa;11,2541 be
Poir1,2j11 = GZ[Cn, V2] + (¢u — ¥ THZ[Gy, V2] + (V2 = ¥ B)Z[¢, V2],

Similarly, pa;1 splits completely into [T7/5 " Bais1.2j41 in Z[Cr, /2. In con-
clusion, the prime number ¢ splits completely in Z[(,,, /2] into

9Z[Gu, V2] = [ Bab- (B.2)
(a,b)eG

The action of the Galois group Gal(F/Q) on B, can be obtained immediately:
Tap(PBe,d) = Peja,a—p- Moreover, since ¢ splits completely, we have an isomor-
phism Z/qZ = Z[Cn, /2] /B for every (a,b) € G, from which we deduce that
the norm Nm (P, ) of Pap is ¢ [23].
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B.2 The Main Reduction Theorems

We now prove the main reduction theorems using the lemmas that will be proved
later in Sections and [B.41

Theorem B.1. Suppose § and q satisfy 6q > n.(RY) for some negligible func-
tion € = e(n?/4). Then there exists a randomized polynomial-time reduction

from OLWE, g _, to DOLWE, r,.

Proof. The proof comes from a sequence of reductions given in Sections
and From Lemma we have a deterministic polynomial-time reduction
from OLWE, y_; to B, p-OLWE, y_;. From Lemma there exists a prob-

abilistic polynomial-time reduction from ‘B, ,-OLWE, ¢_, to WDOLWE((;\Q&.
From Lemma there exists a randomized polynomial-time reduction from
wWDO LWEE:"IZS to DOLWE((IGQ. Then using Lemmaw7 we obtain a reduction

to DOLWE, .

From Lemma we have 7,_,2,:(R") < n/(2A1(R)) = 1, where we have
used A;(R) = n/2. So in Theorem [B.1} it suffices to require dg > 1.

Theorem B.2. Suppose § and q are as in Theorem [B.1}, and let ¢ > 1. Then
there exists a randomized polynomial time reduction from solving OLWE, g _, to

solving DOLWE, p, given only £ samples, where § = 0 - (nQZ/(Zl log(n2€/4)))1/4.

Proof. The proof also comes from a similar sequence of reductions as in the proof
of Theorem From Lemma we have a deterministic polynomial-time
reduction from OLWEy w_, t0 Pa,5-OLWE,,¢_,. From Lemma[B.§ there exists a

probabilistic polynomial-time reduction from ‘B, ,-OLWE, ¢ _; to WDOLWE((I?QIZJ .
From Lemma there exists a randomized polynomial-time reduction from
WDOLWE'";” to DOLWE'";}) given only ¢ samples. Then using Lemma [B.12

we obtain a reduction to D7OLWEq’D£. ]

Theorem B.3. Suppose & and q are as in Theorem[B_1], then there exists a ran-
domized polynomial time reduction from solving OLWE, p;, to solving DOLWE, p;,.

Proof. Use the same sequence of reductions as in the proof of Theorem
except that Lemma must be modified so that the error distribution is not
randomized but only the secret s is randomized. O

B.3 The Reduction from Search to Worst-Case Decision

Let ¢ be a prime number that satisfies the conditions in Section ie., q
splits completely into the product of n?/4 prime ideals in R. From the Chinese
Remainder Theorem, there is an efficiently computable R-module isomorphism
13, 20]

Ry= [[ (RY/BasRY). (B.3)

(a,b)eG

Definition B.4 (OLWE over B, ). The Pq-OLWE, ¢ problem is to find s mod
PapRY given access to samples from Ag, for arbitrary s € qu and p € .
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Lemma B.5 (OLWE to 9, ;,-OLWE). Suppose the family of distributions ¥
over Fg is closed under the actions of Gal(F/Q): o4p(¢)) € ¥ for every ¢ € U
and o4 € Gal(F/Q). Then for every (a,b) € G, there exists a deterministic
polynomial-time reduction from OLWE, ¢ to *Bqs-OLWE, w.

Proof. Suppose we are given an oracle for B, ,-OLWE,  for an arbitrary (a,b) €
G, then using it we can recover the value s mod P, ,R" given access to samples
from Ag, for any ¢ € . If we can recover s mod B.4RY for every (c¢,d) €
G, then we can efficiently reconstruct s € R using the Chinese Remainder
Theorem, i.e., Eq. , thus completes the proof.

We now show how to recover s mod . 4R from s mod P, ,R" using Ga-
lois action. Let o,/ be an element of Gal(F/Q) such that o4/ p (Be,a) = Pab-
Notice that such an element always exists [23]. Suppose we are given an arbi-
trary sample (a,b) < Ag , where b = (a-s)/¢+e mod RY. We transform this
sample to (04 1 (a), 04 1 (b)), which satisfies

0oy (b) = (01 (a)  0a 1/ (5)) /q + 0ar i (€) MOd RY.

Notice that o,/ v (a) is a uniformly random element of R, since o4y fixes R,.
Thus (04 p(a), 00 (b)) is distributed according to A, , ,(s),y» Where ¢’ is
o () € W, If we feed the transformed samples to the oracle, it returns an
answer t € RY /P, ,R". Then we efficiently obtain s = 0;,’117, (t) mod P, 4RY.
O

Let us define a lexicographic order on G. Recall from Section [2.3] that an
element of G is chosen to be of the form (a,b) with a,b € {0,1,--- ,n — 1}.
Define (a,b) < (¢,d) if a < c or a = ¢ and b < d. The smallest element is (1,0)
and the largest element is (n — 1,n — 2). Given (a,b) € G, let (a,b)— be the
largest element in G that is smaller than (a,b), while let (1,0)— be (0,0) [20].

Definition B.6 (Hybrid RLWE Distribution). Given (a,b) € G, s € R, and
a distribution v over Fg, the distribution ASJ) over Ry xT is defined as follows.

If (a,b) = (0,0), define AS{[}O) to be Agy. Otherwise, sample (a,b) < Ag .y
and output (a,b +h/q), where h € R is uniformly random and independent

mod P.,qyRY for all (c,d) < (a,b), and is 0 mod all the remaining Pc.q)R" .

Definition B.7 (Worst-Case Decision Order-LWE Relative to B, ;). Given
(a,b) € G and a family of distributions ¥, the Worst-Case Decision Order-LWE

relative to Bqp, denoted by WDOLWE((]?";), is defined as follows: given access to

samples from Aéi’pd) for arbitrary s € R}/, ¢ € ¥ and (c,d) € {(a,b)—,(a,b)},
find (¢, d).

Lemma B.8 (Search to Decision). For any (a,b) € G, there exists a proba-
bilistic polynomial-time reduction from P, ,-OLWE, v to WDOLWE((;?\’;),

Proof. Let v € R4 be uniformly random mod*®B,;, but equals 0 mod all the
other B, 4. Let h € qu be uniformly random and independent mod&Bc,de
for all (¢,d) < (a,b), but is 0 mod all the remaining PB. 4R". Suppose we have
an element g € Rg and we are given a sample (a,b) < Ag 4, we transform it
to

(@,b)=(a+v,b+ (h+vg)/q) € Ry xT.
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Since a is uniformly random in R,, whence a’ is also uniformly random in R,.
qs q
In terms of a’, b’ can also be written as

b'=(a’-s+h+v(g—s))/q+e,

where e is sampled according to 1. Depending on the value of g, there are two
different cases:

1. g =smod P,RY. If so, the Chinese Remainder Theorem, i.e., Eq. (B.3)
tells us that v(g —s) = 0. Hence the distribution of (a’,b’) is Agiz}b)*.

2. g #smod P, pRY. As R/P,p is a field, v(g —s) € R, is distributed
uniformly mod B, ,RY and is 0 mod all other B, 4RY. Therefore, v(g —
s) + h is uniformly random and independent mod B, 4R" for all (¢,d) <
(a,b), and is 0 mod all the remaining . 4R". Hence the distribution of

.. plab)
(a’,b") is A"

If we are given an oracle for WDOLWE((I‘?\’I? ), then we can distinguish the above
two cases for g. Now, we randomly take some g € RY and use the oracle to
determine whether g = s mod B, ,R" or not. If not, we change to a different g
and repeat the process. Since there are only Nm(B, ) = ¢ = poly(n) possible
values for s mod P, ,RY, we certainly can enumerate over all the values and
efficiently discover the correct one.

O

B.4 Worst-Case Decision to Average-Case Decision

We now give a reduction from the worst-case problem WDOLWE((I?(; ) to an

average-case problem, which distinguishes A, from the uniform distribution
for a random choice of s and . But the error distribution ¢ must be drawn
randomly from a certain distribution Y and is kept secret.

Definition B.9 (Average-Case Decision Order-LWE Relative to B,). For
(a,b) € G and a distribution T defined over the error distributions ¥, an algo-

rithm is said to solve the problem DOLWE((;J:) with a non-negligible probability
over the choice of a random (s,) <= U(R)) x T if there is a non-negligible

difference in acceptance probability between inputs from Aiaj) and inputs from
A(avb)7
s

Recall that Claim 5.11 of the paper [20] tells us that for P = I'(2, 1)”2/4 and
Q(Zl, ceey Zn2/4) = (F(Q, 1) — Zl) X X (F(Q, 1) - Zn2/4) s

where 0 < 21,...,2p2/4 < 2/n, any set S C R™ with non-negligible measure
under P also has non-negligible measure under Q.

Lemma B.10 (Worst-Case to Average-Case). For any § > 0 and (a,b) €
G, there exists a randomized polynomial-time reduction from WDOLWE((]’?{I?; to

(ah)
DOLWE(.
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Proof. Suppose we are given s’ € R/, r’ € (R*)" */4 and (c;d) € G. Leth e R}
be uniformly random and 1ndependent mod P fRY for all (e, f) < (¢, d), and
is 0 mod all the remaining . fRY. Now consider the transformation

(a,b) = (a,b+ (a-s’"+h)/qg+¢€),

where €’ is sampled from D,s. For alls € R} and (a,b) € G, this transformation

maps A% to AL,
The reductlon repeatb ‘the followmg procedure a polynomial number of times.

Choose a uniform s’ € R} and a real positive x. f, (e, f) € N, independently
from T'(2,1). Let v’ € (RT)"*/4 be

Tep = T e o)y = N0 Te,f/2, ¥ (e, ) € N.
Then estimate the acceptance probability of the oracle for DOLWEZ(IGAK) on the
following two input distributions:

1. apply the transformation with s, r’ and (a,b)— to input samples.
2. apply the transformation with s’, v’ and (a,b) to input samples.

If in any of these polynomial numbers of attempts a non-negligible difference is
observed between the two acceptance probabilities, output (a,b)—. Otherwise,

output (a,b). If our input samples are from Aia¢b)7 then both transformations

a b) (a,b)
to As+s' Y+Ds

exactly the same, thus we output (a, b) with overwhelming probability.

map A Then the oracle’s acceptance probability will be

If our input samples are from AS D ~ for some r such that all r. s are in
[0,0]. Then the transformation with parameters s’, r’ and (a,b)— transforms

Asgz to Agil;,) petp,,- The transformation with parameters s', r' and (a, b)

a,b)
transforms AS’ b, to AS +S, Det D,/ . Moreover, we have

Dr+Dr’:Dr// Wlth’l"ef—TPf‘i’rgfv V(E,f)EN-

Let S be the set of all pairs (s,1)) such that the oracle has a non-negligible
difference in acceptance probability on A(a&} )~ and A( s - ®). Here “non- negligible”

means the measure of S under the distribution U(R}') x Ts is non-negligible. By
Claim 5.11 of [20], the probability of (s+s’, Dy + D,/) € S is also non-negligible,

hence we will output (a,b)—. Thus proves the lemma.
O

Lemma B.11. Suppose § > n.(RY)/q for some ¢ > 0, then for any v in

the support of Ts and s € RV the distribution A(n Ln-2)
distance €/2 from the umform distribution over R >< T.

is within statistical

Proof. From its definition, a sample from the distribution A(n Ln=2) 45 of the
form (a, (a-s+h)/q+e), where a < U(R,), h + U(R)) and e 1. Thus it
suffices to prove that conditioned on an arbitrary value of a, the second compo-
nent of the pair is within statistical distance € of the uniform distribution over
T. Now, take an a and keep its valued fixed, then (a-s + h)/q is distributed
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like a uniformly random element of (¢g~*RY)/RY. Moreover, any noise distri-
bution % in the support of T5 can be written as the sum of two independent
Gaussian distributions Dy + D/, Where the first is with parameters r. = § and
the second is with parameters 77>, = 2.y > 0. From Lemma 2.3 of [20] and
our assumption on §, the sum of a uniform element of (¢"*R"Y)/R" and a noise
sampled from D, is within statistical distance ¢/2 from the uniform distribution
on T, while this remains the case even after adding the independent noise D, .

O

Lemma B.12 (Hybrid). Suppose T is a distribution over error distributions
such that for any v in the support of T and any s € Rg, the distribution

A(n Ln=2) s within negligible statistical distance from uniform. Then for any

s,
oracle that solve DOLWE, v, there ezists an (a,b) € G and an efficient algorithm
that solves DOLWE((;)IT) using the oracle.

Proof. Let (s, ) be any pair for which the oracle distinguishes between A, and
the uniform inputs with a non-negligible advantage. From Markov’s inequality,
the probability measure of such pairs is non-negligible. Since Ai%}o) = Asy

A(n717n72)

and is far from the uniform distribution, there exists an element

(a,b) € G such that the oracle distinguishes between A(a Y and A(awb) with
a non-negligible advantage. The lemma follows 1mmed1ately by choosing the
(a,b) associated with the set of pairs (s, 1)) with highest probability. O

Suppose ri,...,7p2/4 € RT and s1,...,5,2,4 € RY satisfy [s;/r; — 1] <
2y/log(n?/4)/n for all i. Then Claim 5.15 of [20] says that any set S with non-
negligible measure under the Gaussian distribution D,, x --- D also has

Tn2
L. n</4
non-negligible measure under Dy, X --- X Dsn2/4'

Lemma B.13 (Worst-case to average-case with spherical noise). For
any § > 0, £ > 1, and every (a,b) € G, there exists a randomized polynomial-

time reduction from solving WDOLWE((;T\QJ to solving DOLWE((Z?,%ZZ given only ¢
samples, where £ =6 - (nzﬁ/(4log(n2€/4)))l/4.

Proof. For some s’ € R/, (¢,d) € G and ey, ..., e, € T, consider the transfor-
mation

(a;,b;) = (a;,b; + (a; s’ +h;)/qg+e;), 1<i<V, (B.4)

where for every i, h; € Rg is chosen independently to be uniformly random
mod P, sRY for all (e, f) < (¢,d) and be 0 mod all the remaining P. ;RY.

Then for any s € R/, ¢, r’, and (a,b) € G, if we sample from (Agiz}b))e, ie., ¢
independent samples from Aiiz}b), and apply this transformation with e, ..., e

sampled independently from D,., then averaged over the choice of e; the output

is distributed according to (A;n_:;(,{fﬂr% (/C d)})

The reduction repeats the following process a polynomial number of times.
Choose s’ € R}I/ uniformly randomly, and sample ey, ..., e; independently from
D¢. Now let us estimate the acceptance probability of the oracle on the following
two different input distributions:

1. apply the transformation with parameters s, eq, ..., e, and (a,b)—
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2. apply the transformation with parameters s’, ey, ..., e, and (a,b)

If during any of the polynomial number of attempts a non-negligible difference
is observed between the two acceptance probabilities, output (a, b)—; otherwise
output (a,b).

If the input distribution is A(a b) then in each of the two attempts, the
two distributions on which we estlmate the oracle’s acceptance probability are

the same, hence we output (a,b) with overwhelming probability. If the input
distribution is Ag’lng for a vector r with all r. 4 in [0,€]. Let the distributions
B (s e, ..., e;) and B(*Y) (s’ ey, ..., es) be on £ pairs which our reduction
uses as input to the oracle. Let the vector r’ be given by 72, = £ — 72 ; so that
D, + D,y = D¢. From our analysis above, the average of B@b)=(s' e, ... e)
over eq, ..., e sampled independently from D, is ( Agi:/) Dg)Z’ and similarly
with B(®?) and A(®Y) . Let S be the set of all (s, eq,...,e;) for which the oracle
has a non-negligible difference in acceptance probability on B(*?)~ (s ey, ..., e,)
and B! (s’ e,...,e;). From our assumption and a Markov argument, the
measure of S under U(R}) x (Dys)* is non-negligible [20]. From the inequalities

¢ ¢ log(n2¢/4)
IRV PRV CET i G

we deduce that the measure of S under U(R}) x (D¢)* is also non-negligible,
thus proves the lemma.
O

C The Twin: the Splitting Field of Y" + 2

In this section, we study the splitting field Fofyn +2, where n (> 8) is a power-
of-two integer. We show that all the results we have obtained for F = Q((,, ¥/2)

can be directly generalized to F= Q(Cn, V/-2).
C.1 The Splitting Field of Y" + 2

The splitting field Fof Y" +2is generated by (, and i/—2 over Q: F =
Q(¢ny ¥/—2). The two numbers satisfy the algebraic relations

¢M? = —1 and V=2 = (V8 + ¢3n/8, (C.1)

The proof in the webpage [38] can be immediately adapted to prove that the
degree of F over Q is also n%/4. An element of the Galois group Gal(F/Q) is
determined by the actions

Gap(Cn) = C2 and G,5(V/—2) = & /2.

To preserve the relations in Eq. (C.1), a and b must satisfy

(C.2)

o= 1, 3 mod 8, if b is even,
|5, 7mod 8, if b is odd.
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For later convenience, we define the finite set G to be
G = {(a,b) € (Z/nZ)? : (a,b) satisfies the condition in Eq. (C:2)},

then Gal(ﬁ/@) is given by {G4 : (a,b) € @} The identity of Gal(ﬁ/(@) is 71,0
and the complex conjugation is 6,—1,,—1. Let N be the subset

N:{(a,b)eézazlorf)modS}.
Then the Galois group Gal(F/Q(v/—1)) is the subgroup
Gal (ﬁ/@(ﬁ)) = {aavb € Gal(F/Q) : (a,b) € N‘} .

Moreover, the Galois group Gal(ﬁ /Q((r)) is the subgroup generated by &7 o,
whose order is n/2. Through studying the subfields Q(v/—1) and Q(¢,) using
the fundamental theorem of Galois theory, we can obtain an explicit algebraic
structure of Gal(F/Q) in the same way as in Section |2) which is omitted here.

C.2 The Canonical Embedding

The canonical embedding of F into C"°/4 is given by

~

Gix€F o Gap(®))upec €C 74

which induces an injective real linear map from ﬁR =F ®qg R to C™/4 via

G:x@r> (Gap(x) 1), peq Wherex € FandreR. (C.3)

The complex conjugation of 7, (), denoted by 7, (), satisfies

Tap(T) = T(n-1)a,(n—1)b+(n—1)(T) (C.4)
for every x € F and (a,b) € G. Therefore, the image of ﬁR under o is the real
subspace

2
H = {(Zavb)(a,mea €C" M 2 tya,n-1pt(n-1) = Tb} :

which is isomorphic to ﬁR. As a result, we often implicitly identify H with ﬁR.
The homomorphism in Eq. (C.3)) can also be written as

CiTRr— (Emb(a:) -7, 8(n,1)a’(n,1)b+(n,1)($) . T)(a,b)eﬁ'

An automorphism .4 € Gal(ﬁ /Q) of F induces an automorphism of H by
making the following diagram commute

t®r —— (@ab(T) 1,0 (n-1)a,(n—1)p+(n—1) (L) * ) (4 1y &

Ged(®) @1 —"— (Gap(0c,d(%)) 7T (n-1)a,(n— 1)+ (n—1) (Te,a()) * T) (0 pye
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Therefore, the effect of the automorphism &, 4 is to permute the components of

vectors in H.
-~ 2 . . . .
Let €, € C"/* be the vector with 1 in its (a, b)-th coordinate and 0 else-

where, which forms a natural basis of C"’/4, For every (a,b) € N , we define

Biap) = —= (€ab + €m_1)a(n-1)bt(n_1))

8-

h((n—1)a,(n-1)b4(n-1)) = 7 (€a,p — €(n—1)a,(n—1)b+(n—1)) -

which forms a real basis for H. The restriction of the inner product (-,-) of
(Cf2/ 4 on H is_a real positive definite inner product, with respect to which
{hgap : (a,b) € G} forms an orthonormal basis.

Proposition C.1. Under the canonical embedding, the basis (*° \”/72]61, 0<

ko, k1 <m/2, ofﬁ s sent to an orthogonal basis of cr/4:

Y2 n2 /4, if ko = lo and ky = 1

0, otherwise.

(G(cko V=2, 8¢ v/=2")) = {

Proof. Same as the proof of Proposition [3.1 O

Theorem C.2. Tr((kotlo \"/—Zkﬁll)

n/2. When ki =13 =0, we have

1s always 0 unless k1 =1, =0 or k1 +1; =

n2/4, ka‘o Zlo = 0;

ko+loy
rGa™) = {n2/4, if ko + 1o = n/2.

when ki1 + 11 =n/2, we have

—n?/4, if ko + 1o =n/8 or 3n/8;

7 ko+lo n _2n/2 _
(Cn V=2"7) n%/4, if ko + 1o = 5n/8 or Tn/8.

Proof. Same as the proof of Theorem O
From this theorem, we can compute the absolute discriminant of Z[(,,, ¥/ —2]
using the method given in Section which is also equal to 2”("_2)/8(712/4)"2/4,
a power-of-two integer. The dual of the natural integral basis ¢ \"/—2k1 of
Z[Cn, ¥/—2] is a set of elements {€;,;, € F : 0 <ly,l1 < n/2} such that Tr(ey, , -
Cf,f‘] X/ —2k1) is equal to 1 if [ = kg and I; = k1, and 0 otherwise.
Proposition C.3. When l; =0, €, is given by
4

~ ~ 2- 1y -
€0,0 = 2 and ey, 0 = 3 ~CZ/ ° 4flp > 0.

When 0 < Iy <n/2, €, is given by

8—lo n—5n/2-1 3n/8—lo n—an/2—l1 .
— 2 /STt BT 2 /Sl T BT ip <0 < B,
~ _ 3n/8—Ip n n/2—1 5n/8—lo n n/2—1 .
Clo,ly = _% nn/ 0 V=2 ! + %Cnn/ 0 V=2 1’ Zf% <lp < %17
5n/8—lg n/—a5n/2—1 ™m/8—ly n/—an/2—l .
S ARV L LA VA SR P )

39



C.3 The Error Distributions on the Ideal Lattices

Let Tt = (?%b)(a byed € (]R"‘)”z/4 be a vector of positive real numbers such that
Tab = T((n—1)a,(n—1)b+(n—1)) for every pair (a,b) € N. Then a sample from the
elliptical Gaussian distribution Dz is a vector > (ab)el Zqphg b, where each T,
is sampled independently from the one-dimensional Gaussian distribution Dz, .

Definition C.4. Given a positive real number p, let \/I\Jgg be the set of all elliptic
Gaussian distribution Dy over H (=2 Fg) where for every (a,b) € N we have
Tab = T((n—1)a,(n—1)b+(n—1)) @nd Tap < 0.

Lemma C.5. For any o, the family of distributions CI}SE is closed under the
action of any element of Gal(F/Q).

Proof. Same as the proof of Lemma [5.4] O

The 7/€—DGSV problem is: given a fractional ideal 7 associated with R and a

-~

number 5 > 74 = 7(Z), output a sample from the distribution Dz _.

Definition C.6. Given a positive real number 5\, Y‘g s a distribution over

distributions: a sample from '?g is an elliptical Gaussian distribution Ds on H
with parameters

P = T a1y (1) = 0° (1 +nTap/2), (a,) €N,

where Tqp s sampled independently from T'(2,1).

C.4 Reduction Theorems for Order-LWE

Recall that via sending ¢, to X and {/—2 to Y, the integral ring Z[(,, ¥/—2] is
isomorphic to a quotient polynomial ring

R = ZIX.Y)/(X™2 £ 1,77 — (X5 4 X30/5)).

The results in Section can be extended to F. In particular, we have

~

M(R) =n/2, An2/a(R)
M(RY) =25F7 /n, Ay2a(RY)

_1_1
S 2 2 mn,
< 2/n.

The worst-case hardness of the Search Order-IWE in R comes from Theorem
4.1 of [20].

Proposition C.7. Let g = g(n?/4) (> 0) and let ¢ = q(n?/4) be such that
oq > 2- LT)( log (n2/4)) For some mnegligible function € = ?(n2/4), there

exists a probabilistic polynomial-time reduction from R-DGS5 to OLWEa@

W<p’

where 7 is

5= max{ng (f) . (ﬁ/@) W (\/log(n2/4)> A/n2/2/ M (fv)}
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Here @(/log(n?/4)) denotes a fixed but arbitrary function that grows asymp-
totically faster than /log(n?/4). The proof of the following theorem is almost
exactly the same as that of Theorem Here we also need a lexicographic
order on G: (a,b) < (¢,d) if a < cora=candb<d.

Theorem C.8. Let 6 < 24/log(n?/4)/n and let § = G(n%) > 3 be a poly(n)-
bounded prime number such that both X™/? = —1mod q and Y™ = —2 mod ¢

have solutions. Then there exists a polynomial-time reduction from O(n/(25))
approximate SIVP (or SVP ) in the ideal lattices associated with R to DO LWEg x-

Moreover, for any v > 1, we can replace the target problem in the reduc-
tion with the problem of solving DOLWEqA,Dg given only £ samples, where £ =

5 (nZZ/(él 1og(n22/4)))1/ !

C.5 The 2NTT

Via sending ¢, to X and /-2 to Y, the integral ring Z[(,, ¥/—2] is isomorphic
to a quotient polynomial ring

R = 20 Y)/(X7 41, Y72 (X7 4 X5)).

We now choose a prime number p such that X n2 41 = 0 mod p has a solution
@ and Y" 42 = 0 mod p has a solution 5 By replacing [3 with aﬁ if necessary,
we can always assume (/2 = @"/® + @°"/8 mod p. For such a prime number p,
the polynomial equations

X"™? = —1modpand Y/? = X"V/8 + X/ mod p (C.5)

have n?/4 solutions in F5. The first equation has n/2 solutions {@**!:0 <i <
n/2}. For every solutlon X = @%*1 the second equation also has n/2 solutions
for Y: .

_Ja*p, 0<j<n/2, ifi=0,1mod4;

T a%tiB, 0<j<n/2, ifi=2,3mod 4.

An element of ﬁﬁ = R/PR is of the form F(X,Y) = ZZ/ZZ 01 fea XFY with
frg € Fﬁ.

Definition C.9. The 2NTT of a polynomial Fe 7%5 is the evaluation off‘ at
the n? /4 solutions of the two polynomial equations in Eq. (C.5)).

The vector butterflies for the 2NTT of F follows immediately from Section @

1. Transverse vector butterfly. We use generalized one-variable NTT to eval-
uate F at the n/2 roots X = a?*1 with 0 <4 < n/2, the output of which
are n/2 vectors F(@%*!,Y). There are log,(n/2) stages in this phase, and

each stage consumes O( ) vector operations.

2. Transpose and longitudinal vector butterfly. The output of the transverse
vector butterfly naturally falls into two groups: Group 1 with ¢ = 0,1 mod
4 and Group 2 with ¢ = 2,3 mod 4. Each group forms an n/4 x n/2
matrix. Now we evaluate the polynomial (with column vector coefficients)
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constructed from the column vectors of Group 1 at the roots {an E 0<
Jj < n/2} using a vector butterfly with a new set of twiddle factors. Then
we evaluate the polynomial constructed from the column vectors of Group
2 at the roots {@#2 13 : 0 < j < n/2} using a vector butterfly with another
new set of twiddle factors. Each evaluation consists of log,(n/2) stages
and each stage consumes O(n) vector operations with the length of the
vectors now being n/4.

C.6 The Factorization of Primes in Z[(,, v/—2]

Suppose now we have a prime number ¢ such that )A(”/Q + 1 = 0mod ¢ has a
solution @ € F5 and Y™ +2 = 0 mod ¢ has a solution § € Fz. Through replacing
B by @B if necessary, we can always assume 3%/2 = @"/8 + a37/8 mod g. Such
a prime number ¢ splits completely in Z[(,] into a product of prime ideals
12 Paig1, where Paiy1 C Z[¢,] is given by [20] 23]

p2i+1 = <Q7 gn - a21+1> = qZ[Cn] (Cn - azl+1)Z[Cn] (CG)

The automorphism ¢; acts transitively on the n/2 prime ideals in the factor-
ization via ¢; : Pajy1 — ﬁ(giﬂ)/j, where the quotient (2¢ + 1)/j is computed in
(Z/nZ)* [20]. The residue class degree of Pa;y1 is 1, i.e., f(P2it1/q) = 1, for
every i, hence we have a field isomorphism Z/qZ = Z[(,]/p2i+1 [23} B7]. By
definition, the norm Nm(pa; 1) of Paiy1 is ¢ [23].

The prime ideal Po; 11 splits completely in Z[(,, ¥/—2]. If i = 0,1 mod 4, we
have a factorization

n/2—1

Vi (G Q) =TT = 895) mod faien

3=0
In this case, let the prime ideal ‘ﬁgiﬂ,gj be

532#1,23‘ =(q,Cn — >, V=2 - a2j3>-
Because ‘1A32H_1 2 N Z[Cn] = Paip1 for every j, so Paii1 splits completely into
H"/2 ‘BQH_l 25 in Z[(,, {/=2]. If i = 2,3 mod 4, we have a factorization

n/2—1
yn/2 _ (Xn/S n X?m/S) _ H (Y — @2%+15) mod Payi1.
§=0

In this case, let the prime ideal @214_172]'4_1 be
PBait1,2541 = (G, o — a1, /=2 - a% 1),
and similarly po;;1 splits completely into H;li %71 ‘ﬁgiﬂ,gjﬂ in Z[¢,, V/—2]. In
conclusion, the prime number ¢ splits completely in Z[(,, ¥/—2] into
GZ[Ca, /=21 = ] P (C.7)
(a,b)GG

The action of the Galois group Gal(F/Q) on ‘ﬁmb, (a,b) € G, can be obtained
straightforwardly: oq(Be,a) = Pe/a,a—s- Moreover, since g splits completely in

[Cn, /—2], we have an isomorphism Z/q7 = Z[¢n, ¥/~ 2]/‘:,*.\?&1, for all (a,b) €
G, from which we deduce that Nm(‘ﬁa ») = q [23].
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D The Splitting Field of Y" — r

In this section, we look at the splitting field F, of Y™ — r, where n (> 8) is a
power-of-two integer and |r| (> 3) is a prime number. We compute the Galois
group Gal(F,./Q) and introduce a 2NTT for Z[(,, {/r].

D.1 The Computation of the Galois Group

The splitting field F,. of Y™ —r is generated by (, and {/r: F,. = Q((n, ¥/r). In
order to compute the degree of F). over Q, we first need to find all the quadratic
subfields of Q(¢y).

Lemma D.1. Given a power-of-two integer n (> 8), the only quadratic subfields

of Q(¢n) are Q(v/—1), Q(v?2) and Q(/=2).

Proof. From the fundamental theorem of Galois theory [25], the quadratic sub-
fields of Q(¢,,) correspond to the subgroups of Gal(Q({,)/Q) with index being

2. From Section Gal(Q(¢n)/Q) is (s5) X {Gy—1), where the order of ¢5 is
n/4 and the order of ¢,_1 is 2. Define pr to be the natural projection map

pr: <<5> X <<n71> — <<5>,

the kernel of which is the subgroup (s,—1) of order 2.

Suppose H is a subgroup of Gal(Q((,,)/Q) of index 2. If {(g,_1) is a subgroup
of H, then pr(H) is a subgroup of (¢5) of index 2, namely the order of pr(H)
is n/8. Since (¢5) is a cyclic group of order n/4, we immediately deduce that
pr(H) is (s2), hence H is (s2) x {(s,_1). The subfield of Q({,) fixed by H is
QG +¢%), ie., Q(V2).

If (¢n—1) is not a subgroup of H, then pr must be surjective since the order
of H is n/4, which is equal to the order of {(¢5). Therefore, we deduce H = (s5)
or H = (s506,_1). If H = (s5), then the subfield of Q((,,) fixed by it is Q(y/—1).
If H= (505, 1), then the subfield of Q((,) fixed by it is Q(v/—-2). O

We now adapt the proof in [38] to prove the following proposition.
Proposition D.2. The degree of F, over Q is n?/2.

Proof. As the degree of Q(¢,,) over Q is n/2 and the degree of Q( {/r) over Q is
n, so the degree of F,. over Q satisfies [25]

rogo QG QR
[Q(¢) NQ(3/7) : Q) [Q(¢n) NQ(%/7) : Q]
Let [Q(¢n) NQ(%/7) : Q] be m, which is also a power-of-two integer and m <
n/2. Let Q(¢,) N Q(%/r) be denoted by K, we now show K = Q( %/r). The
norm of {/r over K, denoted by Nmg w7z, (3/7), is given by the product of
n/m conjugates of {/r over K. But each of these conjugates is of the form
¢t - 3/r, hence the norm of {/r must be of the form

Nmg v, x (V) = G - Yt = e K.

But K also lies in Q(¢,), thus ¢J - %/7 is in Q(¢,), hence 3/7 is also in Q((y).
The upshot is that /r € K. But [Q( %/r) : Q] is also m, so K = Q( ®¥/r).
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The Galois group of Q((,) is abelian, therefore every subfield is a Galois
extension of Q, which tells us K is a Galois extension of Q [25]. As a result,
K contains all the conjugates of %/r. In particular, K contains (,, - %/r, which
implies ¢, € K. So K is a real subfield of Q(¢,), whence m < 2. From Lemma

Q(¥/r) cannot be in Q(¢,) if |r| > 3, hence m = 1 and K = Q. Thus
completes the proof. O

The Galois group of F,. over Q, Gal(F,./Q), can be computed similarly. An
element of Gal(F,./Q) is determined by its actions on ¢, and {/r:

Gab(Cn) = ¢ and 045 ( /) = & - Y,

where a € (Z/nZ)* and b € Z/nZ. From Proposition there is no further
restriction on the values of a and b. Let G,. be the finite set

Gr={(a,b) :a € (Z/nZ)" and b € Z/nZ},

then Gal(F,/Q) is given by {04 : (a,b) € G, }. The canonical embedding of F;.
into C"°/2 can be constructed similarly:

0: 7€ Fp (0ap(7)) (e, € C* /2 (D.1)

Proposition D.3. Under the canonical embedding of F;. into (C"2/2, we have:

2%k
VI

-n2/2, ka‘o = lo and k‘l = ll;

0, otherwise.

((Che ) oG /) = {

Proof. The proof uses similar method as in the proof of Proposition [3.1} O

However, we only know Z[(,, ¥/r] is an order of F,. [4, 23]. The hardness of
Order-LWE in Z[(,, ¥/r] can be analysed similarly. A mild issue is that under
the canonical embedding, the length of the shortest vector o(¢¥0) is n/v/2,
while the length of the longest vector o (¢ {‘/Fn_l) is |r|171/”n/\/§, which is
almost |r| times larger than the shortest ones. This could potentially lead to

some technical issues when choosing the error distributions for Order-LWE in
Z[Cn, %/7], which deserves further studies [4] 20].

D.2 The 2NTT
Via sending ¢, to X and /7 to Y, Z[(,, ¥/r] is isomorphic to the ring

R =7Z[X,Y]/(X"? +1,Y" —r).

The 2NTT for the ring R’ can be defined similarly as in Section@ Suppose p is
a prime number such that there exist a, 8 € ), that satisfy a™/?4+1=0mod p
and A" —r = 0 mod p. Then the roots of X™/2 + 1 = 0 mod p are {a?*1 : 0 <
i < n/2} and the roots of Y™ —r =0 mod p are {a/3:0 < j <n}. The 2NTT
of a polynomial F(X,Y) € R/ is to evaluate it at the n?/2 root-pairs

{(@®,a’B):0<i<n/2, 0<j<n}.

The vector butterfly for 2NTT follows immediately from Section [G}
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1. Transverse vector butterfly, which is the evaluation of F(X,Y") at the roots

X = a?*1 0 <i < n/2. Tt consists of logy(n/2) stages, and each stage
costs O(n) vector operations. The output is an n/2 x n matrix, with each
row the coefficient vector of the one-variable polynomial F(a?*1Y) for
some 0 < ¢ < n/2.

. Transpose and longitudinal vector butterfly, which is the evaluation of

a vector-valued polynomial constructed from the column vectors of the
output of the first phase at the roots Y = o/, 0 < j < n. It consists of
log, n stages and each stage costs O(n) vector operations. The output is
an n/2 x n matrix.

Hence, the total complexity of 2NTT is O(nlog,n) vector operations.
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