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Abstract. The privacy-preserving machine learning (PPML) has gained
growing importance over the last few years. One of the biggest challenges
is to improve the efficiency of PPML so that the communication and
computation costs of PPML are affordable for large machine learning
models such as deep learning. As we know, linear algebra such as ma-
trix multiplication occupies a significant part of the computation in the
deep learning such as deep convolutional neural networks (CNN). Thus,
it is desirable to propose the MPC protocol specialized for the matrix
operations. In this work, we propose a dishonest majority MPC proto-
col over matrix rings which supports matrix multiplication and addition.
Our MPC protocol can be seen as a variant of SPDZ protocol, i.e., the
MAC and global key of our protocol are vectors of length m and the se-
cret of our protocol is an m x m matrix. Compared to the classic SPDZ
protocol, our MPC protocol reduces the communication complexity by
at least m times. We also show that our MPC protocol is as efficient as
[11] which also presented a dishonest majority MPC protocol specialized
for matrix operations. The MPC protocol [11] resorts to the homomor-
phic encryption scheme (BFV scheme) to produce the matrix triples in
the preprocessing phase. This implies that their protocol only supports
the matrix operations over integer rings or prime fields of large size. On
the contrary, we resort to vector oblivious linear evaluations and random
vector oblivious linear evaluations to generate correlated randomness in
the preprocessing phase. Thus, the matrices of our MPC protocol can
be defined over any finite field or integer ring. Due to the small size of
our MAC, the communication complexity of our MPC protocol remains
almost the same regardless of the size of the field or the ring.

1 Introduction

Secure multiparty computation (MPC) allows a set of mutually distrustful par-
ties Py, -+, P, to jointly compute a public function f with their private inputs,
and reveals nothing except the final output. The adversary could corrupt at
most t of n parties to gain the private information of honest parties by either
inspecting the transcripts between parties (semi-honest adversary) or arbitrarily
deviating the protocol (malicious adversary). According to the number of cor-
rupted parties ¢, MPC protocols can be classified into two categories: honest
n

majority (¢ < %) and dishonest majority (¢ < n). The honest majority MPC



protocol can achieve information-theoretic security while the dishonest majority
MPC protocol can only achieve computational security.

In MPC protocols, the public function f is generally modeled as an arithmetic
circuit over a finite field or a ring, which consists of addition and multiplication
gates. The computation over a ring is usually more complicated than the com-
putation over a field. Before the advent of privacy preserving machine learning
(PPML), most of the MPC protocols were only restricted to the computation
over finite fields. The use of integer rings is well-motivated in practice due to
their direct compatibility with hardware. In view of this practical application,
a line of works [12,25,2,1,18] proposed the MPC protocol over Z,.. Recently,
Escudero and Soria-Vazquez [17] considered the non-commutative ring in the
honest majority setting. They constructed an unconditionally secure MPC over
non-commutative rings with black-box access to a ring containing an exceptional
set!, whose size is at least the number of parties. They also proposed an honest
majority MPC protocol over the matrix ring M, xm (Zar).

Inspired by [17], a natural question is can we design an MPC protocol over a
non-commutative ring with only black-box access to the ring in the presence of
t > 4 corrupted parties? The answer is probably negative as the dishonest ma-
jority MPC protocols rely on some cryptographic assumptions. Moreover, while
honest majority MPC protocols use the error-correction algorithm of Shamir se-
cret sharing to detect and even correct the corruptions, the dishonest majority
MPC protocols have to rely on the additive secret sharing scheme to protect
the privacy of the data which has no room to detect the corruptions. Therefore,
message authenticate codes (MACs) are commonly attached to the additive se-
cret sharing scheme to detect the corruptions, which are highly related to the
concrete structure of the non-commutative ring.

In view of the above reasons, we aim to construct a dishonest majority MPC
over a specific family of the non-commutative ring, the matrix ring. Matrix
plays an essential role in PPML, which allows distrustful parties to train and
evaluate different machine learning models [24,22,19,23]. It was observed in [11]
that securely multiplying two m X m matrices in SPDZ protocol requires at
least O(m?®) authenticated Beaver triples, which is prohibitively expensive if a
machine learning task needs a large number and sizes of matrix multiplication.
Thus, an MPC protocol specialized for matrix operations may greatly improve
the efficiency of PPML. Moreover, some other non-commutative rings could be
represented in the form of matrix rings. For instance, the quaternion ring is
another non-commutative ring with practical applications, which plays a central
role in computer graphics and aerospace due to its competence in describing the
rotation in three-dimensional space.

In this work, we present a variant of SPDZ protocol whose secret is defined
over matrix rings. Different from the classic SPDZ protocol, the MAC and global
key of our protocol are vectors of length m and the secret of our protocol is an
m X m matrix. Thus, the size of our MAC is negligible compared to the size of

L A subset of a non-commutative ring where the difference between any two elements
in this subset is invertible.



our secret. Utilizing the matrix structure, our MPC protocol uses vector obliv-
ious linear evaluation (VOLE) and random vector oblivious linear evaluation
(RVOLE) as functionalities to authenticate the sharing and create the sextuple
for securely computing multiplication gate in the online phase. The advantage
of using VOLE and RVOLE is that these functionalities allow the computation
over both the finite fields and the integer rings with almost the same perfor-
mance. Thus, our MPC protocol can evaluate the circuits over any finite field
and integer ring. As a comparison, the matrix tuple constructed in [11] can only
be defined over integer rings or prime fields of large size to meet the security
parameter as they resort to homomorphic encryption (BFV scheme) in their pre-
processing phase. Moreover, our MPC protocol is very efficient compared to the
classic SPDZ protocol. The classic SPDZ protocol needs O(m?) Beaver triples
for securely computing a multiplication gate which incurs O(n?*m?logq) bits of
communication complexity while our MPC protocol only requires O(n?m?? log q)
bits of communication complexity in the preprocessing phase to prepare a sex-
tuple for multiplication gate. 2 In the online phase, our MPC protocol requires
O(m?nlog q) bits of communication complexity to securely compute a multipli-
cation gate which is as efficient as the MPC protocol in [11]. The size of the
secret sharing is half the size of the secret sharing scheme in [11].

1.1 Owur contribution

MAC for matrix rings. To authenticate a matrix M € M, xm (F,), we choose
a uniformly random vector v € M., «1(FF,) as the global key and use the matrix-
vector product Mwv as the MAC of a matrix M. The intuition of this matrix-
vector product is to reduce the size of MAC by applying the batch check, i.e.,
each component of the MAC is the inner product of a row of M and the global
key wv. If the adversary aims to forge a fake authenticated secret sharing, he
needs to choose a nonzero matrix E € M, (F,) and a MAC § € M,,,»1(F,)
such that Fv = §. Since F is a nonzero matrix, we assume that the i-th row
of E is a nonzero vector el . Then, we have elv = §; where §; is the i-th
component of 4. Since the global key v is distributed uniformly at random, the
adversary succeeds with probability at most 1/¢. In comparison, the previous
MPC protocol in [11] chooses a random element « € F, as the global key and
uses the scalar-matrix product aM as the corresponding MAC. Therefore, our
MAC is m times smaller than theirs. The sharing of the matrix M in our protocol
is defined as (M) = ([M], [v], [Mwv])® where [M] is the additive sharing of M
and [v], [Mwv] are the additive sharing of v and Mwv respectively.

The use of VOLE. Our protocol uses the vector oblivious linear evaluation
(VOLE for short) to compute the matrix-vector product. We make use of the
matrix structure to optimize the generation of correlated randomness. In the
computation of MAC, two parties need to obliviously compute the product of a

2 We assume the matrix multiplication requires m® number of multiplications.
3 We use [-] and , [] to represent the sharing of a matrix and vector.



matrix M with a column vector v, i.e., u + w = Mwv. Observe that Mv can be
decomposed into the sum of m vectors v;m; where v; is the i-th component of
v and m; is the i-th column of M. Two parties can invoke VOLE m times to
obtain the shares w;, w; with u; + v; = v;m,. In contrast, we have to invoke m?
OLEs to obliviously compute Mwv, which is usually more expensive than VOLE.

The use of RVOLE. To further reduce the communication complexity, we use
the random vector oblivious linear evaluation (RVOLE for short) to compute the
product of two random matrices* whose communication complexity is the most
expensive in the preprocessing phase. The RVOLE used in this paper can be
implemented by a pseudorandom correlated generator, which allows two parties
to take a pair of short, correlated seeds, and expand them to produce a much
larger correlated randomness. Thus, the invocation of RVOLE has sub-linear
communication complexity.

Multiplication sextuple. The biggest challenge of MPC protocol over matrix
rings is that the product of two matrices is not commutative. This prevents us
from applying the Beaver triple straightforwardly. This problem also appears in
[18]. Their solution is to use two types of secret sharings with left linearity and
right linearity respectively and transform the type of secret sharing by consuming
a double sharing, which is a pair of sharings associated with the same secret
and different types. In our case, since our MAC has the form Xw, our secret
sharing only allows left multiplication, i.e., all parties can only locally compute
A(M) = (AM). In this work, we propose a multiplication sextuple to circumvent
this obstacle. Let (X) and (Y) be the sharings of matrix X and Y respectively.
We prepare a sextuple ((A), (AT), (B), (C), (R), (RT)) where A, B, R are random
matrices, AT and RT are the transpose of A and R, and C' = AB. All parties
partially open (X)—(A) and (Y)—(B) to D and E. The technique of Beaver triple
requires all parties to locally compute D(B) + (A)E + (C) + DE. However, as
we mentioned above, it is impossible to locally compute the right multiplication
(A)E. To overcome this obstacle, all parties are required to locally compute
ET{AT) — (RT) and partially open it to F' by using the sharing (AT) and (RT).
Then, all parties locally compute FT +(R) = (AE) by observing FT = (ET AT —
RT)T = AE — R. This completes the multiplication gate.

Function dependent preprocessing. The evaluation of a single multiplica-
tion gate in our MPC protocol needs two rounds and three broadcasts. Inspired
by [7,18], we introduce function dependent preprocessing to improve the round
and communication complexity. After the application of function dependent pre-
processing, the evaluation of a multiplication gate only needs one round and two
broadcasts. Since this improvement is not the focus of our paper, we take a brief
overview of it in Section C.

4 In our MPC protocol, the RVOLE is applied to the random matrix while VOLE is
applied to the deterministic matrix.



Migration to M, xm (Zpr). The matrix in our MPC protocol can be defined
over small fields and rings as well. Let us first consider the small fields and then
generalize to the integer rings. The idea is to replace a global key of a vector
in My, x1(Fq) with a global key of a matrix in My, x¢(Fq). The reason is that
the adversary succeeds with probability 1/¢ if our MPC protocol is defined over
Minxm(Fq). To reduce the error probability, we increase the size of the global
key and MAC. Observe that XV = A where V € M, ,(F,) is the MAC and
X € My xm(Fy) is the secret. Therefore, each column of the global key is used to
verify the correctness of the secret and we verify our secret X with ¢ equations
instead of 1. The error probability will be reduced to 1/¢° while the size of
MAC is still negligible compared to the size of our secret assuming m tends to
infinity. In this sense, our MPC protocol can be defined over M, (Z,) with
prime number p. Then, we can generalize our MPC protocol to a protocol over
Mopsm(Zyr) in a straightforward way. One can find the details in Section 6.

1.2 Overview of our technique

We first present our MPC protocol over M, xm(F,) with large ¢. Then, in
Section 6, we show how to generalize this construction to a small field and ring
case with slight modifications. As we have mentioned above, the authenticated
sharing of our protocol is (M) = ([M], [v], [Mv]). We use a random vector v
as our global key. The MAC of our matrix is the product of a matrix with the
global key v. The idea of our MAC comes from the batch check. A random
vector can be used to verify the correctness of a vector of the same length by
taking the inner product of these two vectors. Thus, to verify the correctness of
an m X m matrix, we only need a MAC of size m. On the contrary, the classic
SPDZ protocol requires MAC of size m? to verify an m x m matrix. Another
merit of this sharing can be found in the use of VOLE and RVOLE which we
have already discussed in the subsection 1.1.

In the preprocessing phase, our MPC protocol prepares sextuples of the form
((A), (AT), (B), (C), (R), (RT)) with random matrices A, B, R € M, xm(F,) and
C = AB. We break this protocol into two procedures, masu: and Tpoupre. We
also present a protocol IT ., to generate the authenticated sharing. Protocol
IT pyn, uses functionality VOLE to create the MAC and takes the random linear
combination to verify the correctness of sharings. The use of VOLE can be found
in the previous subsection.

Procedure 7,5+ produces a triple ((A), (B), (C)). We want to compute [C]
from [A] = (AM,...,A™) and [B] = (BW,...,B™). Observe that C =
AB = (X1, AW) (37, BW). The additive sharing of cross terms A®) B and
AW B® can be computed by P; and P;. The product of two m x m matrices can
be decomposed into m matrix-vector multiplications, i.e., AB = (Aby, ..., Ab,,).
This implies that we only need to invoke m? times VOLE to complete this
work. Moreover, to further reduce the communication complexity, we use RVOLE
instead of VOLE for this job. We create seeds to generate the random matrix
A and reuse these seeds as inputs for the instances of RVOLE. Similar to



[20], we prepare T authenticated sharings (X1),...,(X;) and take the random
linear combinations (A) = >.7_; r;(X;) to prevent the leakage of bits of the
matrices X1,..., X,. Thus, instead of generating the sharing of AB, we need to
generate the sharing of X1 B, ..., X;B. We merge Xi,..., X, into one matrix
X =X1XxT - I XDT € Mrpxm(F,) and invoke m? times RVOLE to obtain
[X1B],...,[X;B]. Then, we take random linear combinations to obtain two pairs
([A],[C]), ([A’],[C"]) and apply protocol Iy to compute the MAC of these
sharings. By taking a random linear combination of the form x(A) — (A’), we
can verify the product relation and output the triple ((A4), (B), (C)).

Procedure Tpoypie takes inputs (A;),7 € [2¢] and outputs pairs of authen-
ticated sharing (A;), (AT),i € [2(] for ¢ multiplication gates. The idea is to
first locally compute [AT] from [A;] by applying the transpose to each share in
[4;]. Then, we apply protocol IT, to create the authenticated sharing (A7').
To check the transpose relation, we generate a pair of authenticated sharing
of random matrix Ay, AL and sacrifice this pair by taking the random linear
combination

20 20
(C) = ZTi<Ai> +(4o) (D) = Zri<AzT> + (AJ)

It must hold that C = DT Then, this procedure will output pairs of authenti-
cated sharing (A;), (AT),i € [2¢].

In the online phase, our MPC protocol can securely compute the addition
and multiplication gate. The addition gate can be locally computed without
interaction. To compute the multiplication gate, we need a sextuple prepared in
the preprocessing phase. This sextuple can help us to circumvent the obstacle
that the product of two matrices is non-commutative. One can find the details
in the subsection 1.1.

1.3 Related work

There are few MPC protocols handling the matrix operations. Escudero and
Soria-Vazquez [17] presented an honest majority MPC protocol over matrix rings.
One of the biggest challenges in their protocol is to construct Shamir secret shar-
ing scheme over non-commutative rings. They constructed a subset of matrices
as the evaluation points such that these matrices are commutative. Based on
this subset of matrices, they presented the encoding and error correction algo-
rithm for this Shamir secret sharing scheme. Since our MPC protocol is secure in
the presence of dishonest majority, our building block is an additive secret shar-
ing scheme. The sharing and reconstruction algorithm can be straightforwardly
generalized from the commutative case. However, we need a MAC to verify the
correctness of our sharing whose idea can be dated back to SPDZ protocol [14].
In our protocol, the global key and the MAC are vectors instead of elements.
Thus, the MAC of our protocol is negligible compared to the size of the secret.

The most relevant work is due to [11] which presented a variant of SPDZ
protocol over matrix rings. They mimic the classic SPDZ protocol to use a single



element as the global key to create the MAC of the matrix. Thus, the size of MAC
in their protocol is as big as the secret. In the preprocessing phase, they apply
the homomorphic matrix encryption [19] which is based on a variant of BFV
scheme [9] to create the matrix triple. Their SPDZ protocol over matrix rings
turns out to be very efficient compared to the classic SPDZ protocol handling the
matrix operations as the entry-wise operations. However, the use of BFV scheme
implies that their matrix must be defined over a ring Z, with large enough ¢.° In
comparison, our preprocessing phase uses the vector oblivious linear evaluation
and the random oblivious linear evaluation as the functionalities, and thus our
MPC protocol can be defined over any finite field or ring with almost the same
performance. Moreover, the communication complexity of our MPC protocol is
as efficient as theirs.

1.4 Organization of the paper

The paper is organized as follows. In Section 2, we present basic notations and
definitions. In Section 3, we present the online phase of our MPC protocol. In
Section 4, we present Protocol IT 4., which outputs authenticated sharings. In
Section 5, we present the preprocessing phase of our MPC protocol. In Section 6,
we extend our MPC protocol to matrix rings over small fields and integer rings.
In Section 7, we analyze the communication complexity of our MPC protocol
and compare it with other dishonest majority MPC protocols over matrix rings.
The missing proofs and protocols can be found in Section A.

2 Preliminaries

2.1 Basic Notation

We use the capital letter M to represent a matrix and bold small letter v to
represent a column vector. The transpose of a matrix M is M7 and the transpose
of a vector v is vT. Write M = (mi,j)nxn and the j-th column of M is denoted
by m; = (m1,...,my, ;). For a vector v, denote by v; the i-th component of v,
ie, v =(v1,...,0,)7. Let M,».(F,) be the collection of r x ¢ matrices over F,.

Throughout the paper, the security parameter of MPC protocol is k. Let
IF, be the finite field of size q and Z,~ be the ring of integers modulo p*. We

denote by z & X a variable z uniformly sampling from a finite set X. Let
[N]={1,--- ,N}.

2.2 Multiparty Computation

The set of parties in our MPC protocol is { Py, - - , P, }. We study the setting of
dishonest majority, where at most n — 1 parties are corrupted by the adversary.
The adversary is static and malicious, which means that the set of corrupted

5 In their experiment, logq = 128.



parties is determined before the execution of protocol and corrupted parties can
arbitrarily deviate from the protocol.

The security of our protocol is proved under Canetti’s Universal Composabil-
ity(UC) framework [10]. A protocol IT securely instantiates a functionality F
if there exists a simulator that interacts with the adversary (or more formally,
environment) such that he can distinguish the ideal world and real world with
only negligible probability. The composability of UC framework enables us to
construct our protocol in hybrid model, which means that protocol II instan-
tiates functionality F with access to another functionality F’. In this case, IT
instantiates F in the F’-hybrid model. Different from a protocol IT which is
associated with an ideal functionality and has simulation-based proof, we use 7
to represent a procedure, which acts as a subroutine of protocols, and has no
related functionality or simulation-based proof.

We assume the private and authenticated channels between any pair of par-
ties and a broadcast channel. Our MPC protocol achieves security with abort
since the majority of parties are dishonest. In the ideal world, the functionality
waits for a signal from the adversary before delivery of outputs. If the signal
is Abort, all honest parties abort. Otherwise, the signal is OK, the functionality
sends correct outputs to all honest parties. In the real world, when we say a
party aborts, this party sends an Abort signal through the broadcast channel
and all honest parties abort.

3 Online phase

We begin this section by introducing the authenticated secret sharing of a ma-
trix, which is the building block of our MPC protocol. Then, we describe the
functionalities required for our online phase. We present the Protocol IT,,jine
to securely instantiate MPC functionality Faspc in the (Fprep, Feoin)-hybrid
model, where Fp,., generates correlated randomness in offline phase and Fcoin
generates public random field elements. The implementation of Fp,ep, is pre-
sented in the Section 5.

3.1 Authenticated Secret Sharing

In the dishonest majority setting, additive secret sharing alone is not secure
against malicious adversary. Similar to [13], we use a uniformly random global
key to generate a MAC for each share to enhance security. The difference is
that the global key and MACs are not elements in the matrix ring M, xm (Fy)-
Instead, they are vectors of length m over IF,.

Notations. We use [-] and [-] to denote an additive secret sharing over M., x.m, (Fy)
and M., »1(F,)%, respectively. An authenticated secret sharing (X) is a triple

6 Here we use notion Mmx1(Fq) instead of F3" in order to show that the global key
and MACs can be generalized to matrix.



([XT], [v], [Xv]), where X € My, xm(Fq) is the secret, v & Mix1(Fy) is the
global key and Xv € M,,,»1(F,) is the MAC of the secret. More precisely, [X] =
(XD, X0, [o] = (o0, - o) and ([Xo]) = (m® (X),--- ,m (X))

with . . .
X = ZX(i),v = Zv(i),XU = Zm(i)(X).
i=1 i=1 i=1

where party P; holds random share X of secret X, key share v(Y and MAC
share m(® (X).

Local operations. For simplicity, we use “linear” to refer to “M,xm(Fq)-
linear”. Scheme [-] is both left linear and right linear due to distribute law of
matrix rings. However, scheme (-) is only left linear. Given an authenticated
secret sharing (X) and a public matrix A € M, (Fy), all parties could left
multiply A to [Xwv] to obtain [AXwv], but it is not possible to obtain [X Av]
with only local operations. To securely left multiply a matrix A with (X), all
parties locally compute

A(X) = (AX) = ([AX], [v], [AXw])

with [AX] = (AX® ..., AX™) and [AXv] = (AmD(X),..., AmM(X)). To
securely compute the sum of (X) and (Y'), all parties locally compute

(X) +{¥) = (X +Y) = (X + Y], [v], [(X + Y)v])

with [X +Y] = (X +y®  X® 4 y™) and [(X + YV)v] = (mD(X) +
m(Y),...,m™(X)+m™(Y)). To securely add a public matrix A with (X),
all parties locally compute

X+A4=XD4+4,xX2 X)) mO(X 4+ A) =m(X)+ Av®

Let (X + A) = ([X + A], [v], [(X 4+ A)v]) be defined above. The affine operation
can be found in Procedure ma5; in Section A.

Opening and checking. To partially open an authenticate secret sharing
(Y)Y = ([Y], [v], [Yv]), all parties send their shares of [Y] to P;, who can re-
construct the secret and send the result Y’ to other parties. To check the cor-
rectness of the opening, all parties could locally compute [o] = [Yv] — Y'[v],
and broadcast the share of this value via a simultaneous message channel. The
parties abort if the reconstructed value is not 0. The probability that a fake
authenticated secret sharing passes the verification is 1/¢. These two procedures
can be found in Section A.

Multiplication. In dishonest majority MPC protocols, correlated randomness
generated in offline phase could assist the computation of multiplications. Beaver



triple [6] is a common technique in MPC protocols, which transforms execution of
multiplications to broadcasts and linear operations. However, we can not adapt
Beaver triple directly due to the lack of commutativity of matrix rings.

To multiply two authenticated sharings (X) and (Y'), all parties prepare
a Beaver triple ((4), (B),(C)) with C = AB during offline phase. All parties
partially open D + (X) — (A) and F < (Y) — (B). The sharing of Z = XY
could be represented as:

[Z] = [C]+ D[B] + [A|JE+ DE
[Zv] = [Cv] + D[Bv] + [AEv] + DE[v]

We observe that all items except [AEv] could be locally computed with linear
operations. To compute MAC share [AEv], we follow the paradigm of “mask-
open-unmask”. We choose a random sharing [R] as the mask of [A]E. However,
when opening the masked value [A]E — [R], we cannot guarantee the correctness
due to the lack of MAC. Therefore, we prepare two additional authenticated
sharings ((AT), (RT)) and partially open the transpose (F) = ET(AT) — (RT)
instead. Therefore, to execute a multiplication, all parties need to prepare a mul-
tiplication sextuple ((A), (AT), (B),(C), (R), (RT)) where A, B, R & Monscm (Fy)
and C' = AB.

3.2 Required Functionalities

Here we present some functionalities. The functionality Fj;pc enables the par-
ties to input secrets in M, xm (Fg), perform linear operations and multiplications
on these values, and output results. The functionality Fp,., aims to prepare cor-
related randomness for Fy;pc.

Authentication functionality Fa.,:n. This functionality allows parties to
generate the shares of global key v and transform an additive secret sharing [X]
to an authenticated secret sharing (X). Although we do not call F e, directly,
Fautn is contained in Fppep. Fauen can be found in Functionality 1 below.

,_[ Functionality 1: Faun }

The functionality maintains a dictionary Val, which keeps a track of authenti-
cated elements in M, xm (Fq). Let C be the set of corrupted parties.

— Initialize: On receiving (Init) from all parties, sample random vector
v M1 (F,) for i ¢ C and receive vV from adversary for i € C.
Store the global key v =7, v and send v to P;.

— Authenticate: On receiving (Auth, [X]) from each party P;, where [X] is
an additive sharing over M, xm (Fq):

1. Compute the MAC m(X) = Xv.

2. Wait for {'m(")(X)} . from adversary and sample {'m(")(X)} v sub-
e i
ject to o7, m™W(X) = m(X).

10



3. Wait for message from adversary. If the message is OK, send m (¥ (X)
to each party P;. If the message is Abort, the functionality aborts.

Preprocessing functionality Fpep. This functionality produces random
sharings for input gates and multiplication sextuples for multiplication gates.
Fprep can be found in Functionality 2 below.

,_[ Functionality 2: Fp,.p }

The functionality has all the same commands in Faqun, with following addi-
tional commands:

— Input: On input (InputPrep, P;) from all parties, sample R & Monxm(Fq)
and generate its authenticated sharing (R). Output R to P; and

(R(j),m(j)(R)) to P; for all j # i.
— Sextuple: On input (Tuple) from all parties, sample A, B, R &
Msxm(Fy) and compute C = AB. Generate authenticated sharings

({4),(A™), (B),(C), (R), (R")).

Multiparty computation functionality Fpr;pc. This functionality is the
goal of our MPC protocol. Fyspc is can be found in Functionality 3 below.

,-[ Functionality 3: Fypc ] \

The functionality maintains a dictionary Val, which keeps a track of authenti-
cated elements in My, xm (Fqg).

— Initialize: On input (Init) from all parties, set the global key [v] and
obtain sufficient preprocessing data.

— Input: On input (Input, id, X, P;) from P; and (Input, id, P;) from all other
parties, store Val[id] = X.

— Addition: On input (Add, id, idi, id2) from all parties, compute Z =
Val[id;] + Val[id2] and store Val[id] = Z.

— Public matrix multiplication: On input (PubMul, id, A), compute Z =
AVal[id] and store Val[id] = Z.

— Multiplication: On input (Mult, id, (idi, id2)) from all parties, compute
Z = Val[id;]Val[id2] and store Val[id] = Z.

— Check openings: On input (Check, (id1,- - ,id.), (X1, -, X})) from all
parties, wait for a signal for the adversary. If the adversary sends OK and
Vallid;] = X for j € [€], return OK to all honest parties. Otherwise, return
Abort to all honest parties.

— Output: On input (Output, id) from all parties, the functionality retrieves
Y = Val[id] and sends Y to the adversary if Val[id] # 0. If the adversary
sends Abort then the functionality aborts, otherwise it delivers Y to all
parties.

11



Coin tossing functionality Fcoin. This functionality generates a uniformly
random element in F, for all parties.

Functionality 4: Fcoin ]

Upon receiving (Coin) from all parties, sample 7 & F, and send r to all parties.

3.3 Instantiation of Fpspc

The protocol Ilyniine instantiates Farpc in the (Fprep,Fooin)-hybrid model,
with statistical security parameter x. The random shares and multiplication
sextuples produced in Fp,e, will be used in Input and Mult commands, respec-
tively.

,-[ Protocol 1: I ine }

The parties maintain a dictionary Val for authenticated values.

— Initialize: The parties call Fp.ep as follows:
1. On input (Init) to get global key [v]
2. On input (InputPrep, P;) to prepare a random authenticated sharing
(R) for each input gate, where the input provider P; learns R
3. On input (Tuple) to prepare a multiplication sextuple
((A), (AT), (B), (C), (R), (RT)) for each multiplication gate
— Input: If P; receives (Input, id, X, P;) and other parties receive (Input,
id, P;), execute following operations:
1. P; broadcasts A = X — R, where (R) is an unused input mask
2. All parties locally compute (X) = (R) + A and store Val[id] = (X).
— Addition: If all parties receive (Add, id, id;, ids), retrieve (X) = Val[id;]
and (Y') = Val[idz], locally compute (Z) = (X)+(Y") and set Val[id] = (Z).
— Public matrix multiplication: If all parties receive (PubMul, id, A),
retrieve (X) = Val[id], locally compute (Z) = A(X) and set Val[id] = (Z).
— Multiplication: If all parties receive (Mult, id, (id1, id2)), retrieve (X) =
Val[id;] and (Y") = Val[id2] and execute following operations:
1. Choose an unused multiplication sextuple ((A),(AT), (B),(C),
(R), (RT)).
2. All parties locally compute (D) + (X) — (A) and (E) «+ (Y) — (B).
3. All parties invoke D < mopen ({D)) and E < mopen ((E)).
4. All parties locally compute (F) < ET(AT) — (RT) and invoke F <+
Topen((F))
5. All parties locally compute (Z) = (C) 4+ D(B) + (R) + DE + FT and
set Val[id] = (Z).

— Check openings: If all parties receive (Check, (idi,---,idy),
(X1,--+,X})), retrieve (X;) = Val[id,] for j € [{] and execute following
operations:

1. Call Fcoin £ times to sample 71, -+ ,7¢ & F,.

2. All parties locally compute (Y) <« Z§=1 ri(X;).

3. All parties locally compute Y’ = Zle r; X5

12



4. All parties invoke mcneer (Y, (Y)).
— Output: If all parties receive (Output, id) and retrieve (Y') = Val[id]:
1. All parties invoke Check command to check all the opened values in
the online phase so far.
2. If this does not abort, the parties partially open (Y') to obtains Y.
3. All parties invoke mopecr (Y, (Y)). If this procedure passes, output Y.

Theorem 1. Protocol IIoniine securely implements Fyrpc in the (Fprep, FCoin)-
hybrid model.

Proof (Sketch). A full-fledged simulation-based proof is presented in Section B.1.
Here we restrict ourselves to the core idea of the proof. For the case of Init com-
mand, it is easy to see that the shares of the global key are prepared for all parties
on both IHopnine and Farpe. In the Input command, the value stored by Furpce
corresponds to the value stored by Ilpyine, Which can be seen authenticated
through mask of the random share.

The case of Add and PubMul is easy since these steps only consist of lo-
cal computations which can be simulated trivially. To analyze Mult command,
we should take three values into consideration. The correctness of the multi-
plication step in Fppc is easy to be verified. The parties will get a tuple
((A), (AT) (B),(C), (R), (RT)) before computing the product Z of two stored
values X,Y € My, xm(Fy). Then the protocol opens D «— X — A, E<+ Y — B
and F < ETAT — RT. The parties need to compute Z = C + DB + AE + DE,
where AE can not be directly obtained since (-) has no right linearity. Note that
FT = AE — R and we could reconstruct AE = FT + R.

The above assumes that D, and F' are opened correctly, but this can be
assumed to be the case since, if this does not hold, this will be detected in when
the Check command is issued. That is why we open F + ET AT — RT instead of
AFE — R. Due to the left linearity of the scheme (-), it is more straightforward to
check the correctness of ET(AT) than (A)E. Moreover, the adversary does not
learn sensitive information since the values A, B, RT perfectly mask the values
X,Y and ET AT respectively. Finally, in the Check and Qutput command, we
can prove that a fake authenticated secret sharing will pass the verification with
a negligible probability due to the following game which also appears in [14].

1. The challenger generates the secret key v & Minx1(F,) and MACs v; = X;v
for ¢ € [¢] and sends X, ..., X/, to the adversary.

2. The adversary sends back X7{,..., X.

3. The challenger generates the random values rq,...,7, € F,.
4. The adversary provides an error & = (61,...,6,,)7.

5.

The adversary checks that {Zle ri(Xi —X)}lv=24

The adversary wins the game if the check passes and exists X; — X] # 0. The
second step of the game reveals that corrupted players have the option to lie
about the secret shares they opened during the execution of the protocol. §
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models the fact that the adversary is allowed to introduce errors on the MAC.
Suppose Zle r;(X; — X!) is not an all-zero matrix and let the nonzero row be

(Za1s- -+ Zam). We have §, = ZT:l Zq V5. Since v = (v1,...,Un) is kept secret
from the adversary, the adversary wins the game with the probability at most
1/q. Now we proceed to the case Zle ri(X; — X]) = 0. Because 71,...,rp are

random elements, the probability that Zle riE; = 0 for not all-zero matrix F;
is at most 1/¢. Thus, the adversary wins this game with probability at most 1/g.

4 Authentication

In this section, we show how to authenticate an additive secret sharing. We first
introduce a cryptographic primitive VOLE and then show how to generate the
MAC share by invoking the VOLE.

4.1 Required functionalities

Vector oblivious linear evaluation functionality Fyorg. We first define
the essential functionality Fvorg over F, as Functionality 5. A VOLE is a two-
party functionality between P4 and Pg, which takes as input a vector « from the
sender P4 and a scalar v from the receiver Pg, then randomly samples a vector u
and computes w = vx + u. In our work we need to instantiate several instances
of VOLE, therefore we associate a unique identifier sid to each instance’. The
efficient instantiation of Fyorg can be found in [3,4].

. Q . id ]
Functionality 5: 738, &

The functionality runs between sender P4 and receiver Pg. The Initialize step
is run once first and the Multiply step could be run arbitrarily many times.

— Initialize: Upon receiving v € F, from Pg, store v.
— Multiply: Upon receiving € F* from Pa:

1. Sample u & Fg". If P4 is corrupted, receive u from adversary.

2. Compute w = vx + u. If P is corrupted, receive w from adversary
and recompute u = v — w.

3. Output w to P4 and w to Pg.

4.2 Instantiation of Fan

Now we proceed to generate MAC shares. Each party P; randomly samples the
global key share v(¥) when command Init is called. To authenticate a given share

" The unique identifier sid works only for a pair of parties and is not a global identifier
in n-party setting.
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{X(i) }ie[n], all parties aim to obtain additive sharing of (3_/"_; X(i)) (>, v(®)
as MAC shares. We observe that:

<§:Xm> (zn:vu)) ZX@ 043 xOp0)
=1 =1

i#]

Each party P; could locally compute the first item and each ordered pair
(P;, P;) needs to interactively compute additive sharing of the second item, i.e.,
w7 i) = XOpl), By setting m) (X) = X —l—zj;ﬂ (u(i’j) + ’w(i’j)),
we conclude that 1" m®(X) = Xv, where X = >7 X and v =
>y v

Since matrix-vector multiplication is a natural generalization of scalar vector
multiplication, a pair (P;, P;) could obtain the additive sharing of X D) viam

invocations of VOLE. In k- th invocation FE,; p for k € [m], P; inputs the k-th
() (7)

column x,” of X ®) and P; inputs the k-th component v,”’ of global key share

v, then P; receives u( ’J) and P; receives 'w,(f’ " such that w(] R ,(cj)w,(f) +
(Z’j) . By setting u(®) =377 —u,(C ) and w) = =y w,(cj’ ) we obtain the
addltwe sharing of XWvU) Tt is easy to verify the correctnebs

w9 D = (m) + ,w(J i)

Ms

=
Il
—

IO

E'qg

>
Il
—

OO

I
NE
<

=~
Il
—

It is insufficient to just apply VOLE to generate authenticated sharings in the
presence of a malicious adversary. Because a corrupted party P; may arbitrarily
ng) )

) b

choose its inputs and use inconsistent vectors T ) or vector v/ to

interact with different honest parties. To prevent such an attack, we introduce
a consistency check which opens a random linear combination of authenticated
secret sharings to detect the corruption. To avoid leakage caused by this opening,
we sacrifice a random authenticated sharing as the mask. Although such a check
can not guarantee the consistency of inputs in each invocation of Fyorg, it
guarantees that the sum of errors toward an honest party is zero, which suffices
to generate the correct MAC share as errors cancel out after the addition.

Combining VOLE with consistency check, we can obtain the authenticated
sharings from the additive sharings. The authenticated sharings will be stored
after the consistency check passes. Protocol I 4,4, is the instantiation of func-
tionality Fayueh-
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,-[ Protocol 2: I gy, } <

— Initialize: If all parties receive (Init), each party P; samples v® &

Mnx1(Fq) as global key share. For each ordered pair (P;, P;) and k € [m],

P; and P; call the Initialize step of FEorm, where P; inputs v(])

— Authenticate: If all parties receive (Auth, [X1],. [Xz])
1. Each party P; randomly samples a matrix X(()i) € Mpmxm(Fq).
2. For h € {0} U [4], write X,(f) (z Ef)l, e 733(1) ):
(a) For each ordered pair (PZ,PJ) and k € [m], P; and P; call the

Multiply step of F¥ o5, where P; inputs wﬁj)k

(b) P; receives u(l’]) and P; receives w (“) such that 'w“’” =" 4
MOMO! ’
Vg Thk
(c) Each party P; sets m(i)(Xh) XPp® 4 Dt 2okelm ('w,(f,g) -
”)) Let (X@ m® (X)) as the P;’s share of (Xh).
3. Parties call Fooin £ tlmes to obtain randomness 71, - ,7¢.
4. Parties locally compute (Y) = (Xo) + Zszl rr{Xn).

5. Parties invoke Y’ < Topen ({Y)) and meneck (Y, (Y)) to check the cor-
rectness of opened value.
6. If the check succeeds, output (X1),..., (X¢).

\ J

Theorem 2. Protocol IT o, securely implements F ayen in the (Fyorg, Fcoin)-
hybrid model.

Proof. We analyze the consistency check in I 4,5, and defer the complete simulation-
based security proof to Section B.2. There are two possible deviations in 1 g¢p:

— A corrupted party P; provides inconsistent global key share v with two
different honest parties in the Initialize step.

— A corrupted party P; provides inconsistent secret share X }(lz) for h € {0}U[{]
with two different honest parties in the Authentication step.

In the command Auth, the adversary could introduce an arbitrarily additive
error. For h € {0}U[{] and k € [m], let mg’,z), v,(j’l) be the actual input of P; used

in ]—'\’30 ;g With an honest party P;. We fix an honest party F;,, and define the

correct inputs wﬁf}c, v,(cj) to be equal to :B;l e ), v,(cj’ig) respectively. Then we obtain

the additive error between actual inputs ‘and correct inputs:

S0 =alil ekl =i o

for each j E C,i ¢ C. For an honest party Pj, it keeps inputs azgfk) = 31:553€ and

(j D = Y for each i # 7. Finally, we define that for 4, j € C, the additive error

is zero, i.e. 5,(3,3 =0 and e(J D=
For j € C i¢C,if P; behaves as sender and P; behaves as receiver, we have
that

Z( u;f;i) Jr,w(m)) :X}(Lj),v(i) +A§j’i)v(z)
k=1
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where A;lj’i) — (5}(1{’11'), ‘e ,5,(”;)) Similarly, reverse the role of P; and P;, we
have that .

Z( uhd) +w z)) = X(Dp0) 4 x [V eldd)

k=1
where €9 = (egj’i), - e% Z))T

Sum up the MAC share m?(X},), we can see the following result:

zn: ZXz) )+ZZ( ulff) + i)
1=1

j#i k=1

_ZX(Z) )+ZX 7]) (5,3)

J#i
i X A0+ Y 0
i¢C jec i¢cC jec
N—_—— N——
A e

After the random linear combination with coefficients (ro = 1,71, --

©,Te), We
obtain the following MAC of variable Y:

n 14 4
Z m(i)(Y) =Yv+ Z Z rhA;f)v(i) + Z Z th,Si) e
i=1

i¢C h=0 i¢C h=0
y @

Finally we proceed to check opening of Y. To pass the consistency, the adversary
needs to introduce two errors £ =Y’ —Y and ~ such that:

n

> mO(Y)+y - (Y +Ew=0

4
v=Bo+ > 3 Al + 3 v 0e =0

i¢C h=0 i¢C
14
2] PRSI NS wEDUES o
i¢C \h=0 izc s

We assert that if consistency check passes, then Ag) = 0 and € = 0 with

overwhelming probability. We prove this assertion with following two claims and
defer their proofs in Section B.2.

Claim. If at least one €?) # 0 for some i ¢ C, then consistency check passes
with negligible probability.

Claim. If € = 0 for all i ¢ C and A # 0 for some i ¢ C, then consistency
check passes with negligible probablhty

17



5 Offline phase

The preprocessing phase generates the authenticated random sharings (R) for
the input gates and the multiplication sextuples ((A), (AT), (B), (C),(R), (RT))
for the multiplication gates. In this section, we focus on the production of the
multiplication sextuples. The full-fledged protocol IIp,., is described in Section
A. To reduce the communication complexity, we introduce a variant of VOLE
programmable random VOLE. For the convenience of presentation, the task of
generating multiplication sextuple is divided into two parts: generating Beaver
triples ((A), (B), (C)) and generating double sharings ((A4), (AT)), ((R), (RT)).

5.1 Required functionalities

Programmable Random VOLE functionality Fryvorg. A pseudorandom
correlation generator (PCG) allows two parties to expand a pair of short, cor-
related seeds to a much larger amount of correlated randomness. Recently, ef-
ficient PCGs for RVOLE are based on several variants of learning parity with
noise (LPN) assumptions [8,27,28]. While the communication complexity of orig-
inal VOLE scales linearly in vector length, the communication complexity of
PCG-based RVOLE is either square root of vector length (under primal LPN
assumption) or logarithmic in vector length (under dual LPN assumption). In
PCG-based RVOLE, the sender P4 sends a seed s € S instead of a whole vector
x, where S is the space of seed.

The property programmability was introduced to PCG-based RVOLE in [26],
which allows the sender to reuse its seed s in different instances of Fryork.
We model the programmability with function Ezpand : S — Fg, which deter-
ministically expands the given random seed to a pseudorandom vector of given
length a over F,. The functionality 5y o} 5 is described as Functionality 6. The
instantiation of Fryorg can be found in [26], which was adapted from [28].

,_[ Functionality 6: 5%y o5 } \

Expand : S — Fj is the deterministic expansion function with seed space S
and output length a. The functionality runs between P; and P;.

Upon receiving s € S from P; and v € Fq from P;:

1. Compute & = Ezxpand(s).

2. Sample u & Fg. If P4 is corrupted, receive u from the adversary.

3. Compute w = vax + u. If Pp is corrupted, receive w from adversary and
recompute u = v — w.

4. Output v to P; and w to P;.

5.2 Generation of Beaver triple

The first step of generating Beaver triple is to securely compute matrix multipli-
cation, which can be decomposed into some matrix-vector multiplications. We
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encapsulate the two-party protocol between a random matrix X € Mgy (Fy)
generated by seeds (sy,-- -, s,) and a fixed vector v € Fy* as a procedure called
random matrix-vector oblivious product evaluation (rMVOPE), which can be
found in Procedure 3.

,_[ Procedure 3: 7%y, opE } \

Let Expand : S — g is the deterministic expansion function with seed space
S and output length a. This is a two-party procedure between sender P4 and
receiver Pp.

Receive (s1,- -+, $m) € S™ from Ps and v € Fy* from Pg:

1. For k € [m]:
(a) Pa and Pp invokes Fiy o g, where P4 inputs si and Pp inputs vg.
(b) Pa receives ug and Pp receives wy,

2. Pysetsu=—3 ;" uand Ppsets w=73 ;" wy.

Procedure 7y, outputs the authenticated Beaver triples. We take a brief
overview of this procedure. To generate a Beaver triple ((A), (B), (C)), our ap-
proach is similar to [20]. To check the correctness of ({(A), (B), (C)), we sacrifice
another Beaver triple ((A’), (B), (C")). If all parties sample A, A’ by expanding
the seeds and directly invoke rMVOPE to obtain C, C’, a corrupted party P; may
use inconsistent share BY) toward different honest parties to guess some informa-
tion of A and A’. To prevent such leakage, we generate 7 copies { X, B, Z }ner]
and take F,-linear combinations with random coefficients {(rp,r},)}rhej to ob-
tain A, A’, C,C". The random linear combinations yield universal hash functions
to extract A’, A’,C, C’ from several partially leaked values {(Xp, Zn)}ne[r]-

,-[ Procedure 4: 7y } .

The procedure generates an authenticated triple ((A), (B), (C)) where A, B &
Mpmxm(Fq) and C = AB. The integer parameter 7 = 4 suggested in [20]
specifies the number of input triples required to generate an authenticated
triple.

— Multiply:
1. Let Expand : S — F;™. Each party P; samples seeds (si”, e 73%))

and obtains X = (m§1)7~~~ ,a:(n?) € Mrmxm(Fq), where a:i” =

Expand (s,(:)) for k € [m].
2. All parties invoke Tgrand to obtain an additive sharing [B].
3. For k € [m] and each ordered pair (P;, P;):
(a) P; and P; invoke 7 1tvopg, where P; inputs (sgi), ‘e ,s%)) and
P; inputs bg)

(b) P; receives u,ﬁw ) and P; receives 'w,(f %)
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4. Each party P; sets U — (ugi’j),--- ,u&f{j)) and W09
(wgi,j)y . ,w,&i’j)).

5. Split the matrices into 7 blocks, we write U7 + WO = X BU) a5

D W x®
o+ = : | BY

G W X

where UL, W9, X {9, B € Mupxm(F,) for h € [7]. A

6. For h € |[r], each party P, computes Z,(lz) = X}(LZ)B(Z) +
i,J (4,5)
S (D + WED),
— Combine:

1. All parties invoke Feoim 27 times to obtain {(rn, r},)}thelr-
2. All parties locally compute

[A] =D rulXa]  [Cl=)_ ralZa]

(A= rhlXa]  [C)= D rhiZi]

— Authenticate: All parties invoke Fau, to obtain (A), (A"), (B), (C) and
().
— Sacrifice:
1. All parties invoke Fcoin to obtain x.
2. All parties locally compute (D) = x(A) — (A’) and partially open
D < 70pen({D)).
3. All parties locally compute (E) = x(C) — (C") — D(B) and partially
open E < mopen ((E)).
4. If E # 0, then aborts.
— Output: If no party aborts, all parties output ((A4), (B), (C)).

5.3 Generation of double sharing

To generate ¢ multiplication sextuples for securely computing ¢ multiplication
gates, we need 2¢ + 1 double sharings of the form (A), (A7) with some random
matrix A. Procedure mpoupie receives the authenticated sharing (A) and output
the pair of authenticated sharing ((A), (AT)). We briefly explain the idea of this
procedure. Observe that [AT] can be obtained by locally applying the transpose
to each share of [A]. Then, we apply the Faun to obtain the authenticated
sharing (AT). We take random linear combinations of 2¢ + 1 double sharing
(A;) and (AT) respectively and partially open them to C' and D. If there is no
corruption, C = DT and the check passes. Otherwise, this check will pass with
probability at most 1/¢. One can find 7poypie in Procedure 5.
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,_[ Procedure 5: mpoyupie

)
J

The procedure produces 2¢ pairs of authenticated sharing (A;), (A7), i € [24].
Double: Upon receiving (Double, (A1), ..., (Az¢)) from all parties:

1.
2.

© 00 g O

All parties invoke TRrqna to obtain [Ag].

All parties locally compute [A]] from [A;] for i € {0} U [2] by taking the
transpose of each share.

All parties invoke Faue, with command (Auth, [Ao], [AZ], [AT],...,[AZ)])
to obtain the authenticated sharings (Ao), (A7), (A]),. .., (AZ,).

. All parties call Fcoin 2¢ times to obtain 71, -+, 79,.
. All parties locally compute

20 2¢

(C) = 3" rifAd) +(A0) (D)= ri(AT) + (AT)

i=1 i=1

. All parties invoke mopen to partially open C and D.

. If C # DT, then aborts.

. All parties invoke mcheck to check the opened values.

. If no party aborts, output 2¢ pairs of authenticated sharings

({A:),(AD)), i € [2¢].

Putting together. Protocol II7y. instantiates the functionality Frypie by in-
voking the procedures introduced above. marq¢ and T peusre are used to produce
the authenticated sharings ((A), (B), (C)) and ((A), (AT)), ((R), (RT)), respec-

tively.

\.

,_[ Protocol 6: Il7yp. }

This protocol produces £ authenticated sextuples ((A),(AT), (B),(C), (R),
(RT)) with C = AB:

1.

2.
3.

All parties invoke marui¢ £ times to produce ((A;), (B;), (C;)) with C; =
AzBl fOI‘ 1 E [é]

All parties invoke TRrqna £ times to obtain [R1], ..., [Ry].
All parties call Fayen with command (Auth, [Ri], ..., [Re]) to obtain (R;)
for i € [4].

. Al parties invoke T Double with command (Double,

<A1Eé]. oy (Ag), (R1), ..., (Re)) to obtain ((A;), (AT)) and ((R;),(RT)) for
1€ £

. Output ((As), (AT), (B:), (Cy), (R:), (RT)) for i € [4].

J

Theorem 3. Protocol IIrype securely implements Fryple i the (Fauth, FRVOLE,
Fcoin )-hybrid model.

Proof. Let Z be the environment, which we also refer to as the adversary capable
of corrupting a set C containing at most n — 1 parties. We construct a simulator
S such that the real execution and ideal execution are indistinguishable to Z.
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Here we only prove the security of mps,: and refer to Section B.3 for the full
proof.

In procedure 7]} o pg, the sender only inputs m seeds. Therefore, the cor-
rupted parties can only choose inconsistent seeds for different honest parties,
which can not translate to an arbitrarily chosen additive error. However, for the
convenience of analysis, we follow the idea of [26] and improve the competence
of adversary to introduce an arbitrarily chosen additive error.

Simulating the Multiply step. The simulator & emulates the functionality
FiVorLg in procedure 711 opp- For j € Cand i ¢ C, let (s,(g)’f), e ,s,(f;l)) and
b,(cj’i) be the actual input in the k-th invocation of 77} o pp for k € [m]. Fix an

honest party P;, and define the correct input (sgj ), cee s%)) and b;@j ) to be equal
to (s(lfiio), e ,sg;i")) and b,(g’i"), respectively. For ¢ ¢ C, S randomly samples
X B@ & Mppsm(Fy). For j € C, S receives (sgf), ,sgfﬁ) and bg’i)
from the adversary. Then S receives {u,(cj’i),w,(cj ’i)}jec,z‘géc from the adversary

and recomputes {ufj’j ), w,(j’j )} sejec accordingly. Finally, S honestly computes
i¢c,je
z.

Simulating the Combine step. S emulates functionality Fc,, to obtain
{(rn,7},) }hepr) and executes local computations.

Simulating the Authentication step. S emulates functionality F ., with
inputs from corrupted parties controlled by Z. S authenticates additive sharings
and we define EAuth7Ej4uth to be the errors introduced in authentication. If
E auth, E'y4p, 1s not zero, then parties authenticate values different from those
in the previous step. If Z sends Abort to F 4y, S sends Abort to Frypie-

Simulating the Sacrifice step. S samples D < M, (Fy) as xA — A", If
the triple is incorrect, S aborts; otherwise, S outputs it as a valid triple.

Indistinguishability. We argue that Z cannot distinguish real execution and
simulated one. We will show that if no abort happens, the probability that
adversary introduces some non-zero errors is negligible and the distribution of

opened value is statistically close in both of the worlds.

Now we proceed to the introduced errors during Multiply step. Let X ,(Cj )

be the matrix generated by seeds (sgf), e ,sl(j;n)) In the k-th invocation of

T vivopge, denote the errors as A,(cj’i) = X,gj’i) — X and e,(cj’i) = b,(cj’i) — b,
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Following similar analysis in the proof of Theorem 2, we conclude that for k €
[m],i ¢ C and j € C:

Sz = Xb+ Y AP+ 3 X Oe?
i=1 i¢C i¢C
———

Yk

where A,(:) =Y jec A,(Cj’i) and e,(f) =Y jec e,(cj’i). Putting m columns together,
we have that:

i¢C

Let I' = (1, -+ ,7¥m). Splitting the matrices into 7 blocks, we have that:

7 X, n x®

z.) \x. r) e\ xo

Assume that each party (including the corrupted party) honestly takes lin-
ear combination in Combine step (The deviation in this step causes an ad-
ditive error, which is absorbed by the errors Eayun, £y, in Authentication
step). After these two steps, all parties obtain (4),(A’), (B),(C),(C’) where
A, A", B,C,C" satisfy that:

C=AB+ E\+ Ey + Eaun
C'=A'B+ E| + Ey + By,

and
-

E =Y mly E= irh >AD (e, eD)

h=1 h=1 ig¢cC
T h
E{:Zr;tfh Eé:ZTZZA/(Z) (651),,65}3)
h=1 h=1 i¢C

If no abort happens in the Sacrifice step, we come to the following conclusions
and defer their proofs to Section B.3.

Claim. If the sacrifice step passes, then £ = E; + Fo + Eqyen = 0 and B/ =
El + E5 + E, ., with overwhelming probability.

Claim. If the sacrifice step passes, then {Eg)}ieake[m] are zero with overwhelm-
ing probability.

Now we want to show that opened value D in the real execution is statistically
close to uniform distribution in the simulated execution. Given that D = yA—A’,
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it suffices to prove A’ looks uniformly random to Z and thus can serve as a mask.
The same analysis in [20] is applicable to our case since A’ is the random linear
combination of 7 matrices whose entries can be treated as the random linear
combinations of 7 elements. Thus, the statistical distance of A’ and uniform
distribution is less than 27".

If sacrifice step passes, we have that E 4., + E1 = 0. Furthermore, for k-th
column:

. o (A

Bae = 30 S A where 4 = |
h=1 i¢C A(z)
k,T

Since the distribution of E; is statistically close to the uniform distribution,
the adversary can inject non-zero error F4,;, with negligible probability.

6 Extension to M, yxm(Zpk)

The protocol described in Section 3 and 5 is applicable to My, xm(Fy) with
large enough ¢, i.e., ¢ > 2" so that the error probability can be reduced to
g~ < 27"%. We note that it is possible to modify our MPC protocol to evaluate
the circuit over My, xm (Zpr ) and My, s (Fy) with small . We only present the
modification for integer rings. The same modification can be applied to small
fields as well since the major challenge for both of them is to reduce the error
probability.

We note that when our MPC protocol migrates from My, xm (Fq) to My sxm (Zypr ),
the error probability does not meet the security requirement anymore even if
k is large enough. For example, given an authenticated secret sharing (X) =
([X], [v], [Xv]), where A € Mysm(Zpr) and v € Mopx1(Zyr), the adver-
sary A could inject an additional error E to forge an authenticated sharing
(A+ E) = ([A + E), [v], [Xv]), where E = (p*~1),.xm, i.e., each entry of E is
pF~1. The corrupted sharing passes verification with probability 1/p if /" | v[i]
is divided by p. This problem also arises in the case of M., xm (Fq) with small g.
To reduce soundness error, we propose the following modifications:

Authenticated Sharing. Instead of letting the global key in M, x1(Zyx), we
require that the global key is a matrix in M, x¢(Z, ). This also implies that the
MAUC for each matrix is a matrix in mee(Zpk). One can treat the global key in
Mpnxe(Zye) as £ independent global keys in M, x1(Zyr). Let V€ M so(Zypi)
be the global key and assume that vy, ..., v, are the column vectors of V. Let
FE be the additional error injected by the adversary. To pass the verification, it
must hold that EV = X where X € M,,x¢(Z,x) is the matrix known to the
adversary. Let «1,...,xy be the column vectors of X and we have Fv; = x; for
i € [¢]. Since V is distributed uniformly at random, the adversary succeeds with
probability at most p~¢. Therefore the soundness error is reduced to p~¢. If we
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set £ = @, the soundness error becomes 27", Since the size of the matrix is
much bigger than the MAC, the share size is almost the same as the previous

one.

Linear Combinations. Taking the linear combinations of secret sharings is
an efficient verification method to check the correctness of the sharings in batch
which appears in Check command of online phase, and also the production of
random and double sharing in the preprocessing phase. However, the soundness
of this check becomes 1/p if our matrix is defined over M, xm(Zyx). We can
repeat the linear combinations ¢ times to reduce the error probability to p—*.
Since each linear combination of random and double sharings needs to sacrifice
one corresponding sharing, repeating ¢ times means that all parties need to
prepare £ — 1 additional sharings which can be amortized away due to this check
in batch.

Combine. To prevent partial leakage of honest parties’ private information, we
need to use a universal hash function to extract randomness from 7 copies. For
a small field Fy, we still utilize a random linear combination as a universal hash
function. However, this does not work for ring Z,,». To cope with this problem, we
follow [12] to apply 71 X1 +---+7, X, mod p* with some constriction. Different
from [12], we restrict that r; € Z,, instead of the entries of X;.

Sacrifice. Recall that to compute a triple ((A4), (B), (C}), we need to sacrifice
({(A"),(B),(C")) to check its correctness. The sacrificing technique in M,y (Z,r)
can detect the corruptions with probability 1 — %. To make this probability over-
whelming, we have to sacrifice ¢ triples to verify the relation C = AB.

VOLE and RVOLE. We need to adapt VOLE and RVOLE for the integer ring
setting. The existing VOLE protocols focus on Zgx. For example, SPDZyx [12]
uses VOLE as functionality and MozZyxarella [5] uses RVOLE over Zgi as func-
tionality. Since PCG in RVOLE is based on LPN assumptions, the hardness of
LPN assumptions should be re-estimated in the setting of Zqx [21].

7 Analysis

In this section we will analyze the communication complexity and share size of
our MPC protocol over M, xm (Fq) and My, s (Z,r ), respectively.

7.1 Analysis of MPC over M, xm (Fq)

In this subsection, we present the communication complexity of our MPC pro-
tocol over M, m (Fy) assuming ¢ > 2%. For small ¢, we refer the reader to the
next subsection where we analyze the communication complexity of our MPC
protocol over M, s (Z, ). The analysis of the matrix over a small field is almost
the same as the matrix over an integer ring.
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Analysis of the online phase. At each step of partial opening, all parties send
their shares to a specific party, then let this party reconstruct and broadcast the
secret, thus the communication complexity is 2m?(n — 1)logq bits. For each
multiplication gate, all parties need to partially open three shares (D), (E), (F)
and thus the communication complexity is 6m?(n — 1)logq bits. Each input
gate requires P; to broadcast the difference between X and mask R, which
communicates m?(n — 1)loggq bits. For the output gate, the partial opening
needs 2m?(n — 1)logq bit of communication and verification needs mn?logq
bits of communication via simultaneous message channel. Another measure is
share size, which is m(m + 1)nlog ¢ bits, since [v] remains unchanged in each
authenticated sharing and we omit this item.

We analyze the communication complexity and share size of other MPC
protocols and list the results below. We note that the matrix computed in [11]
is defined over Z,» as they use BFV scheme in their preprocessing phase. The
comparison with [11] is deferred to the integer ring. Since there are no dishonest
majority MPC protocols over M, xm (F,), we compare our protocol with SPDZ
[14] to execute entry-wise computation. The variant of SPDZ protocols such as
[20] has almost the same communication complexity in the online phase as m3?
Beaver triples are required to compute a matrix multiplication gate in the online
phase.

SPDZ [14] our work our work (FD)
comm 4m3(n —1)logq 6m2(n —1)logq 4m2(n —1)logq
share size 2m? log ¢ m(m + 1)loggq m(m + 1)loggq

Table 1. The comparison of MPC protocols over M, . (Fy) in terms of share
size and communication complexity of a multiplication gate (FD represents func-
tion dependent preprocessing)

Analysis of the preprocessing phase. The task of preprocessing is to gen-
erate random sharing and multiplication sextuple. The communication cost is
dictated by II7,pe which produces the multiplication sextuples. As our prepro-
cessing phase uses VOLE and RVOLE as the building blocks, we calculate the
communication cost of preprocessing phase in the number of calls of the func-
tionality ]:VOLE and ]:RVOLE'-

To generate a random authenticated sharing (R) for an input gate, where the
secret R is known to P;, P; distributes the additive share X ) to P; and invokes
Fvore with P;. After producing ¢ + 1 such random sharings, P; sacrifices the
first one to invoke mopecr for consistency check. If 7 is large enough, the cost of
the consistency check can be amortized away. In this case, the preparation for
an input gate only costs n — 1 calls of Fyorg.

Protocol Il7yp. produces £ sextuples by generating ¢ Beaver triples and
2¢ double sharings. The procedure mr,,+ makes m calls of 7]y}, opg, D calls of
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II Ayt and 2 calls of Topen, which finally leads to m?n(n—1) calls of FE¥ ;5 and
5mn(n—1) calls of Fyor g in total. To generate 2¢ authenticated double sharings,
the procedure 7 poypie invokes Faun 3¢ + 2 times and executes the consistency
check, which causes (3¢+2)mn(n—1) calls of Fyyorg. Thus, preparing a sextuple
requires m?n(n — 1) calls of FE% ;. z and 8mn(n — 1) calls of Fyore. As shown
in Section 5, the instantiation of 5.1, Fyorr and Fi{}o.p incurs O(mlogq)
and O(y/Tmlogq) bits of communication, respectively®, therefore the overall
communication complexity for a multiplication sextuple is O(n?m?2:log q) bits.

7.2 Analysis of MPC over M, xm (Zpx)

Analysis of the online phase. To migrate MPC protocol from M, x ., (F,) to
Mppsm(Zyr), we extend the global key and MACs from vectors of length m to
m x £ matrices, where ¢ = 10’; . This modification does not affect the communi-
cation complexity but does af]fect the share size. In contrast, the homomorphic
encryption scheme BFV in matrix triple [11] requires that plaintext modulus
p* is large enough. To make a fair comparison, we assume that p* satisfies the
security requirement of [11] and compare the communication complexity of the
multiplication gate and the share size. Although our protocol needs slightly more
communication than [11], our protocol has a smaller share size and can be de-
fined over any integer ring. Moreover, the improvement of our MPC protocol by
resorting to function dependent preprocessing can achieve the same communica-
tion complexity.

matrix triple [11] our work our work (FD)
comm 4m?k(n — 1)logp 6m?k(n — 1)logp 4m*k(n — 1)logp
share size 2m2klogp m2klogp + mkk m2klogp + mkk

Table 2. The comparison of MPC protocols over My, xm (Zyx) in terms of share
size and communication complexity of a multiplication gate (FD represents func-
tion dependent preprocessing)

Analysis of the prerpocessing phase. The communication complexity of
our preprocessing phase is almost the same as that of our MPC protocol over
M xm(Fq). In view of the changes from finite fields to integer rings introduced in
Section 6, the overall communication complexity for computing a multiplication
sextuple is O(kkn?m?-%) bits. Since the preprocessing phase in [11] takes a totally
different approach by resorting to homomorphic encryption (BFV scheme) and
zero knowledge proof, it is difficult to make a fair comparison.

8 The RVOLE with communication complexity O(log Tmlog q) bits is based on dual
LPN assumptions. Our protocol requires RVOLE with programmability which are
mostly based on primal LPN assumptions.
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Supplementary Material

A Missing Functionalities and Protocols

Channels. This functionality models required communication channels.

,_[ Functionality 7: Fonannels ] )

The functionality proceeds as follows:

— Pairwise: On input (Message, z, P;, P;) from P;, send z to P;.

— Broadcast: On input (Broadcast, x, P;) from P;, send z to all parties.

— Simultaneous: On input (Simultaneous, z;, P;) from each party P;, store
this value. Do not send {x;};c[n) to each party until all parties have pro-
vided inputs®.

® This command aims to commit to input of each party.

Affine combinations. The parties could use m4 ¢ to locally compute the affine
combination of (-)-share with coefficients a1, --- ,a, € Fy.

Procedure 7: mars(((X1), -+, (Xe)), (@1---,ar)) ]

Given ¢ shared values (X;) = (X;i>,v(i),m(i) (Xj))ien for j € [€] and £ con-
stant scalars (a1, - - ,a¢), all parties can execute following operations to obtain
shares of Y = Zle a; X;.

1. All parties locally compute
YO =Y ax0, mOr) = amx)
j=1 j=1

2. The parties store the new shared value (V) = (V¥ 4@, m(i)(Y))ie[n].

Opening and checking. The following procedures could allow the parties to
partially open and check the correctness of opened values, respectively.

Procedure 8: mopen ((X))

)

Given a share value (X) = (X® v m®(X)):

1. All parties send their share X ) to P
2. P; reconstructs X = x® +---+ X™ and broadcasts X to all parties.
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,_[ Procedure 9: mcpecr (X', (X)) ]

Given an opened value X and a shared value (X) = (X, v m(X)):

1. All parties locally compute o = m*(X) — Xv® and broadcast this value
via the simultaneous message channel.

2. All parties locally compute o = o +- -+ (™ and verify whether z = 0.
If the answer is no, abort.

Random additive secret sharing. This procedure generates a random addi-
tive secret sharing [X].

Procedure 10: mrung }

1. Each party P; samples a random matrix X @, '
2. Output [X] = (XP,..., X™) with X = 37 | X©.

Preprocessing protocol. Commands including Initialize, Authenticate and
Sextuple can be done using essentially the same protocols as IT 4y:n and I rypie.
Thus, it remains to complete this protocol by describing the Input command.

In particular, P; samples the random masks Ry, Ry, -- , Ry & Mipxm(Fq) and
distributes random shares of Ry, ..., R, to other parties. Then all parties except
P; call functionality Fyorg with P; to generate the MAC of (Ryp), ..., (Re). By
use the same MAC checking procedure as in I 4,¢n, We obtain the authenticated
sharings (Ry),..., (Ry).

,_[ Protocol 11: Ilp,., }

The protocol keeps a dictionary Val.

— Initialize: Same as in ITAy¢n.
— Authenticate: Same as in IT oy¢h.
Sextuple: Same as in rupie-
— Input: On input (InputPrep, P;) from all parties do the following to create
¢ random authenticated mask: s
1. P; randomly samples Ro, R1,- -+ , R¢ = Mpxm(Fq).
2. For h € {0} U [¢], P; randomly samples {R;lj)}je[n] such that
D i R,(lj) = Ry, and distributes Rflﬂ to Pj.
3. For h € {0} U [¢], write R, = (Th,1, " ,Th,m):
(a) For k € [m] and each j # i, P; and P; call the Multiply step of
f@OLE, where P; inputs 7 k.

(b) P; receives uij’,z)

rec and P; receives v,(f }? such that wéﬂ ‘,j) = u;i’,z) +
ri )
¢) P sets mP(R,) = Rpo® — 3 ul™) and P; sets
k=1 j#i —h,k J

mU(Ry) = S5, wiy).
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4. Parties call Fooin £ times to obtain randomness x1,-- - , Xe.

Parties locally compute (Y) = (Ro) + >4 _, xn(Rn)-

6. Parties invoke Y’ < 7open ({Y)) and meneck (Y, (Y)) to check the cor-
rectness of opened value.

7. If the check succeeds, output (R1),..., (Re).

S

B Missing Proofs

B.1 Proof of the Online Phase

Theorem 4 (Theorem 1,restated). Protocol [loniine securely implements Farpo
in the (Fprep, Fcoin)-hybrid model.

Proof. Let Z be an environment corrupting a set of at most n — 1 parties. We
assume that Z plays the role of both the distinguisher and the adversary, who
simply forwards messages sent and received by corrupted parties in the protocol
as directed by the environment.

Recall that the environment’s view is the collection of all intermediate mes-
sages that corrupted players send and receive, plus the inputs and outputs of all
players. We will describe a simulator S who has the access to the ideal functional-
ity Fprep and Feoin and interacts with Z in such a way that the real interaction
and the simulated interaction are indistinguishable to Z. The simulator S works
as follows.

Simulating Initialize and Input command. The simulator simply emulates
the functionality Fp,cp honestly. Then, & knows each MAC key v held by P;.
Also S distributes random shares to the corrupt parties for every input gate and
the multiplication sextuples for every multiplication gate.

In the Input command, when a P; is honest, S broadcasts a random element
R € My xm(Fq). When a corrupted party P; broadcasts €, S extracts its input
as X = e+ R, where R is the random value that P; should have used. Then the
simulator stores the values as input to the Faspc.

Simulating Addition and Public matrix multiplication command. These
steps only consist of local computations which can be simulated trivially, where
S carries out honestly on behalf of the virtual honest parties.

Simulating Multiplication command. When the values D, E and F are
opened for multiplication, S opens random shares on behalf of the honest parties.
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Simulating the Output and Check openings command. § first receives
the output Y from Fj;pc. Next, S executes Check command with the adversary,
on behalf of the virtual honest parties. If the check fails, S sends Abort. If the
above check passes, S modifies the honest parties shares it holds to be consistent
with the output Y, as well as the MAC shares to be consistent with Yv. Then
S runs the mopeck with the adversary, on behalf of the honest parties.

Indistinguishability. Now we argue that Z cannot distinguish between real
and ideal executions. It is clear for Init command, because Z gets random values
in both executions. In Input command, the values broadcast by the honest parties
are uniformly at random in both worlds. It is also the case Mult command, where
the adversary receives honest parties’ shares of three fresh random values. These
shares are uniformly at random in both of the worlds. The MAC shares of these
opened values are also uniformly at random in both of the worlds, which are
the random sharings of a correct MAC with an error added by the adversary in
Input command.

In Output command, the probability that the Check command and a single
Toheek Tesult in abort is the same in both executions. Meanwhile, if the first step
of Check command passes, then the honest parties will reveal their shares in both
executions. In the real execution, these shares are conditioned on adding up to
the value computed in the protocol with the shares provided by the adversary,
whereas in the simulated execution this sum is equal to the value output by the
functionality. Due to the sketch proof above, we know that this check will pass
except with probability 2/¢. It is the same as the last single mopeck, which will
pass except with probability 1/g. As a result, we can say that in both executions
the values are the same, except with probability 3/g.

B.2 Proof of Authentication

Claim. If at least one €?) # 0 for some i ¢ C, then consistency check passes
with negligible probability.

Proof. Assume for i ¢ C, €¥ # 0. Note that Y is honestly generated and its
distribution is uniformly random in M, x, (F,) due to the random mask Xé’).
If the consistency check passes, Y (De(® = § for some & that is independent of

Y which happens with probability ¢~.

Claim. If € = 0 for all i ¢ C and A,(f) # 0 for some i ¢ C, then consistency
check passes with negligible probability.

Proof. If E # 0, the adversary passes consistency check only if F Ei¢C v =§

1

for some & that is independent of {v( which happens with probability ¢—!.

'}

: ig¢c
If E=0and AS) # 0 for some i ¢ C, h € {0} N [{], the adversary needs to make
error AEZ) satisfy As)v(i) = ¢ for some & that is independent of v(¥). Such

attack succeeds with probability at most ¢—!.
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Theorem 5 (Theorem 2,restated). Protocol IT oy securely implements F ayin
in the (FyorLe, Fcoin)-hybrid model.

Proof. We define a simulator S such that an environment Z can only distinguish
a real execution interacting with the honest parties and an ideal execution with
the simulator S with a negligible probability.

Simulating Initialize command. For k € [m], let v,(cj’i) be the input of a

corrupted party P; toward an honest party P; during the Initialize step of
FEopp- S fixes an honest party P;, and sends v() = (v%j”h)?... 71}7(731',1'0)) to

Fauth as the global key share of P;. For i ¢ C, S samples v & Fy'.

Simulating Authenticate command.

1. For ¢ ¢ C, randomly sample X(gi) & Mo xm (Fg).
2. For h € {0} U [£]:
(a) For all j € C,i ¢ C and k € [m], S receives w&i}z),ug}z) and w
the adversary.
(b) Honestly compute the MAC share m()(X},) for i ¢ C with the simulator
of Fvore.
Randomly sample and send rq,--- , 7y to the adversary.
4. Send adversary the honestly computed share Y for i ¢ C and receive Y ()
for j € C from the adversary to reconstruct Y.
5. Honestly compute o = m® (Y) — Y0 for i ¢ C and receive o¥) from
the adversary.
6. Execute the consistency check. If it fails, then send Abort to Fau¢n-

7. If no abort happens, for j € C and h € [¢], compute m?) (X},) with x%jgﬂ, vy

and wg’,ﬂi), then send (X,(Lj), m) (X)) to the adversary.

(3:1)
Ik from

@

Indistinguishability. It is easy to observe that the transcript for messages
inspected by the adversary has the identical distribution in ideal and real execu-
tions. In the previous analysis, we argue that if the adversary introduces additive
errors that result in a fake authenticated sharing, the consistency check passes
with negligible probability, therefore the probability of passing consistency check
is almost identical in the two worlds. Finally, we show that the distribution of
honest parties” MACs is identical in both worlds since Fyorg outputs random
vectors, which serve as a random mask.

B.3 Proof of Sextuple Generation

Claim. If the sacrifice step passes, then £ = E| + FEo + Eayn, = 0 and B/ =
Ei{ + E4y + E, ., with overwhelming probability.
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Proof. If the protocol does not abort in sacrifice step, then xyC — C' — DB = 0.
Since C = AB+ E and ¢/ = AB + E’, we have that

xC—-C'—DB=0
X(AB+E)— (AB+FE')—(xA—AYB=0
xE—E =0

Such equation holds with probability ¢ .
Claim. If the sacrifice step passes, then {Eg)}igake[m] are zero with overwhelm-
ing probability.

Proof. Due to the previous claim, if sacrifice step passes, then following equation

holds
Ei+ Ey + Epun =0

~Er = Eaun = Y AD (e, )
igC
where {A®) }ige is distributed uniformly at random and other items are indepen-
dent of {A(i)}igc. Suppose that e,(j) # 0 for some k € [m],i ¢ C, then adversary
fj) = § from some & is independent of A to pass the

needs to make A(e
sacrifice step, which happens with probability ¢~

Theorem 6 (Theorem 3,restated). Protocol Iy securely implements Frypie
in the (Fauth, FRVOLEs FCoin)-hybrid model.

Proof. Here we provide the supplementary proof of the security of 7poupie-

Let Z be the environment, which we also refer to as adversary, corrupting a
set C containing at most n — 1 parties. We construct a simulator S such that the
real execution and ideal execution is indistinguishable to Z.

Simulating the Double step The simulator & emulates the functionality
Fauth With inputs from the adversary. Similarly, S just emulates the Fooin to
obtain {7;};c[2¢ and executes local computations. Note that every pair of the
double sharings (A4;, A7) for i € {0} U [2¢] will be introduced errors in the two
steps above, which we denote by (E;, E!). Then, S runs the procedure mcheck
on behalf of the virtual honest parties.

Indistinguishability Now we argue that Z cannot distinguish real execution
and simulated one. Define Ec = Z?io rE;, Ep = Z?io r;E!, where ro = 1. The
first check will pass if adversary make the sum of the weighted errors equal, that
is to say Ec = Ep. To pass the second check, the key of the problem returns to
the classic check if we denote errors of the MAC sharings added in the mopeck
procedure by d¢,dp, which satisfy that:

Ec’UZ(sC
ED’U = 6D

35



Therefore adversary could introduce non-zero errors E¢, Ep with only negligible

probability ¢~ *.

C Function Dependent Preprocessing

The downside of our protocol in Section 3 is that each multiplication gate re-
quires 2 rounds of interactions while the original SPDZ protocol only needs one
round. Recently, MPC protocols with function dependent preprocessing have
been proposed in both honest majority [17,15] and dishonest majority setting
[7,16]. By utilizing this idea, we can further reduce the round complexity and
communication complexity of our MPC protocol. We briefly review the necessary
changes for this improvement.

The value X is not represented by the authenticated sharing (X), but a pair

((Ax),Px), where Ax & Mixm(Fq) and the difference &x = X — Ax is open
to all parties. Note that @x is masked with uniformly random Ay, therefore its
exposure leaks no information about X.

Assume that all parties have two variants ((Ax),@x) and ({Ay ), Py ). For an
addition gate, all parties just need to execute local additions to obtain ({(Ax +
Ay), ®x + Py) as the sharing of X + Y. For a multiplication gate, all parties
choose a random mask (A7) and the main task is to compute the public difference
®4. Following the analysis in Section 3, we could obtain:

(Pz) = PxPy + (AxPy) + Px(Ay) + (AxAy) — (Az)

We need to compute (Ax®Py) in the absence of right linearity and use the

same approach to partially open &% (A% ) — (RT), where R & Mism (Fq). Since
@y is known to all parties in the function dependent model, this computation
can be done locally. Thus, to compute a multiplication gate, in the preprocessing
phase, we need to prepare ((Ax),(A%), (Ay), (AxAy), (R), (RT),(Az)), where

RE Msm(Fq), Ax, Ay, Az are masked values aligned to X, Y, Z, respectively.

We define the functionality Frp_prep to describe the function dependent
preprocessing as Functionality 8. We can slightly modify IIp,e, to instantiate
this functionality. Based on Frp_prep, we could instantiate Fyrpc as Protocol
12. To avoid confusion with ITp,iine, we denote this instantiation as ITrp_oniine-

,_[ Functionality 8: Frp_prep }

The functionality maintains a dictionary Val, which keeps a track of authenti-
cated elements in M, xm (Fq) (Note that Val stores (Ax) instead of (X)). This
functionality has all the same commands in Faq:, with following additional
commands:

— Input: On input (InputPrep, id, P;) from all parties, sample Ax &
M xm(Fq), store Val[id] = Ax and return Ax to P;.

— Addition: On input (AddPrep, id, (id1,id2)) from all parties, compute
Az = Val[idi] + Val[id2] and store Val[id] = Az.
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— Public matrix multiplication: On input (PubMulPrep, id, A) from all
parties, compute Az = AVal[id] and store Val[id] = Az.

— Multiplication: On input (MultPrep, id, (id1, id2)) from
all parties, do following operations and return the tuple
(<AX>7 <A§>7 <AY>, </1x/1y>, <R>7 <RT>7 <AZ>)

e Set Ax = Val[idi] and Ay = Val[idy]
e Cenerate authenticated sharings (A%) and (AxAy)

Sample Az & Mpxm(Fq) and store Val[id] = Az.

Sample R < Minsm(F,) and obtain a double sharing ((R), (RT)).

\. J

,_[ Protocol 12: IIrp_online ]

The parties maintain a dictionary Val for authenticated secret sharings of mask-
ing values.

— Initialize: Each party samples v® & M xm(Fq) and set Val = ). Call
Frp—prep With the circuit as input.

— Input: If P; receives (Input, id, X, P;) and other parties receive (Input,
id, P;), P; retrieves mask Ax associated to X and broadcasts ®x = X —Ax
to all parties.

— Addition: If all parties receive (Add, id, (id1, id2)), retrieve public differ-
ences of two inputs @x,®y and set difference of output as &z = &x + Py.

— Public matrix multiplication: If all parties receive (PubMul, id, A) from
all parties, retrieve difference of input ®x and update it as AP x.

— Multiplication: If all parties receive (Mult, id,(idi,id2)), retrieve
(Ax) = Val[idi] and (Ay) = Val[idz] and corresponding differences
®x,Dy. Do the following:

1. Obtain the corresponding multiplication sextuple
({Ax), (A% ), (Av), (Ax Ay), (R), (RT),(4z)).

2. All parties locally compute (D) = (Ax Ay )+ Px (Ay)+Px Py — (Az)+
(R) and (E) = #%(A%) — (RT).

3. All parties invoke D <— mopen ({D)) and E <~ mopen ((E)).

4. Set ¢z = D + E”.

— Partially Opening: Same as in Honiine-

— Check Opening: Same as in Toniine-

— Output: When all parties output a variable Y, do the same as in IToniine
to open Ay to all parties. Then reconstruct Z = Ay + ®@y.

\. J

Theorem 7. Protocol Ilpp_oniine Securely implements Farpco in the (]'_FD—Prep,
Foin )-hybrid model.
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