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ABSTRACT

Image is a visual representation of a certain fact and can be used
as proof of events. As the utilization of the image increases, it is
required to prove its authenticity with the protection of its sensi-
tive personal information. In this paper, we propose a new efficient
verifiable image redacting scheme based on zk-SNARKSs, a commit-
ment, and a digital signature scheme. We adopt a commit-and-prove
SNARK scheme which takes commitments as inputs, in which the
authenticity can be quickly verified outside the circuit. We also spec-
ify relations between the original and redacted images to guarantee
the redacting correctness. Our experimental results show that the
proposed scheme is superior to the existing works in terms of the
key size and proving time without sacrificing the other parameters.
The security of the proposed scheme is proven formally.
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1 INTRODUCTION

Photos are a prevalent data format that visually displays a fact and
are increasingly being used today as more and more people have
their own IoT devices such as mobile phones, web cameras, and
dashboard cameras. The integrity and authenticity of the photo-
graphic information becomes very important, when it serves as
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proof of an identity or an event. In particular, since the spread of
COVID-19, the need for a non-contact authentication technique
using photo images of an ID card has tremendously increased. Also,
there is an ISO standard [9] which allows construction of Mobile
Driving License (mDL) applications and users can carry and use
it in their phone instead of the plastic card. However, there is a
critical risk that privacy can be compromised because photos often
contain important personal information. If a photo of an ID card
like Figure 1 (a) is leaked, the adversary can steal the victim’s iden-
tity and may exploit it for criminal activity. While many countries
have adopted identity verification using photographic information,
to date, they have been used in parallel with other authentication
techniques to supplement the limitations of this system. Images
can also be used as legal evidence for certain events. Revealing
the entire original image without any processing can invade the
privacy of unrelated people.

In order to minimize the exposure of personal information, it
is recommended to delete all information except for information
that is minimally necessary for identification or evidence, as shown
in Figure 1 (b). Then the remaining work is to guarantee that the
redacted image is identical to the original authenticated one while
hiding sensitive information within the image. This paper claims
three security requirements for verifiable image redacting: orig-
inality, redacting correctness, and area zero-knowledge. First, the
originality means that the redacted image should have been gen-
erated from the authenticated original image. The prover must be
able to attest that she/he has knowledge of the authenticated image.
Second, redacting correctness is that the output image is a result
of being redacted properly from the input. Lastly, it should not be
possible to infer any information about the erased part from the
redacted image and proofs.

1.1 Related Work

There have been many studies on redactable signature schemes
(RSS) which support deletion of signed documents. In RSS systems,
any person can black out any part of the signed document. RSS was
first proposed by Steinfeld et al. [17] using Merkle hash tree. The
security notion of privacy was formalized by Brzuska et al. [2]. RSS
systems have been developed based on various data structures, such
as tree structures [2, 15], graph structures [12], and cryptographic
accumulators [6]. However, the signature size in their schemes was
proportional to the message length. A state-of-the-art RSS [16]
reduces it to constant by sacrificing its key size; it increases the
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Figure 1: An example of ID card

key size into the square of the message length in order to cover
all possible redacting cases. Since it is not known which parts will
be redacted before the key setup, the approach in [16] seems to be
unavoidable to have a constant size signature. If the conditional
statement for the input can be verified in a way that can express
all cases of output, it will be possible to design an RSS scheme with
a linear complexity.

There is another approach to construct the RSS schemes with a
more sophisticated primitive zk-SNARKSs (zero-knowledge succinct
non-interactive arguments of knowledge) [7, 8, 14]. A zk-SNARKs
scheme is a cryptographic tool that succinctly verifies any func-
tion’s computation without revealing private information such as in-
termediate values generated in its computation. When zk-SNARKs
are applied to RSS, one generic method is to encode all required
computations as a function statement for proof; the function in-
cludes the signature verification as well as the redacting operation
(consisting of conditional statements). Photoproof [13] adopting a
proof-carrying data technique [5] basically puts the signature verifi-
cation process of the input data into the proving statement directly.
Signature verification typically consists of multiplication-intensive
group operations and nonlinear hash function computations. En-
coding them into an arithmetic circuit for zk-SNARKSs results in
the circuit size being so large that it has a direct impact on proving
performance and common reference string (CRS) size. Its proving
computation and CRS size complexities are proportional to the
cube of the input, roughly taking 15 hours and requiring 460GB
of CRS to generate a proof for a 100x100 size image. To mitigate
this problem, verifiable document redacting (VDR) proposed in [4]
verifies the signature outside the circuit, but hash computation and
conditional statements still remain in the circuit. A widely used
standard hash function, SHA256, is more than 20,000 lines in arith-
metic circuit and a conditional statement represented as bit-wise
operation requires 32 lines per 32-bit value. Although the CRS size
and proving computation in VDR are reduced to linear complexities
to the input, constant factors increases to at least the bit-length due
to the conditional statements as shown in Table 1.

1.2 Main idea

In this paper, we propose an efficient construction for the verifiable
image redacting scheme using zk-SNARKSs, a Pedersen commitment
scheme, and a digital signature scheme. Figure 2 shows an overview

of our verifiable image redacting construction. The verifiable image
redacting scheme requires three entities: a certificate authority, a
prover, and a verifier. The certificate authority commits the image,
signs the committed value, and then publishes the committed value
and signature so that anyone can check the authenticity of the
committed value while the original image keeps hidden. The prover
is a person who wants to use an image as evidence. After redacting
the private part, she proves that it is correctly redacted from the
committed image. Lastly, the verifier verifies the originality and
redacting correctness of the redacted image.

Our construction follows the philosophy of VDR [4] in that
the signature is verified outside the circuit, but it does not even
include the hash computation and the conditional operations in
the circuit, improving the proving time and the crs size into a
practical level. We achieve this goal by utilizing cc-SNARK (commit-
carrying SNARK) and cp-SNARK (commit-and-prove SNARK) [3].
In cc-SNARK, a commitment is provided as SNARK input. If the
Pedersen commitment is used as commitment then the commitment
computation becomes for free. In addition, cp-SNARK can efficiently
prove that the identical data are used in two Pedersen commitments.
It is possible to efficiently prove the equality of data in commitments
used for the signature scheme and the zk-SNARK scheme. Note that
cc-SNARK is a snark scheme with commitment and cp-SNARK is a
proving scheme to connect commits. Therefore, it is recommended
to use both cp-SNARK and cc-SNARK together. [3]

To ensure existential unforgeability for RSS, it should be impossi-
ble to create a new proof without witness knowledge (the redacted
image) even after seeing many proofs under different instances
in VDR. Le., the SNARK scheme used as a building in VDR needs
to be simulation-extractable to provide non-malleability that pre-
vents cheating in the presence of simulated proofs. To achieve non-
malleability, we adopt se-cp-SNARK scheme (simulation-extractable
cp-SNARK) [3, 10] and devise a new se-cc-SNARK scheme (simulation-
extractable cc-SNARK) for the proposed verifiable image redacting
scheme.

We replace the conditional statement for redacting with a new
relation we propose. Since the redacting operation converts each
pixel value into zero, the sum of the public output image u and the
private hidden image u is equivalent to the original input image
m, i.e., m = u + u. In addition, it is required that one of u and u
should be zero. Note that if one of u and u values is not forced
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to be 0, a malicious prover can manipulate the public output im-
age. For example, given an unredacted pixel value m = 4, the pair
corresponding to (u,u) should be (4,0). However, if only the re-
lationship of m = u + u is checked, the verification passes even if
the prover intentionally sets (u, %) = (2, 2) to manipulate the origi-
nal pixel value. Relations R,¢q4c; and Rzero in Algorithm 1 for
se-cp-SNARK and se-cc-SNARK, respectively, denote the relations
of sum and zero. Figure 2 shows the proposed VIR system in which
the original image is divided into a public part u and a private part
7, and committed to C,, and Cy,.

Algorithm 1 Relations for verifiable image redacting

Rredact (h,f, f',Cy, C_u, Cm,u; 7,1, mo, m)

parse h = (ho,hi,....hn), £ = (fo.fi,....fu), £/ =
fy- fi>- o fu)sw = (ur,...,up), W = (ug,...,up), and m =
(m1,ma,...,mp)

assert C, = [17, f{“

assert Cy = fo - iy lliln

assert m; = u; +u; (s.t. i € [1,n])

assert Cpy = by - 11y b}
Rzero(u,u; )
parseu = (uy,...,up), andu = (ug, ..., uy)

assertuj -u; =0 (s.t.i € [1,n])

1.3 Our contributions

We summarize our contributions. First, we formally define security
notions of a verifiable image redacting scheme. There are three no-
tions: originality, redacting correctness, and area zero-knowledge.
We construct a simulation-extractable cp-SNARK scheme (se-cp-
SNARK) and a simulation-extractable commit-carrying SNARK

(se-cc-SNARK) and propose an efficient verifiable image redact-
ing scheme satisfying all three security requirements, using se-cp-
SNARK, se-cc-SNARK, digital signature, and a Pedersen commit-
ment scheme.

Our proposed scheme improves CRS size (O(n)) and proving
time (O(nlogn)) compared with related works without sacrificing
the other parameters as shown in Table 1. For FHD images, the
proving time is 1.1s in our approach, while it is 6.7s in RSS [16] and
26.2s in VDR [4]. The key size is 2.7MB in our scheme, 2.1GB in
RSS, and 670MB in VDR, respectively.

1.4 Organization

In Section 2, we describe the preliminaries of the verifiable im-
age redacting scheme. Section 3 defines the security notions, and
provides the construction and proof of our scheme. Experimental
results are shown in Section 4. Finally, we conclude this paper in
Section 5.

2 PRELIMINARIES

2.1 Notation
If x is a arbitrary string then |x| denotes its bit length. If S is a set

then S| denotes its size and x & S denotes assigning a member
uniformly from S to x. We use the notion of a security parameter
A which will be provided as input to scheme and 1* to denote its
unary representation. A lowercase bold character denotes a vector,
and an uppercase bold character denotes a matrix.

Throughout this paper, m = (my, - - - , mp) means the original im-
age,u = (uy, -, up) means the public image, and u = (uy, - - ,up)
means the private image. Each u; or u; represents a pixel (or pixel
block) of the image, and the empty spaces of u and u are filled with
ZEr0S.



Table 1: Comparison of verifiable redacting systems. n is the message length, r is the redacted message length, b is the bit length

of a pixel(32-bit), and 4 is the circuit size of a hash function.

l [ Photoproof [13] [ VDR [4] [ RSS [16] [ Ours [
|CRS| o(n3) O(b-n+h) 0o(n?) O(n)
[Proof] 0(1) 0(1) 0(1) 0(1)
Prover 0(n®log(n)) O((b-n+h)log(b-n+h)) | O(r-(n—r)) | O(nlog(n))
Verifier o(r) O(r) o(r) O(r)
The multiplication of a field element vector k and a group ele- ck Keygen(ll)
ment a is calculated as ako, akl, .. .,ak". Pr| A(ck,Cmy) = b mo, m; — A(ck) _ l
b < {0,1} 2

2.2 Bilinear Group

We assume an bilinear group generator BG that is run with 1¥ and
efficiently returns (p, G1, Go, Gr, e, G1, G2). "efficiently” mean an
algorithm running in time poly(lk ). We will use bilinear group
(p, G1, Gy, GT, €, G1, G2) with the following properties:

e pis prime in poly(1¥) size.

o Gq, Gy, Gt are groups of order p with generator G; € G1,G3 €
Go.

e e is an efficiently computable pairing e : G; X Gz — Gr

e ¢(G1, Gy) are uniformly chosen generators Gr.

2.3 Pedersen Vector Commitment

The Pedersen Vector commitment is a perfectly binding scheme
based on the discrete log problem with providing additive homo-
morphism.

Definition 2.1. The Pedersen Commitment scheme for vectors of
size n has the triple of PPT algorithms (Keygen, Commit, VerifyCommit)
defined as follows. and We consider an instantiation on a group G;.

o ck «— Keygen(11): The key generation algorithm take as
input security parameter A, and returns a commitment key
ck.

o (Cm,0) « Commit(ck, w): The commit algorithm takes as
input a commitment key ck and a vector w, and returns an
opening o and a commitment Cp,.

e 1/1 « VerifyCommit(ck, Cp,, W, 0): The verifier algorithm
takes as input a commitment key ck, a commitment Cy,, a
vector w and an opening o, and returns 1(accept) or _L(reject).

The scheme is perfectly hiding and computationally binding.
Computational binding: For every computational adversary A
having knowledge of ck:

VerifyCommit(ck, Cr, W, 0) A
Pr| VerifyCommit(ck, Cpy, w/,0")A ’(Cm,w, o,w’,0") « A(ck)
wzw

= negl(ll)

Perfect hiding: For all messages s.t. mgp # mj and [mg| = |my|
and for any adversary A the following probability is %:

(Crmys 1) < Commit(ck, my,)

2.4 Digital signature

Definition 2.2. The digital signature scheme has triple of PPT
algorithms (Keygen, Sign, Verify) defined as follows.

e (pk,sk) «— Keygen(1%): The key generation algorithm takes
security parameter A as input, and returns a public key pk
and a signing key sk.

® oy, < Sign(sk, m): The signing algorithm takes a signing
key pk and a message m as input, and returns a signature
Om.

e 1/1 « Verify(vk, om, m): The verification algorithm takes
a verification key vk, a signature oy, and a message m, and
returns 1(accept) or L(reject).

The digital signature scheme satisfies correctness and unforge-
ability.
B

Correctness: For all m, the following probability is 1.
(vk, sk) « Setup(1%)
om « Sign(vk, m)
Unforgeability: For every PPT adversary A the following proba-
bility is negl(1%):
Pr Verify(crs, 0}, m*) = 1| (vk, sk) « Keygen(1%)
Aomm*) € Q  |(07,m")  ASisn (ok)

where Ogign(m;) returns o, < Sign(sk, m;) and adds (aym,, m;)

to Q.

Pr| Verify(vk,om,m) =1

= negl(l)‘)

2.5 Simulation-Extractable Commit and Prove
SNARK

The simulation-extractable commit and prove SNARK (se-cp-SNARK)
scheme is a zk-SNARK scheme to prove the knowledge of (4, w)
such that u is a message of commitment ¢ and a relation R(¢, w) = 1
where the witness u € w. Its definition follows LegoSNARK’s cp-
SNARK definition [3], except for simulation extractability, which
allows attackers to access a simulated proof oracle. Since it is knowl-
edge sound even if an attacker accesses the simulated proof oracle,
it provides non-malleability.

Definition 2.3. A se-cp-SNARK scheme includes the quadruple
PPT algorithms (KeyGen, Prove, Verify, Sim) defined as follows.

o (crs,td) « Setup(ck, R): The setup algorithm takes a rela-
tion R € R and commitment key ck as input, and returns a
common reference string crs and a trapdoor td.
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J=r
takes as input a crs for a relation R, (¢, w) € R, commitments
cj, inputs u; and opening o, and returns a proof 7.

o 1 < Prove(crs, ¢, {cj,uj, 05} w): The prover algorithm

® 0/1 « Verify(crs, ¢, {c; }§‘=1’ 7): The verifier algorithm takes
as input a crs, a statement ¢, commitments c; and a proof z,

and returns 0 (reject) or 1 (accept).

o 1« Sim(crs, td, P, {Cj}ézl): The simulator algorithm takes
a crs, a trapdoor td, a statement ¢, and commitments c; as
input, and returns a proof 7.
The se-cp-SNARK satisfies the correctness, succinctness, simulation-
extractability, and zero-knowledge.
Completeness: An argument is complete if given true statement ¢,
a prover with a witness can convince the verifier. For all (¢, w) € R,
the probability of completeness is 1:

(crs, td) « Setup(ck, R),

7 < Prove(crs, ¢, {cj,uj,0; }5:1, w)

Pr| Verify(crs, ¢, {c;}_, m) =1

=
=1
Succinctness: I is said succinct if the running time of Verify is

poly(A)(A + |¢| + log |w|) and the size of the proof is poly(1)(A +
log |wl)

Simulation-Extractability: An argument is simulation-extractable
if the prover must know a witness and such knowledge can be effi-
ciently extracted from the prover by using a knowledge extractor.

Simulation-Extractability requires that for a PPT adversary .A gen-
erating an accepting proof with the oracle Ogjp,, there must be

an extractor y 4 that, given the same input of .4, outputs a valid

witness such that

Verify(crs, ¢, {c;j }5=1,7r) =1 (crs, td, z) « Setup(R),
Pr A et e Q[ et m) — AOSm(R,crs, z)
AR($, w) =0 ({uj.0; Yy w) = xa(Roers,2)
= negl(l/l)
where

e z is auxiliary input.
o Ogim/(crs, td, ¢i, {Cj}ézl) returns a proof ; < Sim(crs, td,

b, {cj}gzl) and adds (¢;, i, {cj}ﬂ.zl) to Q.
Zero-Knowledge: A scheme II.. has zero-knowledge for a rela-

tion R if for every adversary A there exists a simulator Sim such
that both following conditions hold for all adversaries A:

Al(ers, z, ¢, {c; M oom) =1 (crs, td, z) « Setup(ck, R),
Pr J=1 1
AR(p, w) =1 7« Prove(crs, ¢, {cj, uj, 0}, W)
~ Pr Alers, z, ¢, {cj }ﬁ.:l,n) =1 (crs, td, z) « Simsetyp (ck, R),
= AR(¢p, w) =1 () « Sim(ers, td, ¢, {cj,uj,0; }§=1)

where z is auxiliary input.

2.6 Simulation-Extractable Commit and Carry
SNARK

Similar to the case of se-cp-SNARK, the simulation-extractable
commit and carry SNARK (se-cc-SNARK) schemes proves a relation
with commitment, but it generates a commitment while proving
the relation.

Definition 2.4. The se-cc-SNARK scheme has the quintuple of
PPT algorithms II.. = (KeyGen, Prove, Verify, VerifyCom, Sim)
defined as follows.

o (ck, crs,td) « Setup(R): The setup algorithm takes as input
arelation R € R, and returns a commitment key ck, a crs,
and a simulation trapdoor td.

o (Cy, 1) « Prove(crs, u, 7, w): The prover algorithm takes
as a crs for a relation R and ((u,u),w) € R, and returns
a commitment C, where the input is %, a proof 7, and an
opening r.

e 0/1 « Verify(crs, u, Cy, 71): The verifier algorithm takes as
input a crs, a statement u, commitments C, and a proof x,
and returns O(reject) or 1(accept).

e 0/1 « VerifyCom(ck, (,Tu u, r): The verifier algorithm takes
as input a commitment key ck, a commitments C,;, a message
u, and an opening r, and returns 0(reject) or 1(accept).

e (Cy,m 1) « Sim(crs, td, ¢): The simulator algorithm takes
as a crs, a simulation trapdoor td, and a statement u, and
returns a commitment Cy,, a proof 7, and an opening r.

The se-cc-SNARK satisfies the correctness, succinctness, simulation-
extractability, zero-knowledge, and binding.
Completeness: An argument is complete if given true statement ¢,
a prover with a witness can convince the verifier. For all (v, u, w) €
R, the probability of completeness is:

(ck, crs, td) « Setup(R),
(Cy, m,r) « Prove(crs,u,u, w)

Pr| Verify(crs,¢,cm, ) =1 =1

Succinctness: I1; is said succinct if the running time of Verify is
poly(A) (A+|ul+|u|+log |w|) and the size of the proofis poly (1) (A+
log [wl)

Simulation-Extractability: An argument is simulation-extractable
if the prover must know a witness and such knowledge can be effi-
ciently extracted from the prover by using a knowledge extractor.

Simulation-Extractability requires that for a PPT adversary A gen-
erating an accepting proof with the oracle Og;,,,, there must be

an extractor y 4 that, given the same input of A, outputs a valid

witness such that

Verify(crs,u, Cy, 1) = 1 A (¢, ) € Q
Pr A(VerifyCom(ck, Cy,, 4, 7) = 0
VR ((u,u), w) =0)

= negl(l/l)

(crs, td, z) « Setup(R),
(u, Cy, ) — AOsim (R, crs, z)
(r,w) « xa(R,crs,z)

where

e zis auxiliary input.
o Ogim/(crs, td, (uj, u;)) returns a proof 7r; «— Sim(crs, td, (u;, u;))
and adds ((uj, u7), 7j) to Q.

Zero-Knowledge: A scheme II.. has zero-knowledge for a rela-
tion R if for every adversary A there exists a simulator Sim such
that both following conditions hold for all adversaries A:



Pr Al(ers,z,em, ) = 1| (ck, crs, td, z) « Setup(R),

AR(p,w) =1 (cm, m,r) < Prove(crs, ¢, w)

~P Alers,z,em, ) = 1|(ck, crs, td, z) « Simsetup (R),
=T AR(p,w) =1 (em, ) « Sim(crs, td, )

where z is auxiliary input.

Binding: For every polynomial-time adversary A the following
probability is negl (11):

VerifyCom (ck, Cy,, 0, 1) A
VerifyCom(ck, Cy, v/, ') A
u#u

(ck, crs, td, z) « Setup(R),

P ek, crs, L
' (Cy,u,r, v, ') «— A(R,crs, z)

where z is auxiliary input.

3 VERIFIABLE IMAGE REDACTING SCHEME
3.1 Definition

In this section, we define a verifiable image redacting scheme and
its security notions. The scheme can be divided into an initializing
phase and a redacting phase. In the initializing phase, the certificate
authority authenticates the original image, by generating a com-
mitment and its signature. A private key sk and a public key pk are
generated using the AuthSetup algorithm. Then, the Authenticate
algorithm commits to and signs the original image m with the pri-
vate key sk. In the redacting phase, the image is redacted and the
Prove algorithm generates a proof of the redacting process. The
prover splits the original image m into a public image u and a pri-
vate image u. Note that the Prove algorithm proves that m = u +u.
Lastly, anyone can verify the image authenticity using the Verify
algorithm without private image u. The complete definition is as
follows:

Definition 3.1. A verifiable image redacting scheme includes the
algorithms (AuthSetup, Authenticate, ProofSetup, Prove, Verify,
Sim) defined as follows:

o (pk,sk) < AuthSetup( 11): The authenticate key generation
algorithm takes as input security parameter A, and returns a
public key pk and a private key sk.

e (Cm,0m,0) < Authenticate(sk, m): The authentication al-
gorithm takes as input a private key sk and a message vector
m, and returns a commitment Cy,, a certificate o,;,, and a
commitment opening o.

o (crs, td) « ProofSetup(pk, R): The setup algorithm takes
a relation R and a public key pk as input, and returns a
common reference string crs and a trapdoor td.

e (1,Cy, 1) «— Prove(crs, Cm, u; T, mg): The prover algorithm
takes a crs for a relation R, a commitment Cy,, a public image
u, a private image u, and opening my as input, and returns a
proof 7, a private image commitment Cy, and an opening r
for private image.

e (1/1) «— Verify(crs, pk,Cm, om,u, (1, C_u)): The verifier
algorithm takes a crs, a public key pk, a commitment Cp,,
a signature oy, a public image u, a proof 7, and a private
image commitment C_u as input, and returns 1 (accept) or L
(reject).

o (r, C_u r) «— Sim(crs, td, Cjp, u): The simulation algorithm
takes a crs, a trapdoor td, a commitment Cy,, and a public
image u as input, and returns a proof 7, a private image
commitment Cy, and an opening r for the private.

A verifiable image redacting scheme must satisfy the following
properties:
Completeness : For all ((C_u, Cm,u), (r,mp,u,m)) € R, the fol-
lowing probability is 1.
(pk, sk) «— AuthSetup(14)

(Crm» Om» mo) < Authenticate(sk, m)
(crs, td) « ProofSetup(pk, R)

(7, Cy,r) < Prove(crs, Cpy,u;u, mg)

0, Cpe,
Pr Verify(crsu m )

Om; (71', Cu*)
=1

Redacting correctness : For all PPT adversaries A, there exists a
PPT extractor £ such that the following probability is negligible
with security parameter A.

Verify [ €75 u,Cpyr, | (pk, sk) « AuthSetup(l’l)
Y s (1,Cy) |~ (crs, td) < ProofSetup(pk, R)
Pr AR (C*u*,*c,ﬁ:,u*), -0 ”’CT*’Eu*’ — AOa0p (R, crs, pk, z)
(r*, mg,u’, m")

r*,u
Am* € M (my, m*,u") — ya(R,crs, pk, z)
= negl(lA)

where

e z is auxiliary input.

o O4(m;) returns (Cp;, Om,i, mo,i) < Authenticate(sk, m;)
and adds (mj, Cp;, om,i, mo,;) to M.

e Op(cm;, uj;uj, mo,;) returns (ﬂi,C_W, ri) < Prove(crs, Cm,,
uj;u;g, mo,;).

Originality : For all PPT adversaries A, there exists a PPT extractor
& such that the following probability is negligible with security
parameter A.

Verify [ €75 u*, G, (pk, sk) « AuthSetup(lA)
Yo, (.C) (crs, td) « ProofSetup(pk, R)

P « o, u* N B
r AR (C*u 3*Crﬁ*,u*), -1 II',CT ,*Cu | AOA’OP(R,CY'S,pk,Z)
(r*, mg, ", m")

r*,u
Am* ¢ M (mg, m*, ") « ya(R, crs, pk,z)
= negl(l’\)

where

1

e zis auxiliary input.

o O4(m;) returns (Cp;, Om,i, mo,i) < Authenticate(sk, m;)
and adds (mj, Cp;, om,i, mo,;) to M.

o Op(crs,C;, uj; 0y, mo;) returns (7, C_u, ri) < Prove(crs,
Crn;» Ui, mo;).

Area zero-knowledge : For all PPT adversaries A, the following
two probabilities are statically close.
(pk, sk) < AuthSetup(14)
(0m> Cm, mg) < Authenticate(sk, m)
(crs, td) « ProofSetup(pk, R)
(7, Cy,r) < Prove(crs, Cpy,u;4, myg)

A (crs, pk,cm, am,) _
Cy,u, 7,z
Pr —
AR ((Cu: Cm, u);)

(r, mo,u, m)

(pk, sk) «— AuthSetup (1)
(0m> Cm, mg) < Authenticate(sk, m)
(crs, td) < ProofSetup(pk, R)
(1, Cu, ) «— Sim(crs, Cm, om, u, td)

A (crs,pk, cm, O'm,) -

Cy,u, 7,2

AR ((Cu, Cm, U),) -1

(r,mo, 0, m)

~ Pr
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Figure 3: Verifiable image redacting scheme

3.2 Proposed VIR Scheme

In this section, we provide an efficient construction of verifiable
image redacting (VIR) using se-cp-SNARK, se-cc-SNARK, a commit-
ment, and a digital signature. The VIR construction should achieve
the originality and the redacting correctness for its soundness and the
area zero-knowledge for its privacy protection. Figure 3 overviews
the system design of the VIR scheme. The originality is proved
through the signing process in the Authenticate algorithm. The
digital signature scheme signs on a hashed message in general.
In our scheme, we use the Pedersen commitment scheme for the
hash function and allows public verifiability of the signature on the
committed message. The main reason of using the Pedersen commit-
ment is to apply cp-SNARK. The originality is satisfied by the com-
putational binding of the Pedersen commitment and unforgeability
of digital signature scheme. Secondly, the redacting correctness
is proved through Prove algorithm of the redacting phase. After
executing a redacting operation, the prover commits each public
and private image, respectively. To publicly verify the legitimacy
of the private image, its commitment C,, is generated through the
cc-SNARK technique. The cp-SNARK proves that m; = u; +u; in the
commitment form. In the cc-SNARK, the relation that u; - u; = 0 is
included to specify that u; or u; is zero. For the non-malleability of
zk-SNARK proofs, simulation extractability is required. We devise
se-cp-SNARK and se-cc-SNARK for VIR based on se-qa-NIZK [10],
and se-SNARK [11], respectively.

Let IT¢p = (Setup, Prove, Verify, Sim) be a se-cp-SNARK scheme,
IIcc = (Setup, Prove, Verify, VerifyCommit, Sim) be a se-cc-SNARK
scheme, II; = (Keygen, Sign, Verify) be a digital signature scheme,
and ¢y, = (Keygen, Commit, VerifyCommit) be a Pedersen vector
commitment scheme. Algorithm 2 describes the VIR construction
using IT¢p, Il¢c, I, and Icp,. Note that we provide the concrete con-
structions of I1¢p in Section 3.3 and Tl in Section 3.4. The redact-
ing correctness is guaranteed by the computational knowledge
soundness property of zk-SNARKSs and the area zero-knowledge is
satisfied by the perfect hiding of Pedersen commitment and zero-
knowledge property of zk-SNARKs.

THEOREM 3.2. Assuming that a se-cp-SNARK scheme Il¢p and
a se-cc-SNARK scheme Il satisfy simulation extractability with

negligible probability ecp and €cc, the VIR scheme satisfies redacting
correctness with negligible error € < €cp + €cc.

SKETCH OF PROOF. If there is an adversary A to break the redact-
ing correctness with a non-negligible probability, there exists a
queried message m* that is accepted by the Verify algorithm but
does not satisfy the relation R. It means that .4 breaks either the
I¢p or Il¢c soundness with a non-negligible probability. However,
the computational knowledge soundness errors for each scheme
[¢p and I¢e are ecp and ecc, respectively, which are negligible.
Therefore the A can break the redacting correctness of the VIR
scheme with probability € < ecp + €cc, which is negligible. O

The proof is available in Appendix A.1

THEOREM 3.3. Assuming that the commitment scheme Il;p, satis-
fies computational binding with negligible error e, and the digital
signature scheme Il satisfies satisfies unforgeability with negligible
error €, the VIR scheme satisfies originality with negligible error
€< €mteq.

SKETCH OF PROOF. If there is an adversary A to break the un-
forgeability with a non-negligible probability, there exists a non
queried message m* that is accepted by the Verify algorithm and
satisfies the relation R. It is possible only if A breaks either the bind-
ing property or the unforgeability property, which contradicts the
assumption. Therefore A can break originality of the VIR scheme
with probability € < ecp, + €5, Which is negligible. O

The proof is available in Appendix A.2

THEOREM 3.4. Assuming that a cp-SNARK scheme Il¢, and a cc-
SNARK scheme Il satisfy zero-knowledge, and the commitment
scheme Iy, satisfies perfect hiding, the VIR scheme satisfies area
zero-knowledge.

PRrROOF. Il has the perfect hiding property, so the commit-
ment cm has no information about private image. Also, since the
[cp and I¢c has zero-knowledge property, the proof 7, Cpn, and
public image u have no information. Formally, since there exists
Sim algorithm which can generate a valid proof 7, Cy, without



Algorithm 2 Verifiable image redacting (VIR)

(pk, sk) «— AuthSetup(lA)
ck «— Tlepm.Keygen(14)
vky, sky «— T5.Keygen(11)
pk = (ck,vks)
sk = (ck, sky)
return (pk, sk)

(om, Cm, my) «— Authenticate(m, sk)
parse sk = (ck, skg)
(Cm, my) «— I¢pm.Commit(ck, m)
om «— .Sign(Cp, skq)
return (o, Cm, mo)

(crs, td) «— ProofSetup(pk, Ryedact N Rzero)

(cKkee, crsees tdee) «— e .Setup(Rzero)

parse ckee = (fo, fis- - -5 fan)

parse pk = (ck, vks)

seth = ck = (cko,...,ckn), £ = (fo, fi,.--, fn), and £ =
(f():fn+1; .- ann)

(crsep, tdep) «— Tep.Setup(h, £, ', Ry eqger)

crs = (ckec, crsce, €rsep)

td = (tdce, tdep)

return (crs, td)

(Cp, 7, 77) «— Prove(crs, Crm, w3 T, mg)
parse crs = (ckec, C7'Sce, €rsep)
(Cy, 71, 7") — T¢e.Prove(crsee, u,T; )
parse ckee = (fo, fi, - -+ fon) and set ck’ = (L fi, ..., fn)
(Cy, 1) «— T¢pm.Commit(ck’, u)
7y «— Il¢ep.Prove(crsep, (Cu, Cu, Cm); (0,77, mg, u, )
7= (11, 7m3)
return (Cy, 7, 1r’)
(1/L) «— Verify(crs, pk,u, em, (1, Cy,))
parse crs = (ckee, crscc, crsep) and 7 = (711, 72)
parse ckee = (fo, fi, - - -, fon) and set ck’ = (L fi, ..., fn)
(Cy, 1) «— T¢pm.Commit(ck’, u)
parse pk = (ck, vky)
assert I1.Verify(vkg, Crm, om) = 1
assert I¢c. Verify (crsee, u, Cu,my) =1
assert I¢p . Verify (crscp, (Cu, Cu, Crn), 2) = 1
return 1
(C_u m,r") «— Sim(crs, td, cm, u)
parse crs = (ckec, €r'scc, Crsep)
parse td = (tdcc, tdcp)
(Cy, 1, 7") — Tee.Sim(crsee, tdge, u)
parse ckee = (f0, fi, - - -» fan) and set &k’ = (1, fi, ..., fn)
(Cy, 1) «— I¢m.Commit(ck’, u)
72 = Hep.Sim(crsep, tdep, Cu, Cu, Cm)
7= (m1, 72)
return (Cy, 7, 1’)

the corresponding private image, the VIR scheme satisfies area
zero-knowledge property. O

3.3 Simulation-extractable commit and prove
SNARK for VIR

We adopt the existing se-cp-SNARK (simulation-extractable commit

and prove SNARK) scheme in [3, 10] for VIR in Algorithm 3. The

matrix M is set to commitment keys for original (h), public (f), and
private image (f'):

fo 0 0 A - fo 0 - 0
M=|0 fo 0 0 -+ 0 far1 -+ fon
0 0 hy hi --- hp hy - hp

And this linear operation is proved by se-qa-NIZK [10]. We provide
the concrete construction in Algorithm 3.

Algorithm 3 Simulation-extractable commit and prove SNARK for
VIR

(crs,td) «— Setup(h, £, ", Rredact)
parse h = (ho,---,hy), £ = (fo, fi, -+, fn), and £/ =
(f()’ fn+é, e ,fén)
k «— Z‘SZ
(ki k) =22
fo 0 0 fi - fu 0 . 0
M=10 ﬁ) 0 0 0 fn+1 ﬁn
0 0 hy h -+ hy hq - hy
P=M'xk
a &G, inDy
b Gy in Dy
(do, d1) = (a0, ")
(pos p1) = (b5, bF1)

c=(k-a)

$
Te— 24

crs = (P,c, a, b, dy, d1, po, p1,T)
td=k
return (crs, td)

7 «— Prove(crs, Cy, Cy, Cs 1, 7/, mp, u, 1)
parse crs = (P, c,a, b, do, d1, po, p1,T)

$
S(_Zp

w = (r,r’, mg,u,0)
m=(wXP-(po-p])°b°%)
return
(1/1) «— Verify(crs, Cy, Cm, (1, Cyy))
parse crs = (P, (co, c1, ¢2), a, b, do, d1, po, p1, T)
parse 7 = (i1, 772)
assert e(7r1, a) = e(Cy, ¢o)-e(Cy, ¢1)-e(Crm, c2) - e (12, do-df)
return 1

7« Sim(crs, td, Cy, Cy, Crn)
parse crs = (P, (co, c1,¢2), a, b, do, d1, po, p1, )
parse td = (ko, k1, kz)
$

S — Zp

—k
7=(Cp - Cu - Cpi - (po - pT)°,b°)
return




THEOREM 3.5. Assuming that the Dy — MDDH assumption in Gy
holds and the Dy — KerMDH assumption in Gz, the se-cp-SNARK
for VIR satisfies simulation extractability and zero-knowledge [10].

3.4 Simulation-extractable commit carrying
SNARK for VIR

We build se-cc-SNARK (simulation-extractable commit carrying
SNARK) for VIR utilizing [3] and [11] in Algorithm 4. Since the I/O
part in the verification is similar to the Pedersen vector commit-
ment, it is calculated in the proof instead of in the verification. The
difference between this operation and commitment is that there is
no opening part for the hiding property, so CRS (5 parts) and the
opening (v) are added for this.

Algorithm 4 Simulation-extractable commit carrying SNARK for
VIR

(crs,td) «— Setup(Rzero)

@ By 8% &8,

_ B A8 pad AN MY (VX yde—1 AyExTydy-1
crs = (Gf,G1,GY,GY°, GG (G };2) G, ™ hX s
(GPu a2y ()

i=0°
{Glﬂyui (3)+ayv; (x)+y* wi (x) }:il+1’
YPxlt(x)yde=2 B A8 AV (AYX ydx-1
{G1 }i=0 st’stGz s {Gz }i=0 >H)
td=(a, B,y, 8, x,n)
return (crs, td)
(C_u 7, v) «— Prove(crs,u,u;)
r,S, vV i Z;S
seta = (1,ug, s, ..., Up, Ug, U1, ..., Un)

a=a Z?go ajui(x) +rd
b=p+3¥ a;j+s6

hy = H(GE), hy = H(GE)

¢ = y?h(x)t(x) + as + rb — rs + Sahy + bhy + Shiho—vny
d =20 i+ (Pui(x) + avi(x) + ywi(x)) + v

return (Cy, 7,v) = (G‘lj, (G“,Gg,Gf), V)

(1/L) «— Verify(crs,u, Cy, 1)
parse = = (A, B,C)
seta = (1Lug,uz,...,upn)
assert e(AGZ{(A), BG?H(B))

— e(GiX’ Gzﬁ)e(GIZ:I:O a; (Pu; (x)+av; (x)+yw;(x)) . Fw G%’)

e(C, Gz)

return 1

(Cu» 7, v) — Sim(crs, td, u)

seta = (1Lug,uz,...,un)

a,b,v,d <i Z;4

hy = H(G})

hy = H(GY)

¢ = ab— af + hpda + hib + hih26 — y XL ai(Bui(x) +
avi(x) + ywi(x))-yd

return (C_u T,V) = (Gd, (G“,GS,G;’), v)

THEOREM 3.6. Assuming that the hash-algebraic knowledge as-
sumption holds and a linear collision-resistant hash exists, the se-cc-
SNARK for VIR satisfies simulation extractability and zero-knowledge.

ProoF. The se-cc-SNARK for VIR is based on [11], and crs for
commitment are added, the 1 and ny term on G;. However, no terms
can not make 7 terms with any other terms, except for the ny term.
And 7 and 5y term is not related with the relation R. Therefore the
G;7 and G;”/ can not break the simulation extractability. Also, the

Prove outputs the C, and it is the Pedersen vector commitment
which is perfect hiding. Therefore, since the original proof has zero-
knowledge and added commitment has perfect hiding, the scheme
satisfies the zero-knowledge. O

4 EXPERIMENT

This section implements our verifiable image redacting protocol
and compares it with the related works.! The implementation was
run on a server and an IoT device using Openssl, GMP, OpenCYV,
libsnark, and Jsnark libraries in Ubuntu 16.04 version. The server is
15-4670 CPU(3.40 GHz) with 16GB memory, and the IoT device is
Cortex-A57 CPU(2.0GHz) with 4GB memory. While any signature
scheme can be used in our verifiable image redacting system, we
adopt a pairing-based short signature scheme [1] in the experiment.
The experiment results show the average performance with 10
times execution. Figure 4 (a), (b), and (c) show an original image in
our protocol, a public image after redaction, and a private image,
respectively.

We experiment our proposed system in two ways: varying mes-
sage block granularity and adopting multi-processing. First, the
number of message blocks in an image decreases as the block size
increases. A Pedersen commitment is computed by raising the
message to the commitment key as an exponent, and the message
corresponds to each pixel in the image. Since an image is made
up of many pixels, it is optimized by committing several pixels as
one block to reduce the number of messages. We use the collision-
resistant hash function (SHA256) output of the message block as
the input of the commitment. Second, we parallelize the proposed
scheme especially in Authenticate and Prove algorithms.

Figure 6 shows the computational performance of the VIR scheme
by varying the message block size. There is a tradeoff between the
message block size and the execution time; if the block size is larger,
the precision of the erasable area may decrease, but performance
improves. Figure 7 illustrates the performance comparison when
performed with a single core and a multi-core on both servers
and an embedded board. When multi-processing with 4 cores, the
performance is improved by 3 times. Figure 8 shows the results
by varying the resolution where the block size is 64x64 with a
multi-core (4 cores). According to Figure 8 (a), for UHD images,
Authenticate takes 66ms, Prove takes 300ms, and Verify takes 746ms
on the server.

We compare our VIR system and other related schemes: redactable
signature scheme (RSS), Photoproof, and verifiable document redact-
ing scheme (VDR) [4, 13, 16]. Figure 9 shows the execution time of
each algorithm in verifiable image redacting and the related works

'The implementation is available at https://github.com/snp-labs/verifiable-image-
redacting.



(a) Original image

(b) Public image

(c) Private image

Figure 4: Examples of original, public, and private images

according to the image size at server. As shown in Figure 9, our
proposed VIR presents the best results in terms of ProofSetup time,
Prove time, and CRS size. Table 2 summarizes the performance
where the input image resolution is FHD with 16x16 block sizes.
Note that the CRS size in RSS denotes the verification key size.
Also note that the RSS sign algorithm corresponds to Authenticate
and the RSS redact algorithm to Prove. In the proposed scheme,
slightly longer authentication/verification times are traded to get
much faster setup/proof-generation times and a shorter CRS size;
compared to state-of-the-art schemes, the ProofSetup and Prove
times and the CRS size are improved by 65x, 6x, and 250x, respec-
tively, at the cost of 300ms and 600ms longer Authenticate and
Verify times.

5 CONCLUSION

In this paper, we propose an efficient verifiable image redacting
scheme with proposing se-cp-SNARK and se-cc-SNARK, and adopt-
ing digital signature and a Pedersen commitment. Verifiable image
redacting improves the proving performance and the crs size by
defining new relations excluding commitment and conditional state-
ment from a circuit.

The experiment results show that the proposed scheme improves
the prove time by 6 times and reduces CRS size by 250 times for
FHD images. The security of the proposed scheme is proven by the
security of the underlying primitives.
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Figure 5: Public and private images by varying block sizes
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Figure 6: Computational performance comparison by varying block size where the input image resolution is HD(1280x720)
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Figure 7: Computational performance comparison between single core and multi cores (4 cores) at server and embedded board
(Jetson TX2) where the block size is 64x64 and the input image resolution is HD (1280x720)
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Figure 8: Computational performance comparison by varying resolution where the block size is 64x64 with multi cores(4 cores)
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Figure 9: Performance comparison between the proposed scheme and other related works according to the image size

Table 2: Comparison (FHD, block size 16 X 16).

l [ Photoproof [13] [ VDR [4] [ RSS [16] [ Verifiable image redacting

CRS size 1.3GB 670.7MB 2.1GB 3.5MB
Proof size 2.67KB 286.8B 191B 223B
ProofSetup time 278.1s 94.8s 2867.5s 1.46s
Authenticate time 1ms 1.9s 3ms 301ms
Prove time 331.5s 26.2s 6.7s 1.1s

Verify time 278.9ms 106.2ms | 115.2ms 897ms
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A SECURITY PROOF

In this section, we demonstrate security proofs for the proposed
verifiable image redacting scheme.

A.1 Proof of Theorem 3.2

Proor. We prove that redacting correctness error is negligible.
We define the simulation extractability errors for each scheme II,
and I¢c as €cp and ecc, respectively, which are negligible; and the
extractors for each scheme are ycp and ycc, respectively, which
must exist due to the simulation extractability for each scheme.
The extractor y for the proposed scheme can be composed of three
extractors because each extractor can generate a witness and the col-
lection of all the witnesses is the witness for the proposed scheme.

Now, we compute the redacting correctness error for the pro-
posed scheme as follows:

Verify [ €75 u, Cppr,\ (pk, sk) « AuthSetup(l’l)
Y Om, (1, Cpyr)| (crs, td) « ProofSetup(pk, R)
Pr /\R((Cu*;cm*;U*);) =0 (”:Cm*scu*,

04,0
s — AYACP (R, crs, pk, z
(r*, my,a*, m*) r*,u* ( pk.z)

Am* € M
. Verify (vkg, Crs om) = 1
Alce.Verify (crsce, 0, Cy, 7ee) = 1
=Pr Al¢p.Verify (crscp, (Cu, Cu, Cm), 7rep) = 1
ARredact £, £, Cu, Cyy Cr, 037, T, M9, m) = 0)
V(Rzero(w,0; ) =0)
. Verify (vko, Crny 0m) = 1
Al Verify (ersce, u, Cy, 7ee) = 1
Aep.Verify (crscp, (Cu, Cu, Cm), 7ep) = 1
ARyedact (0, £, £, Cy, Coyy Cry 05 7, W, mo, m) = 0
. Verify (vkg, Cmy om) = 1
Allge.Verify (crsee, u, Cy, 7ee) = 1
Aep . Verify (crsep, (Cus Cu, Cm), 7iep) = 1
/\Rzero (ll, u; ) =0

(mg, m*,0") — ya(R,crs, pk,z)

+ Pr

< €cc +€Ecp

where we used that e.c and €y are negligible in the last inequal-
ity. Therefore the redacting correctness error is negligible.
[m}

A.2 Proof of Theorem 3.3

Proor. We prove that originality error is negligible. We define
the commitment binding error for scheme Iy, as €, and the
unforgeability error for Il as €4, respectively, which are negligible.
And we assume (m™*, C./, oy, mg™) is not queried to O .

Now, we compute the computation originality error for the pro-
posed scheme as follows:

Verify (crs, u*,Cm*,) _ (pk, sk) < AuthSetup(11)
Om, (71, Cy) (crs, td) « ProofSetup(pk, R)

pr AR (C;”*’S'fi’u*)’ =1 ”’CT*’*C“*’ — ACAaOP (R, crs, pk, z)
(r*, mg,u", m") r,u

5

Am* ¢ M (mg, m*,0") — ya(R,crs, pk,z)
Verify IHULEm) AR (€" *C'ﬁ* u2 =1
—pr Om, (71, Cy+) (r*, m:,u*, m*)
B A((Cy,p, m™ %) = Tlcp,.Commit(ck, m*™)
V(o — Us.Sign(Cr, sko))
. [crs,u*, Cppx, (Cyyt, Gy, u*)
Verifs 7l=1A wome T =1
<pr| Y (Um, (o, Cu*)) R ((r*, m(’;,ﬁ*,m*))

A(Chy, mo* ) < I¢py.Commit (ck, m*™*)
. [ers,u*, Cppr, (Cyr, Cpyr, u*)
v f m = 1 /\ u m-> ) — 1
+pr| " y(am, (o, Cu*)) R((r*,mg,ﬁ*,m*))
Aoy «— g5.Sign(Cy,y, sko)

< €cm + €5

where we used that €., and €, are negligible in the last inequal-

ity. Therefore the originality error is negligible.

O
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