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Abstract— Though Mobile Cloud Computing (MCC) and
Mobile Edge Computing (MEC) technologies have brought more
convenience to mobile services over past few years, but security
concerns like mutual authentication, user anonymity, user
untraceability, etc., have yet remained unresolved. In recent years,
many efforts have been made to design security protocols in the
context of MCC and MEC, but most of them are prone to security
threats. In this paper, we analyze Jia et al.’s scheme, one of the
latest authentication protocols for MEC environment and we show
this scheme is vulnerable to user impersonation and ephemeral
secret leakage attacks. Further, we demonstrate that the
aforementioned attacks can be similarly applied to Li et al.’s
scheme which recently derived from Jia et al.’s protocol. In this
paper, we propose a provably secure authenticated key agreement
protocol on the basis of Jia et al.’s scheme that not only withstands
security weaknesses of it, but also offers low computational and
communicational costs compared to the other related schemes. As
a formal security proof, we simulate our scheme with widely used
AVISPA tool. Moreover, we show the scalability and practicality
of our scheme in a MEC environment through NS-3 simulation.

Index Terms—Mobile edge computing (MEC), authentication,
provable security, AVISPA, NS-3.

I. INTRODUCTION

N the past recent years, with the significant increase in mobile

devices like smartphones and also the exponential growth of
Internet of Things (loT) technology, two new paradigms are
proposed by the researchers on the baseline of cloud computing
concept; Mobile Cloud Computing (MCC) and Mobile Edge
Computing (MEC). Although both techniques along with Fog
Computing [29] share lots of similarities in many aspects, but
they differ in some key features like server hardware,
deployment, service latency, mobility, system management,
server location, etc. that makes them suitable in different
scenarios [30].

In the literature of MEC, the cloud resources, i.e. powerful
computing capacity and storages are brought to the edge of the
network (base stations and access points) close to the mobile
devices. This provides a resource-constrained end user to have a
low latency, high bandwidth, energy efficient, location and
context awareness communication [31] that are highly required
in new services such as loT, augmented reality, vehicular
communication, live video streaming, etc. [32].
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Although MEC technology offers many promising
advantages, but it is not mature enough to deal with all
challenges specifically in terms of security. Many researches
have done to identify major security threats in MEC-oriented
systems [32], [35], [36]. To successfully handle these threats, it
necessitates to utilize a solid security mechanism that can be
applied effectively in context of MEC. An authentication
protocol has been considered as an appropriate solution to secure
MEC resources against security threats [31]. So designing an
authentication and key agreement (AKA) protocol has received
much attention in recent years.

In an MEC system, a mobile user may get service from
different MEC servers due to its mobility. So there must be some
mechanisms to ease the communication with several MEC
servers without heavy overheads. A distributed AKA protocol
with a Single-Sign-On (SSO) functionality is a highly preferable
option to fulfil aforementioned requirements. Due to the open
nature of the wireless communication channel existing in MEC
environment, it also faces most of security threats in this type of
network [33], [34]. Therefore a desirable AKA protocol must
also provide some key security features in wireless network area
like mutual authentication, user privacy, anonymity, etc. By the
way as the cloud resources are moved toward the edge of the
network, the security of MEC server are becoming so crucial
since the MEC resources like storages and processing units
located in the edge server may be compromised and even
controlled by adversaries and the security of a group of mobile
users may be threatened [27]. This implies that an AKA protocol
must consider this type of practical vulnerability. Another
important challenge that must be taken into account is resource
limitation of mobile devices. Hence, an AKA protocol must be
as lightweight as possible on user side.

The present paper aims to propose an AKA protocol which
addresses all above-mentioned challenges. Our protocol is
equipped with the identity-based cryptography [14] to handle
mutual authentication in an efficient way [13].

A. MEC Architecture

Unlike the traditional centralized cloud servers in a MCC
context, the MEC ecosystem comprises geographically
distributed edge servers. This topology enables an edge server to
deliver a high quality service with low latency to its local
customers. Fig.1 depicts the architecture of a MEC environment.
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Fig. 1. MEC architecture

B. Motivation and Contributions

The main contributions of this paper are as follows:

o We analyze Jia et al.’s scheme [18] and show its
vulnerabilities to user impersonation and ESL attacks. We
also briefly mention the same security issues of Li et al.’s
scheme [19], which designed very similar to Jia et al.’s
protocol.

e We propose a provably secure biometric-based AKA
protocol for MEC environment inspired by Jia et al.’s
scheme. Our scheme supports distributed authentication
as well as efficient revocation and password update phase.

o We present a security analysis of the proposed scheme
with both formal and informal methods.

e By performing a comparison between our protocol and
some recent related schemes, we show that the new
scheme proposed in this paper, provides more security
properties with low computational and communicational
costs and so is more applicable in practice.

e We simulate the proposed protocol using AVISPA tool.

e We show the scalability and practicality of our scheme in
MEC context through NS-3 simulation.

C. Organization of the paper

In this paper, first we discuss some preliminaries in section I1.
In section 111, we review Jia et al.’s protocol in brief and present
a detailed cryptanalysis of it. We also briefly mention the same
security issues of Li et al.’s scheme in this section. In section
IV, we propose an identity-based AKA protocol suitable for
MEC environment. In section V, we prove the security of our
proposed scheme in both formal and informal manners. Also,
the simulation of our scheme using AVISPA is presented in this
section. In section VI, we compare the performance of our
scheme in terms of communicational and computational costs
to several recently proposed schemes for MCC and MEC
environments. In section VII, using NS-3 simulation, we show
the practical perspective of our proposed scheme. Finally, we
conclude this paper in section VIII.

Il. BACKGROUND

A. Related Work

In recent years, many attempts have been made in order to
design secure authentication protocols in context of distributed
MCC that enable entities to authenticate each other without
presence of the trusted third party. Although MCC has different

usability compared to MEC, but most of these schemes is
applicable to MEC with a bit of consideration.

In 2015, Tsai and Lo [12] introduced one of the first efficient
authentication schemes for distributed MCC. Their scheme
takes advantage of an identity-based cryptography and supports
key exchange and user privacy without an online trusted third
party. It enables a mobile user to establish authentication
session with multiple MCC servers using one single private
key. A few years later, Jiang et al. [24] showed that Tsai and
Lo’s scheme is prone to service provider impersonation attack
and does not achieve mutual authentication. Jiang et al. stated
that their protocol fails to resist wrong password/login attack
and also does not support user revocation and re-registration
mechanism. A number of schemes have been proposed in the
literature motivated by Tsai and Lo’s scheme [4], [11], [37]. But
none of these protocols yielded a better performance.

In 2018, Amin et al. [41] designed an authentication protocol
for 10T devices in a distributed MCC environment. In their
scheme, a central control server must be present in every
authentication session. Later, Zhou et al. [28] pointed out that
this scheme suffers from user traceability and offline guessing
attack. Zhou et al. also proposed a more secure authentication
scheme for distributed MCC, but similar to [41], the presence
of a cloud center in the authentication phase, makes their
scheme less practical in a distributed environment. Ghaffar et
al. [38] designed an authentication protocol for cyber physical
systems that was relatively secure and efficient compared to
those at [28] and [41], but it missed the functionality in a multi-
server environment.

He et al. [8] proposed a privacy-aware authentication scheme
on the baseline of Tsai and Lo’s protocol. Their scheme solved
the security weaknesses of Tsai and Lo’s protocol as well as
enhancing its performance by removing heavy bilinear pairing
function from the user side. However, Xiong et al. [10] pointed
out that their scheme suffers from wrong password/login attack
and does not offer key revocation facility. Xiong et al. designed
a privacy-aware mutual authentication scheme that supports
multi-factor security along with user key revocation.

In 2017, Odelu et al. [9] proposed a provably secure
biometric-based AKA protocol using identity-based encryption
technique for distributed MCC services. As they claimed, their
scheme achieves session-key security (SK-security) [3] which
supposed to be an important requirement in a distributed
environment. They also applied the same method as Tseng et
al. [1] proposed to provide key revocation mechanism.

Jia et al. [18] designed a new anonymous authentication
protocol in the context of MEC. Their scheme also benefits
from identity-based cryptosystem to gain efficient distributed
authentication property. Also, it offers two round messages
authentication phase that is suitable from communication point
of view. In this paper we pointed out that this scheme is
vulnerable to user impersonation and ephemeral secret leakage
(ESL) attacks. The proposed scheme by Jia et al. does not
support key revocation and perfect forward secrecy as well.

In 2020, Li et al. [19] proposed an anonymous AKA
protocol on the basis of Jia et al.’s scheme. They claimed that
their scheme is provably secure and resists against known
attacks. But we show that their scheme carries the same
weaknesses as Jia et al.’s protocol. By the way, a registration
center must be online on every authentication session that
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Fig. 2. Authentication phase Jia et al.’s Scheme.

TABLE |
SYSTEM PARAMETERS NOTATIONS
Notations Description
U Mobile user
MS MEC server
RC Registration center
MD Mobile device
1D, Identity of user
1D, Identity of MEC server
D, q Large prime numbers
E(E) Elliptic curve over finite field F,
G An additive cyclic group consisting E (F,) points
Gr An multiplicative cyclic group
P Generator of G
s, 8 Private keys of registration center
Pyup, ﬁpub Public keys of registration center
T, X, Y Random numbers in Z ;
(SID, R,) Private keys of mobile user
SID¢ Private key of MEC server
pwy Password of mobile user
bio, Biometric information of mobile user
Gen() Generation function of fuzzy extractor
Rep() Reproduction function of fuzzy extractor
h(i=01,..,7) Hash function
T, Timestamp of mobile user
Ty Timestamp of MEC server
SKy s Session key of mobile user
SKppe_y Session key of MEC server

makes their scheme less practical in multi-server environment
like MEC. In 2020, Irshad et al [40] suggested a new pairing-
free authentication scheme for distributed MCC context and
demonstrated its better performance compared to the prior
schemes such as [7] and [37].

B. Mathematical Preliminaries

Based on the parameters definition in table I, it is shown that
the following mathematical assumptions can be considered as
hard problems [14], [15], [17]:

1) Elliptic curve discrete logarithm (ECDL): given an

elementQ € G and Q = xP, thenitishardtofindx € Z ;.
2) Decisional Diffie-Hellman (DDH): given elements
9%, 9” € Gr, then it is hard to determine if another given
element h € G is equal to g* where x,y are unknown
elementsin Z .

3) Computational Diffie-Hellman (CDH): given elements
g*,g° € Gr,thenitis hard to compute g*» where x, y are
unknown elements in Z .

4) k-Modified bilinear inverse Diffie—Hellman (k-mBIDH):

given tP,sPEG, T,S€Zy ay,a..,a,€Zy,
1 1 1 .
P,—P,..,——P, then it is hard to compute
s+aq s+ay s+ay

e(P, P)s+a for a & {a,, ay, ..., ax}.

I1l. REVIEW OF JIAET AL.’S SCHEME

In this section, we review Jia et al.’s scheme. There are three
participants in this scheme with following roles: (i) RC:
registration center that is responsible for generating some
security parameters and publishing them to another parties via a
secure channel. (ii) U: mobile user who possesses limited
computational resources. He registers with RC and receives his
private keys via secure channel. He can also run an
authentication process with MEC server through a public
channel without help of RC. (iii) MS: MEC server with a high
computational power that registers to RC with its identity to
present services to authenticated mobile users.

Their scheme has composed of three phases: system setup,
registration and authentication phases. Here, we only discuss
about the authentication phase where we found that the scheme
suffers from user impersonation and ESL attacks.

A. Description of Jia et al.’s scheme

After system setup phase, U and M S can register with RC and
then, perform authentication phase as shown in Fig. 2.

B. Cryptanalysis of Jia et al.’s scheme

Now, we show that how a malicious MEC server can
impersonate a specific user by performing a parallel session
attack. Also we demonstrate that Jia et al.’s scheme is insecure
when ephemeral secrets are leaked by a session exposure
attacks. Despite the Jia et al.’s claim, we observed that their
scheme is unable to achieve perfect forward secrecy, one of the
main security property a secure key agreement protocol must
provide. Moreover, absence of the re-registration and
revocation mechanism also makes the scheme less practical.

1) User Impersonation Attack

As discussed in section I, in a MEC ecosystem, an edge
server may be compromised and controlled by an adversary in
practice. Also, there is no guarantee that all MEC servers
behave honestly. Jia et al.’s scheme claimed that, no external
and internal adversary can generate a legitimate login message
(M, N, o, T,) without having U’s private key SID,,, and so the
protocol is secure against user impersonation attack and
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Fig. 3. User impersonation in Jia et al.’s scheme using a parallel session attack.

provides mutual authentication. To refute this claim, we show
how a malicious MEC server or a MEC server that controlled
by an adversary can forge a login message without
knowing SID,,. We show that this adversary can perform a
parallel session attack and impersonate user U to establish an
authentication session with any arbitrary MEC server. Without
loss of generality, we only discuss about malicious MEC server
scenario. Let’s assume user U wants to establish a session with
MEC server MS;. Below steps show how MS; can impersonate
user U to establish a session with an arbitrary MEC server MS;.

1) MS; selects a random number v € Z; and computes

value g, = g°. Then he calculates M; = v (ppub +

hy (IDms, ) P).

2) Upon receiving login message (M, N, o, T,,) from U, MS;
retrieves  values ID,,R;, X’ and  computes N; =
hz(g») @ (IDy Il Ry, I X7).

3) MS; sends message (M;, N;,a,T,) to MS;.

When MS; receives message (M;, N;, o, T,,) first it computes

the bilinear pairing function for Mj,SIDmS]. inputs as follow:

91,; =e (Mj, SIDmSj)
1
=e|v(sP+hy (’Dme)P)’WP
J

1
e| v(s§ +h(IDpg))P,————— P
§+hy (IDys))

vl $+hy (1Dys ) —A——
= e(P,P) < . ’)“hl(’DmSj))

=e(P,P)’

=9Gv 1)
Then it calculates N; @ hy(g,) = (ID; Il R;, | X') and
retrieves (ID;, | R, 1 V'). Now it computesW =R, +
ho(ID), | R)P,,, and checks whether the U’s signature
verifies or not. Clearly in signature verifier equation P = W +
X'hs(IDy, Il Ry | X" || T,,), all parameters calculated by M'S; are
exactly what U is supposed to send to MS;. So MS; successfully
authenticates U and generates a new session key for U. It means
MS; has impersonated U and on behalf of him has established a
valid session with MS;. This attack can easily be done by any
MEC server like MS; who participates in a session with a user

like U. Note that, the aforementioned attack can easily be
performed in practice. The only thing MS; must consider is
timestamp freshness. To ensure the user’s timestamp T,
remains fresh, MS; must send the login message to MS; as soon
as he gets the login message from U. MS; can perform this
process in real time, since the parameter M; could be pre-
calculated and stored in look-up table. Also the parameters o
and T,, will be forwarded without any modification. The only
parameter MS; must compute in real time is N; and preparing it
costs executing of a bilinear pairing function and an xor
operation. So MS; can practically impersonate U. This attack
also implies that Jia et al.’s scheme could not provide mutual
authentication.

It is worth to notice, that this impersonation attack can be
similarly applied to Li et al. [18] where a malicious MEC server
can extract hy(ID,, Il SID,,) and follows the above-mentioned
procedure to impersonate a specific user. In Li et al.’s scheme,
after performing such user impersonation attack, a malicious
MEC server not only impersonates a user to any arbitrary MEC
server, but also knows the agreed session key and can
communicate with this server on behalf of the victim user.

2) Ephemeral Secret Leakage Attack

As pointed out in [2]-[6], authentication scheme should
guarantee that leakage of any temporary information of a
session, does not compromise security of other secrets and also
other sessions. The assumption of ephemeral secret leakage is
possible in practice; since generation of random numbers takes
occur using external random sources that may be controlled by
an adversary. Also ephemeral secrets on the user side, usually
are pre-computed and stored in insecure storages to speed up
protocol execution. With this in mind, let’s assume that the
ephemeral secret of a session on the user side x, revealed to an
adversary A, with an ESL attack. It means that .4 can compute
values X = xP and g, = g* effectively. Also we assume that,
A has the full control of insecure channel between user U and
MEC server MS. So he knows the corresponding (M, N, o, T,,)
message to this leaked x. By knowing these values, A can
computes values ID,, R,, X from the equation N = h,(g,) D
(IDy I Ry Il X). Now he can successfully retrieves SID,,, from
equation o = SID,, + xh;(ID, | R, | X I T,,). It means the
private keys of userU, i.e. (SID,,R,) and also session
key SK,,_ms IS known by A. So A can establish any session
with an arbitrary MEC server.
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Fig. 4. Mutual authentication in our proposed scheme.

3) No Perfect Forward Secrecy

A key agreement protocol provides perfect forward secrecy if
exposure of all long term keys, does not compromise the security
of session keys established in the previous sessions. Let’s
assume both private keys means SID,,, SID,,,, are revealed to an
adversary like A. We also assume A has intercepted all
previous transferred messages. A can easily calculate gy, using
g = e(M,SID,,;). Then, from N = h,(g,) @ (ID, | R, |
X)equation, he obtains ID, Il R, | X. Now, A can form the
equation xh;(ID, I R, I X I T,) = (6 — SID,) where all
parameters are known to him except x. With applying Euclidean
algorithm, A can find h;(ID, I R, | X | T,)™t and then
compute x = hg(ID, I Ry I X | T,) (o — SID,). A has
found the ephemeral secret x from a previous session in
polynomial time and with the knowledge of both private keys, it
is obvious that he can also find K, _,,s and SK,,_,,s of that
session, which means that perfect forward secrecy is violated.

4) Absence of User Key Revocation and Update

One of the functionality features an authentication protocol
could offer is private key update and revocation particularly on
the user side [9], [10], [24]. Unfortunately, Jia et al.’s scheme
does not support this facility.

IV. OUR PROPOSED SCHEME

In this section, we introduce a new authentication key
agreement protocol inspired by Jia et al.’s scheme which
addresses above-mentioned security weaknesses and design
flaws. Our scheme consists of three participants same as Jia et
al.’s scheme and the following phases:

A. System Setup
In this phase, RC selects its public and private keys and also
security parameters as follows:
1) RC chooses abilinear map e : G X G = G and computes
g =e(P,P).
2) RC selects two random numbers s,§€Z; and
computes Py, = sP, Py, = 3P.
3) RC selects eight secure hash functions with following
definitions hy:{0,1}" X G — Zz, hy:{0,1}" > Z;, h,:
Gr - {0,1}* X G, h3:{0,1}* X G X G xGx{0,1} »
Zg, hy:{0,1} x{0,1}" X G X Gy x{0,1}" - Z;, hs:
Gx{0,1} x{0,1}*x G X Gy - {0,1}, hg:{0,1}* %
{0,1} X Z5 > Z3, hy: Z5 x {0,1}" - {0,1}".

4) RC publishes G,Gr,e, P, Pyup, Pyup, G, ho, iy, hy, hs, hy,
hs, he, h, parameters and stores s, $ as its private keys.

B. Registration

In this phase, both user and MEC server send their requests
for a new private key and RC provides them secret
parameters. Here we assume that RC communicates with all
users and MEC servers through a secure channel. The
registration phase at each sides are as follows:

e User Registration: a user U imprints his biometric bio,
and computes (y,, 6,,) = Gen(bio,) where Gen is
generation function of a fuzzy extractor [16]. Then he
computes D = h,(y, Il ID,) and sends this value and its
identity ID,,, to RC. In response, RC first checks the
existence of identity ID, in its table. If exists, then it
rejects the registration request. Otherwise, RC chooses a
random number r,, € Z ; and calculates values R,, = 7, P,
hy = ho(IDy | R,) and SID,, = (r,, + sh,) mod q then
RC stores (ID,,D,"1") pair in a table named user
registration table where “1” label stands for active state of
user U. Now RC sends values (SID,, R,,) to user U. Upon
receiving (SID,, R,), U stores valuesS = SID, @ C,
Ry = Ry @ h7(C Il IDy), Ry =Ry, @ h;(C I IDy),
V = h,(C) and 6, on the mobile device storage where
C = he(IDy Il pwy |l vo,) and Ry = (Ryws Ryny).

e MEC Server Registration: MS sends its registration
request to RC. Upon receiving request from MS, RC
chooses a unique identity ID,,;, and computes

values Ay, = hy(IDys), SIDpms = ——P. Then RC

S+hms

sends SID,,, as the private key of MS.

C. Authenntication

In this phase, user U and MEC server MS can authenticate
each other and agree on a secure shared key. Following steps
describe this procedure:

1) U inputs his identity ID,, his password pw, and his
scanned biometric bio,, into the mobile device MD,.
MD,, calculates y,, = Rep(bioy, 8,,) and checks whether
the equation V = h,(C) holds or not, where C =
he(ID, Il pw, |l y,,) and Rep is reproduction function of
the fuzzy extractor. If holds, it retrieves SID, = S @ C,
Ryw = Ry @ h7(C 11 IDy), Ry, =Ry @ h;(C I ID,)
and returns (SIDy,R,) to U where R, = (Ryy, Ryy).
Now U chooses a random number x € Z ; and computes
values g, = g*, X = (g, mod q)P. Then he computes



M = x(P,p + hy(IDy5)P),
R, o = (g, mod q) + SID,hy(ID, Il Ry Il X ||
SID,PIT,) and sends the message Msg,; =
(M,N,0,T,) to MS via a public channel, where T,, is the
current timestamp of U.

2) Upon receiving Msg, = (M, N, g, T,,), first, MS checks
the freshness of timestamp T,,. If it was not fresh, it
terminates the session with U. Otherwise, it calculates g,
using the following equation:

gy = e(M, SIDy,)

1
= e(x(sp+ hl(IDmsW)'mp)

N = hy(g:) © (IDy I

=e (X(§ + hl(IDms))lep)

A 1
$+hal Dms)’§+h1(mms))

=e(P, P)"(
e(P,P)*
= Ix (2)
Once MS knows g,, it can retrieve values 1D, R,, from
equation (ID,, Il R,,) = h,(g;)®N. Afterward, it checks
its revocation list. If 1D, exists in this table, it terminates
the session. Otherwise, MS computesW =R, +
ho(ID;, || Ry)Ppy, and checks the validity of equation
oP =X+ Whs(IDy | Ry 1 X' IW I T,) whereX'=
(gx mod q)P.
oP = ((gy mod q) + SID hs(ID, II R, | X
| SID,P I T,))P
=X+ ((ry + sho(ID, | Rh3(IDy Il R,
Il X Il SID,P Il T,))P
=X+ (R, + ho(IDy Il Ry)Pyyp)hs(ID,
IR, IXIWIT,)
=X+Whz;(ID, IR, I X I W I T,) 3)
If (3) does not hold, MS terminates the session.
Otherwise, it means U is authenticated. Now MS selects
arandom number y € Z ; and then computes values Y =
g¥andt = hy(IDy, || IDps I| X' | Y |l Typs) Where Ty iS
the current timestamp of MS. It also calculates K,,;_,, =
(g.” mod @)tW and the session key SK,_, =
hs(Kpps—y | ID], I IDs | X' 1| Y). Finally, MS sends the
message Msg, = (t,Y, T,,s) to U via a public channel.

3) After receiving Msg, = (t,Y,T,,s), U first checks the
freshness of timestamp T,,;, then he validates the
equationt = h,(ID, | IDys | X 1Y |l Tppps). If it does
not hold, he terminates the session. Otherwise MS is
authenticated for U and he computes Ky s
(Y* mod q)tSID,P and the session keySK, s =
hs (Ky-ms 1 IDy | IDyys | X 1I'Y).

D. Password Update

Anytime U wants to update his password, he should follow

below steps:

1) U inputs his identity ID,, , his old password pw,, and his
biometric bio, into the mobile device MD,,. Then MD,,
computes y,, = Rep(bioy, 6,), C = hg(IDy | pwy, |l v,)
and checks whether equation ¥V = h;(C) holds or not. If
not, MD, aborts the update request. Otherwise it
continues.

2) MD, asks U to enter a new password pw, and a new
biometric bio;;. Then it computes values (y,,6;) =
Gen(biog), C* = he(ID, | pwy; 1 ¥72), V' = hy(CY),
§*=S®COC", Ry =R, Oh;(C I ID,)Oh,(C” Il ID,)
and Ry, = R, ®h,(C Il ID,)®h,(C" Il ID,) and replaces
valuesV,S, R, and R, withV*,S*, Ry and R;
respectively.

E. User Revocation and Re-Registration

An important feature in a practical smart card-based
authentication scheme is user revocation [24], [25]. If a user’s
mobile device is lost or stolen, or if the user’s private keys are
unexpectedly revealed or compromised, the user revocation
enables user to revoke his identity and prevents the threat of
impersonation. Beside this functionality, the user re-registration
with the same identity is highly recommended [24] which
allows the user to refresh his private keys and participate in
authentication sessions with his old identity but renewed keys.
Following steps describe the revocation and re-registration
phase performed by the user U.

Step 1: U inputs his identity 1D,, and imprints his biometric
bio,. Then, he generates (y,,6,) = Gen(bio,) and D =
h;(vy I ID,). Now he sends the revocation/re-registration
request along with 1D,, and D to the RC, via the secure channel.

Step 2: Upon receiving revocation/re-registration message,
RC retrieves the corresponding D to the identity ID,, from its
database and checks the validity of received D. If they were not
the same, it aborts the request. Otherwise, if the request is
revocation, RC turns the corresponding "1" label to "0" means
that the user U is revoked and returns a successful message to
inform U. RC also informs all MEC servers that user with
identity of ID,, is revoked. If the request is re-registration, RC
generates new (SID;,, R;,) for the user U and updates the state
label to "1". Then it sends the new private keys to U through the
secure channel.

V.SECURITY ANALYSIS

In this section we present a security analysis of our scheme
in both formal and informal forms. Moreover we compare the
security of our protocol with the recently proposed schemes.

A. Provable Security

We present the formal security proof of the proposed
protocol. In this model, the adversary A is an active attacker
that can listen the transmitted messages in the public channel
and also can modify, replay and intercept them. Also, the
adversary can communicate with the oracle 73 through the
following queries. Here, 73 is the oracle of the i*" instance of
entity P and P is the mobile user U or the MEC server MS.

e h(m): When the adversary query h(m), the oracle first

search if h(m) has been requested before. If yes, answers
the query with the previous value otherwise chooses a
random number as the response of the requested query.

e Execute(U',MS/): With this query, the adversary
obtains all the transmitted messages between U? and MS’
during the run of the protocol as its description.

o Extract(ID): When the adversary issues this query, the
oracle returns the long term private key of the entity with
the identity ID.
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h;(m): For a hash query, h;(m), on input m challenger € first looks up the list Ly,
if (m, hi(m)) is inthe list Ly,,, returns h;(m) to A. Otherwise, € randomly chooses r
and sets h;(m) = r.Then € returns h;(m) to A and adds (m, h;(m)) to Ly, .
Extract(lDui): C answers this query as follows. If u; = u;, C rejects the query. If
u; # u;, C chooses 1, hy,, € Zg randomly and computes Ry, = 1, P — hy, Py, then
C checks if there exists the entry (IDy,, Ry,) in the list Ly, and ho(IDy, [IRy,) # hy,.
If it is then C aborts the simulation. Otherwise, C sets SID,, = 7, and consider
(SIDy, Ry,) as a valid private key. € returns ( Ry, SID,,) to A, and inserts
(IDy, hy, Ry, SIDy,) and (IDy,, Ry, hy,) into the list L, and Ly, , respectively.

Extract (’D'"Si): To answer this query on input leS;’ C retrieves Ly, for

(IDms}.,hms}.), and sets SIDms}. = #P. C returns SIDmsjas the answer of this
ms;

query, and adds (IDp,s, SIDrms,) into the list L.

Send(U, Start): For this query, if u; = u; then C aborts the game. Otherwise, €
checks if there exists an entry for ID,,, in L,,. If yes, C extracts SID,, from L. Else as
description of Extract(lDui) query, C generates a private key SID,, and adds
(IDy,, by, Ry, SIDy,) 10 Ly. Then € chooses x € Z; randomly and computes g, =
g%, X = (gx mod q@)P, (M,N,0,T,,) as described in the proposed protocol. Finally,
€ adds (IDy,, k, x, X) into the list L, and answers the query with tuple (M, N, 0, T,).

Send (MSII-, (M,N, o, Tul_)): To answer this query, C checks if 1Dy, exists in the list

L. 1f not, C generates a private key SIDmSI as description of the Extract (IDmsj)
query, and adds (/Dyy,s, huns;, SIDps;) t0 the list Lyy,s. To answer the query, C follows
the protocol and calculates g* = e (M, SID,ys) then extracts 1D, ||Ry, Via D, || Ry, =
h,(gx)®N and computes W = Ry, + ho(IDy, || Ry,)Ppyp, finally, checks the equation
0P =X+ Wh3(IDy, Il Ry | X || g, II T,,). If it does not hold, C rejects the message.
Otherwise and also if u; # u;, as description of the protocol € randomly chooses y €
Zg and computes (t, Y, Tr,s). Then answers the query with computed tuple (¢, Y, Tyys).-
If u; = uj, then A successfully forge a legal login message and wins the game.
Send(Uy, (t,Y,T,,)): For this query, ¢ does as follows: first retrieves
(IDy, k,x,X) in Ls and checks the equality t = hy(IDy Il IDpys Il X 1Y 1l Tys). If
it holds C authenticated A. Otherwise, C rejects the message.

EKReveal(T}): C responses this query with return the ephemeral secret of the
participant P'.

SKReveal(T%): C responses this query with the correct session key SK if SK is
accepted. Otherwise returns a “L.”

e Send(P!, Msg): If the adversary issues this query and
sends the message Msg to the participant P¢, then oracle
73 returns the corresponding messages according to the
protocol description.

e EKReveal(T%): With this query the adversary obtains
ephemeral secret keys of the oracle Ty.

e SKReveal(T%): With this query the adversary obtains

the session key of the oracle 73, if it has been successfully
produced.
Test(T%): This query returns a session key or a random
value. To answer this query the oracle chooses a random
bit b, if b = 1 answers the query with the session key and
if b = 0 answers it with a random value. The adversary
can issue only one Test query.

The oracle instances U and MS are said to be partner
provided that they can authenticate each other and successfully
share a session key SK such that no other instance accept SK.
A session key SK is called fresh if it is established between U
and MS without issuing EKReveal and SKReveal queries to U
and MS. In the semantic security, the adversary A aims to
distinguish a fresh session key from a random number. The
semantic security of the protocol is modeled by the game
between the challenger € and the adversary A that A can make
many queries to 73. If the adversary issues a Test (73 ) query
where the session key is fresh, then the oracle 73 randomly
chooses b € {0,1}, if b = 1 the oracle returns the session key
and if b = 0 returns a random value. The adversary aims to
rightly guess the bit b. Let Pr[Succ] be the probability that the

adversary A wins the game then the advantage of A in breaking
the semantic security of the proposed protocol is defined as
Adv(A) = |2 Pr[Succ] — 1].

Let E, ... and E,_, be the event that A breaks the user-
to-server and the server-to-user authentication, respectively.
The proposed protocol achieves mutual authentication if
Pr|E,_ms] and Pr[E,s_,] are negligible. In the sequel, we
show that the proposed protocol in the random oracle model
achieves mutual authentication and is semantically secure when
the probability that .4 can break ECDL, k-mBIDH and DDH
problems are negligible.

Theoreml: Let the adversary A break user-to-server
authentication with probability &, assume the adversary can
query at most g, and q,, Extract and Send queries,
respectively. Then the challenger € can solve the ECDL
problem with probability

1\ 1 1y 1
6z (1-0"1-D-De @
q de qs/ qe
Proof: Let P,Q = sP € G be an ECDL instance that s is

unknown to € and C generates p,q,G,Gr, e, P,§ as system
parameters and set P,,, = Q, ﬁpuh = §P. The challenger

consider two sets of identities as ID;; = {(Bloul,pwul,IDu1 ,
(BIOy,, pWiy, 1Dy, ), (BIOy,,, pWy,, Dy, )} and IDys =
{IDmSl,IDmSZ, D, } The adversary chooses ID,,; from

the set ID,; as the target user. The simulation of all queries is as
Table I1. Also, let Ly, save the answers of the random oracle h;

and L, L, maintain answers of Extract query on user U and
MS, respectively. Finally let L, record the transcript in the
channel. Suppose that A successfully generates a valid login
message and issues a Send (MS}, (M,N, 0, Tui)) query with
u; = u;,Sso

oP =X+ Wv, %)
where v = hy(IDy, | Ry, Il X I SID,P | T,,) and W = R, +
ho(IDy||Ry)Ppyp. Let (M,N,qd",T,.") be another valid login
message produced by A then

o'P=X+Wv' (6)
By (5) and (6), the following equation holds:
(c—ad)P=Ww-v"). @)

Hence
(6 —0")P = ((r, + ho(UDy | RYS)(w —v )P (8)
Therefore
(0 —0)—v)"" = 1, + ho(IDy Il Ry)s ©)
So, (=W —=v)"1=1)(ho(Dy Il R,) *can  be
considered as the solution of the ECDL problem.
We can evaluate the advantage of C as follows. The
simulation can be aborted if:
1) There exists a hash collision for h, when the adversary

query Extract(ID,,), that its probability is %.
2) The adversary queries Extract(ID,;), this occurs with
probability qi
3) The adversary issues a Send(Uy, Start) query in which
i . a1
u; = u; that its probability is =

Therefore, if we assume that A; is the event of aborting the
game then
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hy (IDms]_): When the adversary issues this query, € checks Dy, = IDmS;. If the
equality not hold, C sets h; (IDms}.) = ¢;. Otherwise, sets hy (lesl) =e" and

inserts (IDmSJ, hy (IDmSJ)> into Ly, .

Extract(IDul_): The challenger to answer this query chooses random numbers
Ty hu, € Zgy, and sets Ry, = 7, P — hy, Pyyy,. For this (1D, Ry,,) challenger checks
the list Ly, if finds an entry such that ho (1D, ||Ry,) # hy,, then aborts the simulation.
Otherwise, C sets SID,, = 7, + shy, and answers the query with (Ry,, SIDy,). Also
add (IDy, hy, Ry, SIDy,) and (ID,, Ry, hy,) into the list L, and Ly, respectively.

Extract (ID,,,SI_): In this query, if 1Dms, * IDmSJ«_, the challenger sets h, (IDmsj) =
ej and SIDmSI = ﬁP and answers the query with SIDmsl and add UDmS;‘ e;) and
(IDmsl, SIDmSI) into Ly, and Ly, respectively. If IDmsj = IDms;, C returns a “L” and
sets hy (les]») = e"and inserts (ID,,,LS;_,hl (IDms;)) into Ly, .

Send(U¥, Start): If the partner of U;is ms; then € sets M = TP, and as description
of the protocol computes (M, N, g, Ty, ). Otherwise, € lookup L,, for SID,,, and obtain
the private key of the user then generates a login message as description of the
protocol and saves transcript messages in L.

Send (MS]’-, (M,N, o, Tu,_)): In this query if Dy, # IDpys;, C 0btains SIDy,s form
Lins; and verifies the signature. Then chooses a random number y € Z; and as

description of the protocol computes (t,Y, T;,,s), and answers the query with this
(t,Y, Tys). Otherwise the challenger rejects the message.

Send(U,!‘, tY, Tms)): To answer this query challenger find the corresponding tuple
in Lg and checks equality ¢t = hy(IDy Il IDyys | X | Y || Typps), if it is hold then the
adversary authenticated as a legal partner and if the partner is the partner Tm’s;, then A

wins the game. Otherwise C rejects the message.

Pr[A,] = (1 - %)qe (1 - q—le) (1 - %) (10)

Let A, be the event of forging the login message
(M,N,0,T,,) such that Extract(ID,,) has never been issued
before and A5 be the event that in the forged login message we
have ID,, = IDy;. Easily one can see

Pr[A,|A;] = ¢ (1

and

1
Prl[A;|A,N\A,] = C[_ (12)

e
Let &, be the probability of solving ECDL problem, then

1\%e 1 1) 1
812(1—5) (1—q—e)(1—q—s)q—e£.l
Theorem 2: Let the adversary A break server-to-user
authentication of the proposed protocol with probability & and
the adversary query at most g, g, qn,, Send, Extract and h,

queries, respectively, then € can solve the k-mBIDH problem
with probability

1\ 1 1y 1
az(1-0) (1-—)(1-5)—=
q qe qs qhz

Proof: Let
1 1

s+eq 'E
T

is unknown to C. The goal of C is computing e(p, p)s+e* for

some e* € {e}, ey, *+, e} First, C generates p,q,G,Gr,e,P,$

as system parameters and sets P, = sP and let Ly, Ly, Ly

and Ly be as the proof of Theorem 1 and A chooses IDips; from

the set ID,s as the target server. The h;, (i =0,2,3,...,7),
EKReveal, SKReveal and Test oracles are simulated in the
same way with Table Il. hy, Extract, and Send oracles are
simulated as Table I11. At the end of the simulation, suppose A
submits a Send(UF, Msg) with a legal response message

P,sP,TP,{e;,e;, "+, e, € Ly}, and
P, ---,ﬁP, be a k-mBIDH instance such that s,
k

(t,Y,T,,) that the partner is T"lls;, in the sequel we show that C

can solve the k-mBIDH problem with using the adversary as a
subprogram. Let A submit a valid login message that lead to

the equality ¢ = £, (1D, | Dy 1X 1Y 1 Tyus ). This means
that the adversary must have recover correct ID,, from
(IDy, Il Ry,) = h;(g,) ® N, thus he must have queried g, on
h, oracle. On the other hand

T
g.=e (M, SIDmS}*,) =e (TP,S — P) =e(P,P)s+e" (13)
The challenger randomly chooses (gy, h,(gy)) in the list L,
and considers g, as the solution of k-mBIDH problem.

The advantage of € can be computed as follows. Let A;be
the event that the simulation is not aborted. Similar to the proof
of Theorem 1, one can see that

riag=(-3"(-2)(-2) oo

Let A, be the event that the adversary successfully issues a
Send(UF, (t,Y, Tys)) query that (t,Y, Ty,s) can be accepted as
a legal login message such that Extract (IDms].) has never
been queried before. Finally, let A; and A, be the event that in
the forged login message, IDmS]. = IDmS;, and the challenger C
chooses a correct g,., respectively. It is not difficult to see that
Pr[A;|A;] = ¢,
and
1
Pr[As|A;NA ] = —,

e

1
Pr[A4|A3;NANA ] = —
qhn,

(15)

Therefore
Pr[A;NA,NASNA,) =
Pr[A,|AsNA;NA{|Pr[A5|A;ANA | Pr[A|A,Pr[A,] =
1\%e 1 1\ 1 1
(1-3) (-2~ q—s)q—eae-

Hence the desired can be concluded. m

Theorem 3: The proposed scheme is semantically secure if
the probability of solving DDH problem is non negligible.

Proof: Suppose the adversary wins the game with non
negligible advantage €. Let Eg denote the event that the
adversary obtains a correct session key in the Test query. Since

A outputs a correct b with the probability at least % we have
Pr(Eg] =~ Let Ey and Eys be the events that Test () and

Test(T,s) are queried successfully, respectively. Then, the
following relations hold:
Pr(Eg] = Pr[EgN\Ey]
+ PT[Esk/\EMS/\Eu—ms]
+ PT[Esk/\EMS/\_'Eu—ms]
< Pr{EgNEy] + PrlE,_ms] + PrEgNEysA—Ey_ms)-
Hence

Pr[ESk/\EU] + Pr[Esk/\EMs/\_lEu_ms]
&
> Pr[Eg]) — PrlEy_pms] = E — Pr[Ey_ms]-

Also, the event Ey s A—E,_.s 1S equal to Ey, hence

1,¢
PT[Esk/\EU] 2 E(_ - Pr[Eu—ms])

> (16)



By Theorem 1, Pr(E,_.s] is negligible and can be ignored.
Eg \Ey is the event that the adversary obtains the session key
and impersonates U. So the adversary obtains K,_,,s =
(Y* mod q)tSID, P and can use it to solve DDH problem.

B. Informal Security Analysis

As an informal security analysis, we show how our proposed
scheme meets security requirements for an authenticated key
agreement protocol in MEC environment [18], [23], [26].

1) Mutual Authentication: In section V-A, we have formally
proved that the proposed authentication protocol provides
mutual authentication. As an informal way of proof, it is
clear that only MS can extract the parameter g, from M
and generates valid response message to U. So U can
authenticate MS when he checks the correctness of t =
ha(IDy Il IDys | X II1'Y Il Typy). Also, the valid signature
o only can be generated by U using his private key. So
MS can authenticate U as well.

2) User anonymity: The user’s identity appears in three
parameters passed through the channel N, o and t. As long
as the hash functions remain safe, no adversary like A
can extract ID,, from ¢ and t. Moreover, the hardness of
k-mBIDH problem assures that .4 cannot compute g,
from M, and consequently is unable to find N. It means
that the user’s identity is anonymous to adversary.

3) User untraceability: In every authentication session of the
proposed protocol, U generates a new nonce x which
makes parameters N, o and t fresh. So the user’s identity
could not be traced across various sessions.

4) Session key agreement: As shown in section IV, after a
successful authentication session, both parties agree on a
same session key. We proved in section V-A that no
adversary can know the agreed session key and so the
scheme provides session key agreement.

5) Perfect forward secrecy: perfect forward secrecy ensures
that previous session keys remain secure even if both
private keys of user and service provider are leaked to an
adversary. If an adversary A knows SID,, and SID,,, he
can obtain g, = g* from g, = e(M, SID,,,s). If he want
to compute K,,_,,c = (Y* mod q)tSID,P or Kyc_y =
(g% mod q)tW, he must calculate Y* = g.” = g* or
g.> = g* from g* and g” that is the solution of CDH
problem and assumed to be a hard problem. So our
scheme provides perfect forward secrecy.

6) User impersonation attack: As we proved in section V-A,
no adversary can generate a valid signature o without
knowing user’s private key SID,, and his identity ID,,. So
the scheme withstand user impersonation attack.

7) Server impersonation attack: If an adversary A wants to
impersonate a MEC server MS, he must send a valid
response message to the user U. In order to do that, A
needs to know 1D, and X to generate a legitimate t =
hya(IDy, I 1Dy 1 X I Y Nl Tppps). It is infeasible, because
no one except MS can extract 1D, and X from login
message. So our scheme resists server impersonation
attack. By the way, in section V-A, we proved the
resistance of our scheme to server impersonation attack.

8) User impersonation attack by malicious MEC server: The
main reason Jia et al.’s scheme is subject to user

9)

impersonation attack by malicious MEC server is that
there is no direct dependency between user’s signature o
and MEC server’s identity that enables adversary A to
replay o to another MEC server. In our proposed protocol,
Jx depends on S,,.¢, X depends on g, and aP depends on
X. So in a chaining relation, oP depends on S,,; and it
means only MEC server MS who knows S,,, can validate
signature ¢. So, A can no longer pass o to any other MEC
server.

Ephemeral secret leakage attack: Let’s assume that the
ephemeral secret of user on an authentication session,
means x is revealed to an adversary 4. We claim that, the
session key and both private keys remain secure
againstA. If A wants to obtain the session key
corresponds to this revealed secret, he needs to know
SID,, or SID,,. It is impossible in practice while ECDL
problem considered as a hard one to solve. By the way,
computing SID,, from signature ¢ is also infeasible,
because SIDyhs(ID, | R, Il X | SID,P I T,) is a
random number if we assume h is a secure hash function.
It implies that despite Jia et al.’s scheme, our proposed
protocol is secure against ESL attack.

10) Privileged insider attack: In the user registration phase,

11)

12)

13)

14)

user U sends D = h,(y, Il ID,) and his identity to RC,
and RC saves these values in its table. If any insider
adversary accesses this table, he cannot extract the
biometric value due to one-way property of hash function.
Password guessing attack: Let’s assume that an adversary
A has the lost/stolen mobile device. Furthermore, we
assume that he has the full access of all stored data in the
mobile storage speciallyV = h,(C) = hl(h6(1Du [
pwy I yu)). However, it is impossible to drive password,
because he does not know the user’s identity ID,, and also
the biometric information of the user y,,. Note that, due to
the property of the fuzzy extractor, A also is unable to
reproduce y,, from @,,.

Stolen verifier attack: All parameters S, V, Ry, R,, stored
in the mobile device storage are masked with C =
he(IDy, Il pwy Il v,,) and as long as hash function remains
secure, an adversary can extract no data even if he has the
full control of mobile device storage.

Replay attack: According to the description of the
protocol, user and MEC server use new random nonces
and fresh timestamps in every authentication session. So
checking the freshness of received messages, prevents
replay attack.

Man-in-the-middle (MITM) attack: In the authentication
phase, first, the MEC server MS extracts the user’s
identity I1D,, using its private key and it is clear that no
adversary without knowing this key can found ID,,. Then,
MS verifies the user’s signature o generated using user’s
private key SID,, . Since g contains I D,, and this parameter
can only be extracted by MS, signature validation makes
it sure that anyone who sends the message consisting
identity ID,,, owns the legitimate private key SID,.
Hence, our protocol resists man-in-the-middle attack. By
the way, in section V-D, we formally prove the resistance
of our protocol to MITM attack.



10

% OFMC
% Version of 2006/02/13
SUMMARY

SAFE
DETAILS
BOUNDED_NUMBER_OF_SESSIO
NS
PROTOCOL
/home/span/span/testsuite/results/myA
uthProtocol.if
GOAL

as_specified
BACKEND

OFMC
COMMENTS
STATISTICS

parseTime: 0.00s

searchTime: 0.22s

visitedNodes: 38 nodes

depth: 10 plies

SUMMARY

SAFE
DETAILS
BOUNDED_NUMBER_OF_SESSIO
NS

TYPED_MODEL

PROTOCOL
/home/span/span/testsuite/results/myA
uthProtocol.if
GOAL

As Specified
BACKEND

CL-AtSe
STATISTICS

Analysed : 9 states
Reachable : 3 states
Translation: 0.10 seconds
Computation: 0.00 seconds

Fig. 5. AVISPA simulation results with OFMC and CL-AtSe back-ends.

C. Security Comparison

Security properties of our protocol and six related schemes
[81, [9], [18], [19], [40] and [41] have been compared in Table
IV. As shown in Table 1V, He et al.’s [8] scheme is prone to
wrong password login attack and also lacks revocation and re-
registration mechanism [10]. Odelu et al.’s [9] scheme cannot
provide multi factor security [10]. We demonstrate that Jia et
al.’s [18] scheme is vulnerable to user impersonation attack and
so fails to achieve mutual authentication. Their scheme also is
insecure against ESL attack and cannot provide SK-security.
Besides, it lacks revocation mechanism and also perfect
forward secrecy. Similarly, Li et al.’s [19] scheme suffers from
those attack found in Jia et al.’s scheme. Moreover, their
protocol has not the distributed authentication property as
registration center must be online and take part in every
authentication session. Another security weakness we found in
their scheme is user traceability because the parameter w =
ho(ID,, Il SID,) sent in every authentication session by user, is
only dependent on the user’s identity and its private key and so
could be easily traced. We found that Irshad et al.’s [40] scheme
lacks untraceability, perfect forward secrecy, SK-security and
user revocation. As pointed out in [38] and [40], Amin et al.’s
[41] scheme is prone to ESL and password guessing attacks and
also fails to achieve user anonymity. In addition, we found that
in their scheme, the user untraceability is also violated.
Moreover, their scheme cannot be considered as truly
distributed protocol, since control server must be present in
every authentication session. It is clear that our scheme, can
satisfy all mentioned security requirements.

D. Simulation Using AVISPA

In this section, a formal security verification has been done
by widely used AVISPA simulation tool [22]. AVISPA
analyzes the protocol under given model, here Dolev-Yao threat
model [23], and checks whether it is safe against replay and
man-in-the-middle attacks. Our proposed scheme has been
simulated with AVISPA offline tool [21] with two OFMC and
CL-AtSe back-ends. The results of simulations in Fig. 5, imply
that our proposed scheme is safe against replay and man-in-the-
middle attacks.

TABLE IV
SECURITY COMPARISON
Security Properties [8] [9] [18] [19] [40] [41] Ours
Mutual Authentication v v x x v v v
User Anonymity v v v v v X v
Untraceability v v v x x x v
Perfect Forward Secrecy v v x v x v v
SSO v v v v v ' v
Distributed Authentication v v v x v x v
Prevents User Impersonation Attack v v x x v v v
Prevents Server Impersonation Attack v v v v v v v
Prevents Man-In-The-Middle Attack v v v v v v v
Prevents Replay Attack v v v v v v v
SK-Security v v x x x x v
User Revocation and Re-Registration x v x x x x v
‘Wrong Password Login/update Attack X v v v v v v
Multi Factor Security v x v v v x v
Provable Security v v v v v v v
TABLE V
RUNNING TIME OF OPERATIONS (MS)

Symbol Description User Server
Trnp Map to Point Hash Function 33.582 5.493
TG, Bilinear Pairing 32.713 5.427
TGy Scalar Multiplication 13.405 2.165
Toxn Modular Exponentiation 2.249 0.339
TG, Point Addition 0.081 0.013

Ty Hash Function 0.056 0.007
TABLE VI
COMPARISON OF COMPUTATION COSTS (MS)
Scheme User Server Total
8] Trep +3TGp + TGy 2TGy + TGy + TG, + 94.98
+3Texp + 5T (80.90) 3Texp + 5Ty (14.08) ’
9] 2Tep + 3T Gy + 2Toxp + 2TGy + TGy + TGy + 12631
TG, + 5Ty (112.23) 3T,yp + 5Ty (14.08)
AT Gy + Toxp + TGq + 5Ty, TGy +5TGp, + 3TG, +
18] (56.23) 57, (16.32) 72.55
6T Gy + Texp + TGq + 5T, TGy + 4T Gy, + 2Ty,
[19] (83.04) (14.10) 97.14
3TG,, + 10T,
[40] (40.90) 3TG,, + 10T}, (6.56) 47.46
4T G, + 5T, AT G, + 4T),
(41] (53.90) (8.68) 62.58
4T Gy + 2Toyp + TGy + 8Ty, TGy + 3TGp, + 2TGy +
Ours (58.64) 2T, + 5T, (10.49) 69.13
TABLE VII
COMPARISON OF COMMUNICATION COSTS
. Number of
Scheme Costs Length (Bits) Messages
[8] 31G| +2|Z4| + 2|ID| 3904 4
[9] 3|G| +2|Zg| + |ID] 3648 3
[18] 41G| +2|Z;| + 1ID] + 2IT| 4736 2
[19] 41G| + 4]z;] + 2IT| 4800 5
[40] 216 + 3]z;] 2528 3
[41] 17|Z4| + 31IT| 2816 3
Ours 3|G| + 2|Zg| + ID] + 2|T| 3712 2

V1. PERFORMANCE ANALYSIS

In this section, we compare performance of our scheme
proposed in section 1V, in terms of computational and
communicational costs with several authentication schemes
proposed for MCC and MEC environments: He et al. [8], Odelu
et al. [9], Jia et al. [18], Li et al. [19], Irshad et al. [40] and
Amin et al. [41].

A. Computation Cost Comparison

In order to perform a computational cost comparison, we
calculate the running time of operations on both user and server
sides. The execution time of various operations are exactley
taken from [8] and listed in Table V. We assusme all operations
not listed in Table V have negligible running time.



It is obvious from Table VI that the schemes [40] and [41]
have lower computatioal costs compared to ours, but as
discussed in section V-C, these schemes fail to provide some
major security requirements. In schemes [8] and [9], a heavy
map-to-point hash function has been used. This function can be
efficiently replaced by a secure hash function while providing
the desirable security. As evident from Table 1V and Table VI,
it is clear that our scheme has relatively low computational cost
while offers more security properties compared to the others.

B. Communication Cost Comparison
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standard. The routing protocol is set to OLSR mode. According
to the section VI-B, the length of messages Msg, and Msg, are
312 and 152 bytes, respectively. We also consider three
different cases for user mobility: Casel) constant speed of 3 m/s
Case2) constant speed of 10 m/s Case3) constant speed of 15
m/s.

B. Throughput

Throughput means the rate of transmitted bits in the network.
As shown in Fig. 6(a), in a constant user movement speed, when

Case | Case 2 Case 3 Case | Case 2 Case 3

ggg Case 1 0.25 !
7 Case 2
é“ 600 w(Case3 o 02 09
g 300 Z0.1s :
= 400 A e
=300 =01 =
£ 200 i 005 0.8
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Fig. 6. NS-3 simulation results. (a) Throughput. (b) End to end delay. (c) Packet delivery ratio

In this section, we compare the communication cost of
authentication protocols presented in [8], [9], [18] ,[19], [40]
and [41] with our proposed scheme. We choose p as a 512-bits
prime number so, the size of elements in the groups G and G,
denoted with |G| and |G|, is 1024 bits. We also set g, as a 160-
bits prime number so |Z ; |, the size of the element in Z }, is 160
bits. Let the length of the identity and the timestamp used in the
protocol denoted by |ID| and |T| be 256 and 32 bits,
respectively. Table VII summarizes the communicational costs
of authentication phase in different schemes. As shown in Table
VII, schemes [40] and [41] have the lowest communication
costs, but both schemes lack important security features. It is
clear that our scheme significantly has lower communication
cost compared with schemes [8], [18] and [19]. Moreover, the
proposed scheme has almost the same communication cost as
Odelu et al.’s scheme [9] while requiring less number of
messages. So, our scheme has a desirable communication cost
while achieves more security properties compared to the others.

VIl. PRACTICAL DEMONSTRATION: NS-3 SIMULATION

In this section, we discuss the practical perspective of our
proposed scheme through NS-3 [39]. NS-3 is a well-known
discrete-event network simulator for internet systems. Through
NS-3 simulation tool, we measure some important network
parameters such as Packet Delivery Ratio (PDR), Throughput
and End-to-End-Delay (E2ED).

A. Simulation Parameters

The simulation is done by NS-3 (3.30) simulator in Ubuntu
18.04 operating system. There are five MEC servers in an area
of 300 x 300 m2. The initial number of mobile users is 10 and
it increases with the step of 10, until reaches 40. The users are
randomly allocated in the rectangle zone and can freely move
with the random direction model. The simulation time is 1800
seconds and each user sends packets with an interval of 5
seconds. All entities communicate over 2.4 GHz IEEE 802.11

the number of users increases, more data are exchanged and as
a result, the throughput becomes more. Also, we see that in a
constant quantity of users, the throughput increases when
mobility goes high.

C. End-To-End Delay

E2ED is the average time of transmitting packets. From Fig.
6(b), it is clear that the E2ED is almost constant when mobility
of users changes. Also, when we add more users to the area,
more congestion happens and so the E2ED becomes more.

D. Packet Delivery Ratio

PDR is the ratio of total transmitted packets to total received
packets. As shown in Fig. 6(c), when mobility is fixed, if the
number of users becomes more, the congestion in network
consequently is increasing and so the PDR becomes less.
Moreover, when the number of users is fixed, the PDR becomes
less if the mobility becomes more and this is a natural relation
between mobility and PDR for the chosen routing protocol.

VIIl. CONCLUSION

In this paper, we have cryptanalyzed Jia et al.’s anonymous
AKA scheme that has been recently proposed for MEC
environment and demonstrated how this scheme is vulnerable
to user impersonation and ESL attacks and cannot provide
perfect forward secrecy. Inspired by Jia et al.’s scheme, we
have presented a new AKA protocol designed in MEC context
and we have shown it is secure through formal and informal
security proves. The simulation of our proposed protocol using
AVISPA describes that it also withstand replay and man-in-the-
middle attack. The performance evaluation done in this paper
shows that our scheme has a low computational and
communicational costs compared to the several related schemes
while provides more security properties, so is a desirable choice
for implementing in MEC environment. Moreover, through NS-
3 simulation, we have shown that our scheme is scalable and
practical in a real MEC environment. Further work will look



into utilizing blockchain capabilities to achieve more efficient
and robust AKA protocol.
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