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Abstract. We put forth a new mathematical framework called Isoge-
nous Pairing Groups (IPG) and new intractable assumptions in the
framework, the Isogenous DBDH (Isog-DBDH) assumption and its vari-
ants. Three operations, i.e., exponentiation, pairing and isogeny on el-
liptic curves are treated under a unified notion of trapdoor homomor-
phisms, and combinations of the operations have potential new crypto-
graphic applications, in which the compatibility of pairing and isogeny
is a main ingredient in IPG. As an example, we present constructions
of (small and large universe) key-policy attribute-based encryption (KP-
ABE) schemes secure against pre-challenge quantum adversaries in the
quantum random oracle model (QROM). Note that our small universe
KP-ABE has asymptotically the same efficiency as Goyal et al.’s small
universe KP-ABE, which has only classical security. As a by-product, we
also propose practical (hierarchical) identity-based encryption ((H)IBE)
schemes secure against pre-challenge quantum adversaries in the QROM
from isogenies, which are based on the Boneh-Franklin IBE and the
Gentry-Silverberg HIBE, respectively.
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1 Introduction

1.1 Backgrounds

Since the seminal work of Boneh-Franklin, pairings on elliptic curves have many
applications, i.e., identity-based encryption, short (group) signatures, attribute-
based encryption, efficient anonymous credential systems, etc. Elliptic curves
have another interesting operation called isogeny, which has been used for quantum-
resistant cryptosystems [22,33,19]. This paper establishes a unified framework
for these operations, namely, a notion of isogenous pairing groups (IPG). Using
this framework, we can raise pairing cryptosystems to quantum resistant ones in
a weak sense. As an example, we construct secure (H)IBE and ABE in a weak
form of post-quantum security model.

(Key-policy) attribute-based encryption (KP-ABE) is a powerful and useful
generalization of identity-based encryption (IBE). In a KP-ABE system, cipher-
texts are associated with sets of attributes and user secret keys distributed by
an authority are associated with formulas over attributes. A user should be able



to decrypt a ciphertext if and only if the secret key formula is satisfied by the ci-
phertext attributes. Hence, there exists a hierarchical structure in keys, namely,
master secret keys and user-level keys, where the master secret key can generate
a user key for any formula. Therefore, leakage of the master secret key is more
serious than the leakage of each user key.

All pairing-based ABE proposals (e.g., [29,35]) would be totally broken by
the emergence of quantum computers [38], in particular, the master secret key
would be revealed. In the post-quantum era, it is important to confirm whether
classical cryptographic techniques are still secure against quantum adversary.
Recently, strong security notions and constructions against quantum computers
have been intensively studied [9,49,48,13,14,21,20,4]. All existing quantum-
resistant IBE and ABE schemes have been constructed only from lattices [26,
2,28, 11]. However, it is important to propose IBE/ABE schemes with quantum
resistance from another mathematical foundation since, for example, a very re-
cent NIST report [16, Sec.2] (draft) mentions that “., it has proven difficult
to give precise estimates of the security of lattice schemes against even known
cryptanalysis techniques.”

Here, we demonstrate a power of isogenies on elliptic curves for the issue and
open a new research avenue (or let pairing-based IBE/ABE (partially) survive in
the quantum world). In [15], Charles et al. constructed a hash function based on
the intractability of computing a (large degree) isogeny between two supersin-
gular elliptic curves given only the two curves. Hence, the isogeny one-way func-
tion is another quantum-resistant mathematical tool, and several post-quantum
cryptosystems have been proposed by using isogenies [22, 33,19, 25]. But, these
proposals achieve just limited functionalities and security from several reasons.
First, the previous isogeny cryptosystems use only isogenies. Here, we also em-
ploy pairing operations since supersingular curves are suitable for deploying pair-
ing crypto as well. Second, there exist only limited foundational isogeny-related
computational assumptions for security, i.e., isogeny computation hardness [15,
22] and supersingular isogeny DH (SIDH) hardness assumptions [22,19]. Both
assumptions are basic, but have limited applications. For enjoying various advan-
tages of pairing assumptions in isogeny crypto, we establish a new mathematical
framework, i.e., isogenous pairing groups (IPG).

Admittedly, we cannot achieve a full quantum security when using bilin-
ear pairings. Therefore, we first formalize a weak form of quantum security
against pre-challenge quantum adversaries. Roughly speaking, the adversary in
the model can attempt quantum attack before the challenge phase, but can ex-
ecute only classical attacks after the challenge. Although this notion is weaker
than full quantum security, we can present efficient KP-ABE constructions with
pre-challenge quantum security. For example, our small-universe KP-ABE scheme
has asymptotically the same efficiency as Goyal et al.’s simple classically secure
KP-ABE. The security notion also has practical merits: In particular, we can
protect a critical master secret key (as described above) by using a pre-challenge
quantum secure IBE/ABE. This is because if an adversary obtains the master



secret, then it can attack any challenge ciphertext just by executing classical
decryption algorithm by using the master secret.

1.2 Our Results

We put forth a new mathematical framework called Isogenous Pairing Groups
(IPG) and new intractable assumptions in the framework, the Isogenous DBDH
(Isog-DBDH) assumption and its variants. As an application of IPG, we propose
an ABE scheme secure against pre-challenge quantum adversaries, whose secu-
rity is reduced from a newly established intractability assumption, i.e., a variant
of Isog-DBDH assumption. We achieve the result step-by-step as described be-
low. (For mathematical backgrounds on IPG, refer to Section A.)

— We establish a mathematical framework for enjoying both merits of pairings
and isogenies, called Isogenous Pairing Groups (IPG). Moreover, we define
new assumptions in the framework for proving the above security for our
IBE and ABE schemes: the Isog-DBDH assumption and its variants. The
assumptions seem to have more applications in future, and it is of indepen-
dent interest. For the details, see Section 2.

— We formulate a new security definition against pre-challenge quantum ad-
versaries (Section 3), which is based on the framework given in [49]. In the
security game, an adversary consists of two parts, quantum and classical ma-
chines, i.e., A := (Ay, As2). The task of the first quantum machine A; is to
analyze the public key and pre-challenge information, and his/her result is
passed to the second classical machine Ay, whose task is the same as usual,
i.e.; to distinguish the challenge bit with asking auxiliary key queries.

— We present an anonymous IBE construction secure against pre-challenge
quantum adversaries in the quantum random oracle model (QROM) in Sec-
tion 4. Our IBE scheme is based on the Boneh-Franklin IBE (BF-IBE), and
has an efficiency (practicality) comparable to the BF-IBE. One of the main
differences is that a public master key has two elliptic curve parameters for
using isogeny in the cryptographic construction. Since BF-IBE was adopted
as an international standard [32], our IBE is quite practical with respect
to the data sizes, encryption and decryption times. We can also extend our
construction to HIBE based on the Gentry-Silverberg HIBE [27] (Appendix
Q).

— We construct small and large universe KP-ABE schemes secure against pre-
challenge quantum adversaries, which are selective-attribute secure in the
QROM (Section 5). First, we construct a small universe KP-ABE secure
against pre-challenge quantum adversaries in the QROM, and then obtain
the large universe construction by hierarchically combining two instantia-
tions of the small universe ABE. The proposed KP-ABE schemes are based
on the GPSW06 KP-ABE [29]. We note that all sizes of public parameters,
secret keys and ciphertxts of our small universe KP-ABE is asymptotically
the same as GPSWO06 small universe KP-ABE.



1.3 Key Techniques

New Mathematical Framework of Isogenous Pairing Groups (IPG) We
first observe a similarity of scalar multiplications and isogenies on elliptic curves.
We unify the two homomorphic operations as a notion of Trapdoor Homomor-
phism (TH), which is defined in Section 2.1. Informally, a randomly chosen TH
cannot be computed efficiently (without a trapdoor), but, once having a trap-
door, the homomorphic computation turns out to be easy.

For most pairing cryptosystems, the bilinear property e(go, §5') = €(g0, §o)*
is a key point, which is considered as a compatibility condition on pairing with
(public key) g§ and scalar multiplication with (secret key) «.. Based on the above
similarity, for our IBE and ABE, a compatibility of pairing and isogeny, e.g.,
eo(g0,90) = e1(d(g0),d1), is required. Note that since we use multiple elliptic
curves, pairings ep and e; are defined on different Ey and E; := ¢(Ep), respec-
tively. Based on the compatibility, we formulate a notion of Isogenous Pairing
Groups, an extension of that of pairing groups. In the system, multiple pairing
groups of the same prime order are employed, where efficient homomorphisms
between them are hidden from adversaries. It is schematically presented in Fig. 1
in Section 2.2.

(H)IBE and ABE on IPG By using the above similarity, we replace a part of
master key pair of BF-IBE, (pk := (Jo, §5), sk := «) for a group element jo € Go
and a random scalar «, by (pk := (go, ?(go)), sk := ¢)) for a randomly chosen
isogeny ¢. The important difference of scalar multiplications and isogenies is
that the former security is assured only against classical adversaries but the latter
security is assured even against quantum adversaries (at the present knowledge).
The difference leads to security against pre-challenge quantum adversaries.
Moreover, for achieving the security, we should not include two (or more) dif-
ferent elements in one same group in the public key. Otherwise, the quantum ad-
versary reveals the secret exponent (discrete log) relating the two elements. The
public key condition restricts our ciphertext construction. For example, our small
universe KP-ABE has a simple ciphertext as ctug, 1 1= ({95 Yeer, eo(H (tag), §0)°)

with a uniformly random ( & F, (and hash H) for tag tag and attributes I
With this strong restriction, we obtain provably secure small and large universe
KP-ABE schemes against pre-challenge quantum adversaries.

New Assumptions on IPG: Isog-DBDH and Variants We formulate new
assumptions for our proposals, namely, Isog-DBDH assumption and its exten-
sion, d-qlsog-DBDH. The usual DBDH instance consists of (g, ¢, ¢°, g7, hr) for
distinguishing whether hp is g%’g 7 or random where g1 := e(g,g). An instance
for the Isog-DBDH problem consists of (g, g%, ¢(g), ¢(9)”, hr) for distinguishing
whether hr is g;’g or random, where g € Ey and ¢(g) € F; are encoded on dif-
ferent (isogenous) elliptic curves Ey and E7, respectively. Therefore, informally,
an adversary without knowing ¢ cannot obtain a meaningful pairing value g%ﬁ
from g and ¢(g)®. Our IBE (resp., small, large universe ABE) scheme is secure
under the 1-qIsog-DBDH (resp., d-qlsog-DBDH, 2dn-qlsog-DBDH) assumption,
where d is small universe size and n is bitlength of an attribute.



1.4 Related Works

Previous IBEs have been constructed by three types of mathematical problems:
pairing, factoring, and lattice (See Table 1). While lattice-based IBE is con-
sidered to be quantum-secure, factoring-based IBEs are never converted to be
quantum-secure. Our proposal is placed in the middle of the two situations. By
using isogenies, we can achieve security against pre-challenge quantum adver-
saries. For the comparison, see Table 1.

Most of lattice-based IBE and ABE schemes are believed to be quantum se-
cure, but recently, Biasse and Song [7] demonstrated an effective quantum attack
for some ideal based cryptosystems. While Ducas et al. [24] improved a lattice-
based IBE for practical use, lattice-based ABE schemes [28, 11] are inefficient far
from practical use. Some efficient pairing-based ABEs are implemented in the
publicly available software, e.g., Charm [3], and our isogeny-based technique can

Table 1. Comparison with existing IBE schemes, where LWE stands for Learning With
Errors and the right most column represents the type of the adversary A := (A1, A2)
in the security definition as is given in Def. 10, in which c (resp.,q) means “classical
ppt (resp., quantum polynomial-time) machine”.

‘ H Math. Primitive ‘ Assumption ‘ Sec. Model ‘ Type of (A1, A2) ‘

BFO1 [10] pairing DBDH ROM (c, c)
Wat09 [45] DLIN adaptive (¢, c)
Coc01 [18] factoring Quad. Residuosity ROM (¢, ¢)
BGHO7 [12] ROM (¢, ¢c)
GPV08 [26] lattice LWE ROM (9, 9)
ABBIO0 [2] selective (a,q)

‘ Proposed H pairing & isogeny | 1-qlsog-DBDH ‘ QROM ‘ (g,c¢) ‘

Table 2. Comparison with existing large universe KP-ABE schemes, where d,n are
size parameters of the large universe for our KP-ABE in Section 5.3 and the type of
(A1, A2) column represents the same as in Table 1.

‘ H Math. Primitive Assumption Sec. Model ‘ Type of (A1, A2) ‘

GPSWO06 [29] pairing DBDH selective (¢, c)

OT10 [35] DLIN adaptive (¢, ¢)

GVW13 [28] lattice LWE selective (9,9)

BGG™'14 [11] selective (a,9)

Proposed pairing & isogeny | 2dn-qlsog-DBDH selective (g, ¢)
in QROM




be applied to the legacy IBE/ABE cryptosystems with comparable efficiency.
For the comparison of our ABE and previous ones, see Table 2.

For the security proofs based on the simulation, the rewinding techniques
have been commonly used. In the quantum setting, the naive usage of the rewind-
ing techniques does not work for the proofs. Watrous [46] devised a technique
to affirmatively resolve the rewinding problem. His technique has contributed
to provide security proof of classical cryptographic protocols against quantum
adversaries [4,42, 30, 43]. Showing security proofs against quantum adversaries
that can invoke oracles is another important issue. Since quantum adversaries
can make quantum-superposition queries to the oracle, simulators (for security
proofs) have to respond with the corresponding quantum-superposition answers.
For this problem, Damgérd et al. [21] gave a positive solution in the case of secret
sharing. Especially, the quantum superposition attacks in the ROM is problem-
atic. Boneh et al. [9] first considered a ROM security definition against quantum
computers. Based on the definition, Zhandry proposed a construction of secure
identity-based encryption in the quantum random oracle model (QROM) [49],
then quantum random functions in the model [48]. Moreover, the authors pro-
posed quantum-safe MAC, signatures and CCA-secure encryption constructions
[13, 14]. For other cryptographic techniques, the security against quantum ad-
versaries has been discussed [20, 41].

1.5 Notations

When A is a random variable or distribution, y & A denotes that y is randomly
selected from A according to its distribution. When A is a set, y & A denotes
that y is uniformly selected from A. We denote the finite field of order ¢ by F,.
Let [n] := {1,..,n} and [0,n] := {0} U [n] := {0, ..,n} for any n € Z~¢. For two
vectors §f = (yi)iep) and ¥ = (vi);e[s, ¥ - U denotes the inner-product Y7, y;v;.

2 Isogenous Pairing Groups
For mathematical backgrounds on IPG, refer to Section A.

2.1 Trapdoor Homomorphisms

Definition 1 (Trapdoor Homomorphism (TH)). A (randomly chosen) func-
tion ¢ 1= ¢¢ : Go — G1 with two (randomly chosen) cyclic groups Go,G1 of a

prime order q is called a trapdoor homomorphism if the following conditions

hold.

— (Homomorphism) ¢ is a non-trivial (e.g., non-zero for an additive group)
homomorphism.

— (TH-DH (TH-Diffie-Hellman) intractability assumption) Any probabilistic
polynomial-time (ppt) machine B computes ¢(g) only with a negligible prob-
ability when given (go, ¢(go),g) for randomly chosen ¢ and go,g & Go.

— (Polynomial-size trapdoor) There exists a ppt machine B which computes
o(g) for any g € Gy given a polynomial-size trapdoor & for ¢ := ¢¢.



Examples. By using elliptic curves, we have three examples of THs.

1. (Exponentiation) G := G := G is an elliptic curve cyclic group and ¢ := ¢¢
is an exponentiation on G (i.e., scalar multiplication on the curve), i.e.,
Q¢ 1 g g€, where ¢ is a scalar. TH-DH input and output are given as
(90,9(g0),9) = (go,gg,g) and ¢(g) = g%, respectively, and then TH-DH
intractability is the same as the usual computational DH assumption.

2. (Pairing) Gy := G, G, := Gr is a pairing group and ¢ := ¢¢ is a pairing
operation on G, i.e., ¢¢ : g — e(g,&), where £ is an element in G in the
symmetric pairing case (or G in the asymmetric pairing case). TH-DH input
and output are given as (go, #(90),9) = (do.€(go, ). 9) and B(g) = €(g,£),
respectively, and then TH-DH intractability is reduced to the computational
BDH (CBDH) assumption (Lemma 1).

3. (Isogeny) Go := Gg, Gy := Gy are two different elliptic curve cyclic groups
obtained from two curves E, E’, respectively, and ¢ := ¢ is an isogeny from
Go to Gy, ie., ¢¢ : E — E' := E/C, where £ := C is a (cyclic) subgroup
in E. For the details, see Section A.3, in particular, Algorithms 1 and 2.
The TH-DH intractability is another kind of natural extensions of the DH
assumption obtained by using isogenies other than that given in [22].

Remark 1 (Trapdoor Extraction Intractability). Trapdoor Extraction Intractabil-
ity assumption is formulated as follows: Any ppt machine B computes a trapdoor
¢ only with a negligible probability given a (go, #(go)) for go < Go. As is easily
seen, the trapdoor extraction is intractable if the TH-DH is intractable.

For the exponentiation case, it is the Discrete Logarithm Problem (DLP)
assumption, and for the pairing case, it is the Pairing Inversion (PI) assumption.
For the isogeny case, it is called the Isogeny assumption. (Refer to Def. 5.)

Lemma 1. The TH-DH assumption for pairing is reduced to the CBDH as-

sumption. That is, for any adversary B for TH-DH, there exists a probabilistic

machine C, whose running time is essentially the same as that of B, such that for
- TH-DH/y\ _ CBDH TH-DH

any security parameter A\, Advg (A) = Advg"""(N), where Advg (resp.,

AdvgBDH) is an advantage of B for the TH-DH (resp., C for the CBDH) problem.

Proof. A ppt machine C is given a CBDH instance (g, g%, ¢°, g7) where a, 3, &
F,. C sends (g, e(g%, 9°) = e(g,9*?), g7) to a TH-DH adversary B, where implic-
itly setting & := g®?. If B outputs e(g”, g*?) = e(g, 9)*?7, then C outputs it. O

By combining the TH-DH intractability assumptions for isogeny and pairing,
we have the following definition.

Definition 2 (Isog-CBDH). The Isog-CBDH assumption is as follows: For
two (randomly chosen) cyclic symmetric pairing groups Go, Gy (in two different
elliptic curves) and a (randomly chosen) isogeny ¢ : Go — Gy, any ppt ma-
chine B computes hy = e1(d(g), d(h)) only with a negligible probability given

(90, #(90), g, (h)) for uniformly generated go, g, h < Go.



Lemma 2. The TH-DH assumption for isogeny is reduced to the Isog-CBDH as-
sumption. That is, for any adversary B for TH-DH, there exists a ppt machine C,
whose running time is essentially the same as that of B, such that for any security
param. \, AdviPH(\) = AdvEEEPH(N), where Advit P! (resp., Advises <BPH)
is an advantage of B for the TH-DH (resp.,C for the Isog-CBDH) problem.

Proof. A ppt machine C is given an Isog-BDH instance (go, ¢(g0), g, ®(h)) where

90,9, h & Go. C sends (go, #(g0),g) to TH-DH adversary B. If B outputs ¢(g),
then C outputs e1(¢(g), ¢(h)). O

The decisional version of the Isog-CBDH assumption is given below.

Definition 3 (Isog-DBDH). The Isog-DBDH assumption is as follows: For
two (randomly chosen) cyclic symmetric pairing groups Go, Gy (in two different
elliptic curves) and a (randomly chosen) isogeny ¢ : Go — G1, any ppt machine
B guesses whether hp = e1(¢(g), ¢(h)) or random in G only with a negligible

pTObabZthy given (907 ¢(go)7g7 ¢(h)7 hT) fOT 90,9, h (_U GO and hr € Gr.

2.2 Isogenous Pairing Groups (IPG)

Combining the three trapdoor homomorphic structures, we propose a useful
cryptographic framework called “Isogenous Pairing Groups (IPG)”. After estab-
lishing the framework, we define a natural and useful computational assumption
on IPG called “Isog-DBDH”, which is a generalization of that in Def.3. When
applying IPG framework and Isog-DBDH to crypto constructions, “compatibil-
ity” of pairings on different groups (or elliptic curves) and isogenies is a main
ingredient. For the symmetric pairing groups Gg, G; in Def. 3, it is described as

eo(g,h) = e1(¢(g), #(h)), (1)

where eg (resp.,e1) is an efficiently computable pairing on Gg (resp.,Gq), i.e.,
on the curve Ey (resp., E1). For the correctness, see Prop. 2 in Section A.4. The
above property (1) is extended to among multiple curves {E}¢[9,q) or multiple

asymmetric pairing groups (Gy, Gt)te[o,d] as is given in Eq. (2) below.

Definition 4 (Isogenous Pairing Groups (IPG)). Isogenous Pairing Groups
(IPG) generator generates a random instance as follows:

Gen'™C(1*, d) &,

(pk'PC = ((Gt7Gtvgtagt;et)te[o,d]aGT)a sk'PC = (®t)terq) )
where (Gt,Gt,et,GT) are asymmetric pairing groups of a prime order q with
pairings e; : Gy X Gy — Grp, g € Gy, trapdoor homomorphisms ¢ : Gy — Gy
(given by isogenies between different elliptic curves), and g; = ¢1(g0) € Gy. The
isogenous pairing groups satisfy

Compatibility : eq(go,go) = e:(g¢, §¢) = e:(d:(90), G¢) for any t € [d]. (2)



pk'¢ = ((Gy, Gr, g1, 31, €t )repo,a Gr), sk’ = (Dt)era)

e0(90, 9o) =
el(glagl) =
6}(¢1(go),f]1) =

(G'o X (Go
&

Pd

ed(gdl)gd) =
eda(®a(90), ga)
=gr € Gr

Fig. 1. Compatibility of IPG

We denote the common non-trivial pairing value by gr, i.e., gr = eo(go, o) # 1.
See Fig. 1. Moreover, we require that G, # Gy. (Namely, points in G, and Gy
generate the group of q-torsion points on the t-th elliptic curve.)

For simulation in security proof, the simulation algorithm SimGen'PG(GO, Go,
9o, Jo, €0) outputs a newly isogenous group (G, G,g, g,e,¢) such that ¢ : Gy — G
is an efficiently computable group isomorphism, g = ¢(go), and the compatibility
holds, i.e., eo(go, Jo) = e(¢(g0). 9) = e(yg, 9)-

Remark 2. A concrete instantiation of IPG by supersingular elliptic curves is
given in Appendix B.1. The above compatibility is also assured by Prop.2 in
Sec. A4.

1. An isogeny ¢ above is calculated by using Algorithm 1 or 2 in Section A.3.
A trapdoor ¢ for Algorithm 1 (resp.,2) is given by a torsion point R on the
elliptic curve (resp.,a walk data w € {0,1}"). An isogeny ¢, in a secret key
sk'PC is given by the above trapdoor & depending on Algorithm 1 or 2 for
efficient computing of ¢;.

2. We note that each isogeny ¢; is defined from the elliptic curve Ey to Ej,
hence, ¢, is defined from the rank two torsion group Gg @ Go to Gy @ G,
such that G; = ¢(Gy) and G, = ngt(Go). However, since ¢, is enough to be
defined only on Gg for our schemes in Sections 4 and 5, ¢, is defined only
on Gy in the present definition, Def. 4 for IPG.

Assumptions The most basic security requirement is given by the intractability
of the simple isogeny computation problem: calculate (trapdoors of) any non-
zero (¢¢)icia) s:t- ¢+ Go — Gy when given (Gy)seo,q)- The most basic case is
given when d = 1: calculate ¢; when given Gy and G;. Based on the fundamental
assumption, we define useful assumptions on IPG for cryptographic use below.
The isogeny problem on IPG is similarly given such that a ppt machine should
answer the (master) secret key when given the (master) public key from Gen'™®.



Definition 5 (Isogeny Problem on IPG (for d = 1)).
Let (pk'™® == ((G¢, Gy, gt, Gt €t)i—0,1,Gr), sk'™C = ¢1) &£ GenPe(12,1).
If a ppt adversary B outputs ¢1 when given pk'PG, B wins.

While the problem instance has auxiliary inputs, points on groups, that is,
(9t € G, gt € Gt)t:(),l, it is believed to have no efficient quantum adversary at
present. We use the intractability for the pre-challenge quantum security.

In Def. 15 in Section A.3, De Feo et al.’s assumption, Computational Super-
singular Isogeny (CSSI) assumption (for smooth order pairing groups) by using
a prime p with p + 1 = ¢ ¢%7 - f and isogeny generation Isogj{i (Algorithm 1)
with £ := 4,k := K4, is given as a special instantiation of the isogeny assump-
tion given in Def. 5. The CSSI problem is believed to have no efficient quantum
attack, which gives a reasonable justification for our isogeny assumption on IPG.

For provable security of our schemes, we define new problems, Isog-DBDH
problem on IPG. The adversary against the Isog-DBDH problem has two parts,
the first is quantum and the second is classical. We first formulate a classical
adversary form of our Isog-DBDH, for simplicity (for d = 1).

Definition 6 (Isog-DBDH Assumption (on IPG)). Let B be a classical ppt
machine adversary. For (pkIPG = ((Gt,(@t,gt,gt,et)tzg,l,GT), sklPé .= o1) X
Gen'PG(l)‘, 1) and a, 3,9 & Fy, B receives Xy for b & {0,1}, that is defined by

Xo = (pk®C, &, a7, ¢57 ) and X = (pk™C, g3, @, ¢% ),  (3)

where gr := eo(go, Jo). B outputs a guess bit b'. If b = b', B wins. The Isog-
DBDH assumption is: For any ppt adversary B, the advantage of B for the
Isog-DBDH problem is negligible in .

In other words, Xy and &) contain four group elements (go, g1, 9§, gf ) and
the problem asks whether the target Gp element is g%ﬁ or random. Here, we
note that two elements in Gy and G4 cannot be paired, in particular, B cannot
obtain the pairing value ggiﬁ from g§ and gf = ¢1(g0)? (by Item 2 of Remark 2).
Compared with the usual DBDH instance, one scalar multiplication is replaced
by another trapdoor homomorphism ¢; in the Isog-DBDH instance.

Security of our schemes is based on the next assumptions, qlsog-DBDH and d-
qlsog-DBDH, where an adversary B is given by two machines (B, B2), where 5y
is modeled as a polynomial-time quantum adversary, Bs a classical ppt machine.

Definition 7 (qIsog-DBDH Assumption (on IPG)). Let B := (B1,B2) be
an adversary, where By is modeled as a polynomial-time quantum adversary,
By a classical ppt machine. For (kaPG = ((Gt,((}t,gt,gt,et)tzoyl,GT),skIPG =
1) X Gen'PG(l)‘, 1), By outputs state R Bl(pklpG), Then, for o, 3,9 & Fy, By
receives Xy for b A {0,1}, that is defined by Eq. (3). By outputs a guess bit b'. If
b="V', B:=(By,B,) wins. The qlsog-DBDH assumption is defined in a similar
manner as in Def. 6.
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For a general positive integer d > 0, d-qlsog-DBDH problem is given as follows:

Definition 8 (d-qIsog-DBDH Assumption (on IPG)). Let B := (B1,B2)
be an adversary, where By s modeled as a polynomial-time quantum adversary,
By a classical ppt machine. For (kaPG = ((G¢, Gy, g1, 9t et )eefo,a) G1), sk'PC .=

(Dt)icia) & Gen'™®(1*,d), By outputs state & By (pk'®). Then, for a, 3,6 & F,,
By receives Xy for b s {0,1}, that is defined by

XO = ( state, g(O)l’ (gtﬁ)te[d}a g’?"ﬂ ) and Xl = ( state, g(()l? (gtﬂ)te[d]a gg—' )7

where gr = eo(go, o). Bz outputs a guess bit b’. If b = b, B := (B, Ba) wins.
The advantage of adversary B in the experiment is defined as AdvdB_qls‘)g_DBDH()\) =
Pr[B wins| — 1/2 for any security parameter \. The d-qlsog-DBDH assumption
is: For any ppt B, the advantage of B, Adv%—qlsog'DBDH(A), is negligible in .

A concrete instantiation of the d-qlsog-DBDH assumption by supersingular

elliptic curves is given in Appendix B.2.

3 Definitions of IBE and ABE Secure Against
Pre-challenge Quantum Adversaries

3.1 Intuition

As is described in Section 1.4, there already exist several security models against
quantum adversary. For achieving efficient (or practical) quantum-secure IBE
and ABE, we define a new, intermediate notion between classical and (full-
)quantum security ones, i.e., security against pre-challenge quantum adversary.
In the definitions (of IBE and ABE), an adversary .4 consists of two machines
(A1, As), the first A; is modeled by a quantum machine for the pre-challenge
phase and the second As a classical machine for the post-challenge phase. (That
is, Aj is stronger than Ay, which is analogous to the concept of non-adaptive
chosen ciphertext attack (CCA1) security [6] in literatures.) In the IBE security
game, A; is given a target master public key pk, makes random oracle and key
generation queries (with some restrictions) and outputs some state information
denoted by state. After obtaining state, .45 makes a challenge encryption query,
obtains a challenge ciphertext and then makes ID-secret key queries (with other
restrictions than the pre-challenge phase) and As’s task is guessing the random
bit b (encoded on the ciphertext) as usual. As is easily seen, if both (A1, As) are
classical (resp. quantum), the notion is classical (resp. quantum). Therefore, our
security notion is an intermediate one of the two notions.

One example scenario is as follows: Emergence of quantum computers leads
to security breaches. However, in the initial phase of development of quantum
computers, like classical computer emergence, the speed of deployment must be
relatively slow. At least, handy quantum computers are not so spreading and
the machine cost is expensive. IBE (resp. KP-ABE) have a two-level hierarchi-
cal structure in secret keys, i.e., master secret keys and ID (resp. policy) secret
keys. If the master secret key is revealed, the adversary can generate any ID
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(resp. policy) secret key by using a real key generation algorithm, which is a clas-
sical ppt algorithm. Therefore, the adversary first targets the master secret key
for an effective attack. On the other hand, if the master secret key is protected,
the attacker should break each ciphertext one-by-one. A quantum adversary can
attack each ciphertext, but, if he/she can attack the master secret key at the first
stage of the attack, the strategy is considered to be effective. From this point,
the defense of the master key from a quantum adversary is important and our
security notion called PH-PQ (Payload-Hiding against Pre-challenge Quantum
adversaries) in Definitions 10 and 14 is motivated by this observation.

3.2 Quantum Computation

A quantum algorithm is an algorithm executed on a quantum computer that
produces a classical output. Quantum algorithms can keep and operate quantum
states in the registers, where the quantum states can be represented as a linear
combination of distinct states. A classical output that a quantum algorithm
produces is one of the distinct states that represent the final quantum state.
Refer the reader to [34] for a more thorough discussion.

Here we remind a few basic facts about quantum computation necessary for
understanding our results in a manner similar to [49)].

Fact 1 Any classical computation can be implemented on a quantum computer.

Fact 2 Any function that has an efficient classical algorithm computing it can
be implemented efficiently as a quantum-accessible oracle.

Fact 3 Given a quantum algorithm A4 with oracle access to an oracle O, each
oracle O defines a probability distribution of the outputs of A. Hence, any prob-
ability amplitude D of oracles leads to a probability distribution of outputs of
A, and if two probability amplitudes D; and Dy are identical, the probability
distributions of the outputs of A under these amplitudes are also identical.

3.3 Identity-Based Encryption (IBE)

Definition 9 (Identity-Based Encryption: IBE). An identity-based encryp-
tion scheme consists of probabilistic polynomial-time algorithms Setup, KeyGen,
Enc and Dec. They are given as follows:

Setup takes as input a security parameter 1. It outputs public parameters pk
and master secret key sk.

KeyGen takes as input public parameters pk, a master secret key sk, and an
identity 1D. It outputs a corresponding secret key skip.

Enc takes as input public parameters pk, a message m in some associated mes-
sage space msg, and an identity 1D. It outputs a ciphertext ctp.

Dec takes as input public parameters pk, a secret key skip for an identity 1D,
and a ciphertext ctipr that was encrypted under an identity \D'. It outputs
either m’ € msg or the distinguished symbol L.
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An IBE scheme should have the following correctness property: for all (pk, sk) &
Setup(1?), all identities 1D, all secret keys skip X KeyGen(pk, sk, ID), all messages

m, all identities ID’, all ciphertexts ctjp/ i Enc(pk,m,ID"), it holds that m =
Dec(pk, skip, ctip) if ID = ID’. Otherwise, it holds with negligible probability.

We define the security notion of Payload-Hiding against Pre-challenge Quan-
tum adversary (PH-PQ) for IBE.

Definition 10 (PH-PQ for IBE). Let (Setup, KeyGen, Enc, Dec) be an IBE
scheme and let A = (Ay, As) be a stateful adversary, where Ay is modeled as
a polynomial-time quantum adversary. Consider the experiment Exp'f\e’ph_pq (A]
below:

Exp3™" P[] : (sk, pk) < Setup(1*), state <X AFOV)KGen(k (1)
/ +ID* is not queried to RO in the pre-challenge phase by A;,
and not queried to KeyGen in any phase * /

(ID*, mg, my) <& AROC)-KevGen(ko) gpate) b2 0,1}, ct* < Enc(pk,my, ID*),
y R A?O(')’ KeyGen(sk) (ct%),  output V.

Here, RO is quantum-accessible (i.e., with quantum superposed inputs and out-
puts) and KeyGen is classical-accessible. If b = b, A := (Ay, As) wins. The
advantage of adversary A in the experiment is defined as Adviie’ph'pq()\) =
Pr[A wins] — 1/2 for any security parameter \. An IBE scheme is payload-
hiding against pre-challenge quantum adversary (PH-PQ) if all adversaries A =
(A1, A2), where Ay be a polynomial-time quantum machine and As a classical
ppt machine, achieve at most a negligible advantage in the above security game
(or experiment).

The security notion of anonymous-ID secure against pre-challenge quantum
adversary for IBE in Definition 17 in Appendix D.

3.4 Key-Policy Attribute-Based Encryption (KP-ABE)

For a polynomial d = d()), a sub-universe U; (C {0,1}*) is assigned for ¢t € [d].
Fach attribute is expressed by a pair of sub-universe id and value of attribute,
ie., (t,v), where t € [d] and v € U;. Let Uy := {1} for the small universe case
and U, := {0,1}" for the large universe case with a polynomial n := n(\). Thus,
the small universe [d] x {1} is identified with [d] and the large universe is given
by [d] x {0,1}".

Span Programs and (Monotone) Access Structures

Definition 11 (Span Programs [5]). A span program over F, is a labeled
matriz S := (M, p) where M is an (I x r) matriz over F, and p is a labeling of
the rows of M by an attribute from {(t,v), (t',v),...} (every row is labeled by

one attribute), i.e., p: {1,...,1} — {(t,v),(t',v),...}. A span program accepts
or rejects an input by the following criterion. Let I' be a set of attributes, i.e.,

13



I = {(tj,z;)}hi<j<a (xj € Us;). The span program S accepts I', denoted by
R(S,I") =1, if and only if T € span((M;) piyer), i.¢c., some linear combination
of the rows (M;),;)er gives the all one vector I

No row M; (for i € [I]) of the matrix M is zero.
Definition 12. A secret-sharing scheme for span program S := (M, p) is:

1. Let M be an | x r matriz and a column vector f = (fro-os fr) J F;. Then,
soi=1-f= > ko1 [r is the secret to be shared, and §:= (s1,...,s)" =
M - fT 1s the [ shares of the secret sy and the sizare s; belongs to p(i).

2. If span program S := (M, p) accepts I, i.e., 1 € span((M;),i)er), there
exist constants {o; € Fy | i € I} such that I C {i € [I] | p(i) € I'} and

> ic1 0isi = s0. Furthermore, these constants {o;} can be computed in time
polynomial in the size of the matrix M.

KP-ABE In KP-ABE, encryption (resp.a secret key) is associated with at-
tributes I (resp. access structure S). In fact, our KP-ABEs are tagged schemes,
and the relation R for the tagged KP-ABE is defined as R™ ((tag, S), (tag’, I)) :=
Eq(tag,tag’) A R(S,I") for a key parameter (tag,S) and ciphertext parameter
(tag/, I'), where R(S,I") = 1 iff S accepts I" and Eq(tag,tag’) = 1 iff tag = tag’.

Definition 13 (Key-Policy Attribute-Based Encryption: KP-ABE). A4
key-policy attribute-based encryption scheme consists of probabilistic polynomial-
time algorithms Setup, KeyGen, Enc and Dec. They are given as follows:

Setup takes as input a security parameter 1. It outputs public parameters pk
and master secret key sk.

KeyGen takes as input a public parameters pk, a master secret key sk, a tag tag,
and an access structure S := (M, p). It outputs a corresponding secret key
Sktag,S'

Enc takes as input a public parameters pk, a message m in some associated
message space msg, o tag tag’, and a set of attributes, I' := {(t;, ;) h<j<ar-
It outputs a ciphertest Ctiag: .

Dec takes as input a public parameters pk, a secret key skeag s for access struc-
ture S and tag tag, and a ciphertext ctiag r that was encrypted under a set
of attributes I' and tag tag'. It outputs either m’ € msg or the symbol L.

A KP-ABE scheme should have the following correctness property: for all

(pk, sk) & Setup(1%), all tags tag, all access structures S, all secret keys Sktag,s i
KeyGen(pk, sk, tag, S), all messages m, all tags tag’, all attribute sets I, all cipher-

texts Ctuag/ &K Enc(pk,m,tag’, I'), it holds that m = Dec(pk, Sktag s, Cteag’, ) if
tag = tag’ and S accepts I'. Otherwise, it holds with negligible probability.

Definition 14 (PH-PQ for KP-ABE). Let (Setup, KeyGen, Enc,Dec) be a
tagged key-policy attribute based encryption scheme and let A = (Ay, As) be a
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stateful adversary, where A is modeled as a polynomial-time quantum adversary.
Consider the experiment Exp®"P[\] below:

Expi‘fe’ph'pq[k] A A1 (1Y), (sk, pk) & Setup(1*),
(state, tag™) &£ AIRO(')’ KeyGen(Sk")(pk),
/ * tag” is not queried to RO nor KeyGen in the pre-challenge phase by A; * /
(1mo, my) & AZOOHSEE (state), b2 {0,1}, et & Enc(pk, my, tag”, I™),

y &R Aso(')’ KeyGen(Sk")(ct*), output b’

/ *if (tag®,S) is queried to KeyGen in the post-challenge phase by As,
S does not accept I'* * /

Here, RO is quantum-accessible (i.e., with quantum superposed inputs and out-

puts) and KeyGen is classical-accessible. If b = b, A := (A1, As) wins. The

advantage of adversary A in the experiment is defined as Advj’e’ph_pq(k) =

Pr[A wins| — 1/2 for any security parameter \. A tagged KP-ABE scheme is
(selective-attribute) payload-hiding against pre-challenge quantum adversaries
(PH-PQ) if all adversaries A = (A1, A2), where Ay be a polynomial-time quan-
tum machine and As a classical ppt machine, achieve at most a negligible ad-
vantage in the above security game (or experiment).

4 Proposed Anonymous IBE against Pre-challenge
Quantum Adversaries

4.1 Construction

The proposed IBE scheme is a Boneh-Franklin type IBE. A master secret key
sk is given by an isogeny from Gg to G;. A hash function H : F, — Go maps an
arbitrary ID € [F, to a point of Gy. Note that the size of F, is exponential in .

Setup(1*) : ( pk'"C := ((Gy, G, g1, 91, €4 )i—0.1, Gr), sk'FC =gy ) & Gen'C (1, 1),
generate a random hash H : F; — G( with the identity space [y,
return pk := ((Gt,Gt,gt,et)t:O)l,GT, H), sk:=¢;.

KeyGen(pk,sk,ID) : hg:= H(ID) € Go, h1 := ¢1(ho), return skip := h;.

Enc(pk,m,ID) : ho:= H(ID), ¢ & FJ, c:= gﬁ z:=eo(ho, §0)°, cr:=z-m,
return ctip := (¢, cr).

Dec(pk, skip = hy, ctipr = (c,er)) : if ID=1D', 2’ := ey (hq,c),

m' = cp - (2/)71, return m’, otherwise, return L.

Dec correctly decrypts since 2/ = ey (hy,c) = el(qbl(ho),f]f) = e1(d1(ho), 1) =
eo(ho,§0)¢ = z if ID = ID’. Here, we use the compatibility ei(¢1(ho),d1) =
eo(ho, go) in Definition 4.
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Note that a secret key skip (resp., ciphertext ctjp) consists of one element
of Gy (resp., one G1 element and one G element), which are almost the same
as those in the original BF-IBE. However, size of public parameters is double
of that in BF-IBE, i.e., two elliptic curve parameters. This shows that our IBE
is quite practical. A concrete instantiation of our IBE by supersingular elliptic
curves is given in Appendix B.3.

4.2 Security

The following proposition assures the correctness of a simulation strategy of
the random oracle H by using a random degree 2v; polynomial for a quantum
adversary which makes quantum random oracle queries at most v1 times. Cf. Fact
3 in Section 3.2.

Proposition 1. [49] Let H be an oracle drawn from a 2v;i-wise independent
distribution. Then, the behavior of any quantum algorithm making at most vy
quantum queries to H is identical to the behavior of the quantum algorithm
making at most vy quantum queries to a truly random function.

Remark 8 (Lemma 6.4 in [18]). Furthermore, we can show that for an oracle
H drawn from a (2v; + v2)-wise independent distribution, the behavior of any
quantum algorithm making at most vy quantum and v classical queries to H is
identical to the behavior of the quantum algorithm making at most v; quantum
and v classical queries to a truly random function.

Theorem 1. The proposed IBE scheme is PH-PQ secure under the 1-qlsog-
DBDH assumption in the quantum random oracle model.

For any adversary A := (A1, As), there exists an adversary B := (B1,Bs)
for the 1-qlsog-DBDH problem, where BBy is a polynomial-time quantum machine
and By is a classical ppt machine, such that for any security parameter X,
AdvEEPTPA(N) < 1y - Advg B PEPR (N where vy s the mazimum number of the
random oracle queries of As.

Our IBE can be shown to be anonymous ID secure against pre-challenge quantum
adversaries. (The security notion is defined in Appendix D.)

Theorem 2. The proposed IBE scheme is anonymous ID secure against pre-
challenge quantum adversaries under the 1-qlsog-DBDH assumption in the quan-
tum random oracle model.

Theorem 2 is proven in a manner similar to Lemma 4.3 in [1] (given in Ap-
pendix D). Anonymous IBE has an application to searchable encryption as is
well known. In the application, if the master secret key is revealed by a quantum
attacker, all the trapdoor keys for encrypted search can be generated by a clas-
sical attacker. Our pre-challenge quantum security prevents such a devastating
attack scenario (see Section 3.1).

Proof of Theorem 1. We will employ two different simulation strategies for two
phases, the pre-challenge phase for the quantum A; and the post-challenge phase
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for the classical As. Note that the target ID* is never queried to the random ora-
cle nor key generation queries in the pre-challenge phase. Hence, the simulation
in the phase is simpler than that given in [49]. Let vy (resp., v2) the maximum
number of random oracle queries in the pre-challenge phase (resp., in the post-
challenge phase), and v := 2v; + 5. We can simulate the random oracle (and
then key generation) by using a random degree v polynomial F(X) since a v-
wise independent function is enough for oracle simulation for A; and Ay, which
is obtained from Remark 3.

We will simulate the environment of the second part of the adversary, As,
in a similar manner to the indistinguishability proof of the Boneh-Franklin IBE
[10].

In order to prove Theorem 1, we construct a probabilistic machine B :=
(B, B2) against the 1-qIsog-DBDH Problem using an adversary A := (A;, . As)
in a security game as a black box as follows:

1. Pre-challenge phase simulation for the quantum machine A;:
By is given a public parameter for the 1-qlsog-DBDH problem, pkIPG :
((G¢, Gy, g1, Gty €t)t=0.1, Gr), then, By provides the quantum adversary A;

the public key pk := ((Gy¢, Gu G, e)i=0,1, Gr) and answers to quantum ran-
dom oracle access for H and classical key queries. Let F(X) be a random
degree v polynomial, i.e., F'(X) & ®Y_oF, X" with v := 201 +15. A quantum
superposition random oracle query RO (for H) is answered by the superpo-
sition of gi® using go in pk'™® and 7p := F(ID). A classical (not super-
posed) key generation query for ID is answered by g7 using g, in pk'"® and
TID :— F(|D)

2. When A; outputs state ni Aj(pk) and sends state to Ay, By obtains state
and outputs state’ := (state, F/(X)) (and then gives state’ to Ba).

3. Post-challenge phase simulation for the classical ppt machine As:
By is given X, := ( state’, g, Qlﬁ, g2 ), where § = a3 if b = 0 and 0 & F,
if b = 1 and state’ := (state, F'(X)). By plays a role of the challenger in the
security game against adversary Ay, and Bs sends state to Ay. Ba chooses
a random vy (1 < vy < 1) for embedding the problem instance to classical
random oracle answers, where v is the maximum number of random oracle
queries of classical As.

4. When the -th random oracle query is issued for an identity ID,

(a) if ¢ # vy, Ba generates 7ip := F(ID) and calculates hip := ¢°, then
returns the value hip to As.

(b) if « = vy, By obtains the hash value hip,, = ho = g§ from Xy, i.e., set
TID,, = & implicitly, then returns the value thuo to As.

5. When a key query is issued for identity 1D, By generates 7ip := F(ID) and
calculates skip := g7, then returns the value skip to As.

6. When By receives an encryption query with challenge identity ID* and plain-
texts (m(®,m™M) from Aj, if the current number v* of the RO queries in
the the post-challenge phase is greater than or equal to vy, first By checks
whether ID* = ID,,, or not, where ID,, is the vy-th queried identity to the
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RO. If it does not hold, By aborts the game. If v* < vy or (v* > 1y and

ID* = 1D,, ), Ba selects (challenge) bit b & {0,1}. By generates the challenge
ciphertext ctip- := (¢, er) such that ¢ := g7 is obtained from the input X}
(which implicitly sets ¢ := 3) and ez := g - m;, where g2 is also obtained
from the input Xy,. By returns ctip- to As.

7. When the (-th random oracle query for identity ID is issued by As after
the encryption query, Bs executes the same procedure as that of step 4a if
L # vg. When + = v, if ID = ID*, By executes the same procedure as that of
step 4b, otherwise, B> aborts the game.
When a key query is issued for identity ID, B generates and returns skip to
As as in the same way as in step 5.

8. As finally outputs bit &’. If b = o/, B outputs b’ := 0. Otherwise, By outputs
b’ :=1.

When b = 0 (resp. b = 1), the view of A := (A;, Ag) is equivalent to that in the
real game (resp., the random ciphertext game). Moreover, the advantage of A in
the latter is equal to zero since the value of b is independent from the adversary’s
view in the game. We obtain the inequality in Theorem 1, and this completes
the proof of Theorem 1. O

5 Proposed PH-PQ Secure KP-ABE

5.1 Small Universe Construction

The proposed KP-ABE scheme is based on the GPSW06 KP-ABE [29]. By
identifying (¢,1) € [d] x {1} = [d] x U with t € [d], an attribute is considered
as an element of the polynomial-size universe [d], i.e., attribute set I" C [d]. The
IPG with (d + 1) pairing groups is used.

Key Idea in Constructing the Proposed KP-ABE In GPSW06 KP-ABE,
the public parameters (resp., master secret key) are given as pk := ((G, g :=
9 )tela) Gr,g%) (resp., sk := ((t)teqars y)), where gy := gt are group elements

in the same group G and g,y 2 F,. The exponentiation-based pk is vulnerable
to quantum attack. Instead, we encode these group elements on different groups
(i.e., different elliptic curves) such as (G; € Gt)te[d}, where §; € G, are defined
as gy = ¢1(go) € Gy = ¢¢(Gp) using master secret isogenies ¢;. Informally,
the public parameters are invulnerable to quantum attack from the quantum
hardness of the isogeny problem (Def.5). (The security of the proposed scheme
is formally proved under the d-qlsog-DBDH assumption in Theorem 3.) From
the compatibility of IPG (Eq. (2)), we decrypt ciphertexts correctly.

For achieving pre-challenge quantum security, we should not include two (or
more) different elements in one same group in the public parameters. Otherwise,
the quantum adversary reveals the secret exponent (discrete log) relating the two
elements. It restricts our ciphertext construction. For example, our small universe
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KP-ABE has a simple ciphertext as ctyg, p := ({gf}tep, eo(H (tag), Go)¢) with a
uniformly random ¢ & F, (and hash H).

Note that pk includes d+1 pairing groups (Gy, Gt)te[o,d] as well as d elements
(Qt)te[d] and components of secret key skiag, s and ciphertext ctiag, o have similar
structures as the original GPSW06 KP-ABE. Therefore, all sizes of public pa-
rameters, secret keys and ciphertxts of our KP-ABE are asymptotically the same
as GPSW06 KP-ABE. A concrete instantiation of our KP-ABE by supersingular
elliptic curves is given in Appendix B.4.

Construction
Setup(1*) :

. . R
(kaPG = ((Gt,Gtaghghet)tG[O,d]>GT)> SkIPG = <¢t)t€[d]> — GenIPG(1>\>d>7
generate a random hash H : F, — G¢ with the tag space I,
return pk = (G, Gt, Gr. e1)icjo.q), Gry H), sk = (¢)sefa-
KeyGen(pk, sk, tag, S:= (M,p)): ho:= H(tag) € Go,
choose random @ such that 1- @ =1,
for i € [l], s; := M; -1, t:=p(i), ki:= dr(ho)®,
return skiag s := {ki}icp-
Enc(pk, m, tag, I') : ho:= H(tag) € Gy, (<£ Fy, fortel, ¢ := gf,
z = eo(ho,go)c, cp =z -m, return Cteg, = ({¢1}er, cr).
Dec(pk, skiag,s := {Ki}ic)s Ctaag’, 1 := ({Ct}ter,cr)) :
if tag = tag’ and S := (M, p) accepts I" := {t}, then compute {0} ,¢;)er
such that 1= Z oiM;, where M; is the i-th row of M,
p(i)el
2= H ei(ki, )7, return m’ :=c/z’, otherwise, return L.
t:=p(i)el

[Correctness]: If tag = tag’ and S accepts I',
2 =1licpiyer et(ki,c)” =Tz pier e (d’t(ho)si,gf)
=Ii—pyere (6e(ho), 1)*7*" = L, @yer co(ho, Go)*7*" = e(ho, §o)* = 2.

5.2 Security of Our Small Universe KP-ABE

Theorem 3. The proposed KP-ABE scheme is (selective-attribute) PH-PQ se-
cure under the d-qlsog-DBDH assumption in the quantum random oracle model.

For any adversary A := (A1, As), there exists an adversary B := (B1,Bs)
for the d-qlsog-DBDH problem, where By is a polynomial-time quantum ma-

chine and By is a classical ppt machine, such that for any security parameter \,
Adv3SPPI(N) < Advig@seE DB (),
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Remark 4. We will employ two different simulation strategies for two phases,
the pre-challenge phase for the quantum A; and the post-challenge phase for the
classical Ay, in a similar manner to the case of the proposed IBE. In particular,
we note that we can simulate the random oracle (and then key generation) by
using a random degree v polynomial F'(X) since a v-wise independent function
is enough for oracle simulation for A;, which is obtained from Remark 3, where
vy (resp., v2) is the maximum number of random oracle queries in the pre-
challenge phase (resp., in the post-challenge phase) and v := 21y + 5. We make
two remarks on why challenge I'* and tag* should be declared beforehand.

— Our simulated public parameters given in Eq. (4) below have two parts de-
pending on whether ¢t € I'* or not. Therefore, challenge attributes I'* should
be declared at the beginning of the game.

— Our access relation is given by the conjunctive combination of span program
and tag matching, i.e., R*((tag,S), (tag*,I")) := Eq(tag, tag*) A R(S,I"). We
cannot determine which part of the condition does not hold for a key query
with a parameter (tag,S) before knowing the challenge tag tag*. Therefore,
challenge tag tag® should be declared before the post-challenge phase simu-
lation by Bs.

Proof. In order to prove Theorem 3, we construct a probabilistic machine B :=
(By, Bs) against the d-qlsog-DBDH Problem using an adversary A in a security
game as a black box as follows:

1. Pre-challenge phase simulation for the quantum machine A;:
By is given a public parameter for the d-qlsog-DBDH problem, pk'PC =
((Gt,(@t,gt,gt,et)te[07d],GT), and B; plays a role of the challenger in the
security game against adversary A;.

2. A; declares the challenge attributes I'*, then, By provides the quantum ad-
versary A; the public key pk which are generated as: Generate (G}, GQ, ar, Jy,
e, #,) — SimGen'"¢(Gy, G, g0, jo, €o) for t & I'* (and t € [d]). Then, By pro-

vides the adversary A;
pk := ((GtaGtagt;et)tG{O}UF*v (G;,G;,Q;,ei)tgr*, Gr), (4)

where (Gy, @t,gt,et)te{o}up* are obtained from pkIPG of the d-qlsog-DBDH
instance, and sends it to Aj.

3. B simulates quantum random oracle access for H in the pre-challenge phase.
Let F(X) be a random degree v polynomial, i.e., F(X) & ®Y_oF, X" with
v = 2v; + 5. A quantum superposition random oracle query RO (for H) is
answered by the superposition of g, using go in pk'P¢ and Ttag := F(tag).
A classical (not superposed) key generation query is answered as follows:
By chooses random 4 € [y such that 1.4 = 1, and for i € [l], sets s; =
M; - @, then returns (k; := g;‘(af)'si)iem to A;. Here, [ (resp.,r) is the row
(resp., column) number of the access structure matrix M.

4. When A; outputs (state, tag*) & Aj(pk) and sends state to Ay, By obtains
state and outputs state’ := (state, tag®, /(X)) (and then gives state’ to Ba).
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5.

10.

Post-challenge phase simulation for the classical ppt machine A,:
B, is given Xy := ( state’, g8, (3))iefa» 94 ), where § = a3 if b = 0 and

o F, if b = 1 and state’ := (state,tag*, F/(X)). By plays a role of the

challenger in the security game against adversary As, and By sends state to

As.

When a random oracle query is issued for a tag tag,

(a) if tag # tag®, By generates 7w = F'(tag) and calculates hug 1= ho :=
gg‘ag, then returns the value hg to As.

(b) if tag = tag*, B, obtains the hash value hg- := hy := g§ from Xy, set
Trag= := o implicitly, then returns the value heag- to As.

When a key query is issued for a tag tag and access structure S := (M, p),

first By checks whether tag = tag* or not, where tag® is the challenge tag

declared by Aj;.

(a) If it does not hold, By executes the same procedure of KeyGen as that of
step 3.

(b) If it holds, B2 generates a vector ¥ & [Fy. Pick w & { € Fy |- M; =
0if p(i) € I'*, p:= @ -1 # 0}. Finally, define the vector @’ := 7 +

a—0-1

xW, where Y = , and « is defined in the instance X}, then
@’ -1 = a. Thus, let @ := @' /o and s; := M; - @, then @ - I=1and

M, - @' = as;. For i € [l], By calculates

ko — {ggl’i ) if p(l) err,
e ((g8)m - gg™t) if pli) € T

where 11 ; := M; - U, 12, = My&5 N3, = M;-U— M The {k;}

1 1
is a legitimate key since

ifp(i) S F*, Mi Sl = Mi . (17—}—)@[1’) = Mi U= .,i, then k’l = g?l'i =
gt]\/jbu = ggSi = t(htag*)8i7 and R

if p(i) ¢ I'*, M; - @' = M; - (¥ + x@) = M; - 0+ =FL(M; - &) =
QM 4 05— BT — g g, then k; = 6] ((98)™ - 95™) =
(a5 ) = (g = (g = (gf)7o = 6y (husge ).
Then By returns the value skag- s := {ki}icy to As.

When By receives an encryption query with plaintexts (m(®),m®) (and
challenge the tag tag™, attributes I'*) from As, first Bs selects (challenge) bit

b {0,1}. By generates the challenge ciphertext ctiag- r+ = ((¢t)ier=, cr)

such that (¢; := §/)iep- are obtained from the input X, and cp := g2 -my
where gﬁ is also obtained from the input &y. By returns cteag« r+ to As.
When a random oracle (resp. key) query is issued by As after the encryption
query, By executes the same procedure as that of step 6 (resp. step 7).

As finally outputs bit &’. If b = o/, B outputs b’ := 0. Otherwise, By outputs
b’ :=1.

When b = 0 (resp.b = 1), the view of A := (A1, As) is equivalent to that in
in the real game (resp., the random ciphertext game). Moreover, the advantage
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of A in the latter is equal to zero since the value of b is independent from the
adversary’s view in the game. This completes the proof of Theorem 3. O

5.3 Large Universe Construction

An attribute z; := (2;)je[n for any sub-universe id ¢ is an element in U :=
{0,1}™, and our construction has a hierarchical structure for ¢ € [d] and j € [n]
with two instantiations of the small universe ABE. In the low level instantia-
tion, a special form of n-out-of-2n secret sharing predicate is used for identity-
matching for the length-n binary identities ;. The IPG with (2dn + 1) pairing
groups is used.

Goyal et al. [29] also present a large universe KP-ABE scheme (with no quan-
tum security). The scheme encodes each attribute using a degree-d polynomial.
For that, several base group elements are included in public parameters. Ap-
parently, the polynomial evaluations in exponents during encryption need mul-
tiplication of the base elements. Therefore, the base group elements cannot be
encoded on different groups if the polynomial encoding is employed. Then we
should avoid the polynomial encoding for achieving quantum resistance. Instead,
for n-bit attribute, we include n groups (elliptic curves) in public parameters and
encode the j-th bit using the j-th group for j € [n]. Therefore, sizes of public
parameters, secret keys and ciphertexts of our scheme are n times of those of
the original GPSW large universe KP-ABE scheme.

Setup(1*) :
(kaPG = ((GOa GOv 90, .(A]Oa 60), (Gt,j,u Gt,j,u Gt,j,us gt,j,u et,j,b)fg{g]’ﬁe[n]a GT);

G = (Bl ) < Gen™C(1%, 2am),

generate a random hash H : [F; — Go with the tag space F,,

pk = (((G07 GOa 907 60)7 (Gt,j,u Gt,j,ugt,j,m et,j,L)fg{g],ﬁE[n]a GTa H))

return pk, sk := sk'PC.
KeyGen(pk, sk, tag, S:= (M,p)): ho:= H(tag) € Go,
choose random # such that -7 = 1,
for i € [l], s; :== M; - 4, choose random 7; := (7; ;) such that s; = Z?:l Tijs
if p(i) = (t,v; := (vij) € {0,1}"), ki j = ¢t jv,, (ho)T,
return skiag s := {Kij fiep),jem)-
Enc(pk, m, tag, I'): ho := H(tag) € Gy, ¢ < F,,
for (t,zy := (x;) € {0,1}") € I, ¢ := gf’mt’j,
z:=eg(ho, §o)¢, ¢ :=2z-m, return Ctygr = ({ct,i} ¢, yerjem)s cr)-

Dec(pk, sktags := {kijbicq),jen]s Cteag,r := ({¢tj} ¢, )erjem) cr))
if tag = tag’ and S := (M, p) accepts I" := {(t,2¢)}, then compute {o;},0)er
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such that 1= Z o;M;, where M; is the i-th row of M,
p(i)el’

o

n
. . /
Z = H Hemva (kijsci ) , return m':=¢/z.
p()=(t,(vs5))el’ \J=1
otherwise, return L.

[Correctness]: If tag = tag’ and S accepts I, N
7= Hp(i):(t,(vi,j))er (H?:1 eti,; (Kigs Ct,j)) l
= Hp(i)=(t7(vi,j))ef (H?=1 et (Dt g0, (ho)n’jvgtc,jvvm))m
=I,0)=t,)er (H?=1 eo(hOaQO)CT"’j)m =I,0)=t,)er (eo(ho, G0)¢*)"" = 2

Theorem 4. The proposed KP-ABE scheme is (selective-attribute) PH-PQ se-
cure under the 2dn-qlsog-DBDH assumption in the quantum random oracle
model.

For any adversary A := (A1, As), there exists an adversary B := (B1,Bs)
for the 2dn-qlsog-DBDH problem, where By is a polynomial-time quantum ma-

chine and By is a classical ppt machine, such that for any security parameter \,
Advlbe,ph—pq(A) < Advédn—qlsog—DBDH()\).

Theorem 4 is proven in a similar manner to Theorem 3. The proof is given
in the full version of this paper.

6 Concluding Remarks

We have several open problems arising in the IPG framework. First, can we
construct a pre-challenge quantum secure ciphertext-policy (CP)-ABE scheme
on IPG ? In KP-ABE, ciphertexts are associated with attributes, but a policy
(or access structure) in CP-ABE, which has a more complicated structure than
an attribute set. Hence, it seems difficult to encode such a complicated object
with restricted public parameters as described in Section 1.3.

Second, although we can formulate isogeny-related DLIN (Isog-DLIN) and ¢-
type assumptions on IPG in a manner similar to the Isog-DBDH assumptions (in
Section 2.2), we have not yet a new, interesting cryptosystem (for the first time)
from such assumptions on IPG. Can we present some interesting application
from the new assumptions 7 For example, since there exist no adaptively secure
(KP-)ABE for expressive access structures against quantum adversaries in the
standard model (even from lattices !), can we construct an adaptively secure,
(pre-challenge) quantum secure (KP-)ABE scheme on IPG for span program
access structures in the standard model 7
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A Mathematical Backgrounds on IPG

Here, we show mathematical backgrounds for IPG constructions. Section A.1
introduces several basic facts on elliptic curves, and gives Vélu’s formulas for
isogeny as fundamental operations. Section A.2 gives a basic one-way function
from isogeny computation as is explained in [15,22]. Section A.3 gives two ex-
plicit constructions of trapdoor homomorphisms from isogenies, Algorithms 1
and 2. A trapdoor of Algorithm 1 (resp.2) is given by a point generating the
kernel of the isogeny (resp.a walk data indicating the kernel). Section A.4 gives
a proposition for compatibility between the Weil pairing and isogeny.

A.1 TIsogenies between Elliptic Curves

We summarize facts about elliptic curves. For details, see [39], for example.

Let p be a prime greater than 3 and F,, be the finite field with p elements. In
this paper, we consider only primes p with ¢|p + 1, where ¢ is the prime order
of a large cyclic group. Let Fp be its algebraic closure. An elliptic curve E over
Fp is given by the Weierstrass normal form

E:y*=2>+ A2+ B (5)

for A and B € F, where the discriminant of the RHS of (5) is non-zero. We
denote the point at infinity on E by Op. Elliptic curves are endowed with a
unique algebraic group structure, with Op as neutral element. The j-invariant
of Eis j(A,B) = 172841434_;_4%. Conversely, for j # 0,1728 € F,, set A =
A(j) = 172375{—]" B = B(j) = 17227§—g Then, the obtained E in (5) has j-
invariant j. Two elliptic curves over Fp are isomorphic if and only if they have
the same j-invariant. For a positive integer n, the set of n-torsion points of E is
E[n] = {P € E(F,) |nP = Og}.

Given two elliptic curves E and E’ over Fp, a homomorphism ¢ : E — E’ is a
morphism of algebraic curves that sends Op to Ogs. A non-zero homomorphism
is called an isogeny, and a separable isogeny with the cardinality ¢ of the kernel
is called f-isogeny. We consider only separable isogenies in this paper, i.e., any
isogeny is separable here.

An elliptic curve E over Fp is called supersingular if there are no points of
order p, i.e., E[p] = {Og}. The j-invariants of supersingular elliptic curves lie in
F,2 (see [39, Chap.V, Th.3.1]), and E[q] C E(F2).

Vélu’s Formulas We compute the /-isogeny by using Vélu’s formulas for a
small prime ¢ = 2,3,.... Vélu gave in [44] the explicit formulas of the isogeny
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¢ : E — E’ and the equation of the form (6) of E' when E is given by (5) and
C = kerv is explicitly given. Then there exists a unique isogeny ¢ : £ — E’
s.t.C = ker ¢, and we denote E' by E/C.

For an elliptic curve E and a cyclic group C of order ¢, Vélu’s formula
44] gives an isogenous curve F/C and the assoc1ated isogeny E > (z,y) —
(X,Y) € E/C. For computing it, for E : y?> = 2® + Az + B and point Q =
(@, yq) # Op € C, we define g§) = 3mQ + a, gQ = —2yq, and tg = 2g5 if
Q E[2], tq = g4 if Q ¢ E[2), uq = (9¢)* For § = (C —{Op})/ £ 1, let

= ZQGS to, w = ZQGS(UQ +zgtg), A = A — 5t, B’ = B — 7w, then,

E/C:Y?=X34 AX+B, X=x+ ( 4o )
Q;g T —zq (:c—xQ)Q
2 to(v —yq) — 959¢
Y:y_z< Qy+ 2QQ (6)
T -z (z —2q)
QeSs

gives the curve and isogeny.

In particular, the ¢ = 2 case is given compactly as indicated below. For a
subgroup C = ((¥,0)) C E[2] of order 2, the elliptic curve E/C is given by the
equation

Y?= X%~ (4A+159%)X + (8B — 149). (7)

Therefore, E/C' is also defined over F,> when E is supersingular. Moreover, the
isogeny ¢ :=y: E — E/C is given by

(392 + A) (392 + A)y) ’ @®)

v (o) () = (0 CER - BEE

Y(Op) = Ogyc and ¥((9,0)) = Op/c. Clearly, ¢ is also defined over FFp2 for
supersingular F.

A.2 Basic One-way Function from Isogeny Computation

We consider a graph consisting of f-isogenies between supersingular elliptic
curves. The graph has an expanding property (expander graph), and is called a
Pizer graph [36,15] or an isogeny graph [40].

Expander Graph Let G = (V, &) be a (directed) graph with vertex set V and
edge set £. A graph G is an expander graph with expansion constant ¢ > 0 if, for
any subset U C V s.t. [U| < %, then |I'(U)| > ¢ U] where I'(U) is the boundary
of U (which is all neighbors of & minus all elements of ¢). Any expander graph is
connected. A random walk on an expander graph has rapidly mixing property.
After O(log(|V|)) steps, the last point of the random walk approximates the
uniform distribution on V.
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Such a property is useful for cryptography. Therefore, there exist several
cryptographic constructions using an expander graph ([15,37] etc.). For details
of expander graphs, see [31].

Pizer Graph The Pizer graph G = (V, &) with a small prime ¢ consists of
isomorphism classes of supersingular elliptic curves over F, as vertex set V, and
(informally) their ¢-isogenies as edge set €. Precisely, the vertex set V is the set
of supersingular j-invariants and edges (j,7') € Fﬁz present with multiplicity
k whenever j’ is a root of ®(j,Y) with multiplicity k, where @,(X,Y") is the
classical modular polynomial (see Definition 1 in [40]). Equivalently, £+ 1 edges
are coming from any vertex in ), and when the vertex is represented by an
elliptic curve E, they are associated with £ 4+ 1 ¢-torsion cyclic subgroups on
E. For each edge from E, the other vertex is the quotient curve E/C where C
represents the corresponding subgroup of order /.

The graph is directed, in which the direction of the edge associated with
(4,7") (vesp. (E,(C)) is defined to be from j to j’ (resp.from E to E' = E/C).
The in-degree and out-degree of any vertex are £ + 1, and it has a multi-edge
(4,77) when ®4(4,Y) has a multiple root Y = j/ with multiplicity > 2. Moreover,
it has a self-loop (j,j) when @5(X, X) has a root X = j.

G is known to have a rapidly mixing property. In particular, this is called a
Ramanujan graph, a special type of expander graph. For details, see [36, 15], for
example.

One-wayness of Isogeny Computation against Quantum Computers In
summary, we have a one-way function (9) from isogeny (sequence) computation

easy

Isogeny (E,C) (E,E/C), (9)

-
hard

where E is a supersingular elliptic curve (EC) and C' C E[¢*] is an order-£*
cyclic torsion subgroup where p = ©(2*), k = O(logp) = O(\) for the security
parameter \. First, from the expanding property (or rapidly mixing property)
explained above, by walking just x = ©(log p)-times iteratively, our ending point
FE has almost uniform distribution in the isogeny graph. This improves efficiency
of the forward direction function evaluation in Eq. (9).

Childs et al. [17] proposed a subexponential time quantum algorithm for the
inverse direction function given in Eq. (9), i.e., for the isogeny problem between
ordinary elliptic curves. However, there exists no subexponential time quantum
algorithm for the isogeny problem between supersingular elliptic curves while
Biasse et al. [23, 8] made a progress on the exponential time algorithm based on
a Grover-type quantum search. Therefore, our isogeny function given in Eq. (9)
is considered as one-way even against quantum adversaries at present.

A.3 Trapdoor Homomorphisms from Isogeny Sequence Algorithms

At present, there exist two types of algorithms for computing isogeny sequences,
one by Charles et al. [15] and another by De Feo et al. [22]. The first is given
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in a mathematically clear manner according to Eq.(9) and the second has an
advantage of no additional restriction for the system parameter p. Therefore,
for our purpose, it would be better to use the second algorithm, Algorithm 2,
denoted by Isogzli.

Isogeny Sequence Algorithm by De Feo et al. [22] Let ¢ be a small prime,
for example, ¢ = 2,3,..., and a large prime p satisfies £ | p 4+ 1. Then, a super-
singular EC has a rational subgroup (Z/¢*Z)* C E(F,2) ~ (Z/(p + 1)Z)*. In
other words, all the £"-torsion points are defined over .. For using a point R
in E[¢*], we can compute an isogeny ¢ : E — E/(R) by iteratively using Vélu’s
formula for ¢-isogenies. (In [22], the algorithm is used for establishing a DH type
key exchange.)

In our parameter selection, first generate a random point R in E[¢*], then
set Fy := E, Ry := R and, for 0 <17 < K, let

Eip1 = E;/(t"" R, 4 By — Bipr,  Ripr = i(Ry),

where R; € E;[¢*~%, ¢#~""1R; is in E;[f] and then 1); is an f-isogeny. The
composition gives the desired

¢:=1e_1--10o: E=FEy— E; = E/(R).

We describe the algorithm in Algorithm 1 and call it Isog?fﬁ after De Feo, Jao,
and Plat. A trapdoor £ of trapdoor homomorphisms indicated in Def. 1 is given
by the kernel generating point R.

Algorithm 1 Isog?jﬁ : Generate a random supersingular EC which is ¢"-
isogenous to Fy (given in [22])

Input : An initial elliptic curve Ej.
Output : An isogenous E and a kernel generator R in Ey[£"], that is,
a trapdoor ¢ for computing the isogeny ¢ := ¢¢ : Eg — E.
1: generate a random point R in Ey[¢"], then set Ry := R
2: for 0 <i< Kk do
3:  compute E;11 := E‘i/(ﬁ'ﬁ*i*lRi)7 Vi : By — Eiyq1, and Riy1 := ¢;(R;) by Vélu’s
formula, where R; € E;[¢57], £*7""'R; is in F;[¢] and then ¢); is an f-isogeny.
end for
5: we set the composition ¢ :=x—1--- %0 : Eo — Ex = Eo/(R).
return E := E, (or j(Ex)) and € := R.

=

Isogeny Sequence Algorithm by Charles et al. [15] When ¢ = 2, we can
use a base prime p without the restriction (for Algorithm 1) that p+1 = f-¢"
with k = O(log p). From the cryptographic perspective, it would be better to use
a general prime p from security and efficiency reasons. Since 2| p+1 for any odd
prime p, a supersingular EC defined over F,2 with E(F,2) ~ (Z/(p + 1)Z)? 2
E[2] ~ (Z/27)%. In other words, all the 2-torsion points are always defined over
F,2. Therefore, by iteratively choosing 2-isogenies in a random manner, we can
obtain a random ¢"-isogeny from any supersingular F.
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We consider computing a 2-isogeny sequence

By 2% By M B R, (10)
where F; are supersingular without backtracking, i.e., 1; # z@-“ fori =0,...,k—

2 and all ¢); are given by Vélu’s formulas (7). The isogeny sequence starting from
FEy is determined by a bit sequence. As is explained before, a supersingular el-
liptic curve Ey and the 2-torsion points on £y are defined over F..

As the out-degree of any vertex is three and the walk we consider has no
backtracking, we have 2 possibilities to proceed to the next vertex in V at ¢ >
1. For i = 0, we fix 2 possibilities (10,0,%0,1) from Ey at the beginning. For
each ¢ = 0,...,k — 1, a next step is determined by a lexicographical order in
F,2> for choosing a next j-invariant. That is, we associate a walk data w =
wowt - - wr—1 € {0,1}" with a sequence (10) where 1o = 19,0 or 1g,1. Our goal
is to compute the j-invariant j, = j(E,) from jo = j(Ep) and a walk data
w € {0,1}" that determines the next vertices. For the details, see [15,47].

We describe the algorithm in Algorithm 2 and call it Isogzli after Charles,
Lauter, and Goren. A trapdoor £ of trapdoor homomorphisms indicated in Def. 1
is given by the walk data w.

Algorithm 2 Isogzli : Generate a random supersingular EC which is £"-

isogenous to Ey (given in [15,47]) when ¢ = 2

Input : An initial elliptic curve Ejp.
Output : An isogenous F and all the selector bits w := {w;}o<i<x, that is,
a trapdoor ¢ for computing the isogeny ¢ := ¢¢ : Eg — E.
1: for 0 <i< k do
2:  generate a random bit w; € {0,1} for selecting a next kernel point R;,
which is either of two points in K; := E;[€] \ ¢—1(E;i—1[€]) if i # 0
(resp.,in K; := { some fixed two points in E;[¢] \ {Og, }} if i« = 0) since £ = 2.
3:  compute E;/(R;) and the j-invariants j(F;/(R;)) by Vélu’s formula for two can-
didates R; € K;.
4:  j(E:/(R:)) i.e., R;, is determined from w; by a lexicographic order in IF,2.
5:  weset ¢; : By — Eip1:= E;/(R;) for the selected R;.
6: end for
7: we set the composition ¢ :=,_1-- 10 : By — F.
return E := E, (or j(F.)) and all the selector bits £ := w := {w; }o<i<x-

CSSI Problem by IPG notation Using a prime p with p+1 = %2037 - f
and Isogjjg with £ := 04,k := k4, De Feo et al.’s assumption, Computational
Supersingﬁlar Tsogeny (CSSI) assumption is given as a special instance of our
isogeny assump.in Def.5. We give the CSSI problem [22] by using our IPG
notation. It has been believed to have no efficient quantum attack for it since
the first publication of [22] in 2011 on TACR ePrint.

Definition 15 (CSSI Problem [22] by IPG notation).
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Let (PkIPG = ((th(@t,gt’ﬁty6t)t:o,1,GT), sk'PG .= 01) &

1. a prime p with p+1 =205 - f is used
2. Isog?z with 0 := 04,k := k4 15 used

Gen'™C(1*, 1), where

3. Gy, Gy and Gr have order 03P, not prime but a smooth prime power.

If adversary B outputs ¢1 (or a point Ry € Eo[l’*] s.t.ker¢1 = (Ra)) when
given, pk'PG, B wins.

A.4 Compatibility between Pairing and Isogeny for IPG

The Weil Pairing under Isogeny The Weil pairing is compatible with iso-
genies as in the following proposition. It is a key fact for our construction of
Isogencous Pairing Groups (IPG).

Proposition 2. [39, Chap. III, Thm. 6.1 & Prop. 8.2] For any P,Q € Ey|q|
and any (non-constant) isogeny ¢ : Ey — E, it holds ewei(¢(P),d(Q)) =
eweil,0 (P, Q)18 %, where eweilo (Tesp. eweil) is the Weil pairing on Eqy (resp. E).

B Instantiations of Our Constructions by Elliptic Curves

B.1 Instantiation of IPG from Supersingular Elliptic Curves

We instantiate an IPG from compatibly generated supersingular elliptic curves,
where isogeny generator Isog, , = Isogjjz or Isogzli is defined by Algorithm 1 or
2, respectively.

Gen'PG(lk, d) : Generate a random supersingular elliptic curve Ey/F,2
with a sufficiently large, odd prime p, generate a suitable (¢, k),
(Go, Go, Grs ep) : a system of asymmetric pairing groups of order r from
subgroups of Ey, where eq is defined by eq(ho, iLo) = eweil,0 (ho, fzo)lﬁ
for any hgy € Gy, izo € Go, from the Weil pairing eweil,o on Fo
90 <> Go, go < Go,
for t € [d], (Ev&) < Tsogy (Eo), ¢ := e, G i= 64(Go), Gr = 6:(Go),
gt := d(90), Gt = 4(go), et(ht,izt) = eweil,t (Pt flt) for any h; € Gt,izt S Gt,
where eyeil,; is the Weil pairing on F,
return pk'"® := (G, Gy, g1, 31, €)ic 0,0, Gr), k™C == (&)reiq) for (B1)ie(a)-
SimGen'"¢(Gy, Go, go, Jo, €o) :
(E,€) A Isog, . (Eo), where Ej is the elliptic curve including Go, Go,
¢ = ¢, g:=d(g0), §:=(50), G:=(Gy), G :=p(Go),
e(h,h) := eweil(h, h) for any h € G,h € G, where e, is the Weil pairing on F,
return (G, G,g,4,e,€ for o).
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B.2 Instantiation of d-qIsog-DBDH Assumption

Definition 16 (d-qIsog-DBDH Problem). Let B := (B, B2) be an adver-
sary, where By is modeled as a quantum adversary, Bs a classical ppt machine.

Generate a random supersingular elliptic curve Eo/F,: with a sufficiently
large, odd prime p, and generate a suitable (¢, k).

Generate (GO,GO, Grseo) : a system of asymmetric pairing groups of order
q from subgroups of Eg, where eq is defined by eo(ho,ho) = ewei,o(ho, ho)* for
any ho € Go, ho € Go, from the Weil pairing eweio on Eo, go 2 Gy, go < Go.

Fort € [d], (Er,&) < Tsogy,.(Eo), ¢1 = d¢,, Gu 1= $u(Go), Gy := ¢(Go),

9t = i(90), g == d1(Go), €t(ht7f1t) = eweil,t(htvﬁt) for any hy € G, hy € Gy,
where eweil,r s the Weil pairing on .

Set PkIPG = ((Gthtagtvgtyet)tE[O,d]yGT) (and sk'PC .= (¢t)te[d]); and B

outputs state K Bl(pklpG). For o, 3,0 & F,, By receives Xy for b & {0,1}, that
is defined by

X = ( state, a-go, (ﬂ'gt)te[db g?’ﬁ ) and X := ( state, a-go, (5'925)156[(1]; gg“ )7

where gr := eg(go, Jo). B2 outputs a guess bit b'. If b =b', B := (By, Bs) wins.

B.3 Instantiation of IBE in Section 4

We give an elliptic curve based description of our IBE scheme in Section 4. A
master secret key sk is given by an isogeny from FEj to £;. Exponentiations on
(G, Gt)i—0,1 in Section 4 are given by scalar multiplications on elliptic curves.

Setup(1%) : Generate a random supersingular elliptic curve Ey/F,:
with a sufficiently large, odd prime p, generate a suitable (¢, k),
(Go, Gy, Gr; ep) : a system of asymmetric pairing groups of order ¢ from
subgroups of Fy, where eq is defined by eq(ho, ilo) = eweil,0 (ho, HO)EN
for any hg € Gy, ho € Go, from the Weil pairing eyeii,o on Fy

(B1,€1) < Tsogy «(Eo), ¢1:= ¢, G1 = ¢1(Go), G1 == ¢1(Go),
ei(hq, ﬁl) = eweil,1 (h1, Bl) for any hy € Gy, le e Gl, where eyeil 1
is the Weil pairing on Ej, G0 < Go, &1 == b1(do),

generate a random hash H : F; — G, with the identity space [,

return pk := ((Gt,@t,gt,et)tzo’l,GT, H), sk:=¢& for ¢;.

KeyGen(pk,sk,ID) : hg := H(ID) € Gg, hy := ¢1(ho), return skpp := hq.

K

Enc(pk,m, D) : hg := H(ID), §<—U]qu, c:=C-g1, z:=eo(ho, )",
cp = z-m, return ctp := (¢, cp).
Dec(skip,ctip’) : if ID =ID’, 2’ := ey (hy,c),

-1

m' ==cp-(2)"", return m’, otherwise, return L.
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Dec correctly decrypts since 2’ = e1(h1,¢) = eweil,1 (71, ¢) = eweil, 1 (¢1(ho), ¢ -
1) = eweit,1(01(ho), #1(90))¢ = eweil.o(ho,G0)" ¢ = eo(ho,d0)¢ = z if ID = ID".
Here, we use Prop. 2 and deg(¢,) = ¢~.

B.4 Instantiation of Small Universe KP-ABE in Section 5.1

An attribute set I is a subset of [d]. (d + 1) isogenous ECs (E});c[0,q are used.

Setup(1%) : Generate a random supersingular elliptic curve Fy/F,z
with a sufficiently large, odd prime p, generate a suitable (¢, k),
(Go, Go, Grsep) : a system of asymmetric pairing groups of order ¢ from
subgroups of Ey, where eq is defined by eq(ho, ﬁo) = eweil,0 (ho, ﬁo)e“
for any hgy € Gy, izo € Go, from the Weil pairing eweil,o on Fo
90 <> Go, go < Go,
for t € [d, (Er,&) < Isogy (Eo)s ¢e:= de,, Gr:= 91(Go), Gr = ¢u(Go),
9t = 0e(90) 9 = ¢1(90)s et(he, he) := eweire(he, he) for any hy € Gy, hy € G,
where eyeil,; is the Weil pairing on F,

generate a random hash H : F;, — Go with the tag space Fy,

return pk := ((Gh@tvgtaet)tE[O,d]aGTv H), sk:= (§t)te[d] for (¢t)te[d]~
KeyGen(pk, sk, tag, S:= (M,p)): ho:= H(tag) € Gy,

choose random @ such that 1-@ =1,

for i € [l], s; := M, -, t:=p(i), ki:=s;- dt(ho),

return skiag s := {Ki}icp-
Enc(pk, m, tag, I'): hg:= H(tag) € Go, CHU F,, fortel, ¢;:=(- g,

z:=eg(ho, §0)¢, cr := z-m, return Ctug, 1 := ({ct}ter,cr).
Dec(pk, skiag,s := {ki}ic)s Ctaag’, 1 := ({Ct}ter,cr)) :

if tag = tag’ and S := (M, p) accepts I" := {t}, then compute {0} ,;)er

such that 1= Zp(i)ef o; M;, where M; is the i-th row of M,

. ) o /. / e
Z = Ht::p(i)EF ei(ki, )%, return m’ :=c¢/z’, otherwise, return L.

[Correctness]: If tag = tag’ and S accepts I',
7 = Ht::p(i)ep et(kiyct)7 = Ht::p(i)er eweil,t (ki ct) 7
= i piyer eweie (s de(ho), € 96)7" = I1;.— piyer eweilt ($¢(ho), 1(30)) 7
= TL,)er eweino(ho, G0)" <% = eweito(ho, §o)* ¢ = eo(ho, §o)¢ = =
by Prop. 2 and deg(¢:) = ¢*.
We obtain an elliptic curve instantiation of large universe KP-ABE in Sec-

tion 5.3 in a similar manner as above (which seems to be described in a rather
complicated manner).
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C Proposed PH-PQ Secure HIBE

C.1 Construction

The proposed HIBE scheme is a Gentry-Silverberg type HIBE. A master secret
key sk is given by an isogeny from G( to G;. Hash functions H; : F;, — G
(t =0, 1) map an arbitrary ID sequence (ID;), which is represented as an element
in [Fy, to a point of G¢. Note that the size of F, is exponential in A.

Setup(1Y) : ( pk'™C := (G4, Gy, g, 31> €1)1=0.1, Gr), sk™€ := ¢y ) <& Gen'PS(17, 1),
generate a random hash H; : F, — G; with the identity space I,
return pk := ((Gt,Gt,gt,et,Ht)tzoyl, Gr), sk:=¢1.
KeyGen(pk, sk, (ID;);crj) : fori € [j—1], r; < Fy, d; =gl € Gy,
hi:= Hy(ID1) € Gy, forie€ [2,j], h;:= H1(IDq,...,ID;) € Gy,

j
d]- = ¢ (hl) . Hh:ifl, return Sk(|Di)i€m = ((d2 S Gl)ie[j—l]a dj S Gl)
i=2
U . .
Enc(pk,m, (ID:)ier)) © € — IFqX, Co = gf,
for i € [2,7], hi:= Hi(IDy,...,1D;) € Gy, ¢; = hS,
hi = Ho(IDy) € Gy, z:=eo(h1,§0)°, cr:=z-m,

return ct(p,),.,, = ( ¢ € G, (ci € G1)igpz,j)» cT )-

(
Dec(pk7 Sk(IDi)iE[j] = ((sz>7dj), Ct(lD;)qze[j] = (607 (Ci>7CT)) .
i (D) = (D)), # o 1l
i= 261(615di—1)

m' = cp - (2/)71, return m’, otherwise, return L.
Delegatej(pk7sk(|Dt)i€m = ((dl),dj), |D]‘+1) :

for i € [j], 7"2<—U]Fq, forie[j—1], d/ :=d;- g1 €Gy, dl =g’ €G,
foriE[Q,j+ ] h; := H1(|D17..., Z‘)E(Gl,
J+1 R R
i,y = d; Hh Y return sk, o= (] € Ga)ieppy djy € Gy).
=2
Dec correctly decrypts since
h hTz 1 AC .
Z/ _ ( 2 (d)l( 1) 142”}1 - gl) _ 61(¢1(h1),91)c
1= 261(017d ) 1= 261(h 791 )

= eo(h1,00)° = 2

if (ID;) = (ID}). Here, we use the compatibility e;(¢1(h1),d1) = eo(h1,§o) in
Definition 4.
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C.2 Security

Theorem 5. The proposed HIBE scheme is PH-P(Q) secure under the 1-qlsog-
DBDH assumption in the quantum random oracle model.

For any adversary A := (A1, As), there exists an adversary B := (B, Bs)
for the 1-qlsog-DBDH problem, where 1By is a polynomial-time quantum machine
and By is a classical ppt machine, such that for any security parameter A,
AdVIPEPIPI(N) < 1y - Adv g B PEPR (N where vy is the mazimum number of the
random oracle queries of As.

The proof is given in the full version of this paper.

Remark 5. Our HIBE scheme can be modified to be level-1 anonymous ID secure
against pre-challenge quantum adversaries as in the modified GS-HIBE given in
Section 5.3 in [1].

D Anonymity of Our IBE : Proof of Theorem 2

First, we define the security notion of Anonymous-ID secure against Pre-challenge
Quantum adversary (AI-PQ) for IBE.

Definition 17 (AI-PQ for IBE). Let (Setup, KeyGen, Enc,Dec) be an IBE
scheme and let A = (Ay, As) be a stateful adversary, where Ay is modeled as
a polynomial-time quantum adversary. Consider the experiment Exp'}z“e"—"_pq (A]
below:

Expiie’ai'pq[A] . (sk, pk) R Setup(1%), state KR A'fo(')’KeyGe”(Sk")(pk),
(D@, IDW, (@) (1) R gBOC)KevGenlsk) (garey - & 0,1,
ot R Enc(pk, m®,ID®), ¥/ R _,42RO(')’KeyGe”(Sk")(ct*)7 output b'.
/ * None of ID® and IDM) are queried to RO in the pre-challenge phase by Aj,

and not queried to KeyGen in any phase x /

Here, RO is quantum-accessible (i.e., with quantum superposed inputls and out-
puts) and KeyGen is classical-accessible. If b =1V, A := (A1, As) wins. The ad-
vantage of adversary A in the experiment is defined as Adv'f\e’a"pq()\) := Pr[A wins]—
1/2 for any security parameter A\. An IBE scheme is anonymous-ID secure
against pre-challenge quantum adversary (AI-PQ) if all adversaries A = (A1, As),
where Ay be a polynomial-time quantum machine and As a classical ppt ma-
chine, achieve at most a negligible advantage in the above security game (or

experiment).
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Proof Sketch of Theorem 2. Theorem 2 is proven in a manner similar to Lemma
4.3 in [1]. We have
Adv5*P9(\) = Pr[A wins] — 1/2
=Pr =1Ab=11in Explze’ai'pq] +Pr[d =0Ab=0in Expif‘e’ai'pq] —-1/2
=1/2- (Pr}t) = 1|b = 1 in Exp'3®] + Pr[t’ = 0]b = 0 in Exp'5>*P9]) — 1/2

/2 (Pt = 1fb = 1] + (1 = Pely/ = 1]b=0])) — 1/2

—1/2- (Pr[t) = 1)b = 1] — Pr[t/ = 1]b = 0)).
Therefore, we will show that Adv/i(A) := Prlt/ = 1]b = 1] — Pt/ = 1]b = (]
for the experiment Expje’a"pq is negligible. First, we note that the proof of

Theorem 1 shows that the adversary A has only negligible advantage in “the
real-or-random game”, where A’s task is to distinguish the real ciphertext of the
message that A asked or the random ciphertext of a random message. Then, we
can make a standard hybrid argument for the indistinguishability of Adv/y as

Adv/ (A) =Prt) = 1|b = 1] — Pr[t) = 1|b = 0]
=Prp) =1b=1]
— Pr[t/ = 1] challenge ciphertext is for a random message and 1D |
+Pr[b) = 1| challenge ciphertext is for a random message and ID; ]
— Pr[t/ = 1] challenge ciphertext is for a random message and 1Dy |
+Pr[b/ = 1| challenge ciphertext is for a random message and 1Dy ]
—Pr[t) = 1]b = 0]
< AdVEEPTPI(N) + Adv A () + AdVTPTPI(N),

where

Adv'i()\) := Pr[t/ = 1] challenge ciphertext is for a random message and 1Dy ]

— Pr[t/ = 1] challenge ciphertext is for a random message and 1D ].
Here, note that the ciphertext of our IBE has the form of
ctip == (c:= §§, cr := eo(H(ID), §o)* - m),

with ¢ s F,. Thus, if the encrypted message m is random and hidden, then cr
is also random and perfectly hides H(ID) from the adversary’s view. Therefore,
Adv/i(\) = 0 and Adv5*P()\) (= 1/2 - Adv/y())) is negligible in A under the
1-qIsog-DBDH assumption. This completes the proof of Theorem 2. O
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