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Abstract

Key-insulated encryption is one of the effective solutions to a key exposure problem. At Asi-
acrypt’05, Hanaoka et al. proposed an identity-based hierarchical key-insulated encryption (hierarchi-
cal IKE) scheme. Although their scheme is secure in the random oracle model, it has a “hierarchical
key-updating structure,” which is attractive functionality that enhances key exposure resistance.

In this paper, we first propose the hierarchical IKE scheme without random oracles. Our hierarchical
IKE scheme is secure under the symmetric external Diffie-Hellman (SXDH) assumption, which is known
as the simple and static one. Particularly, in the non-hierarchical case, our construction is the first IKE
scheme that achieves constant-size parameters including public parameters, secret keys, and ciphertexts.

Furthermore, we also propose the first public-key-based key-insulated encryption (PK-KIE) in the
hierarchical setting by using our technique.

Keywords: Key-insulated encryption, identity-based hierarchical key-insulated encryption, hierarchical
identity-based encryption, asymmetric pairing.

1 Introduction

1.1 Background

A key exposure problem is unavoidable since human errors cannot seem to be eliminated in the future,
and many researchers have tackled this problem in the modern cryptography area thus far. Key-insulated
encryption, which is introduced by Dodis et al. [14], is one of the effective solutions to the key exposure
problem. Specifically, they proposed public-key encryption (PKE) with the key-insulated property, which
is called public-key-based key-insulated encryption (PK-KIE). In PK-KIE, a receiver has two kinds of secret
keys, so-called a decryption key and a helper key. The decryption key is a short-term key for decrypting
ciphertexts, and is periodically updated by the helper key. More specifically, the lifetime of the system is
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divided into discrete time periods, and the receiver can decrypt the ciphertext encrypted at some time period
t by using a decryption key dk; updated by the helper key at the same time period ¢t. The decryption key
and the helper key are stored in a powerful but insecure device such as laptops and smartphones and in a
physically-secure but computationally-limited device such as USB pen drives, respectively. Traditionally, in
key-insulated cryptography, the following two kinds of security notions are considered:

(a) If a number of decryption keys {dk;,,dky,,...,dk; } are exposed, no information on plaintexts en-
crypted at other time periods is leaked.

(b) Even if a helper key is exposed, the security is not compromised unless at least one decryption key is
exposed.

A key-insulated cryptosystem is said to be secure if it satisfies (a); and it is strongly secure if it satisfies both
(a) and (b). As seen above, key-insulated encryption can significantly reduce the impact of the exposure.

Following a seminal work by Dodis et al. [14], many cryptographers have proposed several kinds of key-
insulated cryptographic schemes such as symmetric-key-based key-insulated encryption [16], key-insulated
signatures [15], and parallel key-insulated encryption [19, 20, 25]. In addition to key-insulated cryptography,
researchers have tackled the key exposure problem in various flavors. In forward-secure cryptography [1, 7],
users update their own secret keys at the beginning of each time period. Forward security requires that an
adversary cannot get any information on plaintexts encrypted at previous time periods even if the secret key
for current time period is exposed. Intrusion-resilient cryptography [12, 13, 22] realizes both key-insulated
security and forward security simultaneously at the sacrifice of efficiency and practicality.

In this paper, we focus on the key-insulation paradigm in the identity-based setting. Identity-based
encryption (IBE) has been widely studied thus far, and therefore we believe that the identity-based key-
insulated security has a huge influence on the research on IBE and its applications. Also, developing key-
insulated cryptography in the identity-based area is the first step to consider the key-insulated security in
attribute-based encryption [3, 28] and functional encryption [6], which are expected to be used in cloud
environments. However, in the IBE context, there are only few researches on key-insulation. Hanaoka et
al. [21] introduced a hierarchical key-updating mechanism, and proposed an IBE scheme with hierarchical
key-insulation, which is called an identity-based hierarchical key-insulated encryption (hierarchical IKE for
short) scheme, in the random oracle model. In their hierarchy, helper keys are assigned to each level, and
decryption keys are assigned to the lowest level. Not only decryption keys but also helper keys can be
updated by a higher-level helper key. Since this “hierarchy” is not the same as that of hierarchical IBE
(HIBE) [18], only applying techniques used in the HIBE context is insufficient for constructing secure (in
particular, strongly secure) IKE schemes. The hierarchical property is attractive since it enhances resistance
to key exposure and there seem to be various applications due to progress in information technology (e.g., the
popularization of smartphones). Let us consider an example of 3-level hierarchical key-insulation: Suppose
that each employee has a business smartphone, a laptop, and a PC installed at his office. A decryption
key is stored in the smartphone, and it is updated by a 1-st level helper key stored in his laptop every day.
However, the 1-st level helper key might be leaked since he carries around with the laptop, and connects to
the Internet via the laptop. Thus, the 1-st level helper key is also updated by a 2-nd level helper key stored
in his PC every two—three weeks. Since the PC is not completely isolated from the Internet, his boss updates
the 2-nd level helper key by a 3-rd level helper key stored in an isolated private device every two-three
months. Thus, we believe hierarchical IKE has many potential applications.

After the proposal of hierarchical IKE by Hanaoka et al., two (non-hierarchical) IKE schemes with
additional properties in the standard model were proposed. One is the so-called parallel IKE scheme, which
was proposed by Weng et al. [34]. The other is the so-called threshold IKE scheme, which was proposed
by Weng et al. [35]. These two schemes enhance the resistance to helper key exposure by splitting a helper
key into multiple ones. However, once the (divided) helper key is leaked, the security cannot be recovered.
Again, we emphasize that the hierarchical key-insulated structure is useful since even if some helper key is
exposed, it can be updated. However, there have been no hierarchical IKE schemes without random oracles
thus far.



1.2 Owur Contribution

In this paper, we propose an IBE scheme with ¢-level hierarchical key-insulation, which is called an ¢-level
hierarchical IKE scheme, such that: (1) Security is proved under simple computational assumptions in the
standard model; and (2) all parameters including public parameters, secret keys, and ciphertexts achieve
constant size in the non-hierarchical case (i.e., £ = 1).

Specifically, The proposed ¢-level hierarchical IKE scheme is strongly secure against chosen plaintext
attacks (CPA-secure) under the symmetric external Diffie-Hellman (SXDH) assumption, which is a static
and simple one. Our (hierarchical) IKE scheme is based on the Jutla-Roy (H)IBE [24] and its variant [27].
Further, the proposed scheme achieves the constant-size parameters when ¢ = 1, whereas public parameters
of the (not hierarchical) existing scheme [35] depend on sizes of identity spaces (also see Section 4.1 for com-
parison). We can also realize an {-level hierarchical IKE scheme strongly secure against chosen ciphertext
attacks (CCA-secure) based on an well-known transformation [5]. Furthermore, we can extend our tech-
nique to the public-key setting. Namely, we formalize public-key encryption with hierarchical key insulation
(hierarchical PK-KIE for short), and propose a concrete construction of a CCA-secure hierarchical PK-KIE
scheme.

In the following, we explain why a naive solution is insufficient and why achieving (1) and (2) is chal-
lenging.

Why a (trivial) hierarchical IKE scheme from HIBE is insufficient.! One may think that a hier-
archical IKE scheme can be easily obtained from an arbitrary HIBE scheme. However, the resulting IKE
scheme is insecure in our security model, which was first formalized in [21], since our security model captures
the strong security notion. More specifically, a trivial construction is as follows. Let sk: be a secret key for

some identity I in HIBE, and hkzg) be an ¢-th level helper key for I in ¢-level hierarchical IKE. We set skt as

hky), and lower-level helper keys and decryption keys can be obtained from sk; by regarding time periods
as descendants’ identity. However, it is easy to see that if the ¢-th level helper key (i.e., skr) is exposed,
then an adversary can obtain all lower-level keys, and thus the resulting scheme does not meet the strong
security. In fact, Bellare and Palacio [2] showed that secure (not strongly secure) PK-KIE is equivalent to
IBE for a similar reason.

Difficulties in constructing a constant-size IKE scheme from simple computational assump-
tions. The main difficulty in constructing an IKE scheme is that an adversary can get various keys for
a target identity I*, whereas the adversary cannot get a secret key for I* in (H)IBE. This point makes a
construction methodology non-trivial. In fact, it seems difficult to apply the Waters dual-system IBE [33]
(and its variant [26]) as the underlying IBE scheme of IKE schemes as follows. Technically, in their scheme
each of secret keys and ciphertexts contains some random element, so-called tagyx and tagc, respectively.
In the dual system encryption methodology, the challenge ciphertext and secret keys gradually turn into
semi-functional forms. The tags are used in transition from Gi_; to Gy, where G; denotes a security game
that the first k secret keys issued to a secret-key extraction oracle are semi-functional. In the transition,
some pairwise independent function is embedded into public parameters in advance to cancel inconvenient
values to simulate the games. The tag tagyk of a secret key for k-th identity I issued to the oracle and the
tag tage of the challenge ciphertext for the target identity I* are generated by inputting I into the pairwise
independent function, respectively. Although it holds tagyx = tagc if I, = I*, the proof works well since it is
enough to generate only tagy for all identities I # I* and only tage for I*. However, in the IKE setting, not
only tagc but also tagyi for I* have to be generated since an adversary can get leaked decryption keys and
helper keys for I*, and hence, the proof does not go well. To overcome this challenging point, we set (the
variant of) the Jutla-Roy IBE [24, 27], which is another type of constant-size IBE schemes, as the underlying
scheme of our IKE scheme, and thus we can realize the first constant-size IKE scheme under the SXDH
assumption. Further, we can also obtain the hierarchical IKE scheme by extending the technique into the
hierarchical setting.

Refinement and improvement from the proceedings version [31]. We modify our main construction
due to a security flaw of the previous construction in the proceeding version. Specifically, the modified
construction provides a correct simulation of a KI oracle, which is an oracle that captures key exposure,

I This fact was also mentioned in [21].



in transition from Game,_; to Gamey, where Game, denotes a security game in which keys for the first k
identities issued to oracles are semi-functional (for details, see the simulation of the KT oracle in Lemma 2,
which shows the transition). Moreover, we change the statement of Lemma 3, which is the final transition in
the security proof, to make a reduction clearer. More specifically, we make a reduction to a computational
problem in the lemma, whereas we made information-theoretic reduction in the proceedings version.

Further, we newly propose hierarchical PK-KIE, which did not appear in the proceedings version, by
extending our technique.

1.3 Paper Organization

In Section 2, we describe the notation used in this paper, asymmetric pairings, complexity assumptions, and
functions which map time to discrete time periods. In Section 3, we give a model and security definition of
hierarchical IKE. In Section 4, we propose a direct construction of our hierarchical IKE scheme, and give
the efficiency comparison among our scheme and existing schemes. In Section 5, we show the security proof
of our scheme. In Section 6, we show a CCA-secure hierarchical IKE scheme. In Section 7, we formalize and
propose a hierarchical PK-KIE scheme. In Section 8, we conclude this paper.

2 Preliminaries

Notation. In this paper, “probabilistic polynomial-time” is abbreviated as “PPT”. For a prime p, let
Zyp:={0,1,...,p—1} and Z); := Z, \ {0}. If we write (y1,¥2,--.,Ym) < A(z1,72,...,2,) for an algorithm
A having n inputs and m outputs, it means to input xy,xs,...,x, into A and to get the resulting output
Y1, Y2s - - Ym- Wewrite (y1,v2, ..., Ym) « A9 (21, 22,...,2,) to indicate that an algorithm A that is allowed
to access an oracle O takes x1,9,...,x, as input and outputs (y1,¥y2,...,ym). If X is a set, we write &EX
to mean the operation of picking an element x of X uniformly at random. We use A as a security parameter.
M and T denote sets of plaintexts and IDs, respectively, which are determined by a security parameter \.

Bilinear Group. A bilinear group generator G is an algorithm that takes a security parameter A\ as input
and outputs a bilinear group (p, G1, G2, Gr, g1, g2, €), where p is a prime, G1, G2, and G are multiplicative
cyclic groups of order p, g1 and go are (random) generators of Gy and G, respectively, and e is an efficiently
computable and non-degenerate bilinear map e : G; X Go — G with the following bilinear property: For
any u,u € Gy and v,v" € Ga, e(ut/,v) = e(u,v)e(u’,v) and e(u,vv’") = e(u, v)e(u,v").

A bilinear map e is called symmetric or a “Type-1” pairing if G; = Gs. Otherwise, it is called asymmetric.
In the asymmetric setting, e is called a “Type-2” pairing if there is an efficiently computable isomorphism
either from G; to G or from G to G;. If no efficiently computable isomorphisms are known, then it is called
a “Type-3” pairing. In this paper, we focus on the Type-3 pairing, which is the most efficient setting in
terms of group sizes (of G1) and operations. For details, see [9, 17]. Symmetric External Diffie-Hellman

(SXDH) Assumption. We give the definition of the decisional Diffie-Hellman (DDH) assumption in G
and Go, which are called the DDH1 and DDH2 assumptions, respectively.
Let A be a PPT adversary and we consider A’s advantage against the DDHi problem (i = 1, 2) as follows.

D = (p,G1,G2,Gr, g1,92,¢) < G,

1,00 & Ly, b & {0,1},
Advgam(/\) = |Pr| U'=0 | ifb=0then T := 951, — .

else T & Gy,

b — A\, D, g1, 92,975 95%,T)

Definition 1 (DDHi Assumption). The DDHi assumption relative to a generator G holds if for all PPT

adversaries A, AdvgﬂHi(A) is megligible in .

Definition 2 (SXDH Assumption). We say that the SXDH assumption relative to a generator G holds if
both the DDH1 and DDH2 assumptions relative to G hold.
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Figure 1: Intuition of time-period map functions.

Time-period Map Functions. In this paper, we deal with several kinds of time periods since we consider
that update intervals of each level key are different. For example, in some practical applications, it might be
suitable that a decryption key (i.e. 0-th level key) and a 1-st level helper key should be updated every day
and every month, respectively. To describe such different update intervals of each level key, we use a certain
functions, which is so-called time-period map functions. This functions were also used in [21]. Now, let T be
a (possibly countably infinite) set of time, and 7; (0 < j < £ —1) be a finite set of time periods. We assume
|70] > |T1] = -+ > |Te—1]- This means that a lower-level key is updated more frequently than the higher-level
keys. Then, we assume there exists a function T; (0 < j < £—1) which map time time € 7 to a time period
t; € T;. For the understanding of readers, by letting time = 9:59/7th/0Oct./2016 and ¢ := 4, we give an

example in Figure 1 and below. For example, we have Ty(time) = télg) = 1st-15th/0ct./2016, Ti(time) =

tﬁlo) = Oct./2016, Th(time) = téS) = Sep.-0ct./2016, and T5(time) = t:(f) = Jul.-Dec./2016. Namely,
in this example, it is assumed that the decryption key, and 1-st, 2-nd, and 3-rd helper keys are updated
every half a month, every month, every two months, and every half a year. Further, we can also define a
function Ty such that Ty(time) = 0 for all time € T.

3 Identity-based Hierarchical Key-insulated Encryption
3.1 The Model

In an ¢-level hierarchical IKE, a key generation center (KGC) generates an initial decryption key dkr o and

¢ initial helper keys hk:gg, hkfg, ceey hk:g()) as a secret key for a user I. Suppose that all time-period map
functions Ty, T4, ..., Ty_1 are available to all users. The key-updating procedure when the user wants to get

a decryption key at current time time € T from the initial helper keys is as follows. The ¢-th level helper key

hkg()) is a long-term one and is never updated. First, the user generates key update (5t(fjll) for the (¢ — 1)-th

level helper key from hk% and a time period ty_; := Ty_1(time) € Ty—1. Then, the (£ — 1)-th level helper

key hkgo_ Y can be updated by the key update 555;1), and the user get the helper key hk?’f{f’l at the time

period ty_1. Similarly, the i-th level helper key hkgz at the time period t; := T;(time) € 7; can be obtained

from hk% and 58), where 5t(f) is generated from the (i + 1)-th level helper key kD

1t,.,- Lhe user can finally

get the decryption key dkr, at a time period tg := Ty(time) € T from the 1-st level helper key hk;g%l (time)"

Anyone can encrypt a plaintext M with the identity I and current time time*, and the user can decrypt the
ciphertext C' with his decryption key dkr 4, if and only if ¢y = Tp(time*). At time’ € T, the user can update
the time period of the decryption key from any time period ¢y to ¢, := To(time’) € To by using key update

5(T?))(time,). The key update 55,%)(time,) can be obtained from hkg}l if and only if #{ = T}(time’). If not, it is
necessary to get 5b) and update Rk, . In this manner, the decryption and helper keys are updated.

Ti(time’) It}

An ¢-level hierarchical IKE scheme Il;xg consists of six-tuple algorithms (PGen, Gen, A-Gen, Upd, Enc,
Dec) defined as follows. For simplicity, we omit a public parameter in the input of all algorithms except for



the PGen algorithm.

— (pp, mk) + PGen(\,¢): A probabilistic algorithm for parameter generation. It takes a security param-
eter A and the maximum hierarchy depth ¢ as input, and outputs a public parameter pp and a master
key mk.

- (dkl,o,hk%, . .,hkg())) + Gen(mk,I): An algorithm for user key generation. It takes mk and an
identity I € 7 as input, and outputs an initial secret key dkr o associated with I and initial helper keys

hkgg, ey hk%, where hk;gg) (1 <1< ¥) is assumed to be stored user’s i-th level private device.

- 5%:3&]“6) or L « A-Gen(hkgi ,time): An algorithm for key update generation. It takes an i-th helper
key hk?g at a time period ¢; € T; and current time time as input, and outputs key update 5(Tij)(time)

if t; = T;(time); otherwise, it outputs L.

- hkyz_ — Upd(hkﬁ%i,ég)): A probabilistic algorithm for decryption key generation. It takes an i-th
helper key hkyg at a time period t; € 7; and key update 6%) at a time period 7 € 7; as input, and
outputs a renewal i-th helper key hky)T at 7. Note that for any tg € T, hk§?t)0 means dkr ¢,.

— (C, time) < Enc(I, time, M): A probabilistic algorithm for encryption. It takes an identity I, current

time time, and a plaintext M € M as input, and outputs a pair of a ciphertext and current time
(C, time).

— M or L < Dec(dkry,,(C,time)): A deterministic algorithm for decryption. It takes dkr., and
(C,time) as input, and outputs M or L, where L indicates decryption failure.

In the above model, we assume that 115z meets the following correctness property: For all security parameter
A, all £ := poly(N), all (mk,pp) < PGen(\,£), all M € M, all (dkro, hk(, ..., hkL)) « Gen(mk, 1),
and all time € T, it holds that M <« Dec(dkr 1, (tine), Enc(I, time, M)), where dk; 7, (zine) is generated as

follows: For i = ¢,...,1, hkéiil_)l(time) — Upd(hkg;i)l,A—Gen(hky)ﬂ(time),time)), where some t; € 7; and
0
hkéi)"o(time) = dkLTo(time)-

3.2 Security Definition

We consider a security notion for indistinguishability against key exposure and chosen plaintext attack for
IKE (IND-KE-CPA). Let A be a PPT adversary, and A’s advantage against IND-KE-CPA security is defined
by

(pp, mk) < PGen(\, ¢),

(Mg, My, 1%, time*, state) « AKCC)KIC) (find, pp), 1

b <& {0,1},C* « Enc(T*, time*, M), '
V< AKGCLKIC ) (guess, C*, state)

AdvlD-EE-CPA( ) |pr | b =

where KG(-) and KI(-,-,-) are defined as follows.
KG(-): For a query I € Z, it stores and returns (dks g, hk%, cee hk%) by running Gen(mk, I).

KI(-,-,-): For a query (4,I,time) € {0,1,...,¢} x Z x T, it returns hikl?) ) by running sY=Y

I,T;(ti T;_1(time) —
. X X ) y4i(time j—1(time
A-Gen(hk(). ,1ae- time) and hEULD e Upd (kY 681 ) for = £, i1 (Gf (dkr o, KL

(time Tj_1(time)

ey hk%) is not stored, it first generates and stores them by running Gen).

I* is never issued to the KG oracle. A can issue any queries (4, I,time) to the KT oracle if there exists at
least one special level j € {0,1,...,¢} such that

1. For any time € T, (j,I*, time) is never issued to KI.
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Figure 2: Pictorial representation of secret keys for I* that A can obtain by issuing to KI.

2. For any (i,time) € {0,1,...,5 — 1} x T such that T;(time) = T;(time*), (¢, I*, time) is never issued
to K1

In Figure 2, we give intuition of keys that A can obtain by issuing to the KI oracle. In this example, let
¢ =4 and a special level j = 2.

Definition 3 (IND-KE-CPA [21]). An {-level hierarchical IKE scheme kg is said to be IND-KE-CPA
secure if for all PPT adversaries A, Adv{{)’}? KE-CPA(X () is negligible in X.

Remark 1. As also noted in [21], there is no need to consider key update exposure explicitly (i.e. no need
to consider an oracle which returns any key update as much as possible) since in the above definition, A can
get such key update from helper keys obtained from the KI oracle.

Remark 2. As explained in Section 1, in key-insulated cryptography including the public key setting [2, 14,
19] and the identity-based setting [21, 34, 35], two kinds of security notions have been traditionally considered:
standard security and strong security. In most of previous works [2, 14, 19, 20, 21, 25, 34, 35], authors have
considered how their scheme could achieve the strong security. We note that IND-KE-CPA security actually
includes the strong security, and the fact is easily checked by setting £ = 1.

By modifying the above IND-KE-CPA game so that A can access to the decryption oracle Dec(-,-),
which receives (I, (C,time)) and returns M or L, we can also define indistinguishability against key exposure
and chosen ciphertext attack for IKE (IND-KE-CCA). A is not allowed to issue (I*,(C*, time)) such that
To(time) = Tp(time™) to Dec. Let Advﬁﬁg‘ﬁE'CCA(x\, £) be A’s advantage against IND-KE-CCA security.

Definition 4 (IND-KE-CCA [21]). An {-level hierarchical IKE scheme kg is said to be IND-KE-CCA

secure if for all PPT adversaries A, Advﬂly}g KEB- CCA(N, 1) is negligible in .

4 QOur Construction

Our basic idea is a combination of (the variant of) the Jutla-Roy HIBE [24, 27] and threshold secret sharing
schemes [4, 29]. We prepare two secrets B(®) and B®). Each secret BY) (5 € {z,y}) is divided into ¢ shares

(()j), ey éi)l, and both the secrets and shares are used in exponent of a generator g € Go. B®) and B®)
are embedded into the exponent of a (first-level) secret key for I of the Jutla-Roy HIBE, and the resulting

key is used as an /-th level initial helper key hk(é). Roughly speaking, B(*) and B work as “noises”.

. (v)

Other initial helper keys hk% (1'ei'e®ll — 1) and an initial decryption key dkr o contain (g, 2 » Jo g ) and
_B®  _gw

(g5 g2 ), respectively. As keys are generated for lower levels, shares are eliminated from the noises

B®) and BW)| respectively, and finally the noises are entirely removed when generating (or updating) a



decryption key. Intuitively, since there exists at lease one special level j € {0,1,...,¢} in which any secret

keys are never exposed, an adversary cannot get all shares (ﬁfx), ny)). Hence, he cannot generate valid
decryption keys that can decrypt the challenge ciphertext for I* at time*.

An /-level hierarchical IKE scheme II;xg =(PGen, Gen, A-Gen, Upd, Enc, Dec) is constructed as follows.
- PGen()\,E): It runs (G17G27GT7pa 91,92, 6) <~ g) and chooses X0, Yo, {('Tl,j’ yl,j)}f:o; z2,Y2,%3,Y3 <i
Z, and o & Z, , and sets
y = 6(91’92)7zoa+yo’ Uy =g, —T1,;0+Y1,;5 (0 <j< @7 wy = gl—zzaﬂjz’ hi=g —rsa+ys

It outputs

pp = (91,9?7{Ul,j}gzmwhhlagm{( ﬂgéh])}j 0:95°,95°, 95, 95", ),
mk := (z9,Yo)-

- Gen(mk,I): It chooses 5(()‘T), ceey éf)l,ﬁ(()y), cee éqi)l,r & Zy, and let BU) .= Zf:é @(j) for j € {z,y}.
It computes
O : =) | 8" :
(v) 1
Dy = (g8")", Dj=g3""" ((93 ’E)Igé"q') ’

Dy :=(g5°)"", Ds ::g{xU_B(m< Sh)t 953)
Dy:=g3, Kj=(9"")" (0<j<l-1), Kj=(g"")"(0<j<l-1).

It outputs

dkr : (Réy),R(w))
hkd) == (RY,RM) (1 <i<0—1),
Wk == (Dy, D}, Dy, Dy, Dy, (K, K5 Y2h).

- A—Gen(hk‘?z 7time) If t; # T;(time), it outputs L. Otherwise, parse hkgb as (ng),R,EZ),Dl,Di,D27
Dy, D3, { (K, K;) i 1).2 Tt chooses 7 ¢ Z,, and let t; := T;(time) (i — 1 < j < £ —1). It computes

dvi= Di(gf)', di = Di(Ki)" = ((g3")" II (957)) g8 )

@;m@Wi%>thw(x”

ds := Dsgh, kj:=K;(g5")" (0<j<i-2), /%;. Kli(gs")"(0<j<i-2).
It outputs 5(l 1) (dlad17d27 ad37{(k k/) )3

]’]

- Upd(hk{) ,69): Parse hk'), and 6% as (RY, R<””) Dy, D}, Dy, Dy, Dy, {(K;, K})}i2h) and (d1, d}, da,

1, ds, {(kij,k‘g)} U), respectively. It outputs hk = (R,Ey),R§I)7D1,D1,D2,D2,D3, {(Kj,K;»)}j:O) =
(B B, 8 doy ) i s K13
2In the case i = £, R(y) and R(z) mean empty strings, namely we have hk = (D1, D}, D2, D}, D3, {(K}, K’)}J 0)
3In the case i = 1, {(k], ])}ﬁ (1) means an empty string, namely we have §§ t)o = (di, ...,625).



- Enc(I, time, M): Tt chooses s,tag & Zyp. For M € Gr, it computes

{—1
Coi= M2, Cyi=gi, Cai= (9", Cs o= ([ (u,)ul suiha)

3=0
where ¢; := Tj(time) (0 < j < ¢ —1). It outputs C := (Cy, C1,Cy, Cs, tag).
- Dec(dkz 4y, (C,time)): If tg # To(time), then it outputs L. Otherwise, parse dkr, and C' as (R(()y)7 R(()‘T),
D1, D, Do, D, D3) and (Cy, Cy, Cs, Cs, tag), respectively. It computes

C()G(CS, Ds)

M = .
e(C1, D D})e(Ch, DS DY)

We show the correctness of our Il;xg. Suppose that r denotes internal randomness of hk%, which are

generated when running Gen(mk,I), and 7U) denotes internal randomness of 5&22 (1 <j <¥), which is

generated when running A—Gen(hkgt)j,time). Then we can write dkr -, = (Réy),R(gx),Dl, Di, Dy, D}, D3)
as

N 1
7 , Yyo+7(Iyr,e+>_ ., (tjyl,j)+y3)
Dl = 932 5 Dl =09 ! )

Dy = g5*", Dj = g;w[)iF(MLHZ;;é (tr21) 29 Ds := gh
where 7 :=7r + Zle r),
Suppose that dkr 4, = (Réy), R((f), Dy, Dy, Dy, Dby, D3) and C = (Cy, C1, Cs, Cs,tag) are correctly gener-
ated. Then, we have

006(03, Dg)
e(C1, D8 D} )e(Cy, Dy D4)
— Me(gl,gz)(_”‘)”""y")s

S(Z52ti (—m1 jatyn ) +1(—21 caty, o) +tag(—m2atys) —zsatys) &
6(g1 792)

s y27~‘tag+y0+F(Iy1,£+Z§;é(tjyl,j)+y3) as —sztag—wo—F(le,H‘Z?;é(tjivl,j)-‘rﬂl?,)
6(91792 >e<gl ) 92 )

1
= Me(gy, gp)\ 0 tw0)s o =
’ e(g;, 95 )e(g9, 95 °)

We obtain the following theorem. The proof is postponed to Section 5.

Theorem 1. If the SXDH assumption holds, then the resulting €-level hierarchical IKE scheme kg is
IND-KE-CPA secure.

4.1 Parameters Evaluation and Comparison

First, we show the parameter sizes and computational costs of our hierarchical IKE scheme in Table 1.
Also, an efficiency comparison between our IKE scheme and the existing IKE schemes [21, 35] is given
in Table 2. In fact, the WLC+08 scheme [35] has the threshold property and does not have a hierarchical
structure, and therefore, we set the threshold value is one in the WLC+08 scheme and the hierarchy depth
is one in the HHSIO5 scheme [21] and our scheme for the fair comparison. The HHSIO5 scheme meets the
IND-KE-CCA security, however the scheme is secure only in the random oracle model (ROM). Both the
WLC+08 scheme and ours meet the IND-KE-CPA security in the standard model (i.e. without random ora-
cles). Although assumptions behind these schemes (i.e. the computational bilinear Diffie-Hellman (CBDH),
decisional bilinear Diffie-Hellman (DBDH),* and SXDH assumptions) are different, they all are static and

4The formal definitions of the CBDH and DBDH assumptions are given in Appendix A.




Table 1: Parameters evaluation of our ¢-level hierarchical IKE scheme.

Hop N 4#C
(€ +5)|Gi] + (20 + DGsl +Gr| | 71Gs| | 51Gsl | 2i+ 1[Gl | 3Ga| + |Grl + 12,

Encryption Cost | Decryption Cost | Assumption
0.,0¢+41 | [3020 | SXDH

G1, Ga, and Gr are cyclic groups of order p, and |G1|, |Gz|, and |Gr| denote the bit-length of a group element
in Gi1, Gg, and Gy, respectively. |Z,| also denotes the bit-length of an element in Z,. #pp, #dk, #hk,,
#hk;, and #C denote sizes of public parameters, decryption keys, ¢-th level helper keys, i-th level helper
keys (1 <4 < £—1), and ciphertexts, respectively. In computational cost analysis, [-, -, -, ] means the number
of [pairing, multi-exponentiation, regular exponentiation, fixed-based exponentiation]. For comparison we
mention that relative costs for the various operations are as follows: [pairinga 5, multi-expa 1.5, regular-
exp:= 1, fixed-based-exp< 0.2].

Table 2: Efficiency comparison between our construction and existing schemes.

Scheme [ Hpp | gar | #hk | e
HHSIO05 [21) (¢ =1) 2|G,| 3|G,| |Gy 3|Gpl + | M|+ |r]
WLC+08 [35] (2n 4 5)|Gy| 4Gyl | 2IGy| 3|Gyp| + |G|

Ours (£ = 1) 6|G1| + 9|G2| + |Gr| | 7|Ge| | 5|G2| | 3|Gi| + [Gr| + |Zy|
Scheme “ Encryption Cost | Decryption Cost | Assumption
HHSIO5 [21]) (¢=1) [1,0,2,1] [4,0,2,1] CBDH (in ROM)
WLC+08 [35] [0,1,3,1] [3,0,0,0] DBDH
Ours (£ =1) [0,0,5,1] [3,0,2,0] SXDH

The notation used here is almost the same as that in Table 1. #hk denotes the helper-key size, and |G,|
denotes the bit-length of a group element in a source group G, in the symmetric setting. |M| denotes the
bit-length of plaintexts. r is a randomness that depends on the security parameter, and |r| denotes its
bit-length. n denotes the bit-length of identities in the scheme.

simple. We emphasize that the threshold structure does not strengthen the underlying DBDH assumption
of the WLCH08 scheme since the structure was realized via only threshold secret sharing techniques [4, 29].
Note that we do not take into account the parallel IKE scheme [34] since the model of the scheme is slightly
different from those of the above schemes. However, the public-parameter size of the parallel IKE scheme
also depends on the size of its identity space, and we mention that this is due to the underlying Waters
IBE [32], not due to the parallel property.

As can be seen, we first achieve the IKE scheme with constant-size parameters in the standard model.
Again, we also get the first IKE scheme in the hierarchical setting without random oracles.

5 Proof of Security

We describe how semi-functional ciphertexts and secret keys are generated as follows.

Semi-functional Ciphertext: Parse a normal ciphertext C as (Cyp,C1,Ca, Cs,tag). A semi-functional
ciphertext C := (Cy, C1, Ca, Cs, afé) is computed as follows:

Cvo = Coelgy, go) %M = ]\46(91792)7aco(as+u)+yos7
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Cl = 01,
Cy := Cogl = g7*™

[

/—
~ T T1,5\t; To\tag T3 —H
Cs = Cs (g7 T (o)) (97) ™55 )

Jj=0

_H(I$1,4+Z€;é(tjxl,j)+372tag+373)
= C39, !

_ g— (as+p) (le,H‘Zf;é (tjz1,j )+w2tag+13)gs(1y1,e+2§;é (tjy1,5)ty2tagtys)
— J1l 1 ’

and tag := tag, where p & L.

Semi-functional Decryption and Helper Key: Parse a normal helper key hk%lzl as (R;, D1, D, Do, D},
D3, {(Kj,KJ’-)};-;%)). A semi-functional helper key El;ili := (R;, D1, D}, Dy, D}, D3, {(KJ,IN{]’)};;%)) is

computed as follows: R(y) = ng), REI) = ngx)’

7
— — +
D1 = 1)19’2Y = 932;27 —Y,

~ Yo+ (Tyr, e+ 3521 (t5v1 5)+us)+v¢
D = D119;¢:920 LT eg=e BTG TS )

~ . _ _

D2 = D2g2 a — 92 T2 0‘7

Dy = Dy = = g TR e
D3 := D3,

Kj = K" =" (0<j<i—1),

r - / —m —TrT J‘—m . .
K;:=Kjg, © =g 7 * (0<j<i-1),

where ¢, {¢; ;;%) & Z, and vy & Z,. Note that hk£?20 means dkr, for any ¢y € 7y. In particular,
—~(0 —
hkit)o (= dkz,) is called a semi-functional decryption key. We also note that in order to generate the

1
semi-functional decryption or helper key, g5 is needed in addition to the public parameter.
A semi-functional ciphertext can be decrypted with a normal key. This fact can be easily checked by

6(91792)_““e(gfu(ml’ﬁzﬁgé(tﬂl’j)ﬂztagﬂg), Ds)

=1

e(gl, D3¢ D})

Also, a normal ciphertext can be decrypted with a semi-functional decryption key since it holds

_dtag —2®
e(C1,93%%893%)e(Ca, g5 * 8g, © ) = 1.

A helper or decryption key obtained by running the A-Gen and Upd algorithms with a semi-functional
helper key is also semi-functional.

Proof of Theorem 1. Based on [24, 27], we prove the theorem through a sequence of games. We first define
the following games:

Gamege,: This is the same as the IND-KE-CPA game described in Section 3.
Gameg: This is the same as Gamege, except that the challenge ciphertext is semi-functional.

Game;, (1 <k < ¢): This is the same as Gameg except for the following modification: Let ¢ be the maximum
number of identities issued to the KG or KT oracles, and I; (1 < i < ¢) be an 4-th identity issued to the
oracles. If queries regarding the first k identities Iy, ..., Iy are issued, then semi-functional decryption
and/or helper keys are returned. The rest of keys (i.e., keys regarding I1,...,I,) are normal.

11



Gamegina: This is the same as Game, except that the challenge ciphertext is a semi-functional one of a
random element of Gr.

Let Sgreal; Sk (0 < k < q), and Spinal be the probabilities that the event b’ = b occurs in Gamegea, Gamey,
and Gamegj,,|, respectively. Then, we have

q
1
Advify o BEOPA(N ) < [Seat = Sol + Y 1Si-1 = il + [Sg — Seinall + [ Seinat = 5 -

i=1
The rest of the proof follows from the following lemmas.
Lemma 1. If the DDHI assumption holds, then it holds that |Sgeas — So| < 2Adv£gH1()\).
Proof. At the beginning, a PPT adversary B receives an instance (g1, 97, 912, g2, T') of the DDH1 problem.
Then, B randomly chooses o, yo, {(%1,5, y17j)}§20, To, Y2, T3, Y3 & Z,, and creates

—T2 Y2

z:=e(g7", 92)"0e(g1,92)", w1 ;= (¢5") " g™ (0 <G <0), wy = (g") "¢}, by = (g7") 091"
B sends pp = (gl7gla7 {ul,j}§=07w1u h13927 {(ggl,_7‘7g?2Jl-,.7') §=0795279;37932793372) to A. Note that B knows a
master key mk := (x0,y9) and we implicitly set o := ¢3.
B can simulate the KG and KI oracles since B knows the master key.
In the challenge phase, B receives (Mg, M}, I*,time*) from A. B chooses d <& {0,1}. B chooses
tag* & 7Z,, and let t7 = Tj(time*) (0 < j < £ —1). B computes
CG = Mge(T, g2) " e(g1?, 92)*°, C7 = g7*, C3 =T,
Ci = T—I*m,z—zﬁlé(t;m,j)—ﬂiztag*—w3 (g?)I*yl,zﬂ-Zf;é(tjyu)+yztag*+y3_
B sends C* := (C},Cy,C5,C5, tag®) to A.
If b = 0, then the above ciphertext is normal by setting s := ¢o. If b = 1, then the above ciphertext is
semi-functional since it holds

Cy = M;e(gl’92)*$0(6152+#)+y062 _ ]\4;6(917gz)*ﬂvo(oés+u)+yos7
C; _ gf102+u _ g?s-i-u

—(crea+p) (T o1, e+ 350 (6 m1,5)+ootag™+33) ca(T™y1 e+ X520 (H y1 5) +y2tag” +ys)

*
Cs =9 g1
. g—(GS-HL)(I*ﬂfl,e-‘rZﬁ;é(t;ml,j)+z2tag* +-”f3)gs(1*yl,f+2§;é(t;yl,j)-*-yztag*-i-ys)
=N 1 :

After receiving d’ from A, B sends b’ = 1 to the challenger of the DDH1 problem if d’ = d. Otherwise, B
sends ' = 0 to the challenger. O
<

Lemma 2. For every k € {1,2,...,q}, if the DDH2 assumption holds, then it holds that |Sk—1 — Sk|
2Ad DDH2()\)
VG B .

Proof. At the beginning, a PPT adversary B receives an instance (g1, g2, 95", 952, ') of the DDH2 problem.
Then, B randomly chooses x, yo, {(2] ;, ¥ y’l”j)}gzo, xh, xh, yh, yy & Zy, and « & Z,, and (implicitly) sets

/ !
z{ + Yo Ty, ;
o= s w1y JT’ where y j := v} ; +coyy; (0< 5 < 0),
/ !
xhH + Co T3+ Y3
Ty i= T Y2 i= 0o, T3is , where ys 1= 5 + c21/5.

B creates

—p! ’ v
Ty, —x3

zi=e(gr,02) ™0, wyi=gy 7 (0<j<0), wi=g ", hyi=gy ",

12



’ ’
=i+l vl

) . . yi; " .
gy =gy * (952) T (0<5<0), g3t =gy (952)" (0<j <0),
i i Ié+yé L-’Ii/ / "
95° =g" (957)°, 98 =95, 3" =gy © (95°) . g5°:=05°(95")"

T1,5 Y15 Y2 Y3

B sends pp := (91, 9, {u1,5} 5=, w1, T, 92, {(92"7, 92" ) Ym0, 9271 957, 9%, 95°, 2) to A. Note that B knows a
master key mk := (zo, yo)-

We show how B simulates the KG and KI oracles. Let I; (1 < ¢ < ¢) be an i-th identity issued to the
oracles. Without loss of generality, we consider A issues all identities I; # I* to the KG oracle, and issues
only queries regarding I* to the KI oracle.

KG oracle. B creates k — 1 semi-functional decryption and helper keys, and embeds T into the k-th keys.
The rest of keys are normal.

Case i < k: After receiving I;, B creates and returns semi-functional keys. Since B knows the master key
and a, B can create both normal and semi-functional keys.

Case i = k: After receiving Iy, B creates semi functional keys by embedding T as follows: B chooses
Béy), ... 754@17 ((f), ... ,Blgfl & 7, and sets BW) = Zﬁ;é Bj(y) and B®) .= Zﬁ;é ﬁj(»x). B computes
_gW
R =g, (0<j<t-1),

_g@
RW =g, (0<j<t—1),

D, :=T,

D) = 912;0+B(y> (ggl)Ikyi,ﬁryéTIkyi',wLyé”

Dy := ((ggl)xlzT)_év

Dy = 95%_3(1)(951 ’MQQ%T* e ;
Ds := g3',

Kj = (95" (T (0<j < £-1),

K= ()t <y,

Bsets dkyo := (RS, R$”), hk{) := (R, R™) (1 < i < €-1), hk) := (D1, Dy, Da, DY, Dy, {(E;, K})}Zh).

If b = 0, then it is easy to see that the above keys are normal by setting r := ¢;. If b = 1, then the
above ciphertext is semi-functional since it holds

cico+ Yo T+
D1:=T29212 729‘212 Y

)

D =g TP (g5t )T et ol

o+ BW e 1k (v o2t Db teaud) vTeyl o tuE)  yo+ B 4r(Teyretys) o
=92 9o =9s 92
PR, -1 _ealepten) 4 .
[p— 1 —_ « [e— - 2 o
D; -—((92 ) QT) =9, 9o " =95 P9, 7,
, _ﬁ_B(m) c Iy (2] ptvy D+eh+us  _wo Iy o tuf
Py— «@ 1 _% «@ _f
Dy =g, (95") 92
B@ (2 +vo)+e1 (I (2] p+uy pteavy P+(ah+us+eavy)) Y1y o +uy)
— - - «@ - (e
=32 92

foZ:2
o

_IO_B(I) —T‘(Ikwl’z-'rwg) —
92 )

K = (gt )h (T = gt Vo e2Via) it — gpna i (0 < j < 0= 1),

A / "
TR W R W
o

Ky =(g5) ™
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/7 ’ 1" "
cr(zy jtvy jteavy ;) vy e g
_ _ _ray ;

=92 “ Go © =gy gy © (05j<L-1),

where T := ¢5'?17 r = ¢, ¢ := Teyy o +yy, and ¢j :=yi; (0 < j < £—1). Since y7; and yi are

chosen uniformly at random, ¢ and ¢; are also uniformly distributed.
Case i > k: After receiving I;, B creates and returns normal keys by using the master key.

KI oracle Without loss of generality, suppose that A issues k — 1 identities Iy,...,Ix_1 to the KG
oracle, and then issues a query (i,I* time) (i.e., I* = Ij) to the KI oracle. Note that for some spe-
cial level 5 € {0,...,¢}, A cannot issue time such that T;(time) = T;(time*) if ¢ < j (B does not
need to know which level would be the special one in advance). B creates and stores decryption and
helper keys (dkr O,hks)o, .. .,hkﬁ) ) as in the case i = k of the KG oracle. Then, B repeatedly runs
0+ A-Gen(hk{t), time*) and hk{: ! Upd(hk{® oY, 6 ") for k = £,...,i+ 1, where t, := 0 and
ty == Tr(time) (i < k < ¢ —1). B returns hk%{ti to A. Note that from the second query for I*, B answers
queries by using the stored keys.

It is obvious that the returned key is an well-formed normal key if b = 0. We show that the returned
key is semi-functional if b = 1. Since (dkr- o, hkg),o, ey hkﬁ{o) is generated as in the case i = k of the KG
oracle, the forms of hkr« ;, = (RZ(.y), REI),Dl, D}, Dy, D}, D3, {K, K}, }i_}) are as follows.

RW —g B R® — B

9 Rz - g2 9
_ (eaatP)eaty _ _yar+y
Dy =g, =93 )
o) _gyo+ZL;2 B +(er+) (T (5 pteayy DH0Th L tr (W) pteayt ) +ys+eayd)
1 —J2
(I*yil +Zk i— 1t1€yl1,,k+y:/3,)
2
7990“‘223) BWY fr (1 yr o+ 020 tkyl.k+y3)g'y¢
=92 2 >
7(C1+f)(w/2+62) 71 o
B _ —TT2 "o
Dy =g, 9o " =9y G2 7,
(1 +) (T (@] ) gteavt VHTpTE ) te (@] vl o2t )+ (@b +uhteaul) @y 4T gt +u4)
, To+yo Z;c 105(1)7 1 1,67Y1,67°2Y1 ¢ k=i—1 "k\T1 kTY1 g TC2Y1 & 3TYzTCc2Y3 AR Wi k=i—1 kylk v
D;, = o
2 =9s 92
_g—wo—zz;tBff)—r(l*m,z-i-Zi;Ll tk£1,k+$3)gfﬁ
—J2 2 )
(c14+™) (v pte2vi i) vyl s Y1,k vqﬁk
Ky =g, 92 = 92 (O<k<i-1),
(c1+7) (@] p+u] pteavy p) 91 o RL
/ - - —TTLE T .
K} =g, “ 92 ° =9 g * (0<k<i-1),

where v comes from T = gchZJﬂ’, 7 is randomness due to the re-randomization procedure in the A-Gen

algorithm, 7 := ¢ + 7, ¢ := I*y; +Zk ity g tys,and @5 =y, (- 1<k <(-1).
We have to pay attention to a query (,I* tlme) such that ¢ > j and T;(time) = Tj(time*). In the case
above, A can derive

a1 _ (v) (z) D D/ ( ! Do, D! _BJ(‘I) D

de*,TO(time*) - (RO 5 RO 1, 92 ; 2 2 9o ; 3);
from hkzi+ 7, (tine)- Namely, A can obtain a decryption key for I* and time* with noises B;y) and ﬁ;z). Then,
we have ¢ = I*y/ , + Zk O(t,*cy’l’k) +yY. This ¢ is the same as tag , which is defined in the challenge phase.

Therefore, ¢ is not uniformly distributed from the viewpoint of A, and the proof seem to fail. However,
the simulation actually works well since we can observe the above simulation from another perspective: We

regard (5](-y), 3](-95)) as (ﬁ’§-y) + X, B,g;:) + X). The above ¢ then turns to I*y}, + Zk O(t;‘;y’l’k) + 4 + x (and
the noises turns to /3’ ;y) and S’ ;1)), and therefore such a collision of randomness never occurs since A never
knows the values of (Bj(y), B](I)).

14



In the challenge phase, B receives (M, My,I* time*) from A. B chooses d & {0,1}, and sets t; :=
T;(time*) (0 < j < ¢—1). However, BB cannot create the semi-functional ciphertext for I* without knowledge
of ¢y (and hence y1 ; (0 < j < ¢) and y3). To generate the semi-functional ciphertext without the knowledge,
B sets

-1
Rt * *
tag ==—» () — Ty, —vf.
j=0
Since 7 g, - - -, y{ , and y3 are chosen uniformly at random, probability distribution of tag is also uniformly

at random from A’s view.5 Then, B chooses s < Zyp and p & Z,, and computes

Cy - =Mjz%e(g1,g0) """ = Mje(gy, g) 0@t tvos

Cy =g7,
Sk _astp
C3 =g,

— * —~ L—1 % 1 ’ (o0 ’ et ’ ’
Sk t; 1*  tag” S =BT To) (= 4y )TN (2 o+ ) Fastag +ah+ys)
(3 :(H(“ﬂj)%,z% hi) g !

j=0
-1 s
& it

_ J I tag
—(H(ul,j)ul,ﬁwl hl)

=0

— B (ST (YL D) AT (3 o+t ) Fohtag Fahtyh) — 2R (TITi (4 y) )+ g yy)
9 91

_ e t; o\ 1* t?g*h S u( f;l)(t;wl,j)+1*z1,z+mzﬂfg*+m3)
= H(”Lj)“l,zwl 1) 91 :

j=0

B sends C* := (C¢,Ct,C3,C%,tag’) to A.

After receiving d’ from A, B sends b’ = 1 to the challenger of the DDH2 problem if d’ = d. Otherwise, B
sends ' = 0 to the challenger. O
Lemma 3. |S; — SFinall < 2Adv£gH1(A).

Proof. At the beginning, a PPT adversary B receives an instance (g1, 97", 972, g2, T) of the DDH1 problem.
Then, B randomly chooses {(z1,;, 4] ;)}i—o: T2, ¥h, T3, U &7, and o & Zy, and (implicitly) sets

To = 1, Yo 1= Toa + Yo, Y15 = 10+ yy; (0S5 <E), yo = xzaa 4 yh, Y3 = T30+ Y3
Then, B creates

’
Y15

z:=e(g1,92)", urj =g, (0<5 <0, wy:=g{* hi:=g{*
B sends pp = (9179?, {ul,j}§:03 w1, h1a927 {(gglijggl,j) 5207952795379323933a Z) to A. Note that B does not
know a master key mk := (xo,yo).

KG oracle. When receiving I from A, B first generates (initial) semi-functional keys as follows. B chooses

T T * . . - l—
B(()y), ol lg‘li)l,ﬂo ), c 15_)1,7", L TN Y & Z, and 7y & Z;, and (implicitly) set BW .= Zj:é ﬁ;y),

B® .= Zﬁ;(l) BJ(-I), ¢ =z 4+ r(Izre +x3) + %’, and qb} =rry; + % (0<j<{¢-—1). We compute

5The fact that the formula in such a form is uniformly distributed was traditionally studied in the context of unconditionally
secure authentication protocols (e.g., [11, 23, 30]).
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B9 =g 0<j<1
Dl :ggzr+’77
r oyt ptuh)tad’  moatyitr((@neatyn o) I+wstyl ) Hve  yotr(yreItys)+ye
Dy =g, =95 =95 )
~ _ _
Dy =g, 7"

~7 —¢’ —zo—r(Izy o +a3)— 22
Dj =g, v = 92 5

. r+B
D3 ~_92 )

ffj ::gryl,j-m(bj _ g?‘(yl,j“‘axl,j)‘i"wa‘ _ g;yl,j-‘rwﬁj 0<j<l-1)

2 - J2 )

rr —9; —ray ;-2 .
Kj=g, "=g, 7 = (0<j</{-1).
B sets and returns dkg o := (R(()y),]%(gx)), hk‘% = (R;y),ﬁgx)) (1 <j<{¢-1),and hkée()J := (Dy, D}, Dy, Db, Ds, {(K'],f{;) ?;é).

KT oracle. Without loss of generality, we fix any j € {0,1,...,¢} as a special level, and suppose that B
receives a query (i,I*, time) such that ¢ # j and T;(time) # T;(time*) if i < j, where I* and time™* are the
target identity and target time, respectively. Then, B can generate initial semi-functional keys for I* as in
the KG oracle. Therefore, B can return any i-th semi-functional key for I* at time.

In the challenge phase, B receives (Mg, M;,I*,time*) from A. B chooses d & {0,1}. B chooses
s, tag* & Z,, and computes

C’S = M; ' e(glagQ)yose(T,g2)_la éik = gfa é; = g]i‘éngQ?
-1
C; = (H(Uifj)u{jewfag*h1)s(gfz)_ Sjco(w1t))—a1 1" —watagT —ws
j=0
B sends C* := (C, Ct,Cs,C%, tag*) to A.
If b = 0, then the above ciphertext is semi-functional one of M by setting i := co. If b = 1, then the
above ciphertext is semi-functional one of a random element of G since it holds

Gy = Mj - elg1,92)* 1"
— M; 3 6(91792)—x00¢s+y05—w0u—n
=M - 6(91792)7m°(as+u)+yose(91792)777

=R 6(91792)—1‘0((x5+u)+y037

where R = M} - e(g1,92)"".

After receiving d’ from A, B sends b’ = 1 to the challenger of the DDH1 problem if d’ = d. Otherwise, B
sends b’ = 0 to the challenger. O

Proof of Theorem 1. From Lemmas 1, 2, and 3, we have

q
1
Advf{ 2 KEOPA(N, ) < |Skeat — Sol + Y _ |Si—1 = Sil + g — Skinall + | SFinal —

IKE 5‘
i=1

< 4AdvG R (N) + 2q - AdoG BT (N). O

6 Chosen-Ciphertext Security

Boneh et al. [5] proposed an well-known transformation from (¢ 4 1)-level CPA-secure HIBE (and one-
time signature (OTS)) to ¢-level CCA-secure HIBE. We cannot apply this transformation to a hierarchical
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IKE scheme in a generic way since it does not have delegating functionality. However, we can apply their
techniques to the underlying Jutla-Roy HIBE of our hierarchical IKE, and therefore we obtain CCA-secure
scheme. We show the detailed construction as follows. We assume a verification key vk is appropriately
encoded as an element of Z, when it is used in exponent of ciphertexts.

Let Ilors = (KGen, Sign, Ver) be an OTS scheme.® An ¢-level hierarchical IKE scheme I;5p =(PGen,
Gen, A-Gen, Upd, Enc, Dec) is constructed as follows.

- PGen(\, £): It runs (G1, Ge, Gr, p, g1, g2, €) < G. It chooses iUo,yo,{($1,j,y1,j)}§:o7i"17131,9027y2,5103,1/3 &
Z, and a & Z, , and sets

z = 6(91’92)_10014‘90’ uy =g, —T1,;0+Y1,5 (O S] < f),

=g m1a+y1’ _ g—f6206+y2’ hy = gl—zsoc+y3.
It outputs
pp = (glvg(llv{u17j}§:07a17w17h15923{(g 1179311) j= 0a92 a92 792 792 7922/2592213a )
mk := (xo,Yo)-
- Gen(mk, ID): Tt chooses Béz), . ,ﬂe 1 0 ,.. .,Bl@l, r& Z,, and let BU) := Zf;é ,6’1-(j) for j € {z,y}.

It computes

(U) (x)

R(y>_92j (0<j<t-1), Rﬁ-z):gf" (0<j<e-1),

Dy = (g8), D= g (g8 t)
T2\ —T —x (z) e

Dy :=(g3*)"", Dj:=gy "~ P ((9“)9

Dyim gy, K;im (g0 (0<j<0-1), K= (™) (0<j< 1),

Ko = (g5")", Kiy, o= (g5%)"

-r

It outputs
dkyo = (R, RE™),
Wkl = (R, RY) (1< i <0-1),
hkg()) = (D17D/1aD27D/27D35 {(KJ7K/)}] O?K?)k‘7 'l/}k})

- A-Gen(hk{?},, time): If t; # Ti(time), it outputs L. Otherwise, parse hk{"}, as (R{",R("), D1, D}, Dy,
D}, D3, {(K;, K))}\Zg, Kok, K},). It chooses 7 < Zp, and let t; := Tj(time) (i —1 < j < £—1). It

Jj=0’
computes
-1 R
di = Di(g¥)", dy = Dyki-) (o) TT ((98))a8°)
j=i—1
-1 —
da = Da(g5*) ™", dy = Dy(KI_)" ((g5™)* T ((65™)9)e5%)
j=i—1

d3 == Dzgh, k; _K(y”) 0<j<i—2), K :=Kj(g") " (0<j<i-2),
kvk = Kvk'(gz ) » ’uk = ;k(ggl)f'

It outputs 6, " := (d1,d}, do, db, ds, { (ky, k) Y22, ok KLy

j=0

6The formal dcscrlptlon of the OTS is given in A.
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- Upd(hkgzi,ég)): Parse hkzyg and (5%) as (R,Ey),Rgm),D]_,D/I,DQ,D/27D3, {(KJ,KJ’)}; }),Kvk,Kl’)k) and
(dv,d,, do, db cig,{(k],k;)};—g,kuk,k;k), respectively. Tt outputs hk{), := (R R Dy, D}, Dy, Dj,

D (g, KDY b, Kot KLy = (R B,y i R o, R s, (e, Y bk )
- Enc(I, time, M): Tt first runs (vk, sk) < KGen()\). Tt chooses s, tag < Z,. For M € Gr, it computes

{—1

Co = Mz*, Cy:=gj, Cy:=(g7)°, C3:= (H(ul J)U1 euijkw;aghl) )
j=0

where ¢; := Tj(time) (0 < j < £ —1). It also runs o < Sign(sk, (Co, C1, Ca,C3,tag)), and outputs
C = (’Ulf, Co, Cl, CQ, Cg, tag, O’).

- Dec(dkz 4y, (C,time)): If ¢y # Tp(time), then it outputs L. Otherwise, parse dkr 4, and C as (R(()y), R(()I),
D,, D5, D3, Ky, K ,.) and (vk, Cy, C1, Ca, Cs, tag, o), respectively. If Ver(vk, Cy, C1, Cs, Cs, tag, o) —
0, then it outputs L. Otherwise, it computes

Df = D (Ku)"™, Dy = Dy(Ky)"™.
Finally, it outputs

_ Coe(Cs, D3)
6(01, Dfagﬁll)e(c% D;agbé)

The correctness of the above IKE scheme Il;xg can be checked as in our CPA-secure IKE scheme described
in Section 4.

For the security of our construction above, we obtain the following theorem. The proof is omitted since
this theorem can be easily proved by combining Boneh et al.’s techniques [5] and our proof techniques of
Theorem 1.

Theorem 2. If the underlying OTS scheme llprg is sUF-OT secure and the SXDH assumption holds, then
the resulting £-level hierarchical IKE scheme W xp is IND-KE-CCA secure.

7 Public-key Encryption with Hierarchical Key Insulation

In this section, we consider the hierarchical key insulation structure in the public-key-encryption setting.
Specifically, we newly formalize ¢-level hierarchical public-key-based key-insulated encryption (PK-KIE), and
propose a concrete construction for it. This proposal is the first realization of PK-KIE in the hierarchical
setting.

7.1 Model and Security Definition

£-level hierarchical PK-KIE takes almost the same procedure as £-level hierarchical IKE. A receiver generates
a public key pk and initial secret keys dkg, hlc(()l)7 ey hk(()e), where dkg is an initial decryption key and hk(()i)
is an initial i-th helper key. Each helper key is stored in different devices. A sender encrypts a plaintext M
with the public key pk and current time time. The key-updating procedure is the same as that in ¢-level

hierarchical IKE. After receiving (C,time), the receiver can decrypt a ciphertext C' with dky, if to = Tp(time).

An (-level hierarchical PK-KIE scheme Il pg g consists of five-tuple algorithms (Setup, A-Gen, Upd, Enc,
Dec) defined as follows.

— (pk, dko, hk(()l), cee hk(()e)) + Setup(A, £): An algorithm for key generation. It takes a security parameter
A and the maximum hierarchy depth ¢ as input, and outputs a public key pk, an initial secret key dkq,
and initial helper keys hk(()l), ey hkée), where hk(()l) (1 <1i<¥)is assumed to be stored user’s i-th level
private device.
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- (S%f%tme) or L < A- Gen(hk:lgi)7 time): An algorithm for key update generation. It takes an - th helper

key hk( ) at a time period t; € T; and current time time as input, and outputs key update 5

tlme)

if t; = T;(time); otherwise, it outputs L.

- hk( D Upd(hk 9 5( )). A probabilistic algorithm for decryption key generation. It takes an i-th

helper key hk( ) at a time period t; € T; and key update 6&? at a time period 7 € 7; as input, and

0)

outputs a renewal i-th helper key hk:( Y at 7. Note that for any to € To, hk:t(0 means dk, .

— (C,time) < Enc(pk,time, M): A probabilistic algorithm for encryption. It takes a public key pk,
current time time, and a plaintext M € M as input, and outputs a pair of a ciphertext and current
time (C, time).

— M or L < Dec(dk,, (C,time)): A deterministic algorithm for decryption. It takes dk;, and (C, time)
as input, and outputs M or L, where L indicates decryption failure.

In the above model, we assume that IIpx;z meets the following correctness property: For all security
parameter A, all £ := poly(\), all (pk, dko, hkS" ... hk$") < Setup(),€), all M € M, and all time € T, it
holds that M < Dec(dkr, (tine), Enc(pk, time, M)), where dkr,(sine) is generated as follows: Fori=4¢,...,1,
kS 1) ey < Upd(hE{ D A-Gen(hky) . time)), where some t; € T; and hkj,

_1(time) T; (time)’ To (tlme) dkTO(time)-

We consider the strong security for (hierarchical) PK-KIE, i.e., indistinguishability against key exposure
and chosen ciphertext attack for PK-KIE (IND-KE-CCA). Let A be a PPT adversary, and A’s advantage
against IND-KE-CCA security is defined by

(pp, dko, k.. 1k < Setup(), £),
. MF timet KI(-,), Dec(’) (§; 1
AdvIND-KB-CCA(y gy |pr | i = b (]\{O,Ml,tlme ,state) +— A (find, pk), | 1 .
’ b & {0,1},C* « Enc(pk, time*, M), 2

V<« AKICo).Deel) (guess, O state)
where KI(-,-) and Dec(-) are defined as follows.

KI(-,-): Foraquery (i,time) € {0,1,...,£}xT, it returns hkY by running 6(] — A- Gen(hk( ) time)

T;(time) 1(t1me) T;(time)’
and hk 1« Upd (k'™ 5“ Heimey) fOr G =0 it 1
Dec(-): For a query (C,time), it returns Dec(dkry (yine), (C, time)).
A can issue any queries (i, time) to the KI oracle if there exists at least one special level j € {0,1,... ¢}

such that

1. For any time € T, (4, time) is never issued to KI.

2. (i,time) € {0,1,...,5 — 1} x T such that T;(time) = T;(time*) is never issued to KI.
A is not allowed to issue (C*,time) such that Tp(time) = Tp(time™) to Dec.

Definition 5 (IND-KE-CCA). An {-level hierarchical PK-KIE scheme Il pk g is said to be IND-KE-CCA
secure if for all PPT adversaries A, Adv{{ifj‘fﬁ'cc‘q (M, €) is negligible in X.

Remark 3. The above security definition captures strong security. In particular, the above definition is
equivalent to traditonal definition of PK-KIE [2, 14] when € = 1.

7.2 Construction

We construct an f-level hierarcical PK-KIE scheme based on our CPA-secure hierarchical IKE construction
and an well-known transformation from any CPA-secure IBE scheme and any OTS scheme to a CCA-secure
PKE scheme [5, 8]. Therefore, this construction is similar to a CCA-secure hierarchical IKE construction
proposed in Section 6. The main difference between them is that in this construction, the master key of the
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Jutla-Roy HIBE scheme is used as an /-th level helper key as in the existing construction of PK-KIE from
an IBE scheme [2], whereas it is used as the master key in the CCA-secure hierarchical IKE construction.

An (-level hierarchical PK-KIE scheme Il pgrr =(Setup, A-Gen, Upd, Enc, Dec) is constructed as follows.

- Setup()\,ﬁ): It runs (GlaG27GT7p7g179276) — g It chooses x07y07{(ml,jvyl,j)}?;éu@17g17x2ay271’.37y37<i
Z, and o & Z, , and sets

2= e(g1,2) 0N,y =g T (0< <01,

=g —Z1a+91 _g—x2a+y2 hy = —x3a+ys
() (y) 8
It chooses £ vaﬁe 1 0 ,...752_1 < Zp, computes
-1 -1 » -
y x

B(y) = ZBZ(ZJ)’ B(w) = Zﬂf@v D/ y0+B 7 D/2 — gz—xo—B ,
i=0 i=0
_ 3 (z)

RY =g, (0<j<t-1), RY =g (0<j<t-1).

It outputs

1,5 Yi,5

pk = (glag??{ul,j}g;é7ﬁ/lvwl7h1792a {(g » 92 ) g;é’g;27g§37932’91213’z)’
= (R, Ry") hk?) = (R, RY) (1<i<e-1), hky = (Df, Dj).

- A—Gen(hkt(i), time): If t; # T;(time), it outputs L. Otherwise, parse hkt(j) as (Rl(-y), Rgx), Dy, D}, Do, D},
D3, {(K;, K’)}; 6 Kury K7,.).7 Tt chooses r < Z,, and let ¢; := Tj(time) (i —1 < j < £—1). It com-
putes

dy = Di(gf)", dy o= Dy(Ki ) ( I1 (te5))et")

dy = Da(93°)™", = Dy(K_y) ) 1( H $3) )
j=i—1

d3 := Dsgy, kj=K;(g5") (0<j<i—2), Ki(gy) " (0<j<i—2),
]%vk = Kvk(gg ) s I%i;k = {;k(g21)7r-

It outputs &, " == (d1, d}, da, dy, ds, {(k;, &) V122, kop, k) 8

7o Vi) S j=0>
- Upd(hk{?,6): Parse hk}” and 8\ as (R, R("), D1, D}, D, Db, D, {(K;, K})}i=h, Koi, K),) and
(dl, 1,d2,d2,d3,{(l€]7k§)}; %,kvk,kzvk) respectively. It outputs hkz(l). (Rl(-y),Rl(- ),Dl,Dl,Dg,D27D3,{(K K’)}
f(’vk?qu;k):(Rz(y)vRiw)?d 7d/1 i 7d27dl2Rz(‘w vd37{k k/}z ¢ kvkvkvk)

725 5=0°

JO’

- Enc(pk, time, M): It chooses s, tag & Zp, and runs (vk, sk) < KGen(\). For M € Gr, it computes

-1
Co:=Mz°, Cy:=gj, Cy:=(g})°, Cs3:= (H(u? )ﬁll’kwl 28h )
=0

where t; := T;(time) (0 < j < ¢ —1). It runs o < Sign(sk, (Co,C1,C2, Cs,tag)), and outputs
C = (vk,CO,Cl,C’Q,Cg,tag, O’).

"In the case i = ¢, Ry, D1, D2, D3, and {(K;5, K’) 70 mean empty strings, and we consider these as identity elements in
G2 when these elements are used in operations.

8In the case i = 1, {(k], ])}ﬁ (1) means an empty string, namely we have 5( ), (dl, vy ds, ko, l;;k)
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Table 3: Parameters evaluation of our ¢-level hierarchical PK-KIE scheme.
#pk | #dk | #hke | #hks
(£45)[G1| + (20 + 5)[Ga| + |G| | 7|Gs] | 2IGs] | (2i + 9)|Go|

#C | Enc. Cost | Dec. Cost | Assumption
31G1| + |Gr| +12Z,| | [0,0,6+5,1] | [3,0,2,0] | SXDH

#pk, #hk©, #hk®, 4#dk, and #C denote the sizes of public keys, -th level helper keys, i-th level helper
keys (0 < i < £—1), decryption keys, and ciphertexts. k denotes the number of allowable leaked decryption
keys in the scheme.

- Dec(dky,, (C, time)): Ifty # Tp(time), then it outputs L. Otherwise, parse dky, and C as (RY), R\"), Dy, D}, Dy, D}, Ds,
and (Cy, C1, Co, Cs,tag), respectively. If Ver(vk, Cy, Cy,Co, Cs,tag, o) — 0, then it outputs L. Oth-
erwise, it computes
Dy o= Di(Kup)™*, Dy = Dy(I ;)"
Finally, it outputs
_ Coe(Cs, Ds)
e(Cy, DY*8 D} )e(Ca, D32 Dy)

We can easily check the correctness in a way similar to our hierarchical IKE scheme.

For the security of the above construction, we obtain the following theorem. This theorem can be also
easily proved by combining existing techniques [5, 8] and our proof techniques of Theorem 1. Therefore, we
omit the proof.

Theorem 3. If the SXDH assumption holds and Ilorg is sUF-OT secure, then the resulting £-level hierar-
chical PK-KIFE scheme llpgrg is IND-KE-CCA secure.

7.3 Parameter Evaluation and Discussion

We give a parameter evaluation of our scheme in Table 3. Again, the proposed construction is the first
PK-KIE scheme in the hierarchical setting.

We compare our scheme in the non-hierarchical case with existing PK-KIE schemes. Dodis et al. [14]
(strongly) CCA-secure (non-hierarchical) PK-KIE scheme under decisional Diffie-Hellman (DDH) assump-
tion. Namely, this scheme can be realized without pairings, though it does not satisfy optimal threshold
property, which means that the scheme is secure even if any polynomially many decryption keys are leaked.
As a result, the number of allowable leaked decryption keys ¢ has to be determined in the setup algorithm
of their scheme, and its parameter sizes depend on g. On the other hand, our scheme satisfies the optimal
threshold property, and achieves constant-size parameters when ¢ = 1. Bellare and Palacio [2] showed a
generic transformation from any CCA-secure IBE scheme to CCA-secure PK-KIE scheme. However, the
resulting scheme does not meet strong security. Cheon et al. [10] showed a generic transformation from
any timed-release encryption (TRE) scheme to strongly CCA-secure PK-KIE scheme. However, the re-
sulting scheme seems less efficient than ours since the currently-known, most efficient construction of TRE
scheme [?] needs a CPA-secure identity-based key-encapsulation system, a CCA-secure PKE scheme, and an
OTS scheme, whereas our scheme is based on a specific CPA-secure IBE scheme (i.e., the Jutla-Roy IBE)
and an OTS scheme.

8 Conclusion

In this paper, we first proposed an /-level hierarchical key-insulated encryption without random oracles
in both the identity-based and public-key setting. When ¢ = 1, our construction achieves constant-size
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parameters including public parameters, decryption and helper keys, and ciphertexts, and hence our IKE
scheme is more efficient than the existing scheme [35] in the sense of parameter sizes. Our IKE scheme is based
on the Jutla-Roy HIBE [24] (and its variant [27]) and techniques of threshold secret sharing schemes [4, 29].
Furthermore, we realized a hierarchical PK-KIE scheme based on our hierarchical IKE construction through
the transformation techniques [5, 8].
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A Definitions

We give the formal definitions of the CBDH and DBDH assumptions and OTS. In the following, we assume
the Type-1 pairing (i.e., G := Gy = Go).

Computational Bilinear Diffie-Hellman (CBDH) Assumption. Let A be a PPT adversary and we
consider A’s advantage against the CBDH problem as follows.

(2,G,Gr,g,€) < G,
Advgc:iDH(A) = Pr T = e(ga g>010263 C1,C2,C3 (i Zp,
T« AN 9,9, 9%,9%)

Definition 6. The CBDH assumption relative to a generator G holds if for all PPT adversaries A, AdvgiDH()\)
is negligible in \.

Decisional Bilinear Diffie-Hellman (DBDH) Assumption. Let A be a PPT adversary and we consider
A’s advantage against the DBDH problem as follows.

(p,G,Gr,g,¢) « G,

C1,C2,C3 &Zp,

b <& {0,1},

if b =1 then T := é(g, g)“1°2,
else T' & G,

b+~ AN g,9°,9,9%,T)

AdvBBPH(A) = |pr | U/ =0

DN | =

Definition 7. The DBDH assumption relative to a generator G holds if for all PPT adversaries A, AdvgﬁDH(A)
is negligible in \.

One-time signature. An OTS scheme Ilprg consists of three-tuple algorithms (KGen, Sign, Ver) defined
as follows.

— (vk, sk) < KGen(A): Tt takes a security parameter A and outputs a pair of a public key and a secret
key (vk, sk).

— o + Sign(sk,m): It takes the secret key sk and a message m € M and outputs a signature o.

— 1 or 0 « Ver(vk,m,o): It takes the public key vk and a pair of a message and a signature (m, o), and
then outputs 1 or 0.

We assume that I[Iorg meets the following correctness property: For all A € N, all (vk, sk) + KGen()\), and
all m € M, it holds that 1 « Ver(vk, (m, Sign(sk, m))).

We describe the notion of strong unforgeability against one-time attack (sUF-OT). Let A be a PPT
adversary, and A’s advantage against sUF-OT security is defined by

(vk, sk) < KGen(\),

Advﬁ%ﬁ;gg’(/\) :=Pr | 1<« Ver(vk,m*, o*) A (m*,c*) # (m, o) (m*,0*) ASign(')(vk) .

Sign(-) is a signing oracle which takes a message m as input, and then returns o by running Sign(sk, m). A
is allowed to access to the above oracle only once.

Definition 8. An OTS schemellprg is said to be sUF-OT secure if for all PPT adversaries A, Advﬁ%ﬁ‘g};()\)
is negligible in .
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