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1 Introduction

A stream cipher generates a long pseudo-random keystream from a short se-
cret key to encrypt a message by bitwise XOR operation with the keystream.
Since the sender and the receiver share the same secret key and the keystream
generation algorithm is deterministic, the identical keystream is generated at
the receiver side, which when bitwise XOR-ed with the ciphertext recovers the

message.

For a stream cipher, if there is an event such that the probability of oc-
currence of the event is different from the same event in case of a uniformly
random sequence of bits, the event is said to be biased. If there exists a biased
event based only on the bits of the keystream sequence, then such an event
gives rise to a distinguisher for the cipher. A distinguisher can computationally
differentiate between the keystream output of the stream cipher and a truly
random sequence of bits.

Very often, a distinguisher is directly used in mounting a message recovery
attack on stream ciphers. A famous example is the attack [20] on broadcast
RC4. Let Z, be the r-th keystream byte of RC4 and N = 256 be the standard
state array size of RC4. It was proved in [20] that Pr(Z; = 0) ~ £ for
RC4, whereas the same event in an uniformly random bitstream would occur
with probability % In the broadcast scenario, the same plaintext is encrypted
using multiple secret keys, and then the ciphertexts are broadcast to a group
of recipients, possessing the corresponding secret keys. For every encryption
key, the second message byte Ms has the probability ~ % to be XOR-ed with
0, and the probability ~ % to be XOR-ed with each of the other possible bytes
(subject to the obvious constraint that the probabilities sum up to 1). Thus, a
fraction of % of the second ciphertext bytes Cs are expected to have the same
value as Ms, and thus the most frequent value of Cs across all the samples is
the mostly likely value of Ms. The above approach has been adopted by [14]
in mounting message recovery attack on every individual message bytes 3 to
255 based on the distinguishers for RC4 keystream Z,., 3 < r < 255. Later, the
work [1] considered the collection of all the biases in all the keystream byte
together to perform joint message recovery. Similar message recovery attacks
can be performed based on the distinguishers on other stream ciphers as well
such as HC-128, Spritz etc. [18,24,5]. However, as case study, we focus on RC4

only, as its description is comparatively shorter and easier.

The efficiency of a distinguisher is measured by two complexities - the

sample complexity, i.e., the number of samples (of the involved keystream
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bits) required to identify the bias, and the data complezity, i.e., the number
of keystream bits required to identify the bias. For an attacker to successfully
identify and exploit a bias, one requires to inspect a certain length of the
output sequence so that one can collect sufficient number of samples for the
event under consideration. The less the number of samples or keystream bits
required to mount the distinguisher or to perform the message recovery attack,
the more is the efficiency of the distinguisher or the message recovery attack.
In general, the sample complexity and the data complexity need not be the
same. For many distinguishers, the keystream from one single key can be used
to mount the attack, but it is also possible to use different keystreams, with new
IV. For the message recovery attack, one always must use different keystreams
since one needs to look at one message bit/byte. Moreover, the biased bit/byte
might not be in the start of the sequence and this may affect the amount of
keystream required as well. Without loss of generality, in this paper we focus
on the sample complexity, since the goal is to compare the complexities of a
distinguishing attack and the corresponding message recovery attack. In the
rest of the paper, whenever we use the term data complexity, it actually means
sample complexity.

In all the above examples, the number of samples required to mount the
message recovery attack is considered to be of the same order as that of the
underlying distinguisher. However, we observe that in practice it is not always
so. For example, for the broadcast attack on RC4 second byte, the complexity
of message recovery attack for a success probability of 70% is around 8 times
higher than that of the distinguishing attack for the same success probability.
In this paper, we perform a rigorous analysis to understand this gap between

the data complexities of distinguishing attack and message recovery attack.

1.1 Our Contributions

We observe that there exist different approaches to estimate the data com-
plexity of a distinguisher, yielding different expressions, albeit sometimes one
may be a crude approximation of the other. Moreover, the data complexity
of a message recovery attack based on the distinguisher is usually taken to be
the same (or of the same order) as the distinguisher itself, though in practice
it is not necessarily true in all scenarios.

Our current work has the following contributions.

1. In Section 2, we review the different approaches used in the literature to es-

timate the data complexity and point out their connections and applicable
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scenarios. To our knowledge, such an expository coverage of the differ-
ent approaches has not been done so far. Wherever possible, we provide
short proofs of the results to make this exposition self-sufficient. For longer
proofs, we cite appropriate references.

2. In Section 3 and 4, we perform a rigorous statistical analysis of the message
recovery attack and show that in practice there is a significant gap between
the data complexities of a message recovery attack and the underlying
distinguishing attack. This gap is not necessarily determined by a constant
factor as a function of the false positive and negative rate, as one would
expect. Rather, this gap is also a function of the number of samples of
the distinguishing attack. Note that all the results (lemmas and theorems)

except Lemma 7 in Section 3 and 4 are our original contributions.

Though we have focused on one biased keystream byte in our analysis, the
result is directly applicable to biased sum of keystream bits from which
biased sum of message bits can be recovered, or more generally, it is also
applicable to biased vector of keystream bits from which the corresponding
biased vector of message bits can be recovered.

3. In Section 5, we perform a case study on RC4 stream cipher to demonstrate
that the typical message complexities inferred in the literature are but
under-estimates and the actual estimates are quite larger. We choose RC4
as our case study, as it has several well-known biases in the keystream and

serves as a good model to illustrate our theoretical analysis.

1.2 Notations

Before going into technical discussion, we list down some notations frequently
used in this article below.
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M :  The message space (the set of all possible bytes)

P The distribution of the keystream bytes over M
Podm: Distribution of the random variable X @ m, where X ~ P and m € M
Pz Probability of the byte z in the distribution P
pk) . The distribution of vector of k£ keystream bytes over ME
p(zk) : Probability of the k-byte vector z in the distribution Pk
Q: The prior distribution of the plaintext bytes over M
gz : Probability of the byte z in the distribution Q
o) . The prior distribution of vector of k plaintext bytes over MF
qik) : Probability of the k-byte vector z in the distribution o)
D, : n-dimensional discrete distribution over some countable set (same is P, Qn)
Ep[X] : Expectation of the random variable X under distribution P
Vp(X): Variance of the random variable X under distribution P
op(X): Standard deviation of the random variable X under distribution P
RE : Complement of a set R
Ber(p) : Bernoulli distribution with success probability p
B(n,p) : Binomial distribution with n trials and success rate p
N(p, 02) : Normal distribution with mean p and variance o

D Distribution function of standard normal distribution
¢ : Density of standard normal distribution
N

AN : Asymptotic Normal distribution
L Convergence in probability [15]
L Convergence in distribution [15]
2% . Almost sure Convergence [15]
diag(v) : Diagonal matrix with diagonal being the vector v

2 Revisiting Data Complexity of Distinguishing Attacks

In this section, we revisit the existing techniques for estimating the data com-

plexity of a distinguisher and point out their relations and subtleties.

2.1 Distance between Expectations

This approach has been used in [20]. We revisit their main result below.

Theorem 1 Suppose the event e happens in distribution Py with probability
p and in distribution Py with probability p(1 + q). Then for small p and q,
1

O<W) samples suffice to distinguish Py from Py with a constant probability

of success.

Proof Suppose we observe a random variable X, specifying the number of
occurrences of e in n samples. We are to make a decision whether the samples
come from Py or P;. Then, X, have binomial distributions with parameters
(n,p) and (n,p(14¢)) under Py and P; respectively. Its expectations, variances

and standard deviations are (assuming both p, ¢ < 1) as follows.

Ep,[Xc] = np, Ep,[X.] = np(1 + q),
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Vp,(Xe) = np(1 —p) = np,
Vp, (Xe) = np(L+¢)(1 = p(1 +q)) = np(1 +q),
op, (Xe) =/ Vp, (Xe) = y/np,
op, (Xe) = VVp,(Xe) = V/np(1 + q) = y/np.
The authors of [20] consider the size of n that implies a difference of at least

one standard deviation between the expectations of the two distributions. So,
we shall infer that the underlying distribution of X, is Py, if the difference
between X, and np is at least one standard deviation, i.e.

Xe —np > /np.
Hence, if the true sample generating distribution is P;, and « denotes the

failure probability, then our probability of success is given by
1—a=Pr(X.—np>np|P1)
— Pr (Xe—np(l—I—q) > —q/np + 1|fp1)
VP -
~1—P(—qynp+1) = d(qgy/np—1).

And therefore to get a success probability 1 — a, we have to get number of

samples

L@ 1-a) )’

- P>

O

For the sake of completeness, we present the algorithm for the above dis-

tinguisher below:

Algorithm Distinguisher 1
X, < Number of occurrences of the event e in n trials
it Xe > np+/np
Infer the distribution is Pi;
else
Infer the distribution is Pp;
Another important thing to note is the advantage of the above distinguisher:

Advantage = Pr(Inferred to be P;|P;) — Pr(Inferred to be P1|Py)
= Pr(X. —np > /np|P1) — Pr(Xe — np > /np|Py)
Xe—np
=l—-a—-Pr{—>1
o ( Vb 'PO)
~l—a—(1-(1) = (1) - a.

Note that when at least one of p < 1 and ¢ < 1 does not hold, the above
approach does not work.



Title Suppressed Due to Excessive Length 7

2.2 Simple Hypothesis Testing

A more rigorous analysis appeared in [6] that gets rid of the restriction p < 1

and ¢ < 1. We revisit this technique here.

Theorem 2 Suppose the event e happens in uniform random bitstream with
probability p and in keystream of a stream cipher with probability p(1+q). Then
the data complexity of the distinguisher with false positive and false negative

rates o and B is given by

(VT4 /AT T 204 0))
pq? ’
where ®(—k1) = a and P(ke) =1 — S.

n >

Proof Consider an event e with Pr(e) = p*, while observing samples of keystream
words of a stream cipher. Let X, = 1, if the event e occurs in the r-th sample;
X, =0, otherwise. In other words, Pr(X, = 1) = p* for all r. Thus,

X, ~ Ber(p*).

If we observe n many samples, then
n
ZX,. ~ B(n,p*).
r=1

When X,’s are independent and identically distributed (i.i.d.) random vari-

ables and n is large enough,

> X ~ N (np*,np*(1—p")).

r=1

We are interested in testing the null hypothesis
Hy:p"=p(1+q), q>0,

against the alternative hypothesis

The objective is to find a threshold ¢ in [np, np(1 4 ¢)] such that

n
Pr (ZX,, §c|H0> < a,

r=1
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ie.,
n Xr _ 1 _ 1
Pr (Zr_l np(l+q) _ c—np(l+q) |HO) <a <= c<np(ltq)—kio
01 01
and
Pr (ZXT>C|H1> <8,
r=1
ie.,
n Xr _ _
Pr(Zr—l Py C anHl) <B < c¢>np+ K209,
g} 02
where

and  P(kg) =1-p.

For such a c to exist, we need

np(l + q) — K101 > np + K209, (1)
ie.,
np(l+q) —np > K101 + Ka02, (2)
This gives,
2
(rivT=p+ 2/ T+ ) T —p(+ )
n > 5 . (3)
pq
O

In the special case, when both p,q < 1, the numerator of Equation (3)
is approximately equal to (k1 + k2)?, and one needs at least % many
samples to perform the test.

Table 1 gives the sample complexity, false positive and negative rates and
the success probability for some selected values of ki and ko.

Since 0.6915 > 0.5 is a reasonably good success probability, O(#) many
samples are enough to mount a distinguisher and this threshold is indeed used
as a benchmark to compare the data complexities of different distinguishing
attacks in practice.

A question now remains in the above distinguisher about how to choose

the cut-off point c¢. Theoretically, any value between the limits given in (1) will
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Table 1 Sample complexity and success probability for distinguishers.

K1 K2 Number of samples a B8 Success probability(1 — a) %
05 | 05 1/pg? 0.3085 | 0.3085 69.15%
0.5 2.25/pq2 0.1587 | 0.3085 84.13%
2 0.5 6.25/pq2 0.0228 | 0.3085 97.72%
0.5 1 2.25/pq2 0.3085 | 0.1587 69.15%
1 1 4/10q2 0.1587 | 0.1587 84.13%
2 1 9/1f)q2 0.0228 | 0.1587 97.72%
0.5 2 6.25/pq2 0.3085 | 0.0228 69.15%
1 2 9/}f)q2 0.1587 | 0.0228 84.13%
2 2 16/1)(12 0.0228 | 0.0228 97.72%

work. As we move along from the left hand upper bound, the false positive rate
decreases and the false negative rate increases. A popular idea in statistical
literature is to prefix the maximum value of the false positive rate, which is
called the level and consider the tests with a certain level. If we adopt the
same idea here, we should choose ¢ = np(1+¢q) — k1071. Then the false positive

error will be exactly equal to « and the false negative error will be

1_4,(7%*@10’1) <5

02
We would also like to mention that the above test procedure is asymp-
totically equivalent to the most powerful test with level a [9] (asymptotically
equivalent because it uses normal approximation to determine the critical val-
ues), which can be constructed with a sample of n iid Bernoulli observations.

For the sake of completeness, the algorithm of this distinguisher is given below:

Algorithm Distinguisher 2
X, + Indicator of occurrences of event e in the r-th sample, r =1,...,n;
X =31 X
if X <np(1+q)— k101
Infer Hy is false;
else

Infer Hy is true;

2.3 Relative Entropy Between Distributions

This analysis appeared in [19, Appendix A]. The relative entropy between two
discrete probability distributions P(-) and Q(+) is given by the Kullback-Leibler
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divergence [17]

Qx)’

where x runs over all the sample points. Note that this can also be written as

(4)

Dis(PIQ) = Y Pla) o G

Des(PlQ) = B Jlow 053]

where X ~ P. We have the following straight-forward result.

Proposition 1 For the above-mentioned single event e with probabilities p
and p(1 + q) in two different distributions P(-) and Q(-), the relative entropy
is approzimately equal to pqg?, for small p,q.

Proof We have

D r(P||Q) = plog, [p(li q)]
+ (1 - p)log, [1117(—1p+ ‘1)]
= plog, {1—116]]
+ (1 —p)log, [H 1—ng+‘1)}
~ p <1qu) +(1-p) <1—p1(ni+Q)>
~ pg

Similarly, for small p, ¢, we also have,

Dir(QIIP) = p(1 + q)log, [p(l;q)}
+(1-p(1+q)) log, [1—11’(_1;@]
=p(1+4q)logy(1+¢q) — (1 — p(1+ q)) log, {1 + %

~p(l+q)g—(1-p(l+q) <1_pl(xi_i_q)>

~ pq2

O

Also, the following small technical result directly follows from the definition
in Equation (4).
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Proposition 2 If P,Q are two distributions defined over the domain A and
P, Q" are two other distributions defined over the domain B, then it can be
shown that the overall relative entropy of the joint distributions (considering
independence of the corresponding random variables over the two domains)
PP and QQ' is given by Di 1 (PP'||QQ’") = Dk (P||Q) + Dxr(P'||Q’).

Now we can state the following result.

Lemma 1 For n independent occurrences of the event e with probabilities p
and p(1 + q) in two different distributions P(-) and Q(-), the relative entropy
is approzimately equal to npg?, for small p,q.

Proof Applying Proposition 2 to n samples from the same distribution as in
Proposition 1, we get the result. O

Now, according to [12,7], we have the following result connecting the rela-

tive entropy to the false positive and negative rates.

Lemma 2 Suppose D, is an unknown discrete distribution and P, and Q,

are two known distributions. Suppose we have a test (may be randomized) for
Hy:D,=P, vs H : D, =Q,,

based on X := (X1, Xo,...,X,), a sample from the distribution D,,, with false

positive rate («) and false negative rate (8). Then we have the following bound

Dk 1,(Qn||Pr) > Blog, 1 b + (1 — B) log, -5

— o a

()
Proof Proof is given at the Appendix A.

Now, combining Lemma 1 and Lemma 2, we have the following result on
the data complexity.

Theorem 3 For n independent occurrences of the event e with probabilities p
and p(1 + q) in two different distributions, the sample complezity of a distin-

guisher with false positive and negative rates a and B is given by

(%

1 B 1-5
w2 (B1om 12+ (1= o, 127,
for small p, q.

The equality may hold true only for the Neymann-Pearson Test [21], which
is the optimal test, i.e., given a fixed level this test maximizes the power. This

test is described by the Fundamental Neymann-Pearson Lemma [21].
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Lemma 3 (Neymann-Pearson Lemma) Suppose we have X := (X1,...,X,) ~
D,,, where D,, is an unknown discrete distribution. We are to test the hypothe-
sis Hy : Dy, = P, versus the alternative Hy : D, = Q,,. Suppose S be the set of
all possible values that X;’s can take. Then take any arbitrary constant k and

consider any test function ¢ : S — [0, 1] satisfying the following conditions:

¢(x) =0,if RS > k,
a 1, f Qn[(xla"'7$71)] <k

Define a = Eg, [¢(X)], and f = 1— Eg, [¢(X)]. Then for any other test (may
be randomized) for the above hypothesis with error probabilities &' and ', we
have

o <a=p<pl
In other words the test satisfying the conditions stated is the most powerful

level « test.

In our context, P, is the distribution of n i.7.d. Bernoulli trials with success
probability p(1+ ¢), and @, is the same with success probability p. Here false
positive means that the test sequence is actually from the stream cipher, but
we decide it to be random and false negative means that the test sequence
is actually random, but we decide it to be from the stream cipher. Here, the
Neymann-Pearson Test reduces to be the test discussed in Theorem 2 for
large sample (the test statistic is the same for both the tests but the cut-off
points differ, as we have used the normal approximation to find the critical
values in Theorem 2). Though Fundamental Neymann-Pearson Lemma gives
us the optimum test for level a [9], the exact values of the optimum error
probabilities for this test is difficult to find in general case. So, in that case we
use some approximation techniques, two of which are discussed in Theorem 2
and Theorem 3. If we allow both the error rates taken to be equal as in
Theorem 3, i.e. @ = 3, the distinguishing complexity bound reduces to

n > (1)(1]2> - (1 —2a) log,

Thus, for a given false positive or negative rate o (= 3), one needs roughly

11—«

o .

O(1/pg?) many samples to perform the distinguishing test. In particular, n >
1/pq? signifies a = 0.2227, i.e., a success probability of approximately 0.7773.
Since 0.7773 > 0.5 is a reasonably good success probability, O(1/pg?) many
samples are considered enough to reliably apply the distinguisher.

For a discussion on the distinguisher algorithm, see Remark 2.
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2.4 Asymptotic Approach I: Chernoff-Stein Lemma

Another method to find the expression for the error probabilities for the opti-
mum test is to use the asymptotic analysis given by Chernoff-Stein Lemma [10].
This approach has been used by [24] to mount distinguishing attack on the
stream-cipher HC-128 [25].

Lemma 4 (Chernoff-Stein Lemma) Suppose we have X1, ..., X, idd D,

where D is unknown. We are to test the hypothesis Hy : D = P wversus the
alternative Hy : D = Q, where P and @Q are two known distributions. Suppose
x be the set of all possible values that X;’s can take. Suppose,P, and Q,
are the joint distributions of (X1,...,X,) under the null and the alternative
respectively. Let us fir 0 < a < 0.5. Define,

Bno =min{B|R C X", Ph[R] < a, 5 =1 — Qn[R]},

In other words, By, is the least false negative error probability attainable for
level o non-randomized tests. Then

hm 10g2 Bn,a

n—00 n

= —Dgr(Pl|Q).
Proof Proof is given at the Appendix B.

The above lemma states that, whatever be the pre-specified false positive
error, asymptotically the best possible false negative error is 2-"Pxr(PlQ),
Suppose now that we fix the false positive error at a and want false negative er-
ror to be 3. Then the approximate sample size we need is n &~ — log,(8)/ Dk (P]|Q).
Therefore, combining Lemma 1 and Lemma 4, we have the following result on

the data complexity.

Theorem 4 For n independent occurrences of the event e with probabilities p
and p(1 + q) in two different distributions, the sample complexity of a distin-
quisher with false positive and negative rates a and B is given by

1
n > ———logy(6),
pq2 g2( )
for small p,q, and small (3.

Remark 1 Note that, in Theorem 4, 3 is required to be small, as Lemma 4 is an
asymptotic result. So the best possible false negative rate is well approximated

for large n and consequently for small 5.

For a discussion on the distinguisher algorithm, see Remark 2.
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2.5 Asymptotic Approach II: Chernoff Information

Apart from Chernoff-Stein Lemma, another way to approximate the error
probabilities asymptotically is the Chernoff Information [10]. This approach
has been used in [11] to mount distinguishing attacks on SOBER~t16 and
t32 stream ciphers. The method is developed from a Bayesian perspective
rather than the classical hypothesis testing perspective which gives rise to the
Chernoff-Stein Lemma.

Recall the set-up in Lemma 4. Consider a rejection region R C x™ such
that

Pr(R|Hp) = o, Pr(R¢|Hy) = B,

i.e, ay, B, are Type-1 and Type-2 error probabilities respectively. Suppose
now that the hypotheses have some prior probabilities attached on them, Hy
has prior probability mg and H; has 7. So, the overall probability of error
becomes,

P? = moau, + 7150

Our target is to choose R such that PS¢ is minimized. The following result
quantifies this best achievable error rate in terms of the sample size.

Lemma 5 Suppose we have X1,..., X, < D, where D is unknown. We are

to test the hypothesis Hy : D = Py versus the alternative Hy : D = Py, where
Py and Py are two known distributions. Suppose x be the set of all possible
values that X;’s can take. Suppose,Py ., and Pi, are the joint distributions
of (X1,...,X,) under the null and the alternative respectively. mo and w1 be
prior probabilities on Py and Py respectively. For any R C x", define

oy = Pr(R|Hoy) = Pon(R), Bn :=Pr(R°|H1) = P1,(R°,
and
P? = moau, + 7150

Then,

1
lim -1 inf P°)=-D*
im - log, (Jinf Fy) 7

n—o0

where D* := Dgr,(Px+||Py), with

Py Ma) P (x
EIEX P()li)\(x)Pl)\(w)

Py\(z) = Vo< <1

and D* is such that

D* = Dy (Py-

Py) = D (P~

P).
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Moreover, in this case, we have

* _ s 1—X\ A
D™ = 0<11)\1f<110g2(z Py~ (@) P ().
TEX
This quantity D* is defined as the Chernoff Information between Py and P;
and is denoted by C(Py, P1), i.e.,

C(Py, Pr) == inf logy(Y Py~ (2) PM(a).

TEX
Proof of this lemma is given in [10]. Note that, the result in Lemma 5 is
1
independent of the prior probabilities and therefore by taking my = m; = ok

we get the following result.

Corollary 1 With the same set-up as described in Theorem 5, we have

.1 .
n@wﬁlogQ(R (an+ﬁ’n)) _C(P07P1)7

nf
Cx™
i.e.,
1
lim —log,(1 — sup Advantage) = C(Py, Py).
n—oo N RCX"
Corollary 1 says that if we try to distinguish between distributions P and @,
then asymptotically the best possible advantage is 1 — 2-"C(FQ)  Therefore,
we can write the following result.

Theorem 5 For n independent occurrences of the event e with probabilities p
and p(1 + q) in two different distributions, the asymptotic sample complexity
of a distinguisher with false positive and negative rates o and 3 is given by

1
" S Ber(p(1 + 9)). Ber(p)) 82 T O)

for small o, 5.

In general, finding an explicit analytic expression for C(P, @) is difficult. So,
numerical methods are to be employed to find the Chernoff Information for
specific problems. Approximate algebraic expressions are available [4], when

the distributions P and @ are very close, which is as follows.

Proposition 3 If the distributions P and @ are very close, then

P~ PO QW) 1§ (Plw) Q)

8In2 P(x) ~ 8In2 Q(x)

TEX TEX
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Using Proposition 3, we can say that, if ¢ < 1, then

~ L (pitg—p? (-—plt+q-—1+p)]
8In2 P 1—p
1 1
8ln2pq(p+lfp)
8In21—1p

C(Ber(p(1+ q)), Ber(p))

Thus, for small ¢, o, 8, number samples needed to distinguish with error rates
«a and (3, is

8(1—p)In2
n>——————logy(a + f).
pqg g2( )
Now we make the following remark about the distinguisher algorithms

corresponding to the approaches of Section 2.3, 2.4 and 2.5.

Remark 2 1t is to be noted that the optimal test based on the Neymann-

Pearson Lemma for our case is of the form:

If X < ¢, Infer Hy to be false.

If X > ¢, Infer Hy to be true.

If X = ¢, Infer Hy to be false with prob. p and true with prob. 1 — p,

where p, ¢ is chosen such that
Pr(X < c|Hp) + pPr(X = c|Hp) = «,

and X is as usual total number of occurrences of event e in the total sam-
ple. Computation of these constants involves computing a large number of
very small binomial probabilities, which in most of the cases is very difficult
to perform, even for moderately large value of n. Therefore, for determining
the threshold for the decisions we actually use the normal approximations
which take us back to the distinguishing attack discussed in section 2.2. Thus
algorithm-wise both attacks are same, but we get two different bounds to
measure the complexity. The approaches with Stein’s Lemma and Chernoff
Information also use the same algorithm, but just give different bounds on the
data complexity by considering the asymptotics.
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2.6 Comparison amongst the Above Approaches

So far we have discussed four bounds on data complexities obtained from
Theorem 1, Theorem 2, Theorem 3, Theorem 4 and Theorem 5. We now
compare these bounds for small values of p,q and small failure rate a (i.e.,
both the error rate is o). We first exclude the bound from Theorem 1 from this
comparison, as it doesn’t consider the optimum test and therefore expected to
give much larger estimate of data complexity.

We observe that the bound obtained from Theorem 2 is relatively larger
than other two bounds and the “actual complexity” (which is defined as the
minimum over the number of samples needed to distinguish between two dis-
tributions by all possible test procedures with given false positive and false
negative rates). This phenomenon occurs as Theorem 2 considers only non-
randomized tests to distinguish between the two distributions and the critical
values are derived under normal approximations.

On the other hand, the bound given by Theorem 3 is the smallest as it
considers all the randomized tests. Moreover, equality holds in this bound
only under some strict conditions which will imply the equality condition in
Jensen’s inequality. So, the actual complexity is always somewhat bigger than
this bound.

Theorem 4 and Theorem 5 also consider all non-randomized tests. However,
these bounds are derived from an asymptotic result of minimum possible false
negative error and maximum possible advantage, and hence will be greater
than the bound from Theorem 3. Theorem 5 gives a crude bound unless the
errors are very small. It is also easy to prove that the bound obtained from
Theorem 4 is larger than that from Theorem 3 for fixed false negative and

false positive error rate (both equal to «), as

1
o€ (0, 2) = (1-a)™?* <o
= (1 —2a)(logy(1 — @) —logy ) < —log,y

1—
= (1 — 2a)log, <aa> < —log, a.

Thus, the bound obtained from Theorem 4 lies in between those given by
Theorem 2 and Theorem 3.

The actual complexity and the bounds obtain from Theorem 4 and Theo-
rem 5 lie between the other two bounds, and they become very close to each
other as the error rate becomes small. Now, it is natural to ask: which bound

to use for estimating the data complexity? From the context, it is clear that
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for small error rates, the bound from Theorem 4 or Theorem 5 (if the errors
are very small) should be preferred. Otherwise, it is better to use the bound

from Theorem 2, as this bound is greater than the actual complexity.

Table 2 Sample complexity and success probability for the distinguisher of RC4 based on
1
the bias of the second keystream byte to the value 0, with p= —,¢ ~ 1, C =~ 0.0005.

256
Sample Complexity (as exponents of 2) using

o= | Success Prob. (1 — «)% | Theorem 2 | Theorem 3 | Theorem 4 | Theorem 5
0.3 70 8.67 6.97 8.79 10.52
0.15 85 10.63 8.80 9.45 11.76
0.1 90 11.25 9.34 9.73 12.18
0.05 95 11.97 9.93 10.11 12.70
0.01 99 12.97 10.70 10.73 13.46

Table 3 Sample complexity and success probability for the distinguisher of RC4 based
1

on the bias of the fourth keystream byte to the value 0, with p = %,q =~ 0.005106232,

C~2x1078

Sample Complexity (as exponents of 2) using
a = | Success Prob. (1 — a)% | Theorem 2 | Theorem 3 | Theorem 4 | Theorem 5
0.3 70 23.36 22.19 24.02 25.14
0.15 85 25.33 24.04 24.68 26.37
0.1 90 25.94 24.57 24.96 26.79
0.05 95 26.66 25.16 25.34 27.31
0.01 99 27.66 25.93 25.96 28.07

In Table 2 and 3, we present estimated data complexities (as exponents of
2, i.e., the presented values are the logarithms of the data complexities w.r.t.
base 2) of two different distinguishers for RC4, using all the methods dis-
cussed above. For Table 2, the value of Chernoff Information C' is numerically
computed to be approx. 0.0005, as demonstrated in Fig. 1.

A related question is to ask what is the advantage of this distinguisher. It

is clear from the context that

Advantage = Pr(Inferred Hyis true|Hy) — Pr(Inferred Hyis true|H;)
= 1 — false positive error — false negative error

=1l—-a-p.
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Fig. 1 Chernoff Information, Dgr (Py||Po)(bottom-left to top-right), Dgr (Px||P1)(top-
left to bottom-right) for the distribution of the second keystream byte of RC4.

2.7 Other Related Works

In the above discussion, we have considered distinguishing tests which mini-
mize the false negative error for a given false positive error level. The work [3]
considered another paradigm considering the tests minimizing the average of
both kind of error rates, and derived the data complexity of the optimal dis-
tinguishing test in that scenario, which is also of O(1/pg?), for small p, q.
However, we note that joint minimization of both types of errors is an un-
usual approach in hypothesis testing framework. In practical scenario, often
one would like to strictly bound a particular type of error. Thus, it is more
pragmatic to fix one error and minimize the other. Moreover, the main focus

of [3] is block cipher cryptanalysis and here we concentrate on stream ciphers.

The work [2] considers data complexity of a particular differential crypt-

analysis with a set of 2™ sequences, where only one of them verifies the alter-
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native hypothesis and all others verify the null hypothesis. The scenario we
consider is completely different and hence we do not discuss the work [2] here.

Another work [8] attempted to give accurate estimates of the data com-
plexity and success probability of differential and linear cryptanalysis of block
ciphers under two different scenarios, namely, (i) when the probability of accep-
tance of a wrong key is fixed, and (ii) when the number of candidate solutions
is fixed.

A recent work [22] that has been carried out simultaneously with and in-
dependently of our current work, takes a detailed look at the error in normal
approximations and points out several limitations in applying these approxi-
mations to block cipher cryptanalysis. A more recent work [23] (by the same
authors as [22]) derives rigorous upper bounds on the data complexity (i.e., the
no. of plaintext-ciphertext pairs) required to achieve at least a pre-specified
success probability (for key recovery of a block cipher) and at least a pre-
specified advantage (if the advantage is a, then the number of false alarms is
a fraction 27 of the number of possible values of the sub-key which is the
target of the attack). We emphasize again that our motivation is completely
different, i.e., to analyze the gap between the data complexity estimates of
distinguishing attacks and message recovery attacks in the context of stream

ciphers.

3 Data Complexity of Message Recovery Attacks using Sample
Mode Approach

Now we turn to Message Recovery Attack under the Broadcast scenario for
stream ciphers. We shall consider two approaches: one is a simple message
recovery attack exploiting the largest bias in the keystream byte distribution
and the other is maximum likelihood estimation. The first one, called Sample
Mode approach, is discussed in this section and the second one, called Bayesian
approach, will be discussed in the next section.

We consider again the single byte-bias attack. Suppose m be the mode
of the keystream distribution P. We shall assume that the distribution P
is unimodal, since the approach will fail if the distribution is multimodal.
Suppose M is the secret message and Z1,..., 72, “5% P be the keys for n

broadcasts. We observe the ciphertexts

Ci=(M+Z;)mod N, Vi=1,...,N.
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Since m is the mode, we expect it to occur more frequently in the i.i.d.
sample Zi,...,Z, and hence we expect (M 4+ m) mod N to be most fre-
quent in the ciphertext sample Ci,...,C,. Therefore, we estimate M by

M = (Mode(C4,...,C,) —m) mod N. Below we mention the algorithm for

the message recovery attack using this approach.

Algorithm: Message recovery using sample mode

N; < Number of occurrences of byte ¢ in the ciphertext samples, i =0, . ..

Mo + arg maxg<;<nN-—1 Ni;
m < Mode of the keystream distribution;

Estimate of unknown plain text byte <— Mo — m;

In this case the probability of success is
Pr(M = M)
= Pr[(Mode(Cy,...,Cp) —m) mod N = M]
= Pr(Mode(Zy,...,Z,) =m).
So, computing the probability of success for this attack boils down to the prob-
lem of finding the probability of sample mode being equal to the population

mode for an i.i.d. sample of size n from distribution P. Suppose Y} be the
frequency of k in the sample Z = (Zy,...,2,), Vk=0,...,N — 1. Then

Y = (Yo,...,Yn_1) ~ Multinomial(n; po, ..., DN-1);

where p;, = Pr[Z; =], Vi =0,...,N — 1. For simplicity of notation, we

assume m = 0 (however, the result holds for any mode). So,
Pr(Mode(Zy1,...,Z,) =0)=Pr(Yy > Y, Vk=0,...,N —1). (6)

By Law of Large Numbers [15], we have,

1
E(YOa"'aYN—l) i) (p07-"apN—1);

ie.
1

n

the distribution P is unimodal, we have pg > pg, Vk=1,..., N—1. Therefore,

P
(Yo—-Y1,....,Yo = Yn_1) — (po — P1,---,P0 — PN—1)- (7)

using (7) we get,

Yo - Y
Ok e —p >0 = Pr(Yo>Yy) — 1, Vk=1,...,N—1. (8)
n
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Using (6) and (8), we can write,
Pr(Mode(Zy,...,Z,) #20)=Pr(30< k< N —-1st Yy <Y})
< Nz_:lpr(yo <Y;) — 0.
k=1
Therefore, Pr(M = M) — 1, which implies LY M, as n — oo, i.e., the

estimator is at least consistent [9].

Again, using Central Limit Theorem [15] for multinomial distribution, we

can write
Y ~ AN(np, n(diag(p) — pp"));
ie.,
n~'Y ~ AN(p,n” ! (diag(p) — pP")),
where p := (po, . - . ,pN_l)T. So, for large n we have by normal approximation

Pr(Yo > Y, Vk=0,....,N—1)=Pr(Uy > U, Vk=0,...,N—1); (9)

where U := (Uy, ...,Un_1)" ~ Nn(p, L (diag(p) — pp™)).

But evaluation of this probability will lead us to an expression containing
multiple integrals, and getting a closed form expression is almost impossible
in general. Therefore, we consider two different special cases in the next two
subsections and go through some further approximations.

3.1 Second Highest Probability far from Lower Ones

In this case, we consider the situation where the second highest probability in
the distribution P is distinguishably apart from the other lower probabilities
in that distribution, i.e., if p) < pay < ... < pv—1) be the probabilities
Do, ---,PN—1 in increasing order, then py_zy — pv—3) # 0. In this case we
can have a simplified approximation for the data complexity using the following

lemma.

Lemma 6 Let p := (uo,...,,uN_l)T € RN with pg > p;,Vi=0,...,N—1,

and X = ((aij))%;l() be a positive semi-definite matriz. Suppose,

1
W = (W(), ey WNfl)T ~ NN(M? EE)
Then,

P(Ogirg(a]\)[(_l) W; # Wy) = &(—/nd),
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as n — 00, where § 1= 0; = min;+, d;, and

Hs — Hq .
5i = s V1 S,
V Oss + 044 — 2052’ #

provided
Oss + 044 720‘51' > 0, Y1 7é S,

and 5]' < 0;, Vi 75 J-
Proof Proof is given at the Appendix C.

Using Lemma 6 we can arrive at the following theorem.

Theorem 6 If P is the distribution of the keystream bytes on the space M,
with population mode 0, and the second and third highest probabilities of P,i.e.
p(N—2) and p(n_3) are distinguishably apart, then the data complexity of the

message recovery attack with failure probability at most o, using sample mode

n > <¢1(§a))2 , (10)

approach, is given by

where
Po — Dk

\/po +pr — (po — pr)’
and 0 :==min{dx : k=1,...,N —1}.

Ok >0, Vk=1,...,N—1.

Proof With the notations in (9), we shall use Lemma 6 with W =U,u =p
and ¥ = diag(p) — pp’. Then §; becomes as defined in the statement of
Theorem 6. Suppose, p(y—_2) = pj, where 1 < j < N — 1. It is easy to notice
that, pr < p; implies 6, > §;, V1 < k,l < N — 1. Therefore, 0 is minimum
for k = j. Also, note that the condition p(x_oy and p(,_3) are distinguishably
apart guarantees that 6 = ¢; < 0, Vk # j. Therefore, using Lemma 6 we have,
So, Pr(maxo<x<n—1Ux # Up) = @(—+/nd). Hence to get success probability

at least 1 — «, we should have o > @(—+/nd). Hence, the sample size we need

n > (431%_0‘))2.

But the above approximations performs miserably if all the probabilities

is

in the p.m.f. P, except the highest one, are very close to each other since then
the limit above converges very slowly. We shall consider this situation in the

next case.
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3.2 Almost-uniform Except the Highest Probability-point

Here, suppose all the probabilities in the p.m.f. P, except the highest one i.e.
po, are equal to r. Hence, po+ (N —1)r = 1. Continuing with the notation in (9)
let us define V = (V4,..., VN,l)T = (Up — Uq,..., Uy — UN,l)T. Therefore,

we have
V ~ Ny-i((po — 7)1, %)
where 1 is the (VN — 1)-dimensional column vector with all entries equal to 1,

and X is a positive-definite matrix of dimension (N — 1) x (N — 1) with all

diagonal entries equal to o2, where

Uo) + Var(Ul) — 26’01)(1707 Ul)
po(1 —po) +7(1 —7)+ 2por)
po+7r—(po—1)?%

= ’n,7 1 (
= n_ 1 (
and all non-diagonal entries equal to po?, where

O’U(UQ — Ul, UO — UQ)
CL?"(U{)) — C’O’U(Ub7 Ul) — CO'U(U(), UQ) + CO’U(Ul, UQ)

po?

C
14

1

Il
3

“(po(1 = po) + 2por — 1)
n~(po — (po —r)?) > 0.

Here, 02 and p are the common variance and common correlation coefficient
of the elements in V. Hence, V has the equicorrelation structure and the

correlation coefficient p > 0. Now consider
Wo,...,Wy_1 &5 N(0,1);
and define
Sk = (po—7) +o(v/pWo +/1—pWy), Vk=1,...,N — 1.

Then, clearly Sx ~ N(pg — 7,0%), V k = 1,...,N — 1 and Cov(S;, S) =
po?, V1 <i#k<(N—1) which implies

19

S .= (Sl,...,SN_l)T V.
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Hence, we have

Pr(Uyp > Ui, VE=0,...,N—1)
Pr(Vx >0, Vk=1,...,N —1)
Pr(S;>0,Vk=1,...,N—-1)
Pr(

r\//3W0+\/1—ka>—(p0_T),Vk:zl,...,N—l)

g

(po—’l") \/ﬁ
=P - - k=1,....N—-1
r(Wy > o T=p Tﬁpwm v yeees )

= PI‘(W(l) > To)

where we define Wy := min {Wy : 1 <k < N —1} and

Ty = (po —7) VP Wo ~ N (=v/nv,03)

m/lfpi VvVi—p
where
VoI =p  T=p\/po+ 7~ (po—1)%
p

Note that, Ty, being a function of Wy, is independent of (W1,...,Wx_1),
hence of W(yy. Therefore,V t € R,
PI‘(W(I) > T0|T0 = t) = PI"(W(l) > t)
=Pr(Wi,...,Wy_1 > 1)
— (- aw)V
This lead us to

Pr(Way > To) = E[Pr(W() > To|To)]
= B((1—o(Ty))" ™)

_ /R(1 7¢(x))N—1UiO¢ (W) dz.

Hence, for the data complexity of the message recovery attack in this case
using sample mode approach we have the following result.

Theorem 7 If the distribution P of the keystream bytes on the space M, has
only one mode at 0 and all remaining probabilities are equal, then the success
probability of the message recovery attack using the sample mode approach is
E((1 = ®(Tp))N 1Y), where Ty ~ N (—/ny,02) and ~ and o2 are as defined as
in Equation (11) and (12).



26 Goutam Paul, Souvik Ray

Remark 3 For general p.m.f.'s on the message space, the above integral is very
difficult to work out analytically. Hence, to proceed towards further analysis we
must pass through numerical methods to approximate the above probability.
Two possible ways are approximating the above integral by different available
numerical integration method or simulating large number of times indepen-
dently from the distribution of Ty and take the sample mean of the function

(1 —®(-))V ™! to obtain an approximation of the above expectation [15].

4 Data Complexity of Message Recovery Attacks using Bayesian
Approach

The Bayesian method was first discussed in [1, Section 4.1], and it finally
boils down to maximum likelihood estimation. Here we shall only explore
the method for some general version of single-byte bias attack. The Bayesian
approach for multiple-byte bias attacks are defined similarly. The set up is as
follows.

Suppose, M = {0,1,..., N — 1}, where N is the size of the message space.
For simplicity of language we shall call the elements of the message space as
bytes. P is the distribution of the keystream bytes of the concerned stream ci-
pher. Suppose M is the secret message-byte (or, plaintext) and Z1, ..., Z, i
P be the keys for n broadcasts. We observe the ciphertext bytes C; = (M +
Z;)mod N, Vi = 1,...,n. The observed ciphertexts are ci,...,c,. To make
the notations clear, C;s are random variables and ¢;s are their particular real-
izations.

We also assume a prior distribution [9] on the message space M, say Q.
Then ¢, denotes the relative frequency of the message-byte x in a large mes-
sage. If enough prior information is not available, this prior distribution is
taken as uniform (i.e., a non-informative prior [9]). In Bayesian approach, we
want to maximize the posterior probability [9] of the message-byte given the ci-
phertext bytes, i.e., we want to maximize Pr(M = m|C; =¢;, Vi=1,...,n),
over m € M.

Now, before going into the maximization problem, we introduce a notation
Npoi=|{i:ci=(z+m)mod N}| =3 I(ci = (z+m) mod N), (13)
i=1

YV z € M, where I denotes the indicator function. Notice that Ny, . denotes the
number of occurrences of the byte z in the n keystream bytes, if the plaintext
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is m. It is easy to see that
Z I(c=(z+m)mod N) =1, Ve¢,z,m e M,
zEM

which gives

n

Z Np,. = Z ZI(Ci = (z4+m) mod N) :Z Z I(c; = (z4+m) mod N) = n.

zeM zeM i=1 i=1 zeM

Now we have the following result according to [13].

Lemma 7 Mazimization of Pr(M = m|C; = ¢;, Vi=1,...,n), overm € M

s equivalent to maximizing

h(m) :=10g(gm) + Y _ N,z log(p-),
zeEM

over m € M.
Proof Note that if ¢q,...,c, are the observed ciphertexts then

Pr(M =m|C;=¢;, Vi=1,...,n)

, Pr(M =m
= Pr(C; = ¢, vz:l’”"nlM:m)Pr(C":c Vi:l) n)
Pr(M =m)

=Pr(Z;=2,Vi=1,...,n)

Pr(Ci=c¢;, Vi=1,...,n)’

where z; :== (¢;—m) mod N;Vi=1,...,n. Now the denominator in the above
expression, Pr(C; = ¢;, Vi =1,...,n) does not involve m. Therefore, we are

to maximize only
Pr(Z; =2z, Vi=1,...,n)Pr(M =m),

over m € M. As the broadcasts are independent, we have

Pr(Z,=2z,Vi=1,...,n) = HPr(Zi = z)
i=1

n
= szi,
=1
= T pll=rsisn = T pivne,

zeEM zeEM
as|{ilzi = 2,1 <i<n}|=|{il;=(24+m)mod N,1 <i<n}|=N,,,. There-
fore, we are to maximize

gtm) i= Pr(M = m) T[ o = g [ 22, (1)
zeM zeM
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over m € M. Taking log on both sides in (14) (as computationally it is easy

to work with the function after logarithm), we get
h(m) :=1log g(m) =10g(¢m) + Y Npm..log(p.). (15)
zEM
O

So, we get the estimator for the unknown plaintext byte as

M = h .
arg max h(m)

For the sake of completeness, below we mention the algorithm for the message

recovery attack using this approach.

Algorithm: Message recovery using Bayesian Approach and single byte bias
Ny, < Number of occurrences of byte (m + z) in the ciphertext samples, m,z € M;

h(m) < arg 3> _c v Nim,» log(p:) + log(gm);
M + argmax,,c pm h(m);

Estimate of unknown plain text byte <+ M;

If prior information is not available and we take Q to be uniform over the

message space, then our objective boils down to maximizing

ho(m Z Ny 2 log(ps); (16)
zeM

over m € M, and this objective function is nothing but the constant times
log-likelihood for the data C,...,C, il (P +m) mod N, where m € M acts
as the unknown parameter. So, in this case, the Bayesian estimator is also the
maximum likelihood estimator.

If we use the above idea for multiple-byte bias attack, the message space
M will be substituted by M*, for some k € N. The basic methodology remains
same. We need a prior distribution Q%) on M¥. as the prior distribution of
the plaintexts, and the distribution P*) of vector of k keystream-bytes, where
we shall exploit the biases in the later distribution to mount the message
recovery attack. Let p ) and qz ) denote the probabilities of a k-byte vector z
for the dlstrlbutlons P& and Q) respectively. The secret message is M and

Zy,..., 2 - de P*) be the keys for n broadcasts. We observe the ciphertexts,
C; = (M—l—Zi) mod N,V i=1,...,n, where the operation mod N on a vector
means mod N at each coordinate. c1,...,c, be the observed ciphertexts. By

similar arguments used in Lemma 7, our objective is to maximize

h(m) = log(gs Z Npm, = log(p{),
ze Mk
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over m € M¥*, where

N,z == |{ile; = (m+ z) mod N, 1 §i§n}|:ZI(CZ—: (m+ z) mod N),
i=1

The above maximization may be computationally difficult, as MF* may
contain a very large number of elements. As for example, in the case of RC4,
even if k=3 or 4, it becomes too large. So, we go for some approximation
techniques.

One of these approximation techniques is based on the assumption that if
Z; = (Zin,...,Zi), then Z;1,..., Z;’s are independent. This approximation
is very good for the cases where the single-byte biases are dominant. Under

this assumption we have

k
¥ =]p-=
=1

for all z = (z1,...,2x) € MF. Our new objective function becomes
k
h(m) = 1Og((b(7]i)) + Z Z N,z 1og(pz, ). (17)
zeMF i=1

To simplify (17), let us denote, ¢; = (¢j1,--.,¢jk), Vj=1,...,n. Define,
Nr(,f;?z =[{j:ici=(x+mmod N,1<j<n}|,Vm,ze M, 1<i<k.

Notice that,

S Sy R
Jj=1

Ng)z actually denotes the number of occurrences of z in the i-th byte of the
keystream, if the i-th byte of the plaintext was m Then,Y m = (mq,...,my) €
MPF we have

Nr(yi,)ivz; = Z Nm,z )

zeEMF 2=z
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because,

Z Nz = Z ZI = (z+m) mod N)

zEMF 2,=z zeEMF z;=z j=1
n k
Z ZHI(cjl:(zl—i—ml)modN)
zeEMF z;=2 j=11=1
k

Zn: Z HI(le = (z; +my) mod N)

j=1zeMk z;=z1=1

I(cji = (2 4+ m;) mod N) = N9

mi,z*°

NE

<.
I
-

which gives,

Z m zlog pZ = Z Z vaz lOg(pz)

zEM zEM ze MF z;=2

Z Z Nz log(p-,)

zEM zeMF z;=2

Z Nm,z IOg(pzt )

zeMFE

Therefore,

h(m) = log(q®)) —G—ZZN() log(p.). (18)

i=1 zeM

)

.....

sumption than unlformlty of q(k))7 then this multiple-byte bias attack reduces

Furthermore, if q( ) = dma - Gy (note that this is a weaker as-
to nothing but single-byte bias attack at k plaintext points.

Another approximation reduces multiple-byte bias attacks to double byte
bias attacks. For this, we make the Markovian assumption, i.e., for the i-th key

Z;, the random variables Z;1, ..., Z;; satisfies the Markov property. Therefore,

") = P[Z; = 2]
k
= P(Zj1 = 2] [ [ P(Z)i = %l Zji1 = 21
i=2

k(2
— Hi:2 pE237zi—l)
= )

Hi:21 pzi
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So, the objective function turns out to be

k
h(m) =log(q$) + 3" > N zlog(p!? . )

1=2 ze MF*
k—1
= D D Nm:log(p:)
zeEMFE =2
k
i 2
=log(gP) + > > N L los(p()
=2 z,yeM
k—1
=D > NG L log(p2),
=2 zeM
where
Nv(vi?m*,z,y = | {.7 FCji = (Z + m) mod N, Cji—1 = (y + m*) mod N} |

= Zl(cji = (z +m) mod N)I(cji—1 = (y + m") mod N);
j=1

where 2 < ¢ < k, and we have used the identity which can be checked as

previous.

Z Nim,z log(pgijzjil)) = Z N7(’27mi71727y log(pg?y)).
zeMk z,yeM
We shall now discuss about the performance of this Bayesian estimation tech-
nique. We shall concentrate only on the case where the prior distribution is
taken to be uniform and hence the procedure boils down to ML estimation.
It is to be noted that the exact calculation of the success probabilities is very
difficult in this set up. So we shall continue by doing some approximate calcu-

lations under some conditions.

4.1 Approximate Calculation of success probability

Now we shall concentrate on both unimodal and multi-modal distribution (by
multi-modal, we actually intend to mean that the highest probabilities have
negligible difference) for the keystream bytes, simultaneously. We may have
more than one sample modes for the ciphertexts (or the sample mode of the
ciphertext may not be equal to the modulo sum of actual plaintext and the
population mode of the keystream distribution, i.e., the population and sample
mode for the Z’s may differ even in the long run). But if the distributions of
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(P + m) mod N, where m € M, are different for different m’s, then also the
ML estimation succeeds in long run as it not only take into account the sample
mode of the ciphertexts but also other points, and hence able to distinguish
between the distributions (P + m) mod N, for all possible m’s.

To estimate the data complexity of the ML method based attack, we shall
use Theorem 6 and Theorem 7. Recall that our ML estimate was

M = Ny sl 1
argngle% Z;Vl m,z 0g(pz), (19)

Then, define
ti, := (108(P(0—k) mod N): - - - 108(P(N—1)—k) mod &) sV k=0, .. N —1,
G = [tl, e ,tN_l]T,

and
N = (NO,O7 e 7]\/v()J\[_l)T.

Now, as Nimik) mod N,z = Nm,(24k) mod N, it is easy to see that Equation 19

reduces to
M= tn N 2
arg max ¢, N, (20)

as we have

N—1

tﬁN - NO,Z 10g(p(z—m) mod N)
z=0
N—1
= Nm,(z—m) mod N IOg(p(z—m) mod N)
z=0
N—1

N 2 log(p,).

n
(=)

Note that, Ny . is equal to the number of occurrences of the byte z in the

n obtained ciphertext bytes. Suppose the unknown plaintext is m™*. Define,

q" := (P0—m") mod N+ - - - » P(N—1—m*) mod N )- Then, we have
N ~ Multinomial(n; q),
and hence, by Central Limit Theorem [15],
n'N ~ AN (q,n" " (diag(q) — qq")). (21)
Now, define

NO = (th7~"at%—1N)T =GN = (RO""’RN_l)T'
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and let tqu =T = Ei\[:_()l P(z—m*) mod N log(p(zfz) mod N)) Vi=0,...,N -1
Then by (21) we have,

n_lNo = G’I’L_lN ~ AN((’/‘(), ce ,’I“N_l)T, n_lzl),

where X' := G(diag(q) — qq*)GT = ((0i;))i ;. Note that, by rearrangement
inequality [16], r; is maximum if ¢ = m*, and

N—-1 N-1
T'm* = tm*q - Z P(k—m*) mod N log(p(k m*) mod N Z Pk IOg pk
k=0 k=0

i.e., doesn’t depend on the value of m*. Now, we can readily recognize the set-
up perfect for applying Lemma 6, as here success probability,Pr(M = m*),
is nothing but the probability of the maximum of Ny co-ordinates occurring
in the co-ordinate with highest mean. So, keeping the idea from Lemma 6 in
mind, we define

Tm* — Tk
VOmem* + Okl — 20mak

We would like to simplify the above expressions to get an idea what these

N := iV E#£m*. (22)

actually signify. It is immediate that,
N-1

N-1
Tk = Di—k) mod N 108(P(1—m*) mod N) = D, P14+m*—k) mod v 108(p1),
1=0 1=0

and so
N-1 N-1

e — T = tieq =t q = Z pilog(p) Z P(i+m*—k) mod N log(p1). (23)
=1 1=0

From the definition of X, it is also immediate that

op =t} diag(q)t, — tF qq"t;
N-—-1

= Z P(z—m~) mod N log(p(sz) mod N) log(p(zfl) mod N) =TT,
z=0

and therefore, putting these expressions together we get,
N—1
2

Omm* + Okk — 20mxk = Z pi(log(pi) — 10g(P(i+m*—k) mod N))2 —(rm — k)"
i=0
(24)

A close inspection of the expressions in (23) and (24) shows that both the
expressions depend only on the difference between m* and k, and therefore
if we replace m* by 0, the set of values of n will be unchanged. Hence, their
ordered sequence is fixed and known, call it n = 9y < ne) < -+ < Py-1)-
Then using Lemma 6, we have the following result.
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Corollary 2 If all then’s are defined (i.e. finite) and 01y and ) are distin-
guishably apart, then the data complexity of the message recovery attack with

failure probability at most o using ML approach is given by
d1(1-a)\’
n> ((a)) ’ (25)
Ui

where 11y, N2),n are as defined earlier.

1
Proof By taking W in Lemma 6 to be — Ny, we get that
n

o 1 1
Pr(M =m*) = Pr(Og%%(—l ﬁRi = ng*) ~1—®(—+/nn).

Hence, to get Pr(M = m*) at least (1 — ), we must have,

n> <(P1(717a))2.

It is interesting to note that

N—-1 N-1
Tm*x — Tk = Z Di 1Og(pl) - Z p(l+m*fk) mod N log(pl)
=1 1=0
N—-1
pi
= p; log <) )
i—1 p(ifm*+k) mod N

and therefore, r,,,« —r}, is the KL distance between P and (P —k+m*) mod N.
Hence, the 7 s are like normalized KL distances between P and different (P +
) mod N distributions.

The condition needed in the above corollary is that () and 7, are dis-
tinguishably apart. If this condition doesn’t hold true the ML method even
works, but the above approximation for message recovery attack complexity
won’t work.

However, if there are two or more m € M (not necessarily modes) such
that (P+m) mod N have same distributions, then ML method fail. We take an
example for this. Consider M = {0,...,255} and suppose that the distribution
P is such that 0 and 128 are two modes and all other probabilities are equal.
Then if the objective function is maximized in m then will also be maximized
in (m 4 128) mod 256 as in this case ho(m) = ho((m + 128) mod 256). So,
ML method would fail in all cases in this example. Not only ML method, any
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estimator fails here miserably as the parameter m is not identifiable! in this

case.

4.2 Comparison between Bayesian and Sample Mode Approach

So far we have discussed two ways for message recovery attack, one by Sample
Mode Approach and another by Bayesian Approach.
In this context we would like to point out the following result for unimodal

case of Bayesian approach.

Lemma 8 If the distribution P of the keystream bytes on the space M, has
only one mode at 0 and all remaining probabilities are equal, then the message
recovery attack using ML estimation and sample mode approach give the same

result.

Proof Here ML, method maximizes
N—1
hO(m) = Z Nm,k IOgT + Nm,O 1ngO = Nm,O 1ngO + (n - Nm,O) IOg T,
k=1
i.e., practically we are to maximize Ny, o(logpo — logr) therefore only Ny, o
over m. Clearly, it is maximized if we take m to be equal to sample mode of

the ciphertexts and thus the two estimates coincide. O

Note that if the mode is different from 0, then also the same result holds.

In general, as the Bayesian approach uses more information about the
keystream distribution (as it considers biases in all positions) than in the later
approach, it has always greater success probability. But on the other hand, in
the first approach, we have to maximize a complex function over a huge set,
which may turn out to be computationally inefficient sometime. Therefore, we
may follow the following rules while deciding which method to apply:

1. As discussed earlier, for unimodal keystream byte distribution, both meth-
ods gives same estimate for large sample size, and hence in that we should
go for computationally more efficient sample mode approach.

2. For small sample sizes or multi-modal distributions (with identifiable plain-

text parameter), we should go for Bayesian approach.

L A family of probability distributions {Py} indexed by the parameter @ is said to be
identifiable w.r.t. 0, if
01 # 02 = Py, # Pa,.

Otherwise the family is said to be non-identifiable
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3. For, non-identifiable plaintext case, both methods fail miserably, and hence

none is preferred.

Finally, we want to discuss about the adversarial advantage of the message
recovery attack. It is defined as

Adv = P(M = M|keystream generated from the cipher)
—P(M = M|keystream is uniform).

The first term in the above expression is the success probability, say «, and
the second term is essentially the probability of a random guess to be correct,
which is equal to % for single-byte bias attack and Lk for multiple-byte
bias attack, where k is the message size. So, if the success probability can be
estimated, methods of which is discussed so far, advantage can be computed

easily.

5 Connecting the Complexities of Distinguisher and Message

Recovery: a Case Study

We are interested in the relation between the data complexities of Distin-
guishing and Message Recovery Attack. We define the function Distinguish-

equivalent on the set of natural numbers as follows.

Definition 1 Distinguish-equivalent(n) is the number of samples needed in
the distinguishing attack to have the same success probability as that in the

message recovery attack for sample size equal to n.

To compare the data complexities in the two cases, we define another function
Multiplier on the set of natural number as follows.

Definition 2 Multiplier(n) is the ratio gt , which indi-
guish-equivalent(n)
cates how many times more sample is needed to recover the message than to

only distinguish from uniform distribution with same probability of success.

Due to the remark after Theorem 7, derivation of a closed-form expression of
this quantity is not possible.

Now, we illustrate our previously derived results by pursuing the attack
on RC4 stream cipher based on its second byte bias. Here N = 256 and the

distributional node is 0 with pg ~ In the other sample points, biases are

2
ﬁ.
very small which makes the other probabilities (i.e., p1, ..., p2ss) almost equal.
Therefore, according to Lemma 8, one may use either ML or Sample Mode

approach.
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In a broadcast attack scenario, we have same message encrypted by differ-
ent RC4 keystreams (say n times). We collect the second byte of the ciphertexts
C1,...,C, and guess the secret message by Mode(C1,...,Cy). Our probabil-
ity of success is given by the integral or expectation stated in Theorem 7. In

this particular context
v = 0.06286849 , 02 = 2.003922.

The change in success probability for different sample size is given in Fig. 2.

The behaviour of the Multiplier function with n is shown in Fig. 3, where
the distinguishing data complexity is calculated using the result stated in
Theorem 2 and taking the both way success probabilities equal (i.e., equal

false positive and negative errors).

0.9

Success Probability
0.8

0.7

0.6

T T T T T T T
3000 4000 5000 6000 7000 8000 9000

Sample Size

Fig. 2 Success Rate for Different Sample Sizes for RC4 Second Byte

From Fig.3 we see that the Multiplier function is continuously decreasing
and decreasing very rapidly at the recovery attack sample size 2400 to 3000
(i.e., at success rate in [0.55,0.66]. At success rate 0.7, i.e., near sample size
3250 for recovery attack, we note that we need almost 8 times more samples
in the recovery attack than that in the distinguishing attack, whereas near
success rate [0.97,0.98], it becomes almost 1.3 to 1.35.

We would now be interested in estimating the Multiplier function in terms
of some known handy function. It is very interesting to note that we find
empirically In(n) and In(ln(Multiplier(n))) to be highly linearly related. We
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Multiplier(n)
20 25 30
1 1 1

15

10
Il

° T T T T T T T

3000 4000 5000 6000 7000 8000 9000

n(=Sample Size for Recovery Attack)

Fig. 3 Multiplier for Different Sample size in Recovery Attack

define two functions f and g on the set of natural numbers as follows:

f(n):=In (FTE)O) ; g(n) = In(ln(Multiplier(n))).

The graph of f(n) vs g(n) in Fig.4 shows empirically high linear relationship.

1.0

0.5

g(n)

-1.0

Fig. 4 Graph of f(n) vs. g(n)
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Fig.4. shows the function g(n) is slightly convex in the region (0.9,1.4) and
slightly concave in the region (1.8,2.2) with respect to f(n). In the middle
region it is almost linear. So, we try to approximate the above relationship i.e.

the function g(n) in these three regions separately.

For the region (1.8,2.2) we empirically find that hi(n) := exp (g(2n)> is

almost linear w.r.t. f(n). We try to estimate hi(n) by a linear function of
f(n) by minimizing the distance over the range (1.8,2.2)( where the distance
between two integrable functions f and g over the range (a,b) is defined as
f; (f(z) — g(x))? dz .) The function hi(n) and its estimate looks like in Fig.5
where the estimating linear function hf(n) := 2.249515 — 0.7759676 f (n) is in
dotted line.

0.85
I

h_1(n)
0.70
|

0.55
|

T T T T T
18 19 2.0 21 2.2

f(n)

Fig. 5 Graph of hi(n) and its estimator linear function

So, we get
g(n) =~ 2(In(2.249515 — 0.7759676 f (n));

for 1.8 < f(n) <2.2 i.e. 6000 < n < 9000.

For the region (1.4, 1.8) we estimate the function g(n) itself by linear func-
tions by same method as described above.

The function and its estimating line ¢’(n) := 2.758714—1.703975 f (n) looks
like Fig.6. So, we get

g(n) ~ 2.758714 — 1.703975f (n));
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01 02 03
|

g(n)
0.0

-03 -0.2 -01
|

14 15 16 1.7 18

f(n)

Fig. 6 Graph of g(n) and its estimator linear function (in dotted line)

for 1.4 < f(n) < 1.8 i.e. 4000 < n < 6000.

For the region (0.9,1.4) we find empirically the function hs(n) := (g(n))%
to be highly linearly related with f(n). As previous we estimate by linear func-
tion by minimizing the distance and the estimating line h5(n) := 2.393338 —
1.336852f(n) looks like in Fig.7.

So, we get
4
3

g(n) ~ (2.393338 — 1.336852f (n))

)

for 0.9 < f(n) < 1.4 i.e. 2450 < n < 4000.

6 Conclusion

In this paper, we review different approaches towards estimating the data
complexity of distinguishing attacks on stream ciphers and analyze their inter-
relationships and applicable scenarios. We also formally analyze the data com-
plexity of message recovery attack that exploits a distinguisher and show that
in practice there is a significant gap between the two complexities. This gap
turns out to be a function of the number of samples of the distinguishing
attack. We perform a case study on RC4 stream cipher to demonstrate how
these two complexities are related.
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11

1.0

h_3(n)

0.7

1.0 11 1.2 1.3

f(n)

Fig. 7 Graph of h3(n) and its estimator linear function (in dotted line)

A Proof of Lemma 2

Proof Suppose S is the sample space and ¢ : S — [0, 1] be the test function [9] for the
concerned test with false positive rate (o)) and false negative rate (), i.e., we reject Hg with
probability ¢(x), when X = @« is observed. Then we have by definition

Eno[¢(X)] = Y d(@)Po(a) = a,

xzeS

Em (1= ¢)(X)] = D> (1 - ¢(x))Qn(x) = 5.

xzES

Note that,

Qn ()
P ()

D1 (QnllPrn) = Z Qn(x)logy

xzES

Qu(@) | Qu(a)
2 ) B e

> s (5)

xzES

d2
where f : Rt — R defined as f(z) = zlogy(z), Vz > 0. Then, f(;) = (zln2)"! >

0, Vz > 0; which implies f is convex and continuous also. Hence, using Jensen’s Inequality,
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we have
o@)Pu(@) | (Qula)
zeS 2 zes (@) Pr(x) ! (Pn(a:) )
> f (@) Pr(z)  Qn(z)
B xES Zmes ¢(m)P7z ((13) Pn(zc)
(Bt
Zwes é(x) P (x)
_r(=f
-1(220).
Hence,

> s@ras (B8 2 Y swra@r (2F)

zeS zeS «

1—
a
1-p
- o (125).
a
Replacing ¢ by 1 — ¢ and taking similar sums we get,

Qn ()
P ()

S (1 - 6(@) Pa(a) f (

xES

)Zﬁlog2 .

Summing the above two inequalities we get

> ! (5)

xzES

> Blogy 2 +(1- 9)logy

)
— (0%

and hence the desired result. O

B Proof of Lemma 4

Proof This proof of Chernoff-Stein Lemma occurs in [10]. First note that,

Pu(X1,...,Xn)] o [P
M&pwxm}_g;gﬁQmwy

log, [
and by Law of Large numbers

e (g 2 2 [ (G600

= Dgir(P||Q),
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under the null. Hence,

1 [Pn(Xl,...,Xn)

P
rlog, | Gt | 2 D (PIIQ),

which by definition gives that Ve, > 0, 3 N¢ o € N such that, Vn > Ne¢ o, we have

1

[ os, [ 2250

Qn(X)

togs [ 2200 ] — D (Pl < ] 210 (26)

where D = Dk (P||Q) and X = (X1,...,Xn). Now, define A be the subset of x™
consisting of all ® = (z1,...,zxn) such that

Pp(@)27 P < Qu(@) < Pa(x)2 P79,
ie.,

P ()
Qn(x)

1
|flog2{ }7D|<€.
n

Then, Equation (26) gives,
P,(A5) > 1—«q,

Vn > Ne,o. Also note that

Qn(45) = 3 Qul=) (27)
zeA’fL
< D Pa(m)2 P < 27nPmo), (28)
zEA,
and
Qn(45) = 3 Qulx) (29)
TEA],
> > Pu(@)27Pt (30)
zeAfl
— 27n(D+6)Pn(A;) > (1 _ 0[)27774(D+6)7 (31)

Vn > N 5. Now consider the test which rejects the null if and only if @ ¢ AS. Then, by
equation (27) Vn > Ne a,

1— Pu(AS) <o and Qn(AS) <27 n(P—9),
which says that the non-randomized test with acceptance region A¢, has size less than «
and has false negative error less than 2—n(D=€) So, by definition of 8y,«, which is the least
attainable false negative error for level o non-randomized tests, we have
Br,a < 27H(D76).

Thus we have, Vn > Ne¢ o, > 0,

1 1
D82 Pnia Br.o < —D + ¢ = limsup 082 Pnja Bra
n n—oo n

< -D. (32)
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On the other hand, consider any other test with rejection region R, such that P, (R) < a.
Then we have,Vn > Ne¢ a,

Qn(R%)

v

Qn(R°NA;)

= Y Q)

TERCNAE

> 2R

TERCNAE
=27 PTIp, (RN A)
27MPF (P, (A5) — Pa(R))
27D+ (1 — 2q)

\%

ANV

Hence,Vn > Ne o,

Bra=_ min  Qn(R) >27"PTI(1 - 2q),
R,Pp(R)<a
which in turn gives,
1
liminf 19820ma 5 p o yeso
n— oo n
Therefore,
1
liminf 2820me 5 _py (33)
n—oo n

Combining Equation (32) and Equation (33) we get the desired result. 0O

C Proof of Lemma 6

Proof Without loss of generality assume that s = 0. Note that

N—-1
> Pr(Wo <Wr) > Pr(31<k < (N —1)st. Wo < Wy)
r=1

=P Wi Wi
r(OS%a]@(_l i # Wo)

\Y

Pr(Wo <W)), Vi=1,...,N —1.

Vk=1,...,N —1, we have, Pr(Wy < W) = Pr(Wp — W), < 0) and

1
Wo — Wi ~ N (1o — p, E(Uoo + ok — 200k)),

Rem —— V" (W — W) ~ N (T, D).
Vooo + okk — 200k
Hence,
Pr(Wo — W, < 0) = Pr(Ri < 0) = &(—/ndy). (34)
Thus,
N—1
> B(—vndy) > Pr(31 <k < (N —1) st Wo < Wy)

r=1
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which gives

N—-1
D> B(—vndy) > Pr(31 <k < (N —1) st Wo < Wy)

r=1

Y

max P(—/nd;) = P(—/nd
i (=v/ndy) = &(—+/nd)
Let, Now, we shall show that the ratio of the two extremes in the inequality stated above goes
to 1 as n goes to infinity, i.e., for large n they are quite close and then we can approximate
the middle term by the right-hand extreme. The limit we get by using L’Hospital’s Rule is

as follows,

. B(—/nd) se= "z
s S RSy o Ny

as § < O, Vk #0,5. So,

Pr(0<r_113}3]< ) Wi # W) =Pr(31 <k < (N —1)s.t. Wy < W) = &(—/nd).
s -
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