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Abstract. The encryption scheme NTRU is designed over a quotient ring of a poly-
nomial ring. Basically, if the ring is changed to any other ring, NTRU-like cryptosys-
tem is constructible.

In this paper, we propose a variant of NTRU using group ring, which is called GR-
NTRU. GR-NTRU includes NTRU as a special case. Moreover, we analyze and com-
pare the security of GR-NTRU for several concrete groups. It is easy to investigate
the algebraic structure of group ring by using group representation theory. We apply
this fact to the security analysis of GR-NTRU. We show that the original NTRU and
multivariate NTRU are most secure among several GR-NTRUs which we investigated.
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1 Introduction

1.1 Background

The NTRU cryptosystem proposed by Hoffstein, Pipher, Silverman [14] is one of the
most practical lattice-based schemes. NTRU is suitable for compact and high-speed
implementation, and was standardized by IEEE as Standard IEEE 1363.1-200 [29].
Recently, NTRU attracts attention as a candidate for post-quantum cryptography
[3]. One weakness of NTRU is that decryption may fail, but parameters may be
chosen to minimize or eliminate this drawback.

1.2 Previous Works and Challenging Issue

NTRU makes use of analytic and geometric structure of the ring R = Z[z]/(z™ —1).
On the other hand, many NTRU-like systems have been presented as shows Table 1.
These variant schemes basically are constructed by changing the ring R used in
NTRU to various rings including non-commutative rings. In the table, (T)GR means
whether or not the ring can be expressed as a (twisted) group ring.
The ring Z[z]/(z" — 1) has a simple formula for its multiplication:

l’i % l’j — xi-‘,—j mod N (1)
Generally, in the case of NTRU-like scheme using a ring R, a plain text is realized
by an element in R. However, there are plain texts which cause decryption failure.
The proportion of the subset of such elements in R depends on the formula for
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Variant of NTRU Ring (T)GR
NTRU [14] Zlz] /(= —1) GR
pNE [26] Zlz]/(z*" +1) TGR
ETRU [15] Zlw)[x]/ (™ —1), (W +w=—1) GR*
QTRU [20] Q[z]/(xz™ — 1), (O: integer ring of quaternion alg.)| TGR
CTRU [10] Folt][z]/(z™ — 1) -
MaTRU [6, 25] M(m, Z[z]/ (=" — 1)) -
NNRU [28] M(m, Z)[z] /(™ = Ln,m) -
Matrix NTRU [22] M(m,Z) -
NTWO [5] Zlz,y]/ (™ —1,yY 1) GR
Non-commutative [7, 27] Z[Dy][x]/(z™ — 1), (Dy: dihedral group) GR

GR™ means that the ring can be expressed as a subring of a group ring.
(T)GR means whether or not the ring can be expressed as a (twisted) group ring.

Table 1. Variants of NTRU and relation of them with group rings

multiplication of R and parameters. In case of NTRU, due to the simplicity of
(1), the probability of the decryption failure can be easily minimized by turning
parameters. An important direction of research about NTRU is the development
of variants of NTRU using other rings and their security analysis. Additionally, it
is important to choose rings which have a simple multiplication formula like (1) in
order to minimize the decryption error.

1.3 Owur Contribution

In this paper, we propose a NTRU-like scheme using group ring as a new encryption
scheme, and we call GR-NTRU for such scheme. The group ring Z[G] associated to
a finite group G has also a simple formula for its multiplication like (1). Therefore,
we can easily minimize the probability of decryption failure in the proposed scheme
similarly as the original NTRU. Since Z[z]/(z" — 1) is isomorphic to a group ring
associated to a cyclic group, the original NTRU can be regarded as a special case of
GR-NTRU.

Moreover, we propose an attack against GR-NTRU, and analyze the security of
GR-NTRU based on the proposed attack. This attack is essentially an extension of
the attack proposed by Gentry [11] against NTRU with composite degree.

The underlying idea of the proposed attack is as follows. Using representation
theory, Z|G] is embedded in a certain matrix ring M, (Z). Then, GR-NTRU can
be embedded in a form of NTRU-like scheme using M,,(Z). Therefore, the attacks
of NTRU-like schemes using M, (Z) can be applied to GR-NTRU. The security
of NTRU-like scheme using M,,(Z) was analyzed by Pan and Deng [23]. Simply
speaking, the security of NTRU-like scheme using M,,(Z) is related to the hardness
of some lattice problems of dimension 2n. Therefore, GR-NTRU can be attacked by
solving these lattice problems.

We analyze the security of GR-NTRU for several finite groups for which all
irreducible representations are known. Concretely, we compare the dimension of
lattice problems associated with GR-NTRU for several finite groups. For lattice
attack, not only the dimension of lattice, but also an approximation factor are related
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to the complexity. However, since the choice of a suitable approximation factor
is difficult problem for now, we only discuss the dimension of lattice under the
assumption of a fixed approximation factor. As a consequence, we show that the
original NTRU and multivariate NTRU are the most secure among them if these
schemes have the same key size.

1.4 Comparison with Related Works

There are some variants of NTRU which can be expressed as GR-NTRU. The orig-
inal NTRU and multivariate NTRU [5] are regarded as special case of GR-NTRU.
The variant of NTRU defined by the polynomial 22" + 1 [26] cannot be seen as a
GR-NTRU, but, can be described as a variant of NTRU using a twisted group ring.
Similarly, QTRU [20] can also be described as a variant of NTRU using twisted
group ring. Twisted group ring is an extension of group ring. The reason why we
do not define GR-NTRU using twisted group ring instead of group ring is because
the embedding required in our attack cannot be obtained from standard group rep-
resentation theory. The scheme proposed by Coppersmith [7,27], against which an
efficient attack has been already found, is a variant of NTRU using the group ring
with respect to the dihedral groups. However, its design is different from the design
of our scheme.

Other than the previously proposed schemes above, we analyze the security of
new schemes described as GR-NTRU with respect to Frobenius group, symmetric
group. We summarize these security analysis in the appendix.

2 NTRU

We review a simple description of the NTRU cryptosystem [14]. Let N, p, ¢ be inte-
gers satisfying p < ¢, and R = Z[z]/(z"Y — 1). Any element f in R can be expressed
uniquely as f = Zi]i_ol a;x" (a; € 7). The subsets Ly, Ly, Ly, Ly, are defined as
follows. First, we define the space of messages,

Em:{f:ZaixiER‘—;(p—1)<ai<;(p—l), Vi}. (2)
For positive integers dy, da,
f has dy coefficients equal 1,
L(dy,d2) =< f= Zaixi € R | f has dsy coefficients equal — 1,
the rest are 0.
For three integers dy,dg, d,

Ly=L(dgdp —1), Ly=L(dy,dy), Lo=L(d,d). (3)

Key Generation

Step 1 Choose f € Ly, g € L, such that there exists fq, f, € R satisfying f x f; =
1 mod g and f * f, = 1 mod p.

Step 2 Let h = f; * g mod gq.

Public Key h,p,q.

Private Key f (and f).
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Encryption To encrypt a message m € L,,, we first choose randomly a ¢ € Ly,
then compute the cipher text:

¢ = ph* ¢+ m mod q.

Decryption First, we compute

a= f*cmod q.
Next, we choose the coefficients of a in the interval from —¢/2 to ¢/2. Then, we can
recover the message m by computing f, * a mod p.

3 New System using Group Ring

In this section, we propose a new NTRU-based cryptosystem using group ring, as
an extension of NTRU.

3.1 Group Ring

Let G be a finite group.
Definition 1 ([4]). Z[G] is defined as the set

ZIG) = > aglg] | ag € Z (Vg € G)
geG

Here, [g] is a formal element associated to g € G, and {[g]|g € G} becomes a basis
of Z|G]. The addition and multiplication in Z[G] are defined as follows:

(1) The addition is defined by component-wise addition.
(2) For any g,h € G, [g] x [h] = [gh]. The multiplication of any two elements in
Z|G] is defined by Z-linear extension of the above formula.

By these addition and multiplication, Z|G| becomes a ring, which is called the group
ring with respect to G.

Example 1 Let Cy = (o) be a cyclic group of order N. Then Z[Cy] is isomorphic
to Z[x]/(zY — 1). In fact, the Z-linear map below is a ring isomorphism.
Z[CN] = Z[z]/(zN — 1)
W W (4)
ol .

3.2 GR-NTRU

Let p, ¢ be integers satisfying p < ¢, G a finite group, and R = Z[G]. Any element f in
R can be expressed uniquely as f = 3~ aglg] (ag € Z). The subsets Ly, Lg, Ly, L,
of R are defined as follows. First, we define

Ly = {f: Zag[g] €ER ‘—;(p—l) <a; < %(p—l), Vz’}.
9
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For positive integers dq, da,
f has dy coefficients equal 1,
L(dy,da) =< f= Zag[g] € R | f has dy coefficients equal — 1,
g the rest are 0.
For three integers dy,d,, d,

Ly =L(dg,df —1), Ly=L(dy,dy), Ly =L(d,d).

Key Generation

Step 1 Choose f € Ly, g € L, such that there exists fq, f, € R satisfying f x f; =
1 mod g and f * f, = 1 mod p.

Step 2 Let h = f, * g mod gq.

Public Key h,p,q.

Private Key f (and f)).

Encryption To encrypt a message m € L,,, we first choose a ¢ € L4, then compute
the cipher text:

¢ =ph* ¢+ m mod gq.

Decryption First, we compute

a = f*cmod gq.
Next, we choose the coefficients of a in the interval from —¢q/2 to ¢/2. Then, we can
recover the message m by computing f, * a mod p.

We call this new scheme GR-NTRU in this paper. We remark that in the case of
G = Cy (cyclic group), the corresponding GR-NTRU is equivalent to the original
NTRU through the isomorphism (4).

We remark that GR-NTRU has a malleability, which is not discussed in this
paper: In fact, writing F(¢, m) for the cipher text ph x ¢ +m mod ¢, we have

E(¢p*xa,m=+a) = E(p,m) xa,

for some element a € Z[G].

4 Lattice Attack against GR-NTRU

For NTRU, several attacks have been known, e.g. the brute-force attack, the meet-in-
the-middle attack [14]. These attacks can be extended to those against GR-NTRU.
The side channel attack against NTRU also has been proposed [17]. However, in this
paper, we focus on only the security for lattice attack.

4.1 Lattice

We denote a lattice spanned by n linear independent vectors by, bs, ..., b, € Z" by

L(by,by,....b,) = {Zcibi\ci € Z}.

i=1
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The shortest vector problem (SVP) refers to the question of finding the shortest
non-zero vectors. It is known to be NP-hard under random reduction. The closest
vector problem (CVP) is to find a lattice vector which is closest to a given vector.
Denote by ||v| the Euclidean lo-norm of a vector v and by Ai(£) the length of
the shortest non-zero vector in the lattice £. By the Gaussian Heuristic, A\;(£) ~
\/%det(/l)l/ " in an n-dimensional random lattice £. Similarly, most closest vector
problems for £ have a solution whose size is approximately A\; (L) ~ \/%det(ﬁ)l/ .
If we want to find a short vector v in £, or a vector v such that t — v is the
vector in L close to the target vector t, then experience tells us that the smaller
v/ (\/%det(ﬁ)l/") is, the more easily we will find v in practice.

4.2 Lattice Attack by Coppersmith and Shamir

The lattice attack [9] by Coppersmith and Shamir against NTRU can be extended
to GR-NTRU naturally. Here, we give the brief analysis of the attack.
Let N =#G. Given an ordering for elements in G, let us write

G = {917927" . 7gN}
Any element in Z[G] is identified with a row vector:

N
Za’gi [gl] — (a917 Qgas - - - 7a9N)‘
i=1

In what follows, we identify the secret key, public key, plain text, etc. with the
corresponding row vectors. For the public key h = (hg,, hg,, ..., gy ), consider the

0 YgN
2N-by-2N matrix as follows:
10---00] h~y h’gl_lgg T hgflngl 91 ton
01---00 h‘g;191 h1 cee hgglgzv_l hgglgN
00---10 hggf1_191 9131_192 o h1 hgxfl—lgN
00---01 hg;]1g1 h971g2 cee hgxflgN—l hl
00--00 g¢ 0 0 0
00---00/ O q 0 0
00---00/ 0 0 q 0
00---00, 0 0 0 q

Let L be the lattice generated by the rows of this matrix. Then, the lattice L contains
the vector 7 = (f, g) € Z?N because h = f~1g mod ¢. By the Gaussian Heuristic, the
expected shorter vector in L has length approximately /2N/(2me) - det(L)/*N) =

VqN/(me). The smaller ||(f, g)||/+/qn/(me) is, the more easily (f,g) may be found

by solving technique for SVP.

4.3 Security Analysis through NTRU-like Scheme Using Matrix Ring

In order to analyze the security of GR-NTRU, we make use of a NTRU-like scheme
relying on a matrix ring and its cryptanalysis. We will explain the scheme and its
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cryptanalysis in this section. We remark that the scheme using matrix ring is not
new, in fact, it is regarded as a part of a general NTRU-Like framework proposed
by Pan and Deng [23].

NTRU-like System Using Matrix Ring Let R = M,,(Z). A subset Ly, of Z" is
defined similarly as £,, in (2). For a positive integer d, a subset L4 of Z" is defined
similarly as L4 in (3). For positive integers di, d2, we define
Each row of A has d; coefficients equal 1,
D(di,d2) = ¢ A = (a;5) € R | Each row of A has dy coefficients equal — 1,
the rest are 0.

For two integers dp, dg, subsets Dr, Do of R are defined by
Dp =D(dp,dr — 1), Dg = D(da, dc),

Key Generation

Step 1 Choose F' € Dp, G € Dg such that there exists F,, Fj, € R satisfying
Fx F,=1mod q and F'* I}, = 1 mod p.

Step 2 Let H = F, x G mod q.

Output H,p,q (public key) and F (secret key).

The encryption and decryption are similar to those of the original NTRU, therefore
we omit the explanation. We call this scheme M-NTRU in this paper.

Some Lattice-Based Attacks against M-NTRU Pan and Deng [23] have de-
scribed some lattice-based attacks against M-NTRU (by setting it inside in a more
general framework). We summarize these attacks.

Since each row of F' and of G have small norm, we expect to be able to be recover
F and G by finding n short vectors in the lattice spanned by

1,| 0,
B_(H Q‘1n>’

since every column of [F|G]” is in the lattice.

By the Gaussian Heuristic, the size of the solution of the shortest vector problems
is approximately +/2n/(2me) - det(L(B))Y® = \/qn/(me). For 1 < i < n, the
smaller ¢; = ||[[F|G]]||/\/qn/(me) is, the more easily [F|G]F may be found by solving
technique for SVP. As it gets closer to 1, finding [F|G]? becomes more difficult.

4.4 Proposed Attack against GR-NTRU

As explained in the previous subsection, GR-NTRU can be attacked by solving a
lattice problem of dimension §G. However, we found an attack against GR-NTRU
which is reduced to solving a lattice problem of dimension lower than §G.



8 Takanori Yasuda, Xavier Dahan, and Kouichi Sakurai

Reduction of GR-NTRU to M-NTRU Assume that there is an embedding,
7:Z|G] = My, (Z) ® M, (Z) & - -- & M, (Z).

Then, a GR-NTRU scheme Sch over Z[G] corresponds to a set S; = {Sch; |i =
1,...,1} of M-NTRU schemes, where &c¢h; is a M-NTRU scheme over M,,, (Z). We
will describe the secret and public key of &ch; for each i. We write 7; : Z[G] —
M,,,(Z) for the projection of 7 into the i-th component. Let f,h € Z[G] be the
secret and public key of the GR-NTRU scheme Gch. We define F;, H; € M,,,(Z)
by F; = 7;(f),H; = 7;(h). Then, F; and H; are the secret and public key of the
scheme Gcbh;, respectively. From the injectivity of 7, we have

Proposition 1. Information of all F; (resp. H;) for i = 1,...,1 recovers F (resp.

Let m,c € Z[G] be a message and cipher text for Schy. For i = 1,...,0 and j =
1,...,n, m;; and c;; are defined by the j-th column of 7;(m) and 7;(c) € M, (Z),
respectively. In this way, my;, ..., m;, are regarded as the message of the scheme
for Gceh,. From the injectivity of 7, we also have

Proposition 2. Information of all m;; (resp. ci;) fori =1,...,1, j =1,...,n
recovers m (resp. c).

Remark 1. In order that F; € M, (Z) defined above becomes the secret of a certain
M-NTRU scheme, F; must have sufficiently small coefficients. Similarly, all m;; (j =
1,...,n) must have sufficiently small coefficients, too. Such conditions are not always
satisfied. However, we checked that these conditions are satisfied in the case where
G are dihedral groups and Frobenius groups, from the point of view of the Gaussian
Heuristic. In what follows, we assume that these conditions are always satisfied.

Lattice Attack Against GR-NTRU From the last subsection, the following
attack works well for GR-NTRU. Let Gch; be a GR-NTRU scheme over Z[G].

Step 1 Find an injective ring homomorphism,
7 : Z|G] = M, (Z) ® My, (Z) & - - - M, (Z).
Step 2 Using 7, compute the set {H;}, or {c;;} defined as in § 4.4 from the public
key H, or a cipher text c for Gch.
Step 3 Apply lattice-based attacks to all &ceh; (i = 1,...,1), and reveal the secret
keys F; or messages m,.
Step 4 Recover f or m using 7.

From § 4.3, the dimension of the lattice used in the lattice-based attacks against
Gch; coincides with n,;. Therefore, the complexity of the attack is determined dom-
inantly by the maximal number among ny,...,n;.

Remark 2. From the above observation, it is better for adversary to choose an em-
bedding 7 with smaller n;. In the appendix, we explain how to find such embedding.
Generally, the decomposition of group ring can be obtained using group representa-
tion theory. We apply this fact to finding a good embedding.
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5 Relation of GR-NTRU and Previous Variants of NTRU

There are several variants of NTRU previously proposed, where the ring can be
described by a (twisted) group ring. Our attack can be applied to such schemes. In
this section, these schemes are reconsidered from the point of view of GR-NTRU,
and we consider the effect of our attack to these schemes.

5.1 NTRU with composite degree

Gentry analyzed the security of NTRU with a composite degree N [11]. He shows
that in case of composite N, NTRU can be associated with a lattice problem of
a smaller dimension than that of lattice used in the attack by Coppersmith and
Shamir. He makes use of a ring homomorphism,

0:2x)/(z™ —1) = Z[z]/(z? — 1) for a divisor d of N (5)
From this map, the NTRU system on Z[z]/(z"¥ — 1) can be transfered to that of
Z[z]/(z? —1). Since the latter ring has smaller dimension than the former, the latter
NTRU system is easier to break than the former. If one can gather information about
secret keys on NTRU system for all factors, the secret key of the original NTRU can
be recovered by the chinese remainder theorem.

Let us explain that the attack above is essentially same as our proposed attack
in the case of cyclic group with composite order. As explained in § 3.1, we have the
following isomorphism:

Z|CN] ~ Z[z] /(™ —1).
Therefore, the original NTRU is expressed as a GR-NTRU for G = Cp. On the
other hand, Z[Cx] has following decomposition.
Z[CN] ~ P ZIcd),
d|N
where (4 is a primitive root of 1 in C. This isomorphism induces an injective homo-
morphism,
7: Z[CN] = @D My (o) (2). (6)
d|N
Here, ¢(d) is the Euler’s totient function. Since we obtain an embedding, our attack
can be applied to NTRU. The homomorphism (5) can be rewritten by
0 : ZICN] = P Z[¢a ).
&'|d
Therefore, considering #’s for all factors of N is essentially equivalent to considering
7 above. From the embedding (6), we have

Proposition 3. The proposed attack against NTRU is reduced to a lattice attack of
dimension ¢(N).

5.2 Multivariate NTRU of Two Variables

NTWO (refered as GB-NTRU in [5]) is a multivariate variant of NTRU using two
variables. The used ring is Z[z1, z2]/(zY — 1,2) — 1). The degrees of ideal gener-
ating functions are equal. Here, we consider NTWO as a more general case using
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Zlxy, x2) /(N — 1,252 — 1). We have the following isomorphism,
Ly, x2]/(xN — 1,202 — 1) ~ Z[Cp, x Chy).

Similarly as we obtained (6), we have an embedding,

T: Z[CNl X CNQ] — @ M¢(d1)¢>(d2)(z)‘
d1|N1,d2| N2
Among the matrix size appearing in the direct summands in the right hand side,
the largest number is ¢(N7)@(N2). Therefore, we have the following.

Proposition 4. The proposed attack against NTWO is reduced to a lattice attack
of dimension ¢(N1)p(Na).

5.3 NTRU ring defined by 22" +1

There is a variant of NTRU using 22" + 1 instead of 2’V — 1 [16, 26]. The polynomial
22" 41 is always irreducible and R = Z[z]/(x?" 4 1) is isomorphic to the integer ring
of a cyclotomic field for any n. The security of NTRU using 22" + 1 is related to not
only SVP, but also Ring-LWE problem [26], which is described over an integer ring
of a cyclotomic field.

Unfortunately, the ring R cannot be described as a group ring, but can be de-
scribed as a twisted group ring [8]. In short, a twisted group ring has the same set
as group ring, but the product generally is defined as

lg] * [h] = cgnlgh] for some integer cgp (Vg,h € G).
When cg4, is always one, the twisted group ring coincides with a group ring. For
the cyclic group Con = {1,0,02,...,0% 71}, if a product as a twisted group ring is
defined by
(0] % [07] = cipsl0™] (0 <45 < 2™),
where ¢;1; = —1if i + j = 2", and ¢;3; = 1 otherwise. The twisted group ring is
isomorphic to R.

As explained above, NTRU using 2" + 1 is not described by a GR-NTRU, but
the proposed attack in § 4.4 can be applied to this scheme. The reason why we
do not define GR-NTRU using twisted group ring instead of group ring is because
the embedding 7 with small image required in the algorithm in § 4.4 cannot be
obtained using the theory of group representation. However, in the case of NTRU
using 2" + 1, we have that

71 Zx]/(z®" + 1) — Man(Z)
is the embedding with the smallest matrix size because Z[z]/(z?" + 1) is an integral

domain. Therefore, when we apply the proposed attack to NTRU using 22" +1 , the
dimension of a lattice attack is equal to 271,

5.4 Non-commutative NTRU

Non-commutative NTRU by Coppersmith Coppersmith proposed a variant
of NTRU using Z[Dy| where Dy is the dihedral group of order 2N [7,27]. However,
the design of the scheme is different from that of GR-NTRU. Coppersmith also
proposed an efficient attack against its own scheme. However, the attack cannot be
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applied to GR-NTRU with respect to Dy. On the other hand, our attack can be
applied to the scheme by Coppersmith. In § A.2 appendix, we analyze our attack
against GR-NTRU with respect to Dy.

QTRU: Quaternionic Variant of NTRU Let @ be the Hamilton’s quaternion
algebra, and Qg its integer ring:

Og=2Z1®Z.1iD®7.7D L.k,

==k =1, ij=—ji=k.
Oq can be described as a twisted group ring with respect to G = Z/27Z x Z/2Z.
QTRU is a variant of NTRU using Og[z]/(z™ — 1) [20]. Og[z]/(z¥ — 1) is also
described as a twisted group ring with respect to G = Z/2Z x Z/27Z x Cn. The
paper [20] where QTRU is proposed analyzes the lattice attack by Coppersmith
and Shamir. Our attack can be applied to QTRU. However, since Og[z]/(z" — 1)
cannot be described as a group ring, we cannot find the best choice of embedding 7
using group representation theory. Therefore, the complexity of our attack cannot
be estimated for now.

6 Comparison

For finite groups G1, Gs of equal order §G1 = §G2, GR-NTRU over Z[G1] and that
over Z[G2] have secret key of the same size. For GR-NTRU over Z[G], the dimension
of lattice problem associated with the lattice attack by Coppersmith and Shamir is
equal to 2-#G. On the other hand, the dimension of lattice problem associated with
our attack is 2ng. In the appendix, for the product of cyclic groups Cy, X --- X
Cn,, the dihedral groups Dy, the Frobenius groups Fj,, we analyze the proposed
attack against GR-NTRU. Table 2 shows the dimension of lattice problem associated
with the lattice attack by Coppersmith and Shamir (Dimension(C&S)) and that of
our attack (Dimension(Our attack)) against GR-NTRU over Z[Cn], Z[Cn, X --- X
OnyJ, ZID,), ZIF,).

For G = Cn,Cn, X -+ X Cn,, Dy, Fp, let us compare 2 - §G and the minimum
values of 2n¢g. In any case, ng does not exceed §G. However, if N is prime then the
ratio of nc, = ¢(IN) and §Cn = N is almost 1. Similarly, for G = Cy, x --- x Cp,
if Ni,..., Ny are all prime, the ratio of ng = ¢(N1) - - - ¢(Ni) and §G = Ny --- Ni, is
almost 1. On the other hand, in other cases than cyclic groups and their product,
the ratio of ng by the group order is properly less than 1. If we make the orders of
groups (i.e. the secret key sizes) even, we can compare the security of GR-NTRU
by the number 2ng. As a result, we have that the original NTRU and multivariate
NTRU are most secure among these GR-NTRUs.

7 Conclusion

We propose an extension of NTRU cryptosystem using group ring, which is called
GR-NTRU. We also propose an attack against GR-NTRU. Based on the attack, we
investigate the security of GR-NTRU. In particular, we compare the security of GR-
NTRU in the case of cyclic groups (original NTRU case), products of cyclic groups,
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Group Order |Dimension(C&S)|Dimension(Our attack)
Cn N 2N 26(N)
Cny X -+ X Cn, |[N1---Nip|  2Ni--- Ny, d(Ny) - - p(N)
D, 2n 4n 2n
ry p(p—1) 2p(p—1) 2p

Table 2. Comparison of Attacks against GR-NTRU over Z[Cn], Z[Cn, X - -+ X Cny], Z[Dy], Z|Fy)

dihedral groups, Frobenius groups. We show that at the same secret key size, the
original NTRU and multivariate NTRU are most secure among these schemes. It is
important to understand why (multivariate) NTRU is most secure. From this point
of view, we contribute to the safety of NTRU.

GR-NTRU has a possibility to extend to a functional encryption. If it is possible,
GR-NTRU’s other than the original NTRU and multivariate NTRU may also be
usable. Moreover, GR-NTRU can be extended to a variant of NTRU using twisted
group ring, which includes NTRU defined by 2V 4+ 1 and QTRU. It is an important
future work to study the security of variant of NTRU in the widely framework.
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A Security of GR-NTRU for Some Groups

A.1 The Case of Product of Cyclic Group

Let G = Cp, x---xCy,, where Cy; is the cyclic group of order N; (i = 1,...,k). For
this group, the corresponding GR-NTRU is multivariate NTRU. In fact, R = Z[G]
is realized by

R=17Z[x1,... xp)/ (M — 1,...,3;in —1).
Therefore, a secret and public keys, plain and cipher texts are described in the form,

i1 ik
) iy, T (@i € Z).

0<iy <Ni,...,0<i,<Np
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Using the result in the case of a cyclic group, we have
7:R— @ M¢(d1)~~~¢(dk)(Z)-
d1|N1,...,dg | Ny,
As a result,

Proposition 5. The proposed attack against GR-NTRU over Z[Cn, x - -- x Cn,] is
reduced to a lattice attack of dimension ¢(N1) X - -+ d(Ng).

A.2 The Case of Dihedral Group

The dihedral group D,, = C,, x Z/2Z is a group of order 2n. D,, is embedded in n-
symmetric group &,,. In fact, a generator of C corresponds to a cyclic permutation
(2,3,...,n,1), and the non-trivial element of Z/27Z corresponds to

1 2 ---n—-1n

nn—1--- 2 1)°
Using this embedding and the expression of permutation, we have a ring homomor-
phism,

@y : Z[D,] = M, (Z).

Moreover, a group homomorphism D,, = C,, x Z/2Z — 7Z./27 induces a ring homo-
morphism,

&y : Z[Dy] — 7.
If n is even, there is a group homomorphism, D,, = C,xZ /27 — (CyxZ/2Z) [ (C;, 2%
Z)27) ~ 727, and this induces

&3 : Z|Dy] — Z.
Thus, we have
Lemma 1. 1. Ifn is odd, &1 ® @9 : Z[D,] — My (Z) ® Z is injective.
2. If n is even, &1 @ Py @ @3 : Z[Dy] - M, (Z) ® Z & Z 1is injective.
Consequently, the following proposition holds:

Proposition 6. The proposed attack against GR-NTRU over Z[D,,] is reduced to a
lattice attack of dimension n.

A.3 The Case of Frobenius Group
The Frobenius group is defined by F, = (Z/pZ) x (Z/pZ)* (p: prime). From the
classification of irreducible representations of F},, we have an injection,

T Z[Fy] <= Z[z]/(xP71 — 1) & M, (Z)
From this map and the result of the case for G = Cy, we have
Proposition 7. The proposed attack against GR-NTRU over Z[F)) is reduced to a
lattice attack of dimension p.

We remark that the injection 7 can be used to realize secret and public keys, and
plain and cipher texts. In fact, the image of Z[F},] is expressed as follows,
P

O e, (arn)i<ki<y)-

1=0



Characterizing NTRU-Variants Using Group Ring and Evaluating their Lattice Security 15

A.4 The Case of Symmetric Group

We also analyze the security of our scheme for symmetric groups. However, we cannot
estimate the exact order of the complexity with regard to the degree of symmetric
group. Therefore, we describe the result of the security analysis in the case of the
symmetric groups, separately here.

We denote by &, n-th symmetric group. To investigate the decomposition of
Z[6,], we quote general results of group representation theory.

Proposition 8 (Maschke). For a finite group G, Q|G| is semi-simple.

Proposition 9 (Wedderburn-Artin). If A is an algebra over a field K and is
semi-simple, A is uniquely decomposed into a direct sum of matriz ring over a (skew)
field:

A~ My, (D1) ® My, (D2) & - & My, (D)
Here, D; is a (skew) field over F'.

From the above two propositions, Q[G] is decomposed into a direct sum of matrix
ring over a (skew) field.
Moreover, in case of C[G], the following is well-known.

Theorem 1.

C[G] ~ @ M, (C). (7)

Here, G is the set of isomorphism classes of irreducible representations of G, and
ne s the degree of an irreducible representations o.

In addition, if G = &, it is known that Q[G] has the same decomposition as
(7):
QG ~ P M, (Q). (8)

celG
Therefore, it suffices to investigate S, and n, for an irreducible representation
0. From Proposition 10, it is necessary to know all conjugate classes of &,. In
case of G = G,,, any conjugate class has one-to-one correspondence to a type of

permutation.
Example 2 The type of 7 = (1,2)(3,4,5)(6,7,8) € &g is (2,3, 3).

Moreover, any type of permutation has a one-to-one correspondence to a parti-
tion of n.
Example 3 A class of irreducible representation of &g has one-to-one correspon-
dence to a partition of 8. There are 22 partitions of 8:
8=[1"]=[2,1°=---=8].
For any irreducible representation of Gg, its degree is also known. The pair of the
degree of irreducible representation and its multiplicity is described as follows.

[1,2], [7,2], [14,2], [20,2], [21,2], [28,2],
35,2], [42,1], [56,2], [64,2], [70,2], [90,1]
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From this, Q[Ss] is decomposed as follows.
Q[Ss] ~ M1 (Q)%* & M7(Q)¥* & - - - & Mgo(Q).
This implies that in order to break GR-NTRU associated to &g, one must solve a
lattice-based problem of dimension 90.
Similarly as &g, we can compute the minimum value of ng.

Degree n[Dimension (minimum of n¢)|

8 90

9 216

10 768

11 2310
12 7700
13 21450
14 69498
15 292864
16 1153152
17 4873050
18 16336320
19 64664600
20 249420600
21 1118939184

Table 3. Dimension of lattice attack against GR-NTRU over Z[S,]

B How To Find an Embedding 7

In the algorithm in § 4.4, it is better for adversary to choose an embedding 7 with
smaller n;. Group representation theory tells information of 7 which minimizes the
maximum number ng among ni, ..., n;.

B.1 Linear Representation of Group

Here, we review fundamental facts about group representation theory. For more
details, we refer the reader to the book [24].

Let G be a finite group. A group homomorphism o : G — GL(n,C) for some
positive integer n is called a representation of G (of finite degree). Here, n is called
the degree of the representation o. In this case, G acts on the vector space C" via
o:

gv=o(g)v (Vg€ GveCh)
Conversely, if a vector space V = C" endowed with an action of G is given, V
provides a representation of GG. In what follows, we call V a representation of G,
simply.

Definition 2. Let V' be a representation of G of degree n.
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1. For a subspace W of V, if the action of G is stable, we say that W is a subrep-

resentation of V.

If V has only {0} and itself as subrepresentations, we say that V is irreducible.

3. For a representation W of G, if there exists an isomorphism ¢ : V. — W as
vector spaces such that

P(g-v) = g.(¢p(v)) (Vg€ G,veV),

we say that V and W are isomorphic as representation of groups.

o

As for representations of finite groups, the following fact is well-known.

Proposition 10. The number of isomorphism classes of representations of G is
equal to the number of conjugate classes in G. In particular, this number is finite.

Next, we describe a known relation between group representation and group ring.

Lemma 2. A group representation o : G — GL(n,C) is naturally extended to a
homomorphism between group rings, & : C[G] — M(n,C). Conversely, a homomor-
phism between group rings, & : C[G] — M(n,C) provides a group representation
o :G — GL(n,C) by restriction.

Consider a ring homomorphism
7T Z[G] = My, (Z) © M, (Z) @ - - - & My, (Z) (9)

which is not necessary injective. The scalar extension ‘®zC’ on 7, yields the following
ring homomorphism,

¢ : C[G] = M, (C) @ M,,,(C) & - - - & M,, (C) (10)

The map (10) can be regarded as a representation of degree ny + --- + n;. Then,
from representation theory, we have

Proposition 11. A ring homomorphism (9) is injective if and only if the group
representation given by (10) includes all irreducible representations of G as a sub-
representation.



