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Abstract

Proxy Re-Encryption was introduced by Blaze, Bleumer and Strauss to efficiently solve the problem
of delegation of decryption rights. In proxy re-encryption, a semi-honest proxy transforms a cipher-
text intended for Alice to a ciphertext of the same message for Bob without learning anything about the
underlying message. From its introduction, several proxy re-encryption schemes in the Public Key Infras-
tructure (PKI) and Identity (ID) based setting have been proposed. In practice, systems in the public
key infrastructure suffer from the certificate management problem and those in identity based setting
suffer from the key escrow problem. Certificateless Proxy Re-encryption schemes enjoy the advantages
provided by ID-based constructions without suffering from the key escrow problem.

In this work, we construct the first unidirectional, single-hop CCA-secure certificateless proxy re-
encryption scheme without pairing by extending the PKI based construction of Chow et al. proposed in
2010. We prove its security in the random oracle model under the Computational Diffie-Hellman (CDH)
assumption. Prior to this work, the only secure certificateless proxy re-encryption scheme is due to Guo
et al. proposed in 2013 using bilinear pairing. They proved their construction is RCCA-secure under
g-weak Decisional Bilinear Diffie-Hellman assumption. The construction proposed in this work is more
efficient than that system and its security relies on more standard assumptions. We also show that the
recently proposed construction of Yang et al. is insecure with respect to the security model considered
in this work.

*This is the full version of the paper with the same title appearing in the proceedings of ACM Asia-CCS-SCC 2015.
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1 Introduction

Proxy Re-Encryption (PRE) allows a semi-trusted proxy to transform ciphertexts intended for Alice (dele-
gator) to a ciphertext of the same message for Bob (delegatee). The main goal of proxy re-encryption is to
ensure that the proxy does not “learn” any information about the underlying message. PRE systems can
be classified into two types based on the direction of transformation: wunidirectional and bidirectional. In
an unidirectional PRE scheme, the proxy has the ability to transform ciphertexts from Alice to Bob but
not in the other direction. However, in a bidirectional setting the proxy can transform ciphertexts in both
directions. Blaze et al. [BBS98] also gave another method to classify PRE schemes: multi-hop, i.e., the
ciphertext can be transformed from Alice to Bob to Charlie and so on; and single-hop, i.e., the ciphertext
can be transformed only once.

From its introduction, proxy re-encryption has found a variety of applications such as distributed file sys-
tems [AFGHO6], simplification of key distribution [BBS98], multicast [CLHO05], DRM of Apple’s iTunes [Smi],
privacy for public transportation [HBCDF06], telemedical system [GZZC13] and secure e-mail forwarding
[BBS98].

Most of the PRE constructions found in literature are either in the public key setting or in the identity
(ID) based setting. In the public key setting, there is a need to authenticate the public key of users. For
this purpose, we rely on a trusted third party called as Certifying Authority (CA) to issue certificates
proving the authenticity of a public key. Certificate management is a costly and a cumbersome process
that inherently makes public key cryptography inefficient. Identity based setting removes the problem of
certificate management but brings in a new problem. The Private Key Generator (PKG) generates the secret
keys of all users and hence can decrypt all their messages. Thus, PKG must be unconditionally trusted and
this leads to the key escrow problem. We highlight an use case where proxy re-encryption systems in public
key setting as well in ID-based setting fail to provide an useful solution.

Consider a cloud storage provider with millions of users storing their data on its servers. The users wish
that their data remains confidential and hence encrypt their data before storing it on the cloud. Consider
an user Alice who wishes to share some of her data with another user Bob but doesn’t want to share her
secret key with him. A naive approach taken by the Alice would be to download all her data, decrypt it and
then re-encrypt it under Bob’s public key. This solution is highly inefficient if the data stored by Alice is of
the order of hundreds of gigabytes and the computing power of Alice is very small (like a smart phone or
a personal computer). Proxy re-encryption provides an efficient way to solve the above problem. Alice can
give the cloud service provider with a re-encryption key which can be used to transform the encrypted data
stored under Alice’s public key to data encrypted under Bob’s public key. Since the number of users is in
the order of millions, proxy re-encryption schemes in the public key setting would be highly inefficient. Also,
finding an authority (to issue certificates) which is unconditionally trusted by all the users is impractical.
In the ID-based setting, a third party computes the secret keys of all the users and it could read all the
data stored on the server. This may not be preferred by the users if they wish to store highly confidential
or personal data. In such a scenario, certificateless proxy re-encryption provides an efficient solution by
avoiding the certificate management problem in the PKI based setting and the key escrow problem in the
ID-based setting.

Certificateless cryptography was introduced by Al-Riyami and Patterson in 2003 [ARP03]. In the cer-
tificateless setting, public key as well as the secret key of an user consists of two parts: one generated by the
user himself and the other generated by a semi-trusted party called as the Key Generation Center (KGC).
The public key of an user does not require a certificate and hence systems designed in this setting do not
suffer from the certificate management problem. Also, the KGC does not have any information about the
secret value generated by the user and hence cannot decrypt any ciphertexts. Thus, key escrow problem is
also avoided. Informally, a scheme is secure in the certificateless setting if it is secure against two types of
adversaries namely Type-I and Type-II. A Type-I adversary models an outside attacker (one who is different
from KGC and receiver). And, Type-II adversary models an honest-but-curious KGC who tries to break the
confidentiality of the scheme.



1.1 Related Work
1.1.1 Certificateless Public Key Cryptography

Since the introduction of certificateless public key cryptography by Al-Riyami and Patterson in 2003 [ARP03],
a variety of schemes satisfying various notions of security have been proposed. Baek, Safavi-Naini and Susilo
[BSNS05] proposed the first CCA-secure certificateless public key encryption without pairing in a weakened
security model where the adversary is not allowed to replace the public key of the target identity. In 2007,
Sun, Zhang and Baek [SZB07] strengthened the scheme and allowed the adversary to replace the public key
of the target identity but still disallowed him to obtain the partial key of the target identity. In 2006, Libert
and Quisquater [LQO6] proposed generic construction of certificateless encryption from an identity based
encryption scheme. In the same year, Chow, Boyd and Nieto [CBNO06] proposed a generic construction
for security mediated certificateless encryption which provides instant revocation. Dent [Den08] provides
an excellent survey of certificateless encryption schemes and ranks the different notions of security for a
certificateless public key encryption scheme against an outside attacker as well as passive key generation
center.

1.1.2 Proxy Re-Encryption

In 1998, Blaze, Bleumer and Strauss [BBS98] introduced the notion of proxy re-encryption and proposed
a bidirectional CPA-secure scheme. The first unidirectional CPA-secure proxy re-encryption scheme was
proposed by Ateniese et al. in [AFGHO06]. In 2007, Canetti and Hohenberger [CHO7] proposed the first
bidirectional multihop Replayable Chosen Ciphertext (RCCA) secure scheme in the standard model. In
2008, Libert and Vergnaud [LV08] proposed the first unidirectional single hop scheme which is RCCA secure
in the standard model. All the above mentioned constructions used bilinear pairing. In 2008, Weng, Deng,
Liu and Chen [WDLC10, DWLCO08] proposed a bidirectional CCA-secure (in the random oracle model) PRE
scheme without pairing. In 2010, Chow, Weng, Yang and Deng [CWYD10] proposed an efficient CCA-secure
(in the random oracle model) unidirectional proxy re-encryption scheme without pairing. Recently, Lu, Lin,
Shao and Liang in [LLSL14] proposed a RCCA-secure (in the random oracle model) bidirectional proxy
re-encryption scheme satisfying some additional properties like constant ciphertext size (irrespective of the
number of transformations done) and master secret security (introduced in [AFGHO6]).

To solve the certificate management problem in PRE, Green and Ateneise [GAQ7] introduced the concept
of ID based proxy re-encryption scheme (IB-PRE) and proposed a multi hop IB-PRE scheme that is CCA
secure in the random oracle model. Chu and Tzeng [CT07] proposed the first CCA secure 1D based proxy
re-encryption scheme without random oracles. In the above constructions, the ciphertext size and complexity
of the decryption algorithm grew linearly in the number of transformations done to a ciphertext. Recently,
Liang et al. in [LCTT14] proposed a CCA-secure multi hop ID based proxy re-encryption scheme in the
standard model having constant ciphertext and computational complexity. IB-PRE systems solve the issue
of certificate management but brings in the key escrow problem. Hence, the notion of certificateless proxy
re-encryption scheme was introduced.

1.1.3 Certificateless Proxy Re-Encryption

In 2010, Sur, Jung, Park and Rhee [SJPR10] gave a construction of a certificateless proxy re-encryption
and proposed a CLPRE scheme using bilinear pairing. However, Zheng et al. in 2013 [ZTGC13] gave a
concrete attack on their scheme and proved that their scheme was not CCA secure as claimed. In 2013, Guo,
Zhang, Zhang and Chen [GZZC13| proposed a certificateless proxy re-encryption which is RCCA - secure
in the random oracle model using bilinear pairings. Recently, Yang, Xu and Zhang [YXZ14] proposed a
certificateless proxy re-encryption scheme without pairing and claimed it to be CCA-secure. We show that
their construction is not CCA-secure with respect to the security model considered in this work.



1.2 Owur Contributions

In this paper, we propose the first pairing-less unidirectional, single-hop, CCA secure certificateless proxy
re-encryption scheme by extending the PKI-based scheme of Chow et al. [CWYD10]. Prior to this work,
the only known secure certificateless proxy re-encryption scheme was proposed by Guo et al. in 2013. We
highlight several advantages enjoyed by our construction when compared to theirs.

Firstly, we propose a CCA-secure certificateless proxy re-
encryption scheme whereas their construction could satisfy only a weaker notion of security namely, RCCA
(Replayable Chosen Ciphertext). Secondly, the security of their system relies on g-weak Decisional Bilinear
Diffie-Hellman assumption whereas we prove our security based on the more standard Computational Diffie-
Hellman assumption. Further, our Type-I and Type-II adversaries against the original ciphertext security
can adaptively corrupt users. On the other hand, Guo et al. prove their system to be secure in a partially
adaptive corruption model '. Also, their Type-I and Type-II adversaries do not have access to a strong
decryption oracle and their Type-II adversary cannot replace the public key of any user. We consider
a security model where we do not impose the such restrictions on the adversary. We also compare the
efficiency of their system with ours and our proposed construction outperforms theirs in almost every aspect.

We prove our system’s transformed ciphertext security against Type-I and Type-II adversaries in a non-
adaptive corruption model which is weaker than the one considered by Guo et al. In our model, the adversary
specifies the list of users for whom it wants the secret key after seeing the public parameters. We note that
this setting is stronger than the traditional non-adaptive setting where the adversary specifies the list of
secret keys it wants to obtain even before seeing the public parameters.

Another major contribution of this work is the security analysis of Yang et al.’s certificateless proxy
re-encryption construction [YXZ14]. We observe that their proposed construction does not satisfy the
confidentiality property of the challenge ciphertext in our security model. We give a brief overview of
their construction and give a concrete attack on their system. The attack we demonstrate is inspired by the
“chain-collusion attack” described in [SC09, CWYD10].

1.2.1 Overview of Construction

The starting points of our constructions are the PKI-based proxy re-encryption system of Chow et al.
[CWYDI10] and the certificateless encryption system of Sun et al. [SZB07]. In the system by Chow et al.
every user chooses two random elements z1, 7y from Z; and set their public key as (P, = ¢, P> = g*2)
and their secret key as (x1,x2). The first level ciphertext of a message m is generated using the “Hashed
El-Gamal” [E1G85],[FO99] encryption system. To encrypt a message m € {0, 1}, a random element u from

Zy is chosen and D = (P]_I—I(PQ)PQ)U is computed. A random w € {0,1}" is chosen and r = Hy(m,w) is

computed. Then F = (PII-I(PZ)PQ)T and F' = H(g") @ (m||w) are computed. Finally, s = u + r.H3(D, E, F)

is computed and (D, E, F, s) is output as the ciphertext of message m. The re-key is generated using the
“token-controlled encryption” paradigm. In this paradigm, a token h is used to hide the secret z1 H(Py) + x2
(by generating th)ﬂz) and h is encrypted under the delegatee’s public key. If the proxy and the
delegatee collude then it is possible to recover x1H(Ps) + xo. Therefore, h is encrypted using a different
mechanism than the one which is used to generate the first level ciphertext in order to protect the system
from “chain-collusion attack” [SC09],|[CWYD10].

In order to extend the system proposed by Chow et al. to the certificateless setting, we tried to replace x
with the partial key generated by the KGC as in [SZB07] and make the user generate x randomly from Z;
in the UserKeyGen algorithm. In this attempt, the partial secret key for user would be dy = so + H3(ID, g*°)
and the partial public key would be (¢°°, g%, s1 + xHy(ID, g°°, g°')) where z is the master secret key, sg, s1
are chosen randomly from Z7 and Hs and Hy are cryptographic hash functions. The full secret key of an
user is given by (do,x2) where x4 is generated randomly by the user. The re-encryption key (or the re-key)
generated via the token controlled encryption paradigm is given by (V = (¢*2)", W = H3(g") @ (h||7w) and

1They allow the adversary to obtain the full secret key of the user by first replacing the public key and then querying the
partial keys.



rk = m) where h, 7 are chosen randomly from {0, 1}% and {0, 1}t respectively, Z5 is the user key
of delegatee and v = Hjy(h, 7). But this initial attempt is insecure as it suffers from the “chain-collusion
attack” in the certificateless setting as demonstrated below. Consider a target user A (with secret keys
(d',24")), an honest user B (with secret keys (d,2%)) and a corrupted user C' (with secret keys (d§,z5)).
The attacker queries for the re-encryption keys from A to B and from B to C. Using the knowledge of secret

key of C (since C' is corrupted), the attacker can obtain the value of h hidden in the re-key from B to C. The
attacker could then obtain z = df H (g‘rg) + 28 from the third component of the re-key. In the PKI-based
setting, this knowledge is not helpful for the attacker to break confidentiality of messages encrypted under
A’s public key by re-encrypting them to B’s public key. This is precisely due to the fact that the token A
is encrypted using a different mechanism under B’s public key than the one which is used to generate the
first level ciphertext. However we observe that in the certificateless setting this knowledge alone is sufficient
for the attacker to break the confidentiality of the ciphertexts under A’s public key. The attacker could
query for the user keys for user B to obtain x¥ and could now retrieve df = (» — 22)/H (gmg ) and obtain
the full secret key of B. Hence, the attacker could break the confidentiality of the challenge ciphertext by
re-encrypting from user A to B.

The construction we propose disallows such attacks by increasing the number of partial secret key com-
ponents from 1 to 2 as well as increasing the user generated components to 2. In our construction, the full
secret key of an user is of the form (do, dj, x2, 24) where dy = so+H1(ID, g*) and d} = s+ Hy(ID, g*) are
partial secret keys and o, x4 are chosen by the user randomly from Zy. The re-key consists of two parts: the
first part is an encryption of h under delegatee’s public key and the second component is h/L(dy, dj, x2, 25)
where L is a linear function of the full secret key with public coefficients 2. The token h encrypted in the
re-key can be retrieved only by users with knowledge of both dy (a partial secret key component) and z;
(a user key component). One can easily see that this construction does not suffer from the “chain-collusion
attack” described above. This is because the above attacker could learn L(d¥, dggl, T2, xgl) with the knowl-
edge of full secret key of C'. Even if the attacker obtains the user keys for B, he would not be able to retrieve
d¥ which is required to break the confidentiality of second level ciphertext to B. We could prove that this
construction satisfies the security notion considered in this paper.

Remark 1 The construction given by Yang et al. in [YXZ14] suffers from the chain-collusion attack once
the adversary is given access to a user key extraction oracle. This is due to the fact that in their construction
the partial secret key consists only of a single component (unlike ours) whereas the user keys consists of two
components similar to our construction. This weakness allows a chain collusion attacker to extract out the
full secret key of B.

2 Framework for CL-PRE

In this section, we describe the framework for a single hop, unidirectional CL-PRE scheme. We use the
formulation given by Baek, Safavi-Naini and Susilo [BSNS05, SZB07, Den08] for a certificateless encryption
system. In this formulation, the KGC provides a partial public key and a partial secret key to the user
which are combined with his own secret values to obtain his full public and secret key. This is a slight
deviation from the original formulation of Al-Riyami and Patterson which allows the public key of an user
to be generated independent of the partial secret key given by the KGC. Though one might view this as a
slight disadvantage as the user can obtain encrypted messages only after receiving the partial public key and
the partial secret key from the KGC, it has been shown in [Den08] that only schemes following the Baek,
Safavi-Naini and Susilo formulation can resist “denial of decryption attacks”. A CL-PRE scheme consists of
the following algorithms:

e Setup(1¥) : This is a probabilistic polynomial time (PPT) algorithm run by the Key Generation Center
(KGC). It takes the unary encoding of security parameter 1% as input and outputs a set of public

2A concrete instantiation of L is given in the construction



parameters denoted by params and a master secret key msk. params also includes a description of a
message space M of finite size.

e PartialKeyExtract(params, msk, ID) : This is a PPT algorithm run by the KGC. It takes public pa-
rameters params, the master secret key msk, and the user’s identity I D as inputs and outputs partial
public key ppk and partial secret key psk.

e UserKeyGen(ID, params) : This is a PPT algorithm run by the user. It takes the user’s identity I.D,
and params as inputs and outputs a secret key sk, and a public key pk. This algorithm can be run
independent of the partial key extract.

e SetPublicKey(ID, params, pk, sk, psk,ppk): This is a PPT algorithm run by the user. It takes the
user’s identity I D, params, user generated public key pk and secret key sk, the partial secret key psk
and the partial public key ppk to return the user’s full public key PK.

e SetPrivateKey(ID, params, sk, psk): This is a polynomial time algorithm run by the user. It takes the
user’s identity I D, params, user generated secret key sk and the partial secret key psk to return the
user’s full secret key SK.

e Re — KeyGen(ID;,ID;,params, SK;, PK;): This is a PPT algorithm run by the user with identity
ID;3. 1t takes ID;, ID;, the public parameters params, the full secret key SK; of ID;, full public key
PK; of ID; and outputs either a re-encryption key rk;_,; or an error symbol L.

e Encrypt(ID;, params, PK;,m) : This is a PPT algorithm run by the sender. This algorithm takes the
identity of the receiver ID;, the public parameters params, the full public key PK; of ID; and a
message m from M as inputs. It outputs a first level* ciphertext C’ or an error symbol L.

e Re — Encrypt(ID;, ID;, params,C’,rk;_;): This is a PPT algorithm run by the proxy. It takes user’s
identities ID;, ID;, params, a first level ciphertext C’, and a re-encryption key rk;_,; as inputs. It
outputs a second level® ciphertext C” or an error symbol L.

e Decryptl(ID;, params,C’, SK;): This is a deterministic algorithm run by the receiver. It takes in the
receiver’s identity ID;, the public parameters params, a first level ciphertext C’ and the receiver’s full
secret key SK; as input and outputs a message m from M or an error symbol 1.

e Decrypt2(ID;, params,C”,SK;): This is a deterministic algorithm run by the receiver. It takes in the
receiver’s identity ID;, the public parameters params, a second level ciphertext C” and the receiver’s
full secret key SK; as input and outputs a message m from M or an error symbol L.

Correctness: The algorithms stated above must satisfy the following correctness requirements. For all
k € N, if (params, msk) < Setup(1¥) and PK;, PK; are the full public keys corresponding to identities
1D;,ID; with full secret keys SK;, SK; then for all m € M:

e Decryptl(ID;, params, Encrypt(ID;, params, PK;,m), SK;) =m

o If rk;_,; = Re — KeyGen(ID;, ID;, params, SK;, PK;), and C"” = Re — Encrypt(ID;, ID;, params,
Encrypt(ID;, params, PK;, m),rk;_,;), then Decrypt2(ID;, params,C",SK;) =m

31t is suggested in [GZZC13] and [CHO7] that Re-KeyGen for a unidirectional proxy re-encryption scheme need not involve
the delegatee or the proxy. It is run by the delegator locally and the result is then sent to the proxy.

4A first level ciphertext can be re-encrypted by proxy

5A second level ciphertext cannot be re-encrypted by proxy



3

Security Model

An adversary attacking a CL-PRE scheme can be of two types: Type-I or Type-II. A Type-I adversary
models an attacker from the outside (i.e anyone except the KGC) who is trying to gain some information
about the underlying message in the ciphertext. A Type-II adversary models an honest but a curious KGC®
who tries the break the confidentiality of the scheme. For a scheme to be secure, we must argue that the
adversary cannot gain any protected information unless he holds the full secret key. We also consider separate
security models for original and transformed ciphertexts.

We allow our Type-I as well as Type-II adversaries against the original ciphertext security to adaptively
corrupt the users. That is, the adversary can obtain the secret keys for arbitrary users of its choice. We
allow adversaries (both Type-I and Type-II) against the transformed ciphertext security to non-adaptively
corrupt users by specifying their identities after seeing the public parameters. We would like to iterate that
this notion of security is stronger than the notion where the adversary has to specify the corrupted user’s
details even before seeing the public parameters. For honest users, we allow these adversaries to adaptively
obtain the user keys or the partial public key but not both. We also allow the Type-I adversary against
original and transformed ciphertext security games to adaptively replace public keys of honest users with
public key of his choice and to have access to a strong decryption oracle (notation as in [Den08]). If an
adversary has replaced the public key corresponding to an identity, then the strong decryption oracle returns
the correct decryption of a ciphertext with the secret key that inverts the current value of the public key.
Both Type-II adversaries also have access to a strong decryption oracle. All adversaries have access to public
key extraction, Re-Encryption, Re-Key generation oracles.

The security of any CL-PRE scheme is proved by means of an interactive game between a challenger
and an adversary who tries to break the confidentiality of the scheme. In the confidentiality game between
an adversary A and the challenger (or the simulator) C, the adversary has the access to various oracles
which are simulated by C. Before setting up the oracles, C' sets up a list C'I of corrupted identities. It also
maintains a list of current public keys called as CPK. A does not posses the full secret key of an identity
ID which is not in CT list. CPK consists of tuples of the form (< ID; >, PK;, PAK7) where ID; denotes
user’s identity, PK; denotes the full public key returned by SetPublicKey algorithm, and PK; denotes the
current public key provided by the adversary. Whenever the adversary replaces the existing public key of an
identity ID; with a new public key P}(i, C replaces the third component of the tuple corresponding to I.D;
in the CPK list with PK;.

The adversary has access to the following oracles:

Public Key Extract (Opk.): On giving ID as input, Opy. computes (pk, sk) <— UserKeyGen(ID, params),
(ppk, psk) < PartialKeyExtract(params, msk,ID), PK
+ SetPublicKey(ID, params, pk, sk, psk, ppk) and returns PK. Add (ID,PK, PK) to the CPK list.

Partial Key Extract (Ope,): On giving ID as input, Op., computes (ppk, psk) < PartialKeyExtract(params,
msk, ID) and returns (ppk, psk).

User Key Extract (O ): On giving I D as input, O, . computes (pk, sk) < UserKeyGen(params, ID)
and returns (pk, sk).

Re-Key Generation (O,4,): On giving (ID;, ID;) as input, Oy, returns rk;_,; = Re — KeyGen(ID;, I D,
params, SK;, P}(j) where P}(j is the current public key of ID;.

Re-Encryption Oracle (Oyepc): On giving (ID;, ID;,

(") as inputs where C” is a first level ciphertext, O,epne computes rk;_.; = Re — KeyGen(ID;, ID;, params, SK;,
PK;) where PK; is the current public key of ID; and returns a second level ciphertext C” =

Re — Encrypt(ID;,

ID;,params,C’ vk ;).

6This is modeled by giving the Type-2 adversary with the master secret key



e Strong Decrypt-1 Oracle (Ogec1): On giving (ID,C’) as inputs, where C’ is a first level ciphertext,
Ogec1 computes the decryption of the ciphertext using the private key that inverts the current value
of the public key and returns m from M or an error symbol.

e Strong Decrypt-2 Oracle (Ogec2): On giving (ID,C") as inputs, where C” is a second level cipher-
text, Ogec2 computes the decryption of the ciphertext using the private key that inverts the current
value of the public key and returns m from M or an error symbol.

¢ Public Key Replacement Oracle (Op,): On giving (ID;, P}Q) as input, Opk, replaces the public
key of ID; with PK; by replacing the third component of the tuple corresponding to I.D; in the CPK
list with PXK;.

3.1 Security against a Type-I adversary
3.1.1 Original Ciphertext Security

We first describe the original ciphertext security game between the adversary and the challenger.

e Initialization: C' sets up the list C'I of corrupted identities and the current public key list CPK. It
initializes C'I = @ and CPK with PK; = PK; for all identities I D;.

e Phase-1: C runs the algorithm Setup(k), where k is the security parameter and computes the public
parameters params and the master secret key msk. It gives params to A; and keeps the msk to itself.

Aj can query any of the above mentioned oracles but it cannot query the user key or the partial secret
key of an identity for which it has replaced the public key 7. That is, it cannot query Our.(ID;)
or Ope,(ID;) if PK,; # P}(i. The challenger responds to the other oracle queries correctly and
consistently.

e Challenge Phase: Once A; decides that the Phase-1 of the security game is over, it outputs
(ID*, My, My) where ID* is the target identity, My, M; are messages from M such that |My| = | M|
(where | - | denotes length). It is required that I D* satisfies the following conditions.

— ID* does not belong to the CT list.

— A has not queried the partial key of ID* in Phase-1.

— Ay has not issued a query O,y(ID*,ID), where ID is in CT list.
Remark 2  Our assumption that the adversary does not obtain the partial keys for the challenge
identity is a reasonable one. This is achieved in a system where the KGC delivers the partials keys

through a confidential channel. According to the nomenclature given in [Den08|, our model is termed
as Strong Type I*.

C chooses ¢ € {0, 1} uniformly at random and computes C* = Encrypt(ID*, params, PK*, M;), where
PK* denotes the current value of the public key of the target identity.

e Phase-2: Before we describe the phase-2 of the security game we define a challenge derivative (similar
to [SJTPR10]). Informally, a challenge derivative is the challenge ciphertext or a ciphertext obtained by
re-encrypting the challenge ciphertext. Formally,

— (ID*,C*) is a challenge derivative.

— If (ID;,C;) is a challenge derivative and A; has issued a re-encryption query Openc(ID;, ID;, C;)
to obtain the ciphertext C;, then (ID;, C;) is a challenge derivative.

It is unreasonable to expect the challenger to provide secret keys for public keys replaced by the adversary



— If (ID;, ;) is a challenge derivative and A; has issued a re-key generation query Oyiy(ID;,I1Dj;)
to obtain the re-key rk;_,; and the ciphertext C;; = Re — Encrypt
(ID;,ID;,params,C;,rki—;), then (ID;, C;) is a challenge derivative.

Aj can continue to query the above oracles but as in Phase-1 it cannot query:

— Oure(ID;) or Ope,(ID;) if PK; # PK;.
— Opez(ID*).

In addition, the adversary is not allowed to make the following queries which allows it to trivially win
the game.

— Ouke(ID) and Oy, (ID) 8 if there exists a challenge derivative (1D, C).

— Ogect (ID*,C*) unless the public key of ID* which was used to create the challenge has been
replaced.

— Odee2(ID,C) if (ID,C) is a challenge derivative.
— Orenc(ID;,ID;,C;), it ID; is in CI list and (ID;, C;) is a challenge derivative.
— Opg(ID*,ID;), if ID; is in CT list.

e Guess: A; finally outputs a guess ¢’ of §. Ay is said to win the game if § = §’.
We define the advantage that A; has over this game as
AdviY PR e = 2Pr[o =4 -1/2]

where the probability is over the random coin tosses performed by the C'; A; and the oracles.

Definition 1[Original Ciphertext Security] An unidirectional, single hop scheme is said to be (¢, ¢, ¢pie,

Qukes Qpex rkgs Grencs Qdecl s ddec2, pkr) Secure against Type-I adversary in the original ciphertext security
game, if for any ¢ time Type-I adversary who makes at most g,x. queries to Opge, at most gy queries to
Ouke, at most gpe, queries to Opey, at most grigy queries to Orrg, at Most Grene queries to Orepe, at most
Gdec1 queries t0 Ogec1, at MOSt Ggecz queries to Ogeca, at most gprr queries to Opy, in the above game, we
have AdvINBLCLERE-COA o o

3.1.2 Transformed Ciphertext Security

The game for transformed ciphertext security is described below.

e Initialization: C runs the algorithm Setup(k), where k is the security parameter and computes the
public parameters params and the master secret key msk. It gives params to Ay and keeps the msk
to itself. A; now outputs the list of identities for which it requires the full secret key. C' initializes
the list C'I with the list provided by the adversary. For each ID € CI, C obtains the full secret
key as follows: It first runs PartialKeyExtract(params, msk,ID) to obtain (ppk,psk). It then runs
UserKeyGen(ID, params) to obtain (pk, sk). It then runs SetPrivateKey(I D, params, sk,
psk) to obtain the full secret key SK. It also runs SetPublicKey
(ID,params, pk, sk, psk, ppk) to obtain the corresponding public keys. It then gives the list of full
secret keys along with public keys to the adversary A;. C' also sets up the current public key list CPK
initialized with the queried identities.

8 Adversary is allowed to query any one of the oracles. But is not allowed to query both.



e Phase-1: A; can query any of the above mentioned oracles but it cannot query the user key or the
partial secret key of an identity for which it has replaced the public key . That is, it cannot query
Ouke(ID;) or Opex(ID;) if PK; # PK;. The challenger responds to the other oracle queries correctly
and consistently.

e Challenge Phase: Once A; decides that the Phase-1 of the security game is over, it outputs
(ID',ID*, My, M) where ID* is the target identity, D’ is the identity of the delegator, My, M;
are messages from M such that |My| = |M;| (where |- | denotes length). It is required that ID*
satisfies the following conditions.

— ID* does not belong to the CT list.
— Aj has not queried the partial key of ID* in Phase-1.
— Ay has not issued a query O,4(ID*,ID), where ID is in CT list.

— Ay has not obtained the re-key from ID’ to ID*. That is, it has not queried the O,1, with
(ID',ID*) as input.

C chooses ¢ € {0, 1} uniformly at random and computes C* = Re — Encrypt(ID’, ID*, params, Encrypt(ID*,

params, Pk*, Ms),rkip—1p+), where PK* denotes the current value of the public key of the target
identity.

e Phase-II: A; can continue to query the above oracles but as in Phase-1, it cannot query:

— Ouke(ID;) or Oper(ID;) if PK; # PK;.
— Oper(ID*).

It also cannot make the following queries:

— Ogec2(ID*, C*) unless the public key used for creating the challenge ciphertext is replaced.
— If ID] belongs to the CT list then, O,pg(ID’, ID*).

Remark 3  The relaxation where the adversary is not allowed to corrupt both the proxy (by obtaining
rkrp/—1p+) and the delegator (ID’) is motivated by the following real world scenario. If the adversary is
able to corrupt both in the real world, then he can simply ask for the untransformed ciphertext from the
proxy and simply decrypt it. If the proxy was honest at the beginning and did not maintain any log of the
input ciphertexts then such an attack would not arise in the real world. This relaxation was considered in
the work by [CWYD10].

Definition 2[Transformed Ciphertext Security] An unidirectional, single hop scheme is said to be (¢, €, ¢pke,
Qukes Qpex Qrkgs Grencs Qdect s ddec2, dpkr) Secure against Type-I adversary in the transformed ciphertext security
game, if for any ¢ time Type-I adversary who makes at most gyi. queries to Opge, at most gy queries to
Ouke, at most gpenr queries to Opey, at most grrg queries to Oppg, at most grene queries to Orepne, at most

Gdec1 queries t0 Ogec1, at Most ggecz queries to Ogeca, at most gpr, queries to Opg, in the above game, we

IND—CLPRE—CCA
have Ad’UCLPRE7A1,tran Se. ¢

3.2 Security against a Type-II adversary

We now consider the notion of security against a Type-II adversary. Since a Type-II adversary models
an honest yet curious KGC, a Type-II adversary is provided with the master secret key msk. Since the
Type-II adversary has access to msk, it can compute the partial key corresponding to arbitrary identities
of its choice. Thus, we do not provide a Type-II adversary explicitly with a partial key extract oracle. A
Type-II adversary can replace the public key of arbitrary identities except the challenge identity. A Type-I1
adversary also has access to a Strong Decryption oracle. The adversary can query all the oracles that are
mentioned except Oppe.

91t is unreasonable to expect the challenger to provide secret keys for public keys replaced by the adversary
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3.2.1 Original Ciphertext Security

We now describe the original ciphertext security game between a Type-1I adversary A;; and the challenger
C. As before, the game proceeds in 3 phases.

e Initialization: C' sets up the list C'I of corrupted identities and the current public key list CPK. Tt
initializes C'I = @ and CPK with PK; = PK; for all identities I D;.

e Phase-1: The C runs the algorithm Setup(k), where k is the security parameter and computes the
public parameter params and the master secret key msk. It gives params and msk to Aj;. As in the
previous case, it cannot query Oye(ID;) or Oper(ID;) if PK; # PK;.

e Challenge Phase: Once Aj; decides that the Phase-1 of the security game is over, it outputs
(ID*, My, M) where ID* is the target identity, My, M; are messages from M such that |My| = | M|
(where | - | denotes length). Tt is required that I D* satisfies the following conditions.

— ID* does not belong to the CT list.
— Ay has not queried O,iq(ID*,ID), where ID is in CT list.

— PK* = PK*. That is, Ay has not replaced the public key corresponding to the challenge identity.
This is a standard requirement in the security model for a Type-II adversary.

C chooses § € {0, 1} uniformly at random and computes C* = Encrypt(ID*, params, PK*, Ms).

e Phase-2: A;; can continue to query the above mentioned oracles in this phase but as in Phase-1 is
disallowed to query:

— Oure(ID;) or Oper(ID;) if PK; # PK;
In addition, it is not allowed to make the following queries which trivially allow it to win the game:

— Ouke(ID) and Ope;(ID) 10 if there exists a challenge derivative (ID,C).

— Ogec1(ID*,C*) if PK* = PK*.

— O4ec2(ID,C) if (ID,C) is a challenge derivative.

— Orenc(ID;,ID;,Cy), it ID; is in CI list and (ID;, C;) is a challenge derivative.
— Orig(ID*,1Dy), if ID; is in CT list.

e Guess: Aj; finally outputs a guess &’ of §. The adversary is said to win the game if § = ¢’

We define the advantage that the adversary Aj; has over this game as

—C —CCA
AdvéjzgREfﬁiffri =2|Pr[6 = '] - 1/2

where the probability is over the random coin tosses performed by C, Aj; and the oracles.

Definition 3[Original Ciphertext Security] An unidirectional, single hop scheme is said to be (¢, €, ¢pke,

Qukes Qrkg, Qrenc, Qdect s Qdec2; dpkr) secure against Type-II adversary in the original ciphertext security game,
if for any ¢ time Type-II adversary who makes at most gpr. queries to Opie, at most gure queries to Oype,
at most g,r4 queries to Orkg, at most ¢rene queries to Orene, at Most ggee1 queries to Ogeer, at MOSt Ggeco

: . IND-CLPRE—-CCA
queries to Ogeco, at most g, queries to Opyyr, we have AdeLPRE’AH’O”A <e. &

10 Again, adversary is allowed to query one of the oracles but not both

11



3.2.2 Transformed Ciphertext Security

We define the transformed ciphertext security game in an analogous way to that against Type-1 adversary
with identical restrictions.

e Initialization: C runs the algorithm Setup(k), where k is the security parameter and computes the
public parameters params and the master secret key msk. It gives params and msk to Ay;. Ajr now
outputs the list of identities for which it requires the full secret key. C initializes the list C'I with the
list of identities provided by the adversary. For each ID € CI, C obtains the full secret key and the
public key by running the PartialKeyExtract, uke, SetPublicKey, sprk algorithms. It then gives the list
of full secret keys to the adversary A;. C also sets up the current public key list C PK initialized with
the queried identities.

e Phase-1: A; queries any of the oracles mentioned except Opi.. As in the previous case, it cannot
query Ouke(ID;) or Ope(ID;) if PK; # PK;

e Challenge Phase: Ajr outputs (ID', ID*, My, M)
where I D* is the target identity, 1D’ is the identity of the delegator, My, M; are messages from M such
that |[My| = |M;| (where | -| denotes length). It is required that ID* satisfies the following conditions.

I1D* does not belong to the CT list.

— Ajpr has not queried O,iq(ID*,ID), where ID is in CT list.

— PK* = PK*.

— Ay has not obtained the re-key from ID’ to ID*. That is, it has not queried the Oy, with
(ID',ID*) as input.

C chooses ¢ € {0, 1} uniformly at random and computes C* = Re — Encrypt(ID’, I D*, params, Encrypt(ID*,
params, PK*, Ms),rk;p—1p~), where PK* denotes the current value of the public key of the target
identity.

e Phase-II: A; can continue to query the above oracles but as in Phase-1, it cannot query:
— Oure(ID;) or Ope,(ID;) if PK; # PK;.
— Opez(ID*).
It also cannot make the following queries:

— Ogec2(ID*, C*) unless the public key used for creating the challenge ciphertext is replaced.
— If ID;} belongs to the CT list then, O,4(ID’,I1D*).

Definition 4[Transformed Ciphertext Security] An unidirectional, single hop scheme is said to be (¢, , ¢pke,
quke7qug7qmnc,qdecl,qdecg,qpkr) secure against Type-II adversary in the transformed ciphertext security
game, if for any ¢t time Type-II adversary who makes at most gpre queries to Opge, at most gyie queries to
Ouke, at most grrg queries to O,rg, at Most grene queries to Opepe, at Most ggec1 queries to Ogecr, at most

. . IND—-CLPRE-CCA
Gdec2 queries to Ogeca, at Most g, queries to Opy,, we have AdUCLPRE,AH,tmn <e. &

4 Security analysis of Yang et al.’s CL-PRE scheme

We first give an overview of Yang et al.’s CL-PRE scheme and later describe our Chosen Ciphertext attack
against the confidentiality of their construction.
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4.1 Yang et al.’s CL-PRE scheme
e Setup(1¥) :

— Generate a k-bit prime number ¢ and a group G of order ¢q. Pick a random generator g € G.

— Randomly pick a x €g Z; and compute y = g*.

Choose cryptographic hash functions H; : {0,1}* x G — Z7, Hy : G — {0, 1}”+”/ for some
non' €N, Hy : {0,1}* = Z3, Hy : G — Z, Hy : {0,1}* — Z% and H : {0,1} — Z.

— Output the public parameters params = {G, g,q,y,n,n’, Hy, Ho, H3, Hy, Hs, Hg} and the master
secret key msk = x.

e PartialKeyExtract(params, msk,ID ) : Pick a random sa €g Zj; and compute wg = ¢g°4 and t4 =
sa+axH{(IDa,wa). Return the partial public key ppk = wa and the partial secret key psk =t 4.

e UserKeyGen(ID 4, params) : Pick random z4,va €g Z; and compute p14 = g4 and pa = g*4. Return
pk = (pa,pa) and sk = (za,va).

e SetPublicKey(ID 4, params, pk, ppk) : Set the public key to be PK = (wa, pia,pa).
e SetPrivateKey(ID 4, params, sk, psk) : Set the private key SK = (ta,24,v4).

e Re — KeyGen(IDa,IDg,params, PK,SK4, PKg) : Parse PK 4 as (wa, fta,94), SKa as (ta,z4,v4)
and PKp as (wg, ug, pp). Compute yg = wpyMUPsws) and X g = H3(vE', ¢35 IDa, PKa,IDg,
PKpg). Return RK g = (taHs(ppa) + 24) X aB.

e Encrypt(IDa,params, PKa,m) : Parse PK4 as (wa, tta,a). Compute v4 = wayTIDawa) and
Yq = 'yi[“(”A)uA. Pick a random o € {0,1}" and compute r = Hs(m, o, D, pka). Pick a random
7 € Zy and compute C4 = (c1,c2,¢3,¢4) such that ¢; = g", 2 = g", cg = (m||o) ® H2(Y}) and

¢y =7+ rHg(c1, ca,c3). Return Cy

e Re — Encrypt(ID 4, params,Ca, RK4_,p) : Parse Cy4 as (c1, ¢2, c3, ¢4) and check whether g° = Cl_cgie(cl,cz,cs)_

If not return L. Else, compute ¢ = c5*4~5 and ¢4 = ¢3 and return Cy = (ch, c4).

e Decryptl(IDy4,params,Cy, SK4) : Parse Cy as (¢1,co,c3,¢4) and SK 4 as (ta, z4,v4). Then compute:

— Check if g* = 01.056(01’62’63). If not, return L.

— Compute m||oc = c3 @ Hz(C;AH4(#A)+ZA)-

— Check if ¢p = gHs(m.oIDapka)

o Decrypt2(IDp,params,Cy, SKp,PK ) : Parse C as (ch,c5), PKa as (wa,pa,pa) and SKp as
(tg,zp,vp). Then compute:

— Compute Xap = H3(¢'P, 0", IDa, PKA,IDp, PKp).

Compute m|jo = ¢ & HQ(C/21/XAB).

Compute 7' = Hs(m, o, 1D A, pka), 74 = wayTUIPawa) and Yy = 'yf“(”“)uA.

—If Yj(“BTI = ¢}, then return m. Else, return L.
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4.2 Attack against confidentiality

We now show that the construction of Yang et al. is not original ciphertext secure in the security model which
we consider in this work. In particular, Yang et al. scheme is insecure once the adversary is given access to
the user key extract oracle. We illustrate this weakness with a concrete attack against their construction.
In the attack, we demonstrate how to obtain the secret key of an uncorrupted user and how to break the
confidentiality of the construction using the secret key.

We describe a Type-I adversary A against the CCA-security challenger for the above construction. The
adversary works as follows:

e A chooses ID 4 as the challenge identity. In addition, it chooses two more identities, IDg and ID¢.

e It obtains the full secret key of I D¢ by querying the challenger. A has access to the full secret key for
ID¢c and hence I D¢ is added to the corrupted identities list. On the other hand, ID4 and IDpg are
honest.

e A obtains the challenge ciphertext C.
e The adversary makes the following queries to their respective oracles:

— A queries for the user keys for IDg to Ok and obtains (z5,vp).
— It now queries the re-key oracle O,4 to obtain the re-key RKp_,c.

— A queries the re-encryption oracle O, ¢, to re-encrypt the challenge ciphertext C% from ID4 to
IDp and obtains C%.

We note that all the queries made by the adversary are valid and allowed by our security model.

e Now, the adversary is in possession of the following information:

The full secret key of ID¢: (tc, zo,ve).

— The user key of IDg: (25,vB).

— Re-key from IDpg to IDc: RKp_.c.

— Re-encryption of challenge ciphertext to IDg: Cg = (ch, ch).

e A then computes the partial key for I Dpg as follows:

— It computes Xpc = H3z((vB)t, (pp)?¢,IDp, PKp,IDc, PKc) using the knowledge of secret
key of C.

— It then computes yg = RKp_,c/Xpc. Note that yp = tgHa(up) + 25.

— It then computes tp = (yp — 2)/Hi(1uB).

e Now, A has access to the full secret key (tp,zp,vg) of IDp. It then decrypts C'; and obtains the
challenge message m. Thus, A wins the game with probability 1.

5 Complexity assumptions

For a prime g, let Z, denote the set {0,1,2,---,¢—1} and let Z; denote Z, —{0}. For a finite set X, x €p X
means x is chosen uniformly at random from set X.

Definition 5 Let G be a cyclic multiplicative group of prime order ¢ and ¢ is a generator of G. The
Computational Diffie-Hellman (CDH) problem in G asks to compute g, given (g, 9%, g") where a,b € Z}.

o
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CDH
A

Definition 6 For an adversary A, we define the advantage in solving the CDH problem as Adv
Pr[A(g,g% g°) = g®], where the probability is taken over the random choices of a,b and the random bits
consumed by the adversary A. We say the (¢,¢)-CDH assumption holds, if there exists no adversary who
runs in time ¢ and has an advantage at least € in solving CDH. &

Bao et al. [BDZ03] introduced a variant of the CDH problem which we term as Modified Computational
Diffie-Hellman (M-CDH) problem which is formally defined below. It was also shown by [BDZ03] that the
M-CDH problem and the CDH problem are equivalent in the same group.

Definition 7 Let G be a cyclic multiplicative group of prime order ¢ and ¢ is a generator of G. The
Modified Computational Diffie-Hellman (M-CDH) problem in G asks to compute g*/¢, given (g, g%, g*) where
(a,b) €r Z3°. o

Definition 8 For an adversary A, we define the advantage in solving the M-CDH problem as Adv%'CDH =

Pr[A(g, g%, g°) = ¢*/%], where the probability is taken over the random choices of a,b and the random bits
consumed by the adversary A. We say the (¢,¢)-M-CDH assumption holds, if there exists no adversary who
runs in time ¢ and has an advantage at least € in solving M-CDH. &

Lemma 1 [BDZ03]The M-CDH problem is equivalent to the CDH problem in the same group.

6 Owur Scheme

Our Certificateless Proxy Re-encryption scheme extends the PKI-based scheme of Chow et al. [CWYD10] to
the certificateless setting using the ”token-controlled encryption” technique introduced in [SC09, CWYD10].

e Setup(1¥):

— Choose two large primes p and ¢ such that g|p— 1 and the bit length of ¢ is the security parameter
k. Let G be a sub group of Z;, of order ¢ and g is a generator of G.

— Select  €g Zj and compute y = g*.

— Choose cryptographic Hash functions: H : G — Z;, Hy : {0,1}*xG — Z7, Hy : {0,1}* xG3 — Zy,
Hs : G — {0,1}oh Hy : {0,1}0 x {0,1} — Z;, H5 : G x G x {0,1}e*hr — 7Z* Hg :
{0,1}* x G* — Zy. Here, lyg = logq and [y is determined by the security parameter k. 11 Set the
message space M to be {0, 1},

— Output public parameters params = (p,q,G, g,y, H, Hy, Ha, H3, Hy, Hs, Hg) and the master se-
cret key msk = x and the message space M.

e PartialKeyExtract(params, msk,ID) :

— Choose s1, 82,583 €r Zy and compute Q1 = g, Q2 = g°2, 3 = g, .
— Compute S1 = s1 +xH1(ID,Q1), S2 = s2 + xH(ID,Q3) and Sg = s3 + xHy(ID,Q1,Q2,Q3).
— Output partial secret key psk = (51, 52) and the partial public key ppk = (Q1, Q2, Q3, S3).

o UserKeyGen(ID, params) :

— Choose z1, 22 €g Z; and compute (g*, g*2).
— Output sk = (U1, Us) = (21, 22) and pk = (P1, P2) = (¢**, ¢*2).

e SetPublicKey(ID, params, pk, sk, ppk, psk) :

HWe also assume that there exists an efficient encoding and decoding algorithm from {0,1}% to Zy.
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— Choose t1,ty € Z} and compute Ty = ¢g"* and T; = g*.
- Compute H1 = tl + 51H6(ID, Pl,Tl) and Ho = tQ + SQHG(ID,PQ,TQ).
- Output the full public key of the user PK = (Pl, PQ, Ql; Qg, Qg, S37T1,T2, ,ul,,uz).
In a certificateless setting, public key of any user must satisfy the property of public verifiability. The va-

lidity of the public key of an user can be checked by running the algorithm PublicKeyVerification(ID, PK)
which is given by

Parse PK as (P17P27Q17Q27Q3753aT15T27M17M2)-
Compute Ry = Q1.y71UP:Q1) and Ry = Qp.y1(ID:@2),

— Check if g 2 (Ty)(Ry)HeUD:P1T1) | gua 2 (T3)(Ro)H1ID:P2.T2) | S5 s (Qs)(yH20D:R1,Q2.Q3)).

— If any of the above check fails, output ”failure”. Else, output ”success”.

e SetPrivateKey(ID, params, sk, psk) :
— Output the full secret key of the identity ID as SK = (Ui, U, S1, S2).
e Re — KeyGen(ID;,ID;,params, SK;, PK;) :

Parse SK; as (U;,1,U; 2, 5i,1,8:,2) and PKj as (Pj1, P2, Qj,1,Qj2,Qj3, 55,3, Tj1, Tj2, i, 11,2)
and check the validity of public key of ID; with PublicKeyVerification(ID;, PK;). If the check
fails, output L.

- Compute Rj,l = Qj71(yH1(IDj’Qj’1)), X1 = Pj_]l(Rfl(Pj’l)), X = Pjyl(Pjvg)H(Pj*l) and o = H(X)
— Pick h € {0,1}l0 and 7 € {0,1}1* and compute v = Hy(h, 7).

Compute V = (X1)", W = H3(g") ® (h||r) and rk =

— Output the re key as rk;_,; = (rk, V,W).

h
Uii+H(Pi1)Ui2+a(Si1+H(Ri1)Si2) "

e Encrypt(ID;, params, PK;,m) :
— Parse PK; as (P 1, P; 2, Qi1 Qi2, Qi3, 5,3, Ti1, Ti2, i1, phi,2) and check the validity of PK; using

PublicKeyVerification(ID;, PK;). If the check fails, output L.

Compute R; 1 = Qi1 (yf1UP#@u)) and R; 5 = Q; 2 (y™(1P:Q::2)) . Also, compute X = P, 1 (P;2)H 10
and Y = R; 1 (R;2)" i), Compute o = H(X). Set Z = (X(Y)%)

— Pick u €p Z; and w €g {0,1}". Compute r = Hy(m, w).

— Compute D = (Z2)*, E=Z", F = H3(¢") ® (m||w) and S = v+ rH5(D,E, F).

— Output ¢’ = (D, E, F,S) as the first level ciphertext.

Remark 4 In order to avoid recomputing R; 1, R; 2, X,Y, Z, a for each message transmission, they
can be computed once and stored locally.

The validity of a first level ciphertext can be verified by CiphertextVerification(ID;,C’) which is ex-
plained below

— Compute Z as above.
— Check if (2)S £ D.EHs(D.E.F),

— If the check fails output "failure”. Else, output ”success”

e Re — Encrypt(ID;, ID;, params,C' rk;_;) :
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— Parse rk;_,; as (rk,V,W) and C" as (D, E, F, S) and check ciphertext validity by executing
CiphertextVerification(ID;, C'). If the check fails output L.

— Compute E' = E™.

— Output (F', F,V,W) as the second level ciphertext.

e Decryptl(ID;, params,C’, SK;) :

— Obtain the public key corresponding to I D, and parse it as (P; 1, P; 2, Qi1, Qi 2, Qi.3,S:3,Ti1, T2,

Wi, i2). Parse SK; as (U;1,U;2,5:1,8:2) and C" as (D, E, F,S) and check for ciphertext va-
lidity using CiphertextVerification(ID;,C") :.

- Compute Ri,l = Qi71 (yHl(IDi’Qi'l)) and RZ‘,Q = Qi72 (yHl(IDi’Qi’2)). AISO, compute X = E,l(E,Q)H(Pi*l)
and Y = R;(R;2)" ). Compute « = H(X) and set Z = (X(Y)%). Set K = U;; +
H(Pi1)U;2+ a(Si1 + H(Ri1)Si2)

— Compute (m||w) = F @& Hs(E*). Return m if E = (Z)#+(mw) holds. Otherwise return L.

Remark 5 Again, R; 1, R; 2, X,Y, Z, o can be precomputed and stored locally to avoid re-computation
for every decryption.

e Decrypt2(ID;,params,C”,SK;) :

— Parse C” as (E',F,V,W), PKj as (Pj1,Pj2,Q;1,Qj2,Qj3,53, Tj1,Tj2, 1, 12) and SK; as
(Uja1,Uj2, 55,1, 55.2)-

— Compute R;; = Qj,l(yHl(ID.iVQj,l)) and X; = PjJ(Rfl(Pj,l)).

s

S T
— Compute (hl|r) = W @& H3(V Vit P05%.1) and (m|lw) = F @ H3(E’1/h). Output m if V' =
(Xy)Ha(hm) | B = gh(Ha(mw) - Otherwise return L.

Remark 6 R;;,X; can be computed once and stored locally.

6.1 Correctness

To make the notations less cumbersome, let R;, = Qi71(yH1(1Di’inl)) and R; o = Q2 (yHl(IDi’Qiﬂ)). Let
X = Pii(Po) i) and YV = R (Ri)"Fi). Let a = H(X) and Z = (X(YV)?). Let K = U1 +
H(P;1)Uio 4 aSi1 + H(R;,1)Si.2)

e Correctness of PublicKeyVerification: If PK = (P, P>, Q1,Q2,Q3,Ss,T1,Ts, pu1, p2) is a valid
public key output by the SetPublicKey algorithm then, (P;)(R;)"1UP:P1) = (gUr)(gS)H1UID.P1) — gia

We can similarly verify that (Py)(Ry)H1UD:F2) = (gUz)(gS2)H1UID.P2) = gz and (Q3) (y2(IP:Q1:Q2:Q3)) =
g% (gw)H2(1D7Q17Q27Q3) = gSS.

e Correctness of CiphertextVerification: If C’ is a properly generated first level ciphertext then,
C'=(D,E,F,S)=(Z" Z", H3(g")®(m||w), u+rHs(D, E, F)). Therefore, D.Ef(P-E.F) — (7Z)utrHs(D.EF) —
(2)%

e Correctness of Decryptl: If C’ is a correctly generated first level ciphertext, then C' = (D, E, F,S) =
(Z%,Z", H3(g") ® (m||w),u+ rHs(D, E, F)). We can see that £ = Z" =
(gUi,1+H(Pi,1)Ui,2+Oé(Si.,1+H(Ri,1)si12))T = gKT. Hence, F' & Hg(E%) =Fo® HS(gT) = me

e Correctness of Decrypt2: If C” = (E',F,V,W) is a correctly generated second level ciphertext,
then E' = Erk: — ng(h/K) _ grh. and V = gv.(Uj,1+H(Pj,1)Sj,1)' Hence, %) H3(VW) —
W @ Hs(g") = (h||m) Therefore, F & Hg(E'l/h) =F® H3(g") = (ml|w).
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7 Security

We prove that our scheme is secure against both Type-I and Type-II adversaries.

7.1 Security against Type-I adversary

If there exists a Type-I adversary who breaks our scheme with non-negligible probability we show how to
construct an adversary that solves the M-CDH problem with some non-negligible probability.

7.1.1 Original Ciphertext Security

Theorem 1 Suppose H, Hy, Hy, H3, Ha, Hs, Hg are random oracles and there exists a (t, €, gpke, Quke, pex> Grigs
Qrencs Qdecl, Qdec2s @pkr) IND-CLPRE-CCA adversary A; against our scheme making at most qu queries to
H and at most qu, queries to random oracles H; where 1 < i < 6 , then there exists a PPT algorithm C
which solves the M-CDH problem with advantage

e(1 — w)drkatt q qas | 4 qm, /(2011) qm, /4
"> _ ( 4 5 renc 4 3 9 )
€ =z ( /qu) (6(1 + Gpez + qug) 2lo+11 + o+l + q + qd( 1-— qHs/q t 1-— qH4/2l0+l1 + /q>

where v is the advantage an attacker may have over the EUF-CMA security game of the Schnorr signature
scheme and which Tuns in time t’
t' <t+ (T1)01) + (T2)teap

where Tl = 4qH + qH, + qH, + qH4 + qH, + qH; + Qpke + Quke + dpex + Qrkg + Qrenc + decl + ddec2 + Apkr;
T5 = 10gpke + 10quie + 10qpes + 5Grig + 8Grenc + Tqdect + 9qdec2 and teyp s the time taken for exponentiation
in group G.

Proof

e Initialization C is given an instance of the M-CDH problem (g, g%, g*). It sets y = g% and implicitly
defines the master secret key as a. C models all the hash functions as random oracles. Whenever Ay
request access to any hash function, C' responds as follows:

— H queries: C maintains a H-list of tuples (< A >, «). On receiving a query, C' searches H-list
for (< A >,a). If found, outputs . Else, chooses a € Z; and returns a. C' adds (< A >,a) to
the H-list.

— H; queries: C maintains a Hi-list of tuples (< ID,Q >,eq). On receiving a query, C' searches
Hy-list for (< ID,Q >, ep). If found, outputs eg. Else, chooses eg €g Z; and returns eg. C' adds
(< ID,Q >,ep) to the Hj-list.

— Hs queries: C maintains a Hs-list of tuples (< ID,Q1,Q2, Q3 >,e1). On receiving a query, C
searches Hy-list for (< ID,Q1,Q2,Q3 >,e1). If found, outputs e;. Else, chooses e; €r Z; and
returns e;. C adds (< ID,Q1,Q2, Q3 >, e1) to the Ha-list.

— Hj queries: C maintains a Hsz-list of tuples (< A >, h). On receiving a query, C searches Hs-
list for (< A >,h). If found, outputs h. Else, chooses h €r {0,1}/°*+ and returns h. It adds
(< A >, h) to the Hs-list.

— Hy queries: C maintains a Hy-list of tuples (< m,w >,r). On receiving a query, C searches
Hy-list for (< m,w >,r). If found, outputs r. Else, chooses r €r Zy* and returns r. It adds
(< m,w >,r) to the Hy-list.

— Hj queries: C' maintains a Hs-list of tuples (< A, B,C >, p). On receiving a query, C searches
Hs-list for (< A, B,C >,p). If found, outputs p. Else, chooses p €r Z,* and gives p as output.
It adds (< A, B,C >,p)) to the Hs-list.
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— Hg queries: C maintains a Hg-list of tuples (< ID, A, B >, p). On receiving a query, C searches
Hg-list for (< ID, A, B >,p). If found, outputs p. Else, chooses p € Z,* and gives p as output.
It adds (< ID, A, B >,p)) to the Hg-list.

In phase-1 of the game, Aj requests the access to several oracles which are simulated by the challenger.
We now describe how C answers A’s oracle queries.

— Public Key Extract Oy, : C maintains a public key list of tuples (< ID >, P1, Py, Q1, @2, Q3, Ss,
Ty, Ts, pi1, e, coin). On receiving a query on ID, C searches the public key list for key value ID.
If found, then it outputs the corresponding the public key. Else, using the technique outlined in
[Cor00] it tosses a biased coin and picks coin € {0,1} such that Prcoin = 0] = § where 6 is to
be determined later.

If coin=0, C chooses (U1,Uz) = (z1,22) €r Z; and computes (P, P) = (¢*,9*). It then
chooses (51,52, 53, €1,

ez, e3) €r L7 and computes Q1 = g%'y~, Qz = g™2y~, Qs = gy~ . It then checks in
the H; list if there exists a tuple (< ID,Q1 >, f1). If yes, then it re-chooses (S1,e1) €r Z;
and re-computes (1. It then adds (< ID,Qy >,e;) to the Hy list. Similarly, it checks in the
Hy list if there exists a tuple (< ID,Q2 >, f2). If yes, then it re-chooses (S2,e2) €r Z; and
re-computes Q2. It then adds (< ID, Q2 >,e3) to the Hy list. Likewise, it searches the Hy list
for a tuple (< ID,Q1,Q2,Q3 >, f3). If found, it re-chooses (53, e3) €r Z; and then re-computes
Q3. It finally adds, (< ID,Q1,Q2,Q3 >,e3) to the Hy list. It then chooses 1,13 €r Z; and
computes Ty = ¢** and Ty = g¢*2. It then computes pu; = t; + S1Hg(ID, Py, Ty) and pp =
to + SoH1(ID, Py, Ts). It adds (< ID, 1>, (Q1,Q2,Q3,S55),(51,S52)) to the partial key list, (<
1D > P, Py, Q17 QQ, Qg, S3, T, To, p1, 2, L) to the public key list, (< 1D, 1>, (Pl, PQ), (le7 Ug))
to the user key list and (< ID, L>,U;,Us, S1,S2) to the private key list.

Proposition 1 The public key computed as above is identically distributed to the public key
computed by the SetPublicKey algorithm and additionally it passes the PublicKeyVerification test.

Proof The public key generated above is given by:

—€1 SQ —€2 Sg
)

(971,972, g%y, g2y, g%y, S5, 9™, "2, i1, o)

where z1, 22,51, 52, S3, €1, €2, €3, t1, to are chosen uniformly and independently at random from Zy
and p1 = t1 + S1He(ID, Py, T1) and po =tz + SeH1(ID, P, T3).
The public key output by SetPublicKey is given by:

(gZ139223951798279333 S3agtlagtzvﬂlvu2)

where 21, 22, 81, S2, 83, t1, t2 are chosen uniformly and independently at random from Z; and S3 =
S3 + I‘HQ(ID, Ql, QQ, Qg), H1 = tl + SlHﬁ(ID, Pl,Tl), Mo = t2 + Sng(ID,PQ,TQ).

It is easy to see that both the public keys are identically distributed under assumption that Hs
behaves as a random oracle.

We now show that the public key generated by public key extract passes the PublicKeyVerification
test.

« We note that Ry = Q1.yMUDP:@1) = gSiy—e1 ye1 = ¢51 and similarly Ry = Qq.yMUP:Q2) —
S
g°2.

w gt = gtr gS1-(He(ID, P, Th)) — (Tl)(Rl)HG(ID’Pl’Tl). Similarly, one can verify g+2 = (TQ)(RQ)H1(1D7P2’T2).
* (QS)(yH2(1D7Q17Q27Q3)) — gssy—eg.yea — 953.
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Thus, the above generated public key passes the public key verification test. |

If coin=1, C chooses (s1, s2, 11, pt2, B1, B2, 21, 22) € Z;; and computes P; = g** and P = g*2. Let

z1+rzo

r=H(P) and let X = P;(P)". Let @« = H(X). It then sets Q1 = (¢%)°*.g”~ =«  and Q2 =
(g*)*2. Tt computes Ry = Q,.y"UP:Q1) and Ry = Qo.y™UUP:Q2) Tt then sets Ty = g (Ry)~ ™"
and Ty = g2 (Ry) 2. Tt also sets Hg(ID, Py, T1) = 31 and Hg(ID, P, T5) = B> (If there already
exists tuples in the Hg list then it re-chooses the appropriate variables and re-computes 77, T3). It
then chooses S3, e3 €g Z; and computes Q3 = g%3y~e3. If there exists a tuple (< ID, Q1, Q2, Q3 >
, f3) in the Hy list it re-chooses (Ss5,e3) €r Zy and re-computes (J3. It adds (<1ID,Q1,Q2,Q3 >
,e3) to the Hy list. It then adds (< ID >, Py, P2, Q1,Q2,Qs,Ss,T1,Ts, i1, 2, coin) to the
public key list, (< ID,coin >, z1, 22,81, 82) to the private key list (C' adds this so that it can
generate a valid challenge ciphertext), (< ID,coin >,z1,22) to the user key list and returns
(Pr, P2, Q1,Q2,Q3,S3,T1, Tz, p1, p2) as the public key.

Proposition 2 The public key computed by public key extract for the case coin = 1 is identically
distributed to the public key computed by the SetPublicKey algorithm and additionally it passes
the PublicKeyVerification test.

Proof The public key generated above is given by:

_ zptrag
[e3

(97,972, (g")* g L (g%)%2, g%y, S3, g" (R1) P, g2 (Ra) ™72, i1, p12)

where z1, 22, 51, S2, 53, €3, b1, B2, i1, fto are chosen uniformly and independently at random from
Z; and Ry = Quy"UP:Q1) and Ry = Qp.yMUIP:Q2),
The public key output by SetPublicKey is given by:

(QZ17922agSI79527953a S3vgt17gt27/f517u2)

where 21, 22, 81, S2, 83, t1, t2 are chosen uniformly and independently at random from Z and S3 =
S3 + xHQ(ID, Ql, QQ, Qg), M1 = tl + Sng(ID, Pl,Tl), Ho = tQ + SQHl(ID,PQ,TQ).

It is easy to see that both the public keys are identically distributed under assumption that Hs
and Hg behave as a random oracles.

We now show that the public key generated by public key extract passes the PublicKeyVerification
test.

% (Ty)(Ry)HeUIDP1Th) — gia(R))=A1 (R)Pr = g1, Similarly, one can verify g#2 = (Ty)(Ry)™ (P P2.T2),
* (Qg)(yH2(ID’Q1’Q2’Q3)) — gSSy*E‘z.yes — gsa.

Thus, the above generated public key passes the public key verification test. |

Partial Key Extract O,,: C maintains a list of partial keys of tuples (< ID, coin >, (Q1,Q2, @3,
S3),(S51,S52)). When A; queries the partial key of ID (for which it has not yet replaced the
public key), C first searches the partial key list with key value ID. If found and coin = 0,
then returns the corresponding partial key. If coin = 1, it aborts and reports failure. If
such a tuple is not found, it queries Opx. with ID;. It then searches the partial key list for
(< ID,coin >,(Q1,Q2,Qs3,S3),(S1,52)). If coin = 0, it outputs ((Q1,Q2,Qs,S3), (S1,52)) as
the partial public keys and the partial secret key respectively. If coin = 1, it aborts and report
failure.

User Key Extract O,x.: C maintains a list of user keys of tuples (< ID, coin >, (Py, Ps), (U1, Us)).
When A; queries the user key of ID (for which it has not yet replaced the public key), C first
searches in the user key list for a tuple with key value I D. If found, it returns the corresponding
user key. If such a tuple is not found, it queries Opre with ID;. It then searches the user key
list for (< ID,coin >,(U1,Usz). We note that such a tuple is guaranteed to exist. It returns
(P, P2), (U, Us).
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— Re-Key Generation O,j, : C' maintains a Re-Key list comprising of tuples (< ID;,ID; >
.7k, V,W,h,7). When C receives a re-key query from I D; to I D;, it first searches for a tuple in the
Re-Key list with key value < I D;,ID; >. If found, then the corresponding re-key is given to the
adversary. EISG7 it recovers tuple (< IDJ >, (Pj71, Pj72, ijl, Qj,Qv Qj,g, Sj,g, 7}'71, 1}‘72, M1y 15,2, COiTL)).
It picks h €r {0,1}° and 7 €g {0,1}"* and computes v = Hy(h,7). It then computes R;; =
Qj,l(yHl(IDj’Qj’l)), X1 = j,l(Rfl(Pj'l)), X = j,l(Pj72)H(P7>l) and o = H(X) It then sets
V = (X1)" and W = H3(g") @ (h||m). The first component of the re-key are constructed as per
the following cases:

 If coin; = 0 and PK; = PK; in the CPK list, then C' retrieves the private key corresponding
to ID; from private key list and parses it as (U1, Us, S1,.52). It computes rk =
h _
T TP U Te G A E 5 It defines 7 =1 and adds (< ID;,ID; >,rk,V,W, h,T) to
the Re-Key list. It outputs (rk, V, W) as the re-key.
x Else, it aborts and reports failure.

— Re-Encryption Oracle O,.,.: When A; queries for a re-encryption of a first level ciphertext
C' = (D,E,F,S) from ID; and IDj, then C checks the validity of C’. If the check fails, it outputs
1. It then recovers tuple (< I1D; >, Pi,la PLQ, Qi,la Qi’g, Qi737 Si’g, Tj717 ijg, i 1y [i,2, coin) from
public key list. If (coin; = 0 and PK; = PK; in the CPK list) then it queries Oyxq(ID;,ID;)
to obtain the re-key (rk,V,W) and returns Re — Encrypt(ID;,I1D;,params,C,rk;_;). Else,
it computes R;1 = Q1 (yM1UP#@u)) Ry = Qo(yT1UP:Qu2)) X = P, 1(Po)H ) |y =

Ri,l(Ri,g)H(Rivl), a=H(X;)and Z = (Xl(Xg)a). It also computes X7 = Pj’l(Rfl(Pj'l)). It then
searches for (< m,w >,r) in the Hy list such that E = Z". If such a tuple is not found, it outputs
L. It then picks h €g {0,1} and 7 €g {0,1}"* and computes v = Hy(h, 7). Tt sets V = (X1)*,

W = H3(g%) @ (h||7) and E' = ¢g"™. It outputs (E’, F,V,W) as the re-encrypted ciphertext.

— Strong Decrypt-1 Oracle Og..;: When A; queries for the decryption of a first level cipher
text C' under the identity I.D;, it recovers (< ID; >, P;1, P2, Qi1,Qi2, Qi 3,53, i1, fi 2, cOIN)
from the public key list. If coin; = 0 and PK; = PK; in the CPK list, it retrieves (<
IDi,coin >,Ui,1,Ui’2,Si’1,SZ‘,2) from the private key list and sets SKZ = (Uz‘}l,UZ‘,Q,Si’l,SiQ).
It returns Decryptl(ID;, params,C’, SK;). Otherwise, C' checks for the validity of C’. If the
check fails, it outputs L. It computes R;; = Qi1 (y#*UPu@i) Ry = Q;o(yIP0Qu2)),
X = Pi’l(Pi’g)H(Pivl) , Y = Rm(RZ-,Q)H(R’L'J)7 a=H(X)and Z = (Xl(Xg)a) using the current
values in the Public key. It then searches the Hy list for tuple (< m,w >,r) and Hj list for tuple
(< A>,h)such that E = Z", A=g" and h & (m||w) = F. If found, it returns m. Otherwise, it
outputs L.

— Strong Decrypt-2 Oracle Og..o: When A; queries for the decryption of a second level cipher-
text C”" under the identity ID;, it recovers (< ID; >, P;1, P2, Qi1,Qi.2, Qi 3,53, i1, fi 2, COIN)
from the public key list. If coin; = 0 and PK; = PK; in the CPK list, it retrieves the tuple
(< I1D;, coin >, Ui,h Uig7 Si,la Si’g) from the private key list and sets SK; = (Uz‘}h UZ‘,Q, Si,h Si’g).
It returns Decrypt2(ID;, params,C"”,SK;). Else, it computes R; 1 = Qi71(yH1(IDi’inl)), Rio =
Qi (yIPeRi2)) X = P, (P o)) Y = Ry 1 (Ri2)? R0, o = H(X) and Z = (X1 (X2)")
using the current value of the public keys. It then searches in the Re-Key list for a tuple
(< ID;,ID; >,rk,V,W,h,0). If found, it computes E = E'7 and searches H, list for tuple
(< myw >,r) and Hj list for tuple (< A >,h) such that E = Z", A=g¢", h® (m||w) = F. If
found, it returns m to adversary. Otherwise, outputs L. Else, it computes X; = Pv;71(R,;71)H(Pivl)
and searches in the Hy list for tuples (< m,w >,r), and (< h,m >,v), Hs list for the tuples
(< A >0, (< R >k)such that X;" =V, R =g", k@ (hl|jx) = W, E' = g"" A = g7,
I ® (m]|w) = F. If found, it returns m to the adversary. Otherwise, it return L.

— Public Key Replacement Oracle Op,: When A; wants to replace the public key correspond-
ing to an identity I D; with a new value PK;, C checks validity of PK;. If the check fails output
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1. Otherwise, update the CPK list with the new value of the public key corresponding to the
identity ID;.

e Challenge A; outputs two messages My, M; and an identity ID; on which it wishes to be challenged.
It is required that the adversary has not queried the partial key corresponding to the identity I.D;.
C recovers the tuple (< ID} >,P;1,Pi2,Qi1,Qi2, Qi3,5:3, i1, i 2, coin) from the public key list.
If coin = 0 or PK; # PK;, then C aborts. Else, it tosses a coin and chooses p € {0,1} uniformly
at random. It computes R; 1 = Qi,1(yH1(IDi*’in1)). Rio=Qi2 (yHl(ID'i*’QW)). It retrieves s; and s»
from the private key list. It sets K = (s1 + H1(ID*, Q1))+ H(R;1)a(se + H1(ID,Q2)). It chooses
e, f* €r Z} and computes D = (g*)/ K (¢*) ="K E = (¢*)5. It picks F* € {0,1}+" and implicitly
defines Hs(D, E, F*) = e*. It then, pick w* €g {0,1}"* and implicitly defines Hy(M,,w*) = b/a and
H3(g" ) = F* @ (Mp||w*). Tt returns C* = (D, E, F*, f*).

Proposition 3 The challenge ciphertext is identically distributed to the real ciphetext output by
Encrypt algorithm.
Proof Let us define u = f* —e*(b/a) and 7 = b/a. We can easily verify that Z = X (V) = (g%)¥.

‘We note that,
B = (¢")% = ((¢"))"/* = (z)"

D= (g K (gh) = = (g ) = (z)

S=f"=f"—e*(b/a)+e"(b/a) =u+rHs(D,E, F*)
. Hence, we can conclude that (D, E, F*, f*) is a valid ciphertext. |

e Phase-2 The adversary continues to query any of the above mentioned oracles with the restrictions
defined in the security model and the challenger responds as in phase 1.

e Guess Finally, the adversary outputs a guess p’ of p. If p = p/, the challenger chooses a random tuple
(< A > h) in the Hj list and outputs A as the solution to the M-CDH problem.

We now analyse the probability that the challenger solves the M-CDH problem.

e Analysis We first analyze the simulation of the random oracles. It is clear that the simulations of
H,H,, Hy, Hg are perfect. Let Ask’;is_ denote the event that (gb/“) was queried to Hz. Let Asky be
the event that adversary queried Hy with (M, w*). Let Askj;_ be the event that the adversary queried
Hjs with (D, E, F'*) before the challenge phase. As long as Asky,., Askj; , Askj; did not occur the
simulations of these oracles are perfect.

It is easy to see that challenger’s response to the public key extract queries of the adversary are correct.
Let Abort be the event that the challenger aborts before the guess phase. The challenger can abort
the game in Secret key extract or partial key extract or in re-key extract or in challenge phase.

Next, we analyse the simulation of re-encryption queries. The simulation is perfect as long as the
adversary can submit valid ciphertexts without querying the hash function Hy;. We denote this event
be REETrT.

The simulation of Ogeeq and Ogeeo is perfect as long as we don’t reject valid ciphertexts. This can
happen when the adversary can query the oracles with valid cipher text without querying the hash
functions Hsz and Hy.

We now estimate the probabilities associated with each of the above described events.

Pr{Asky, ] < ;}%,as F* is chosen uniformly at random.
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We abort only during the partial key extraction query or during the re-key generation query or in the
challenge phase. During partial key extraction query we abort if coin = 1. In the re-key generation,
we do not abort if coin; = 0 and the adversary is not able to replace the public key of the challenge
identity. In the challenge phase, we abort only if the challenge identity ID* has coin = 1 or the
adversary is able to replace the public key of the challenge identity.

Pr{Abort] > g%+ (1 — 9)(1 — v) +%% which is maximized at ¢* = ez = drks
1+ Qpex T Qrkg

Using 6%, we get
(1 _ V)1+qug

Pr[—Abort] >
6(1 + Adpex + QTkg)

Pr|ReERR) < qrmc, due to randomness of Hy’s output
q

We now estimate the probability that a valid ciphertext gets rejected by the Strong Decrypt-1 or Strong
Decrypt-2 oracles. Let Valid denote the event that the ciphertext is valid. Let Askp, denote the event
that (m,w) has been queried to Hy and Asky, denote the event that (¢") has been queried to Hs.

PriValid|-Askp,] = Pr[Valid A\ Asky,|—Askm,] + Pr[Valid AN = Askg,|~Askm,]
< Pr{Valid N\ Askg,|—Askn,| + Pr(Valid|—~Askmg, N ~Askm,]

_ Pr[Valid N Asky, N ~Askp,]
B Pri—=Askp,)
PT[AS]CH4]

~ Pr[—Askp,]

_ /@)

+ Pr[Valid|~Askg, N —~Askp,]
+ PrValid|-Askp, N —Askp,]

+1/q

Similarly, we can show that

qm,/q

Pr[Valid|-Askg,] < 1= qn, /2000

+1/q

Hence, we have
PrValid|—Asky, V - Asky,] < PrlValid|-Asky,] + Pr[Valid|—~Askpn,]

< qH4/(2l0+ll) qHa/q
1 —qm,/q  1—qpu,/20th

Then, DErr is the event that Valid|~(Askm, A Askp,) happens at least once during the entire simu-
lation. Hence,

+2/q

g, /(201h) 45 /4
1 7qH3/q 1 *QH4/2l°+ll

Let Query be the event Ask ;U Askpy U Ask gz UReErrU DErr|-Abort. Clearly, if Query does not
happen during the simulation then due to randomness of H3’s output the adversary does not have any
advantage which is greater than 1/2 in guessing p. Hence, Pr[p’ = p|=Query] = 1/2

Pr[DErr] < qd< + 2/q)

Prlp" = p] = Prlp’ = p|-Query|Pr[-Query] + Prlp’ = p|Query] Pr[Query]

23



< 1/2Pr[-Query] + Pr[Query] < 1/2 + Pr[Query)

Pr[p’ = p|] > Prlp’ = p|-Query| Pr[-Query] > 1/2 — 1/2Pr[Query]

We have
e =2|Prlp’ = p] — 1/2| < Pr[Query]
- Pr[Askp;] + Pr((Askg:] + Pr[Askg:] + Pr[ReErr] + Pr[DErr]
- Pr[—-Abort]
Thus,

Pr[Askg:] > e(Pr[—~Abort]) — (Pr[(Asky:] + Pr[Askg:] + Pr[ReErr] + Pr[DErr])

> 5(1 — ]/)1+qu9 B ( qH, qH + Qrenc tq (qH4/(210+ll) N qu/q N 2/q))
(1 + Gpex + Qrig)  \2lFh T 2loth N g /g 1—qu, /20

If Askgy occurs then C will be able to solve the M-CDH problem with advantage " given by

g > (1/qH3)Pr[AskH§}

E(l — V)H—qu qH. qH Qrenc qH /(2l0+l1) qH /q
> (1 — ( = 5+ + = + 3 +2 )
= (M) (6(1 + Qpex + Grig) 2lo+lr  9lot+h q 4 1 —qu,/q 1 —qp,/2lth /9

Let Tl =4qn + qH, + qH, + qH; + qH, + qHs + Apke + Quke + Qpex + Qrkg + Grenc + Qdec1 + Qdec2 + Apkr
and 15 = 10¢pre + 10qure + 10gpes + 5Grig + 8Grenc + Tqdect + 9qdec2. From the construction of C' we
can bound its running time ¢’ by,

t' <t 4+ (T1)0O1) 4 (To)tewp

7.1.2 Transformed Ciphertext security

Theorem 2 Suppose H, Hy, Hy, Hs, Hy, Hs, Hg are random oracles and there exists a (t, €, Gpke, Guke, Qpexs Grigs
Qrencs Qdect, Qdec2s Gpkr) IND-CLPRE-CCA adversary Ar against our scheme making at most gy queries to
H and at most qu, queries to random oracles H; where 1 < i < 6 , then there exists a PPT algorithm C
which solves the M-CDH problem with advantage

2(1 — v)2taree .2ZO 2l0+l1 renc
5'21/%)(%(( ) BT (YR

2+ Gpex + Grig)®  200FH L—quy/q — 1—qu,/2"0th

where v is the advantage an attacker may have over the EUF-CMA security game of the Schnorr signature
scheme and which runs in time t’
t' <t+ (T1)01) + (T2)teap

where Tl =d4H + 2qH1 + 2qH2 + qH, + qH, + qHs + Qpke + Quke + dpex + AQrkg + Qrenc + Gdecl + ddec2 + Apkr;
Ty = 10gpke + 10qure + 10gpea + 5Grkg + 8Grenc + Tqdect + 9qdec2 and texp is the time taken for exponentiation
in group G.

Proof We now describe the challenger C' which interacts with the adversary A; and solves the M-CDH
problem. The proof is very similar to the one described in [CWYD10].
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e Initialization C is given an instance of the M-CDH problem (g, g% g°). As before, it sets y = g°
and implicitly defines the master secret key as a. C' models all the hash functions as random oracles.
Whenever A request access to any hash function, C responds exactly as in original ciphertext security
game.

C now outputs the public parameters to A;. Ay outputs a list of identities for which it wishes to obtain
the full secret key. For each ID in the list output by Aj, C' obtains the full secret key exactly as per
corrupted key gen algorithm in the original ciphertext security game.

C returns the list of full secret keys along with their public keys for all identities specified by A; and
adds all the above identities to C'I. The challenger also initializes the list CPK as before.

e Phase-1

— Public Key Extract Oy, : C maintains a public key list of tuples (< ID >, Py, Py, Q1, @2, Q3, Ss,
Ty, Ts, pi1, o, coin). On receiving a query on ID, C searches the public key list for key value ID.
If found, then it outputs the corresponding the public key. Else, it tosses a biased coin and picks
coin € {0,1} such that Prcoin = 0] = 6 where 6 is to be determined later.

If coin=0, Same as in original ciphertext security game.

If coin=1, C chooses (s1, 82,11, 2, B1, B2, 21,22) € Z; and computes P, = ¢g** and P =
g®#. Tt then sets Q; = (9%)** and Qs = (¢%)*2. It computes R; = Q;.y"1UP:@1) and Ry =
Qq.yMUID:Q2) Tt then sets T} = g (Ry) ™" and Ty = g"2(Ry)~P2. Tt also sets Hg(ID, P, Ty) =
B1 and Hg(ID, Py, Ty) = B2 (If there already exists tuples in the Hg list then it re-chooses the
appropriate variables and re-computes 77, T2). It then chooses S3,e3 €r Z; and computes Q3 =
g%3y~e3. If there exists a tuple (< ID,Q1,Q2, Q3 >, f3) in the Hy list it re-chooses (S3, e3) €r z;
and re-computes Q3. It adds (< ID,Q1,Q2,Q3 >,e3) to the Hy list. It then adds (< ID >
, P1, Py, Q1,Q2,Qs, 53,11, T, 1, 2, coin) to the public key list, (< ID,coin >, z1, 22, $1,82) to
the private key list (C adds this so that it can generate a valid challenge ciphertext), (< I.D, coin >
, 21, 22) to the user key list and returns (Py, Py, Q1,Q2,Qs, S3, T1, T, pi1, pi2) as the public key.

Proposition 4 The public key computed by public key extract for the case coin = 1 is identically
distributed to the public key computed by the SetPublicKey algorithm and additionally it passes
the PublicKeyVerification test.

Proof The public key generated above is given by:
(9, 9%, (g%)", (9%)°2, g%y ™, S5, 9" (R1) ™7, 9" (R2) ™™, pu1, o)

where z1, 22, 51, S2, 53, €3, b1, B2, i1, fto are chosen uniformly and independently at random from
Z; and Ry = Quy"UP:Q1) and Ry = Qp.yIP:Q2),
The public key output by SetPublicKey is given by:

(921’9Z27981795279837 SSvgtlagtzvulaMQ)

where z1, 22, 81, So, 3, t1, to are chosen uniformly and independently at random from ZZ and S3 =
s3+xHy(ID,Q1,Q2,Q3), p1 =ty + S1Hg(ID, Py, T1), po = ta + SoH1(ID, P2, Ty).

It is easy to see that both the public keys are identically distributed under assumption that Hs
and Hg behave as a random oracles.

We now show that the public key generated by public key extract passes the PublicKeyVerification
test.

* (T1)(Ry)HeUDPLTY) = gii(Ry)=P1 (R;)Pt = g1, Similarly, one can verify g2 = (Tb)
(RQ)HI(ID1P27T2).
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" (Qg)(yH2(1D7Q17Q27Q3)) - gS3y—E3.ye3 — 953.
Thus, the above generated public key passes the public key verification test. |

— Partial Key Extract Same as in original ciphertext security game.

— User Key Extract O,;.: C maintains a list of user keys of tuples (< ID, coin >, (Py, P»), (U1, Us)).
When A; queries the user key of ID (for which it has not yet replaced the public key), C first
searches in the user key list for a tuple with key value ID. If found and coin = 0, then re-
turns the corresponding user key. If coin = 1, it aborts and reports failure. If such a tuple
is not found, it queries Opre with ID;. It then searches the user key list for (< ID,coin >
,(Q1,Q2,Q3, S3),(51,52)). If coin = 0, it outputs the corresponding user keys. If coin = 1, it
aborts and report failure.

— Re-Key Generation O,;, : C' maintains a Re-Key list comprising of tuples (< ID;,ID; >
vk, V,W,h, 7). When C receives a re-key query from I D, to ID;, it first searches for a tuple in the
Re-Key list with key value < ID;, ID; >. If found, then the corresponding re-key is given to the
adversary. Else, it recovers tuple (< ID; >, (P} 1, Pj2,Qj1,Qj,2,Qj,3, 55,3, Tj1, Tj2, i1, 2, COIn)).
The re-key is generated as follows:

x If ID; is present in CT list or (coin; = 0 and PK; = PK; in the CPK list), C retrieves the
private key corresponding to ID; from private key list and parses it as (Uy, Us, S1,52). It
picks h € {0,1}° and 7 €x {0,1}!* and computes v = Hy(h, 7). It then computes R;; =
Qj’l(yHl(IDJ’inl)), X1=Pj1 (Rfl(Pj‘l)), X = Pjyl(Pj,g)H(Pjyl) and a = H(X). It computes
Tk = Ui,lJrH(Pi,l)Ui,2+Z(Si,1+H(Ri,1)si,2) - It then sets V = (Xl)v and W = HB(gU) @ (h”ﬂ—) It
defines 7 = 1 and adds (< ID;,ID; >,rk,V,W, h,T) to the Re-Key list. It outputs (rk, V, W)
as the re-key.

% If (coin; = 0 and PK; # PK; in the CPK list or coin; = 1) and (ID; does not belong to
the CT list), then it chooses rk €g Zy and defines T = 0. It then chooses z €g Zj and sets
V = g**. Tt implicitly defines V = XV, where bz = a.((21 + H(P;1)(s1+ H1(ID;,Q;1))).v. It
then chooses W € {0, 1}t and implicitly defines Hz(g”) = W @ (h||7) for an appropriate
h,m i.e Hy(h,m) = v. It then sets 7 = 0 and it adds (< ID;, ID; >,rki<_1>;, V,W,h,T) to the
Re-Key list and outputs (rk, V, W) as the re-key.

x Else, it aborts and reports failure.

— Other oracles: The simulation of Orene, Odects Odec2, Opir are same as in original ciphertext
security game.

e Challenge A; outputs two messages My, M, an identity D} on which it wishes to be challenged and a
delegator identity I D). It is required that the adversary has not queried the partial key corresponding
to the identity ID: C' recovers the tuple (< ID: >, Pi71, P’@Q, Qi71, Q@Q, Qi,37 Si73, i 15 5,2, CO?;TL;—")
and (< ID] >, P!, P/ 4,Q;1,Q; 9, Q 3,5} 3, 1t} 1, 11} 5, coin}) from the public key list. If coiny = 0 or
PK; # PK; or coin}, = 0 or PK/ # Pk{, then C' aborts.

If ID] belongs to the corrupted list, then the adversary is not allowed to query rk; _;+. Therefore, this
case is a special case for the following algorithm used by C.

— It picks a random ¢ and defines E”* = g>*. It implicitly defines b.t = h.r*. That is, r* = b.t/h.

— It searches for (ID}, ID},rk,V*, Wx) in the re-key list. If not found, it chooses rk uniformly at
random from Zj. It then chooses z* €r Z; and sets V* = g"*". Tt implicitly defines V* = X7,
where bz* = a.(z1 + H(Pj1)(s1 + Hi(ID;,Q;1))).v. It then chooses W* €p {0,1}oF and
implicitly defines H3(g") = W* @ (h||r) for an appropriate h, 7 i.e Hy(h, ) = v.

— Tt chooses a random F* €p {0, 1} w* €z {0,1}"* and implicitly defines Hz((g"/ @)/ ("*(K) o
(Mp||lw*) = F* where K = 2z + H(P;1)z2 + a.(s1 + H(R;1)s2). It also implicitly defines
Hy(M,, w*) =r*.
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— It outputs (E'*, F*,V* , W*) as the challenge ciphertext.

It is easy to see that the challenge ciphertext is identically distributed as the original ciphertext.

Phase-2 The adversary continues to query any of the above mentioned oracles with the restrictions
defined in the security model and the challenger responds as in phase 1.

Guess Finally, the adversary outputs a guess p’ of p. If p = p/, the challenger retrieves (M, w,r)
from H;-list and checks if (g%)™%/* = gb. Else it chooses a random tuple (< A >, h) in the Hj list and
outputs A1 HH(P;1)(s1+H1(ID;,Q;1))/% a5 the solution to the M-CDH problem.

We now analyse the probability that the challenger solves the M-CDH problem.

Analysis
The analysis is very similar to that of original ciphertext security. Let Askp: be the event that either

gt/ H(Pi) (1 Hi(ID;,Q5.1)) or (gb/a)t/(rkimix)(K) was queried to Hs and let Askpy be the event
that h, ™ was queried to Hy.

(Qukg + Qpex + Q'r'kg)

Pr[—Abort] > §9ukotpestarko (1 — §)2(1 — p)*T %9 which is maximized at 0* = o "
Apex Qrkg

Using 6*, we get
2(1 — v)*+arkg

6(2 + qpem + qug)2

Pr[—Abort] >

As in the original ciphertext security game we get,

qm,/(2Fh) qm,/q
1 —qm,/q 1 —qp,/2bth

Pr[DErr] < qd( + 2/q>

and

Pr|ReERR] < qmm, due to randomness of H4's output
q

Let Query be the event Asky; U Askyy U ReErr U DErr|=Abort. Clearly, if Query does not happen
during the simulation then due to randomness of H3’s output the adversary does not have any advantage
which is greater than 1/2 in guessing p.

Similar analysis as before will show that,

Pr[Askp;] > e(Pr[—=Abort]) — (Pr[(Asky:] + Pr[ReErr] + Pr[DErr])
Hence, the advantage in solving the M-CDH problem
EI Z (1/(]H3)P’)"[AS]€H§]

Hence,
¢’ > 1/(qu,)(e(Pr[—~Abort]) — (Pr[(Asky:| + Pr[ReErr| + Pr[DErr]))

This implies,

2(1 —v 2+4rkg .2l0 2lo+l1 renc
E,>1/(qH3)<E€( (1-v) _ qm, _qd<qH4/( ), am/a +2/q>_qq

2+ Gpea +qrig)®  200%h 1—qm,/q 1—qp,/20th
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The time taken by the challenger is given by
t' <t+ (T1)0(1) + (T2)teap

where T = qg + qH, +qH, + 2~QH3 +qu, + qH5 + ke T Quke T Qpex + Qrkg + Qrenc + Qdect + Qdec2 + Qpkr,
T5 = 10¢pke +10qure+10qpes+5Grkg+8Grenc+Tqdect +94dec2 and ez is the time taken for exponentiation
in group G.

7.2 Security against Type-II adversary

We now show that our scheme is secure against a Type-II adversary.

7.2.1 Original Ciphertext Security

Theorem 3 Suppose H, Hy, Ho, Hs, Hy, Hs are random oracles and there exists a (t,€, dpke, Guke, pex> Grigs
Qrencs Qdecl, Qdec2s Gpkr) IND-CLPRE-CCA adversary Arl against our scheme making at most qu queries to
H and at most qu, queries to random oracles H; where 1 <4 < 5, then there exists a PPT algorithm C
which solves the M-CDH problem with advantage

o (G (s e g L)l )

1+ quie + qug) 2lo+11 o+l 1— QHg/q 1— qH4/2l0+ll

where v is the advantage an attacker may have over the EUF-CMA security game of the Schnorr signature

scheme and which runs in time t'
t' <t+ (T1)01) + (T)tesp

where Tl = qyg + qH, + 4qdH, + 4dH; + 4qH, + 4H; + Qpke + Quke + Arkg + Qrenc + Qdect + Qdec2 + Apkr; T2 =
10gpre + 10gure + 10Gpez + 5Grig + 8Grenc + Tqdect + 9qdec2 and teyp is the time taken for exponentiation in
group G.

Proof
We describe the challenger C' which interacts with a Type-II adversary A;; and solves the M-CDH
problem.

e Initialization

C is given an instance of the M-CDH problem (g, g%, g°). It chooses x €x Zy and sets y = g*. C sets
the master secret key msk = x. C models all the hash functions as random oracles. Whenever Aj
request access to any hash function, C' responds exactly as against Type-I adversary.

e Phase-1

— Compute Partial Key: A;; computes the partial private key (5.1, 5;2) and the partial public
key (Qi1,Qi2,Qi3,S:3) for any ID; of its choice. C' maintains a list of partial keys computed
by Ain a partial key list (< IDi >, (Qi,l, Qi72, Qi,3, Si73), (5’@1, Si,g))

— Public Key Extract O, : C maintains a public key list of tuples (< ID >, P, P», Q1, Q2,Q3, Ss,
Ty, Ts, pi1, o, coin). On receiving a query on ID, C searches the public key list for key value ID.
If found, then it outputs the corresponding the public key. Else, it tosses a biased coin and picks
coin € {0,1} such that Pr[coin = 0] = § where J is to be determined later.

If coin=0,C chooses (U, Uz) = (z1,22) €r Z; and computes (P1, P2) = (g**,g**). It retrieves
the partial keys corresponding to ID from the partial key list. It then chooses ti,t2 €r Zj
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and computes Ty = ¢** and Ty = g¢*2. It then computes p; = t1 + S1He(ID, Py, Ty) and po =
t2+SQH1 (ID, PQ, TQ) It then adds (< ID >, Pl; PQ, Qh QQ, Q37 537 Tl, TQ, M1y 12, L) to the public
key list, (< ID, 1> U;,Us,S1,52) to the private key list and (< ID, L>, (P, P), (U1, Us)) to
the user key list.

Proposition 5 The public key computed as above is identically distributed to the public key
computed by the SetPublicKey algorithm and additionally it passes the PublicKeyVerification test.

Proof The public key generated above is given by:
(gZ1392239517952’gS33 S3agtlagtzapllau2)

where z1, 22, S1, S, 3, t1, to are chosen uniformly and independently at random from Z; and S3 =
s3+xHy(ID,Q1,Q2,Q3), 1 =t1 + S1He(ID, P1,T1), pio = to + SoH1(ID, Py, T3).
The public key output by SetPublicKey is given by:

(gZIagZ2a9517gszng3a 537gtlagt27/1117ﬂ2)

where 21, 22, 81, S2, 83, t1, t2 are chosen uniformly and independently at random from Zj and S3 =
s3 +xHa(ID,Q1,Q2,Q3), p1 = t1 + S1He(ID, P1,Th), p2 =t + S2 H1(ID, P, T3).
It is easy to see that both the public keys are identically distributed.

Since the above public key is generated in exact same way as that of a SetPublicKey algorithm, it
is easy to see that it passes the public key verification test. |

If coin=1, C retrieves the partial key corresponding to I D from the partial key list. It computes
Ry = Qu.yMUD:@) and Ry = Qq.y™UP:@2) Let r = H(Ry). It then chooses z;, 2, €r z;
and computes P, = (g%)* g~ *(S1+5:H(F1)) and P, = (g%)*>. It computes X = P;(P,)"") and
sets H(X) = a. It then chooses t1,t2 €g Z; and computes 71 = g** and Tp = g**. It then
computes uy = t1 + S1Hg(ID, P1,Ty) and po = to + SoH1(ID, P2, T5). It then adds (< ID >
,P1, Py, Q1,Q2,Qs, S3, 11, 1o, 1, 2, coin) to the public key list, (< ID,coin >, 21, z2,S51,52) to
the private key list, (< ID, coin >, (P, P2), (21, 22)) to the user key list. It returns (Py, P2, Q1, @2,
Q3,53,T1,Ts, 11, p2) as the public key.

Proposition 6 The public key computed by public key extract for the case coin = 1 is identically
distributed to the public key computed by the SetPublicKey algorithm and additionally it passes
the PublicKeyVerification test.

Proof The public key generated above is given by:
((g")7rg @SSl (g0)72 g1 g% g% Sy, g™, g™, s pio)

where 21, 22, 81, S2, 83, t1, t2 are chosen uniformly and independently at random from Zj and S3 =
s3+xHa(ID,Q1,Q2,Q3), p1 = t1 + S1He(ID, P1,Th), p2 =t + S2 H1(ID, P, T3).
The public key output by SetPublicKey is given by:

(9215922a95179327953a 537gt1a9t27M17M2)
where 21, 22, 81, S2, 83, t1, t2 are chosen uniformly and independently at random from Z; and S3 =
s3 +xH2(ID,Q1,Q2,Q3), p1 =ty + S1He(ID, Py, T1), pa = ta + SoH1(ID, P2, Ty).
It is easy to see that both the public keys are identically distributed.

We now show that the public key generated by public key extract passes the PublicKeyVerification
test.

% (Tl)(Rl)HG(ID,Pl,Tl) — gt1+sl.H6(1D,P1,T1) = g". Similarly, one can verify gt = (T2>(R2)H1(1D,P2,T2)_
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x (Q3)(yM2(ID:R1,Q2,Qs)) = gsata Ha(ID,Q1,Q2,Q8) — (s,

Thus, the above generated public key passes the public key verification test. |

— User Key Extract O,x. : Works exactly as in Transformed ciphertext security game against
Type-I adversary.

— Re-Key Generation O,, : Works exactly as in original ciphertext security game against Type-I
adversary.

— Other oracles: The simulation of Oyene, Odects Odec2, Opr are same as in original ciphertext
security game.

e Challenge A; outputs two messages My, My and an identity ID; on which it wishes to be challenged.
It is required that the adversary has not queried the partial key and the secret key corresponding to
the identity ID?} or replaced the public key corresponding to ID}. C' recovers the tuple (< 1D} >
5 HJ, Pz'727 Qi,la Qz’727 Qi,?n Si,S; Hi 1, Hi,2, coin) from the public key list. If coin = O, then C aborts. Else,
it tosses a coin and chooses p € {0,1} uniformly at random. It computes R;; = Qi_rl(yHl(ID?’Qi’l)).
Rio=Qi2 (yHl(IDz’Qi’z)). It retrieves z; and zo from the private key list. It sets K = 21 + H(P; 1)z2.
It chooses e, f* €r Z; and computes D = (g K (g") K B = (¢")K. Tt picks F* € {0,1}0Fh and
implicitly defines Hs(D, E, F*) = e*. It then, pick w* € {0,1}"* and implicitly defines Hy(M,, w*) =
b/a and H3(g" ) = F* @ (Mp||w*). It returns C* = (D, E, F*, f*).

Proposition 7 The challenge ciphertext generated as above is identically distributed to the real
ciphertext generated by Encrypt algorithm.

Proof Let us define u = f* —e*(b/a) and r = b/a. It is easy to see that Z = X (Y)* = (¢*)¥. Now,

E = (¢")% = ((4"))"/* = (z)"
D = (g) K (g") K = ((9")) /) = ()"

S=f"=f"—e*(b/a)+e"(b/a) =u+rHs(D,E, F*)
. Hence, we can conclude that (D, E, F*, f*) is a valid ciphertext. |

e Phase-2 The adversary continues to query any of the above mentioned oracles with the restrictions
defined in the security model and the challenger responds as in phase 1.

e Guess Finally, the adversary outputs a guess p’ of p. If p = p/, the challenger chooses a random tuple
(< A >,h) in the Hj list and outputs A as the solution to the M-CDH problem.
We now analyse the success probability of the adversary in solving the M-CDH problem.

e Analysis We first analyze the simulation of the random oracles. It is clear that the simulations of
H, Hi, Hy, Hg are perfect. Let Asky;, denote the event that (g*/*) was queried to Hs. Let Askyy, be
the event that adversary queried Hy with (M, w*). Let Askj; be the event that the adversary queried

Hs with (D, E, F’*) before the challenge phase. As long as Asky,. , Askj;, , Asky; did not occur the
simulations of these oracles are perfect.

Let Abort be the event that the challenger aborts before the guess phase. The challenger can abort
the game in Secret key extract or partial key extract or in re-key extract or in challenge phase.

Let REFErT be the event that Ay can submit valid ciphertexts for re-encryption without querying Hy.

We now estimate the probabilities associated with each of the above described events.
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Pr{Asky ] < 2?0%, as F™* is chosen uniformly at random.
Pr[=Abort] > §+eTk9 (1 — §)(1 — v)%*s which is maximized at §* = _Guke *drkg
1+ Quke + Qrkg

Using 6%, we get
(1 _ V)qug

6(1 + Quke + QTkg)

Pr[—Abort] >

Exactly as in the previous case we can prove the following inequalities.

Pr|ReERR] < QTCM, due to randomness of Hy’s output
q

Let Valid denote the event that the ciphertext is valid. Let Askp, denote the event that (m,w) has
been queried to Hy and Askp, denote the event that (¢") has been queried to Hj.

qm, /(20"

PrValid|—Askg,] < +1/q
| | =T qu;/q /
Similarly, we can show that
. qH, /q
Pr{Valid|-Askp,] < T gu, /20 +1/q
Hence, we have
QH4/(2l0+l1) qH; /q

PrValid|=Askg, V ~Askg,] < +2/q

1—qu,/q 1 —qp, /2bth

Then, DErr is the event that Valid|~(Askn, A Askp,) happens at least once during the entire simu-
lation. Hence,

qH4/(2l0+l1) qH3/q
1—qu,/q  1—qu,/20th

Let Query be the event Asky: U Askys U Askg: U ReErr U DErr|=Abort. Clearly, if Query does not
happen during the simulation then due to randomness of H3’s output the adversary does not have any
advantage which is greater than 1/2 in guessing p. Hence, Prlp’ = p|-Query] = 1/2

PriDEM] < qd< n 2/q)

Prlp’ = p] = Pr[p’ = p|=Query|Pr[=Query] + Prp’ = p|Query] Pr[Query]
< 1/2Pr[=Query] + Pr[Query] < 1/2 + Pr{Query]

Pr[p’ =p|] > Prlp’ = p|=Query| Pr[-Query] > 1/2 — 1/2Pr[Query]
We have
e =2|Pr[p’ = p] — 1/2| < Pr[Query]
< Pr[Askp;| + Pr((Askp;] + Pr{Askp:| + Pr[ReErr] + Pr(DErr]
- Pr[—Abort]
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Thus,
Pr[Askp;] > e(Pr[—Abort]) — (Pr[(Askp;] + Pr{Askp:| + Pr[ReErr] + Pr[DErr])

5(1 — y)qf"k'g _ ( qH, qH + drenc +q (QH4/(2l0+l1) QHg/q N 2/q))
T (L4 quke + drkg)  \20FH T 203 T g TR T gy fg T 1 — g, /2070

If Askpy occurs then C will be able to solve the M-CDH problem with advantage " given by
EI > (1/(]H3)P’)"[AS]€H§}

e(1 —v)drks qH qH Qrenc g, /(2"1") qH, /4
> (1 — (g 4 e g Srene . g, (22 + : +2/g))
> (1/qmu,) <6(1 Quke + Grig) olotli ' 9loth q 9a( 1—qu,/q 1 —qp,/20th /9)

Let Tl = d4qH + qH, + qH, + 4H; + 4qdH, + 4H; + Apke + Quke + Qrkg + Qrenc + Gdecl + qdec2 + dpkr and
Ty = 8qpke + 10quke + 5Grkg + 8Grenc + Tqdect + 9qdec2. From the construction of C' we can bound its
running time ¢’ by,

+

t <t+ (Tl)O(l) + (TQ)tezp

7.2.2 Transformed Ciphertext Security

Theorem 4 Suppose H, H1, Hy, Hs, Hy, Hs are random oracles and there exists a (t,€, Gpke, Guke, pex> Grigs
Qrencs Qdect, Qdec2s Gpkr) IND-CLPRE-CCA adversary Arl against our scheme making at most qu queries to
H and at most qu, queries to random oracles H; where 1 < i <5 | then there exists a PPT algorithm C
which solves the M-CDH problem with advantage

— ) Hareg 9lo lo+11
&> (1/(]H3)<€.(e(2(1 )L+ ) qH, 2 _qd<QH4/(2 +h) L /4 +2/q> 3 qT;m>

2 + (_Ipea: + Q'rkg)2 2l0+l1 1-— qu/q 1-—- qH4/2l0+l1

where v is the advantage an attacker may have over the EUF-CMA security game of the Schnorr signature
scheme and which runs in time t’

t' <t+ (T)O(1) + (Ta)teap

where Tl = qg + 2~QH1 + Z'QHQ + qH; + qdH, + qH + dpke + Quke + Arkg + Qrenc + Qdect + Qdec2 + Apkr;
Ty = 10gpke + 10qure + 10gpes + 5Grkg + 8Grenc + Tqdect + 9qdec2 and teqy is the time taken for exponentiation
in group G.

Proof
We describe the challenger C' which interacts with a Type-II adversary A;; and solves the M-CDH
problem.

o Initialization

C is given an instance of the M-CDH problem (g, g%, g*). It chooses = € Zy and sets y = g*. C sets
the master secret key msk = x. C models all the hash functions as random oracles. Whenever Aj
request access to any hash function, C' responds as before.

C now outputs the public parameters to A;;. Ajy outputs a list of identities for which it wishes to
obtain the full secret key. For each ID in the list output by A;;, C obtains the full secret key as
follows:

C responds exactly as in the corrupted key gen algorithm in the original ciphertext security game
against Type-II adversary.

C returns the list of full secret keys for all identities specified by A;; and adds all the above identities
to C1I.

Challenger initializes CPK list.
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e Phase-1

— Compute Partial Key: Works exactly as in original ciphertext security game.

— Public Key Extract Oy, : C maintains a public key list of tuples (< ID >, Py, P>, Q1, @2, Q3, S5,
T1,T5, p1, o, coin). On receiving a query on ID, C searches the public key list for key value ID.
If found, then it outputs the corresponding the public key. Else, it tosses a biased coin and picks
coin € {0,1} such that Pr[coin = 0] = § where § is to be determined later.

If coin=0, Works exactly as in original ciphertext security game.

If coin=1, C retrieves the partial key corresponding to I D from the partial key list. It computes
Ry = Q,.yMUD:Q) and Ry = Quy™UDP:RQ2) Tet r = H(Rp). It then chooses 21, 22,0, €r Z,
and computes P; = (g%)*.g757 and Py = (g%)*2 g~ *(S1+5:2H(E))/(H(P)) gS5v/H(P) and implic-
itly defines H(P;) = ~. It computes X = P;(Py)?(™) and sets H(X) = a. It then chooses
t1,t2 €r Z; and computes 71 = ¢g" and T, = g**. It then computes py = t; + S1Hg(ID, P1,T})
and Mo = t2 + Sng(ID, Pg, TQ) It then adds (< ID >, Pl, PQ, Ql; QQ, Qg, 53, Tl, TQ, H1, U2, coin)
to the public key list, (< ID,coin >,z1,29,51,52) to the private key list, (< ID,coin >
, (P1, Py), (21, 22)) to the user key list. It returns (Py, P2, Q1, Q2, @3, 53,11, T,

11, l2) as the public key.

It is easy to see that the public key passes the public key verification and also is identically
distributed to the original public key.

— User Key Extract Oy, : Works exactly as in original ciphertext security game.

— Re-Key Generation: O,;, : C' maintains a Re-Key list comprising of tuples (< ID;,ID; >
’ Tk, ‘/7 W
h, 7). When C receives a re-key query from ID; to ID;, it first searches for a tuple in the Re-Key
list with key value < I.D;, ID; >. If found, then the corresponding re-key is given to the adversary.
EISG, it recovers tuple (< ID] >, (Pj,la Pj’g, ijl, ijg, Qj’g, Sj’g, ,-Tj,la Tj)Q, i1y 15,2, CO’iTL)). The re-
key is generated as follows:

x If 1D, is present in CT list or (coin; = 0 and PK; = PK; in the CPK list), C retrieves
the private key corresponding to ID; from private key list and parses it as (U, Us, S1, S2).
It picks h €g {0,1}° and 7 €p {0,1}!* and computes v = Hy(h,7). It then computes
Rj1 = Qi (y"UPs@in), X; = Py (RI7), X = Pjy(Pjp)# i) and o = H(X). It
computes rk =

Ui,lJFH(Pi,l)Ui,z“rZ(Si,l+H(Ri,1)si,2). It then sets V = (X1)” and W = H3(g") @ (h||7).It defines
7 =1and adds (< ID;,ID; >,rk,V,W, h,T) to the Re-Key list. It outputs (rk,V, W) as the
re-key.

x If (coin; = 0 and PK; # PK; in the CPK list or coin; = 1) and (ID; does not belong to
the CT list), then it chooses rk €g Z;‘ and defines 7 = 0. It then chooses z €g ZZ and sets
V = gb. It implicitly defines V = X7, where bz = a.(z1).v. It then chooses W € {0,1}loth
and implicitly defines H3(g"”) = W @ (h||w) for an appropriate h,n i.e Hy(h,7) = v. It then
sets 7 = 0 and it adds (< ID;,ID; >,rki<_1>j>,V,W, h,7) to the Re-Key list and outputs
(rk,V,W) as the re-key.

x Else, it aborts and reports failure.

— Other oracles: The simulation of Opene, Odects Odec2, Oprr are same as in original ciphertext
security game.

e Challenge A; outputs two messages My, M7, an identity I D} on which it wishes to be challenged and a
delegator identity I D). It is required that the adversary has not queried the partial key corresponding
to the identity ID}. C recovers the tuple (< ID} >,P;i1,P;2,Qi1,Qi2, Qi 3,53, i1, 1,2, COINT)
and (< ID;] >, P/, P/5,Q} 1, Q} 5, Q; 3,5 3, 115 1, 117 2, coin;) from the public key list. If coin; = 0 or

PK; # PK; or coin} =0 or PK! # PK!, then C aborts.
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If I D} belongs to the corrupted list, then the adversary is not allowed to query rk;_;«. Therefore, this
case is a special case for the following algorithm used by C.

— Tt picks a random t and defines E* = g**. It implicitly defines b.t = h.r*. That is, r* = b.t/h.

— It searches for (rk,V* W) in the re-key list. If not found, it chooses rk uniformly at random
from Zj7. It then chooses 2* €r Z; and sets V* = ¢®*". Tt implicitly defines V* = X7, where
bz = a.(z1).v. It then chooses W* € {0, 1}o* and implicitly defines H3(g%) = W* @& (h||r) for
an appropriate h, 7 i.e Hy(h,7) = v.

— Tt chooses a random F* € {0, 1}o+h w* €k {0,1}"* and implicitly defines Hz((g% )"/ "") (K) @
(M,||lw*) = F* where K = 21 + H(P; 1)ze. It also implicitly defines Hy (M, w*) = r*.

It is easy to see that the challenge ciphertext is identically distributed as the original ciphertext.

e Phase-2 The adversary continues to query any of the above mentioned oracles with the restrictions
defined in the security model and the challenger responds as in phase 1.

e Guess Finally, the adversary outputs a guess p’ of p. If p = p/, the challenger retrieves (M,,w,r)
from H;-list and checks if (¢%)"%/t = ¢°. Else it chooses a random tuple (< A >, k) in the Hs list and
outputs A1)/ as the solution to the M-CDH problem.

We now analyse the success probability of the adversary in solving the M-CDH problem.
e Analysis The analysis is very similar to that of original ciphertext security. Let Askpy: be the event

that either g/ @(=1HH(P)(s1+H1(ID;,Q;.0)) or (gb/a)t/ (ki) (K) was queried to Hy and let Asky; be
the event that h, 7w was queried to Hy.

(Qukg + Qpex + QTkg)
2+ Apex + Qrkg

Pr[=Abort] > §9ursTpestarig (1 — §)2(1 — p)1+9ra  which is maximized at 6* =

Using 6%, we get
2(1 _ V)1+Q'rkg

Pr[=Abort] >
[ ] o €(2+Qpex +Q7’kg)2
We also get,
g, /(20Fh) qm,/q
Pr|DErr] < ( 4 3 49 )
[ ] 4dd 1_ 4 /q 1 _ QH4/2ZO+Z1 /q
and

Pr|ReERR] < qrem, due to randomness of Hy’s output
q

Let Query be the event Asky: U Asky; U ReErr U DErr|—Abort. Clearly, if Query does not happen
during the simulation then due to randomness of H3’s output the adversary does not have any advantage
which is greater than 1/2 in guessing p.

Similar analysis will show that,

Pr[Askg;] > e(Pr[—~Abort]) — (Pr[(Asky:] + Pr[ReErr] + Pr[DErr])

The advantage in solving the M-CDH problem is given by:

— v 14+qrkg . lo lo+11
&> (1/qH3)<5_<6(2(1 )1+ ) qH, 2 _qd(QH4/(2 i) n 1, /4 +2/q) 3 qr;m>

2+ Qpex + qu9)2 2lo+h 1- qHs/q 1- qH4/2l0+l1
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with time

t' <t 4+ (T1)0) + (To)tewp

where T1 = qu + 2~QH1 + 2~QH2 + qH; + qH, + QHs + Qpke T Quke T Qrkg T Qrenc + Qdect + Qdec2 + Qpkrs
T5 = 10gpke +10qure+10qpes+5Grkg+8Grenc+Tqdect +94dec2 and teyyp is the time taken for exponentiation
in group G.

8 Efficiency Comparison

We compare the efficiency of our scheme and the one proposed in [GZZC13] which is the only scheme (to the
best of our knowledge) for which there are no known attacks. te., denotes the time for exponentiation and
typ denotes the time for bilinear pairing computation in a group. According to the results in [Sco05, BKLS02]
the time taken for pairing computation is more than twice that of modular exponentiation. In our scheme,
we assume that Ry, R, X1, X5, X3, X’ are precomputed and PublicKeyVerification, CiphertextVerification
is done as a pre-processing step.

Algorithms CL-PRE in [GZZC13] | Our scheme
Setup Stegp + top teap
UserSecretKeyGen | teqp 2 exp
SetPublicKey 0 2tezp
PartialKeyExtract | 3teqp teap
ReKeyGen Sterp 2terp
Encryption At erp teap
Re-Encryption 2ty teap
Decrypt-1 2erp + top eap
Decrypt-2 Werp + top At erp
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