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Abstract. EAX is a mode of operation for blockciphers to implement an authenticated encryption.
The original paper of EAX proved that EAX is unforgeable up to 0(2"/ 2) data with one verification
query. However, this generally guarantees a rather weak bound for the unforgeability under multiple
verification queries, i.e., only (2/%) data is acceptable.

This paper provides an improvement over the previous security proof, by showing that EAX is
unforgeable up to 0(2”/ 2) data with multiple verification queries. Our security proof is based on
the techniques appeared in a paper of FSE 2013 by Minematsu et al. which studied the security of
a variant of EAX called EAX-prime. We also provide some ideas to reduce the complexity of EAX
while keeping our new security bound. In particular, EAX needs three blockcipher calls and keep
them in memory as a pre-processing, and our proposals can effectively reduce three calls to one call.
This would be useful when computational power and memory are constrained.
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1 Introduction

EAX [G is a mode of operation for blockciphers proposed by Bellare, Rogaway and Wagner at
FSE 1994. It implements an authenticated encryption with associated data, AEAD for short.
EAX has been standardized by ISO/TEC [2] and included in some popular software libraries
MBE]. In FSE 2013, Minematsu, Lucks, Morita, and Iwata [[4] investigated a variant of EAX
defined by ANSI C12.22, called EAX-prime. They showed that EAX-prime is totally broken if
the ‘cleartext’ part of the input is as short as a single block or shorter. At the same time, the
authors proved EAX-prime is secure if cleartexts are required to be longer than a single block.

In this paper, we study the implications of [I4] to the original EAX. Though the original
EAX has already been proved to be secure, the security bound provided by [Hl, in particular the
authenticity bound, does not show the standard birthday-type security when the adversary is
allowed to make multiple verification queries. More formally, the original bound is O(c?/2" +
1/27) where o denotes the total input blocks, n denotes the block size, and 7 denotes the tag
length, if the number of verification queries is one. From the well-known result of [3], this bound
generally implies O(g,02/2" + ¢,/27) when the number of verification queries is ¢, > 1, hence
the provable security is degraded, roughly from 2"%/2 to 2"/3, assuming ¢, ~ o. We note that,
since many systems in practice do accept multiple verification queries, the analysis for this case
is relevant. Based on the idea of [[4], we provide an improved authenticity bound for EAX,
namely O(c?/2" + q,/27), hence the security up to 2"/ data. When n = 128, this means that
the provable security is improved from 43 bits to 64 bits. In addition, we prove our new bound in
a slight more general setting than the original specification, in the sense that the empty header
is acceptable, which is plausible in practice.

We note that the technical difficulty in handling the multiple verification queries comes from
the fact that the reject symbol returned from the decryption oracle may leak some information
about the secret key, and hence this may have impact on the choice of the subsequent encryp-
tion and decryption queries. Furthermore, nonces used in encryption queries can be reused for



decryption queries, or vice versa. In this case, we may not have “fresh” randomness in order to
show that the success probability of the last decryption query is small.

We also provide ideas to reduce the computation overhead of EAX, which we assume the
primal goal of EAX-prime. In EAX, three blockcipher calls are required in advance to the actual
processing, and this may make it less attractive to constrained devices. In our proposals, the
overhead is reduced to one blockcipher call while keeping the security bound that we proved for
the original EAX. This also achieves a more memory-efficient, faster operation than the original.
In this respect our proposal can be seen as a provably-secure alternative to EAX-prime having
no input-length restriction.

The main technical point in our proposals is the generation of five mask values, originally
generated from three blockcipher calls. We propose three mask-generation methods, where the
first one is based on the constant Galois field multiplication similar to [I5], and the second
and third ones are based on the word permutation and XOR. The underlying problem has a
relationship to word-oriented LFSR [I9] discussed by Chakraborty and Sarkar [7] and by Krovetz
and Rogaway [12].

2 Preliminaries

Notations. For a binary string X, | X| denotes the bit length of X. For a positive integer n we
define | X1, = max{1, [|X|/n]}. The first s bits of X for |X| > s is written as msb,(X). Let &
denote the empty string, which is a binary string of length 0. Thus we have |¢| = 0 and [¢],, = 1.
The set of all finite-length binary strings, including ¢, is denoted by {0,1}*. Let N = {0,1,... }.
If X € X is uniformly chosen from X we write X & X. For X ,Y € {0, 1}*, their concatenation
is denoted by X||Y or XY. A sequence of a zeros (ones) is denoted by 0% (1¢). Following [, let
[i], denote a standard n-bit encoding of integer i > 0, e.g., [2],, denotes 0"~210. Let ({0, 1}")>°
denote the set of strings of length n, 2n, . ... We also define {0,1}Z* and ({0,1}")2* analogously.
For X,Y €{0,1}", X +Y or X — Y is defined as an addition or a subtraction modulo 2.

For X € {0,1}*, let X[1]||X[2]|...||X[m] < X denote the partition into n-bit blocks, i.e.,
we have m = | X|,, and | X[i]| = n for i < m and |X[m]| < n. For X, Y € {0,1}*, let X @enq Y be
the XOR of the shorter variable into the end of the longer one: i.e. X @enqY = (0 =X X) Y
if [Y'| > |X| and otherwise X @enq Y = X @ (0XI=Y1)|y).

Random Function. The set of all functions {0,1}" — {0,1}™ is denoted by Func(n,m).
We will write Func(n) to mean Func(n,n). The set of all permutations over {0,1}" is denoted
by Perm(n). Following [I4], we define a uniform random function (URF) as a random function
uniformly distributed over Func(n, m) for some n and m. A URF is denoted by R, assuming n
and m are clear from the context. In a similar manner we define a uniform random permutation
(URP) as a random permutation uniformly distributed over Perm(n) for some n. A URP is
denoted by P.

Field with 2" Points. We may view X € {0,1}" as a coefficient vector of the polynomial
of GF(2"), yielding a one-to-one mapping. By writing 2X we mean the multiplication of the
generator of GF(2") and X over GF(2"). Here, 2(2L) is denoted by 4L or 22L. The operation
2X is called doubling, and is efficiently implemented by one-bit shift with constant XOR, see

e.g. [I0.
3 Provable Security of EAX

3.1 Specification of EAX

We first define the authenticated encryption, AE in short (or more formally, AE with associated
data (AEAD)). The encryption function of an AE scheme accepts the nonce N, the header (also



Algorithm EAX-Ex (N, H, M) Algorithm EAX-Dg (N, H,C,T)

1. N+ CMAC(N) 1. N+ CMAC(N)

2. H + CMAC'Y (H) 2. H + CMAC'Y (H)

3. C + CTRk (N, M) , 3. I(_EEBEGBCMACQ)(C)

4. T < N H® CMAC (0) 4. T ¢ msb,(T)

2. T ;— msbé(%) 5. if T # T return L

- return (C,T) 6. else M « CTRz(N,C)
7. return M
Algorithm CMAC!) (M) (for i € {0,1,2}) Algorithm CBCy (I, M)
1. L+ Ex([0]n), L' < Ex([1]n), L” < Ex([2]n) 1. MA)IM2)| - [|M[m] & M
2. D+ 2L, Q<+ 4L 2. O]« T
3. if M = ¢ return Ek([i], ® D) 3. for i + 1 to m do
4. else Cli] + Ex(M[i] & C[i — 1])
5. if ¢ = 0 return CBCg (L,pad(M; D, Q)) 4. return C[m]
6. if i =1 return CBCg (L', pad(M; D, Q))
7. if i = 2 return CBCk (L"”,pad(M; D, Q)) Algorithm pad(M; By, Ba)
Algorithm CTRk (N, M) 1. if |[M| € {n,2n,3n,...,}
2. then return M ®.q B1

1. m <+ |M|n 3. else return
2 8« Bx(N)IBx(N + ||+ | Ex (N +m— 1) (M 107~ 1- (M| mod m)) 5 B,
3. C < M @ msb|p(5)
4. return C

Fig.1. (Upper) The encryption and decryption algorithms of EAX[E,7]. Here H and M can be the empty
string, €, while H # ¢ was originally required in [B]. (Lower) Component algorithms of EAX[E, 7]. For CBCk,
M| € {n,2n,...}.

called associated data) H, and the plaintext M and generates the ciphertext C' and the tag T
The decryption (verification) function accepts N, H, C, and T, and generates the decrypted
plaintext M if (N, C,T) is valid, or the flag L if invalid.

The specification EAX is shown in Fig. [l EAX is based on an n-bit blockcipher, E, where
the key of F is written as K. EAX taking a blockcipher E and using the 7-bit tag for 7 < n is
denoted by EAX[E, 7]. The encryption and decryption functions are written as EAX-Ex ; and
EAX-Dg -, or EAX-E and EAX-Dg if 7 is clear from the context.

In EAX[E, 7], we assume that N, H, M € {0,1}* with N # e. In the original specification,
N and H are assumed to be non-empty (see Section 6 of [4]). However, this paper slightly
generalizes the setting, allowing H to be emptym. The plaintext M can be empty, and in that case
the corresponding C' is also empty. The ciphertext C' has the same length as the corresponding
plaintext, M, and the tag T is 7 bits.

In [B] the definition of CMAC&? (M) is simpler than ours, i.e. it is defined as CMAC&?(M )=
CMACKk ([i]n]|M). Here, CMACK (M) denotes the original CMAC defined as CMACk (M) =
CBCk(pad(M; D,Q)). Our definition is equivalent and we employ it to emphasize the three
redundant Ef calls, L, L', and L”, and make explicit the computation of CMAC&? (e) with
them.

3.2 Security Notions

The security of AE can be defined by two notions, privacy and authenticity [BIG]. In defining
them, let A91:02:-Oc denote the adversary A accessing ¢ oracles, O1,...,O,, in an arbitrarily

4 This setting allows (N,H,M) with H = € and M = ¢ as a valid, though artificial, input to the encryption
function.



Fig. 2. The encryption algorithm of EAX. The specification is extended to accept H = ¢. In the figure, bp(z) = =
if || = n and bp(z) = z||10" 1= U=lmed n) 4 4| < gy,

order. If O; and Oj are oracles having the same input and output domains, we say they are
compatible. Let AE[7] be an AE compatible with EAX having 7-bit tag. The encryption and
decryption algorithms are AE-E; and AE-D;. If A is a CPA-adversary against AE[7], it accesses
AE-&;. The encryption queries made by A are written as (N, Hy, M), ..., (Ny, Hy, M), where

the number of queries, ¢, is a parameter of A. We also consider oy S 7 1 X|n for X €

{N,H, M}, and assume a parameter list (q,0n, 0, 0nr) to define the resource of A.
Let $ denote the random-bit oracle, which takes (N, H, M) and returns (C,T) < {0, 1}M] x
{0,1}7. Then the privacy of AE for CPA-adversary A is defined as
i def $ -
Qv (A) © Pr[K & K2 AN = 1] — PriA® = 1].
Here, A is nonce-respecting, i.e., all N;s chosen by A are distinct.

To define the authenticity, we assume a CCA-adversary A against AE[7]. It accesses AE-E;
and AE-D.. The set of encryption queries is denoted by (N1, Hy, M), .., (Ng, Hy, My), and the
set of decryption queries is denoted by (Ny, Hy,C1,Th), ..., (Ng,, Hy,, Cq,, Ty, ). We assume a pa-
rameter list (¢, ¢v, ON,0H,0M, 05, 0f,05) to define the attack resource, where oy = 2 Yiln

for Y € {N, H, 5}, in addition to oy, oy, and oys. The authenticity of AE is defined as
AdvaA“Eﬁ?} (A) et Pr[K & K. AMEEARD, forges |,

where A forges if it receives a bit string (not 1) from AE-D; for a non-trivial query (]VZ, H;,C;, i)
for some 1 < i < @,. Here (NV;, H;, C;,T;) is non-trivial if any encryption query-response pair



(N;j, H;, M;,C;,T;) obtained before satisfies (Nfl,f[z,@,ﬁ) # (N;j, H;,C;,T;). We remark that
CCA-adversary is always nonce-respecting with respect to encryption queries. This implies that,
we can have N; = N. j or N; = Nj for some ¢ and j. In the security proofs we use the following
notion. Let Fx and Gk be two compatible keyed functions with K € K and K’ € K'. Then

AdvFe (A) £ Pr[K & Kt AT = 1] — Pr[K’ & K2 A% = 1.

Note that this definition can be naturally extended when G is substituted with the random-
bit oracle compatible to Fg. In addition when Fx and Gg+ are compatible with AE-&,, we
cpa-nr cpa

define Adv ;" (A) as the same function as Adv;(A) but CPA-adversary A is restricted to be

nonce-respecting. Also, let F = (F%, F4) and G = (G%., G%,) be the pairs of functions that are
compatible with (AE-E;, AE-D;). We define

AQVEE™ (A) & Pr[K & K0 AFOFR = 1) - Pr[K’ & K2 A% G = 1],
where the underlying A is assumed to be nonce-respecting for encryption queries. Note that we

have AdvirEi[:} (A) = AdepEa_;i%(A) for any nonce-respecting CPA-adversary A.

3.3 Security Bounds

Original Bounds. We denote EAX using an n-bit URP as a blockcipher by EAX[Perm(n), 7]
and the corresponding encryption and decryption functions by EAX-Ep and EAX-Dp. Similarly,
the subscript K in the component algorithms is substituted with P, e.g. CMACS). We focus on
the security bounds for EAX[Perm(n), 7] as the computational counterparts for EAX[E, 7] are
trivial.

In [, Bellare et al. introduced data complezity denoted by o, which is slightly different from

our parametersﬂ. The provided bounds are as follows. Note that these theorems assume H # ¢.

Theorem 1 ([B]). Fiz 7 € {1,...,n}. Let A be the CPA-adversary against EAX[Perm(n), 7]

with data complexity o. Then the privacy is bounded as Advgﬁ;[%rm(n)ﬁ] (A) < 9.502/2m.

Theorem 2 ([B]). Fiz 7 € {1,...,n}. Let A be the CCA-adversary against EAX[Perm(n), 7]
with data complexity o and q, = 1. Then the authenticity is bounded as Adv%ﬁ?{[Perm(n),T] (A)
1102/2" +1/27.

IN

Our Bounds. The privacy bound of Theorem [l is the standard birthday bound security. The
bound is tight in the sense that there is an adversary that meets the stated security bound up
to a constant factor. However, the authenticity bound of Theorem [2 is not satisfactory as it
requires ¢, = 1. There is a known result [3] proving that, if authenticity bound of a scheme for
one verification query is €, authenticity bound for ¢ verification queries is bounded by ce, for any
¢ > 1. Applying this result to Theorem 2 we have Adv%ljglqp erm(n),7] (A) < 11¢,02/2" +q,/27 for

¢y > 1, implying that the security is guaranteed up to 2/3 data when ¢, ~ 0. Now we show an
improved authenticity bound for EAX that provides security up to 2/2 data even for ¢, > 1,
with an extended specification allowing H = ¢.

Theorem 3. Fix 7 € {1,...,n}. Let A be the CCA-adversary against EAX[Perm(n), 7] with
parameter list (¢, qv, ON,OH,OM, O5 O 05). Let oguth = oN+ou+om+ozy+oz+og. Then

we have )
18.50 +45 ¢
auth auth v
AdVEAX[Perm(n),ﬂ ('A) < on 277 :
® According to [3, o is defined as “the sum of the lengths of all strings encoded in the adversary’s oracle queries,
plus the total number of all of these strings”.



Note that o,u¢n is largely the same as the plain o of Theorems [ and @ Theorem [3 shows that
EAX preserves birthday-type security in the authenticity notion for any ¢, > 1, rather than for
qy = 1, only.

As we extended the specification to allow H = ¢, a corresponding privacy bound should also
be given in principle. For completeness we show the privacy bound in this extended specification.

Theorem 4. Fiz7 € {1,...,n}. Let A be the CPA-adversary against EAX[Perm(n), 7] who has
parameter list (q,on, 0,00 ). Let Opiy = on +0pg +0p. Then we have AdvE, ) }(.,4) <

EAX[Perm(n),r
(18.502 . +4.5)/2".

priv
The proofs of the above theorems are provided in Section BTl

4 Refinements of EAX

EAX needs three blockcipher calls in advance to the actual processing, namely L = Ex([0],),
L' = Ex([1]n), and L” = Ek([2],). They are used as masks for the initial block of CMAC.
In addition, CMAC itself needs two masks for the last block, namely 2L and 4L, hence five
mask values in total. To achieve the fastest operation, these mask values, at least the first three
ones, must be kept in memory while processing. This fact implies that EAX is not ultimately
optimized, in particular for short messages, when the amount of pre-processing is critical. This
is possible due to some practical reasons, e.g., a huge number of keys, or frequent key changes.
In addition retaining many mask values in memory may not be desirable for constrained devices,
such as low-end micro-controllers or tiny hardware.

We propose a refinement of EAX, which we call EAX™, to minimize these drawbacks. We
note that EAX seems to have a design philosophy for keeping the algorithm of CMAC intact,
and our proposal does not follow this design philosophy in return for the efficiency gain.

Specifically, EAX™ changes the definitions of five mask values so that they are simple func-
tions of L = Ex([0],). EAXT also sets some initial counter bits off to suppress carry bit propa-
gation. This is the technique used by SIV [I7] and EAX-prime to simplify the implementation
of the counter mode. These changes affect the definitions of two internal components, CMAC®)
and CTR. EAX™ uses CMACH? and CTR™, as shown in Fig. [J instead of CMAC® and CTR
of Fig. @I For simplicity Fig. Bl assumes n = 128 for fixing the constant adjusting the initial
counter, however other values of n are possible. In CMAC*‘U)7 the five mask values are denoted
by A(0), A(1), A(2), D, and Q, and they are functions of L = Ex([0],) denoted by ga(0), 94(1),
and so on. In the following, we give three concrete masking schemes.

Scheme 1: Use GF Doubling. The first scheme, which we call EAXT, uses the following
masks. Here, 3L denotes 2L & L.

A(0) = 3L, A1) =2-3L, A(2) =2%-3L,
D =2L, Q=2%L
This keeps the definitions of CMAC masks for the last blocks (D and Q). Note that we have
A(0)=2L @ L, A(1) = 22L ® 2L, and A(2) = 23L @ 22L. Any mask is efficiently computed by
holding X = L and Y = 22L, as we have A(0) = 2X® X, A(1) = YO 2X, A(2) =2YDY, D = 2X,
and @) =Y. Each mask computation requires at most one doubling and one XOR.
Scheme 2: Use Sum of Four Quarters of L. The second scheme, which we call EAX;,
assumes that n is divisible by 4, and uses operations over GF((2"/4)%). Let L = (L1, Lo, L3, L4),
where L; € GF(2"/%). The masks are as follows.
A(O) == (L15L27L37L4)) A(l) - (L*)L17L27L3)7 A(2) - (L4)L*5L17L2)7
D: (L37L47L*7L1)) Q = (L27L37L47L*)7



Algorithm CMAC*H{) (M) Algorithm CTR (N, M)
1. L <+ Ex([0]n) Lom | M| e
2. for i =0,1,2 do A(i) + ga (L) 2. N® < N A (1"720177]017)
3. D+ gp(L), Q « go(L) 3. S« Ex(N")|Ex(N" +1)
4. if M = ¢ return Ex([i]. ® D) | Br (N +m—1)
5. else return 4. C + M & msbp(5)
CBCxk (A(i), pad(M; D, Q)) 5. return C

Fig. 3. Our refinement of EAX, EAX™. Here, CMACH for i e {0,1,2} and CTR™ are used instead of CMAC®)
and CTR, and other functions are not changed. The definitions of ga (i), gp, and gg are written in Section H]
yielding the three versions.

where L, = L1 ® Ly & L3 & Ly. The scheme is efficient, in particular for software, since it is
merely a combination of n/4-bit word permutations and XORs. Specifically, any mask can be
efficiently computed by holding L and L., which are 5n/4 bits in total.

Scheme 3: Use Two Sums. The third scheme, which we call EAXT, is another instance using
word permutation and XOR. The masks are;

A(0) = (L1, Lo, L3, L), A(1)
D= (L37Lb7L27L1)7 Q

(L27Lﬂ7L4aLb)7 A(z) = (L]j7L17L|77L3)7
<L47 L37 Lﬂa L2)7

where Ly = L1 ® Lo and L, = L3 @ L4. The mask generation is a simple word permutation by
holding L, Ly, and L;,. Even if we only hold L, each mask is computed by at most 2 XORs of

words and a permutation, and the number of word XORs required for generating all masks from
L is 6.

The following theorem shows the security of these schemes.

Theorem 5. For j € {1,2,3}, let EAX;‘ [Perm(n), | be EAX; using n-bit URP. For any j we
have

priv < 1501:2)riv
AdVEAX;r [Perm(n),T] (A) - oan’ and
1502 q
auth auth v
AdvEAX;’ [Perm(n),7] (A) = omn 277'

The core part of the proof of Theorem [ is given in Section We can build variants of these
schemes by applying a permutation P that commutes with respect to XOR, i.e. P(x) ® P(y) =
P(x ®y), to all masks. An example is a regular matrix over GF(2/%)? for a being a factor of n,
and a variant using such masks will have the same bounds as Theorem

We note that [I4] suggested some variants of EAX-prime that are provably secure without
input-length restriction. However the proposals of [I4] focuses on the black-box usage of EAX-
prime. As a result the proposals of [I4] are not as efficient as ours, or require a stronger security
assumption on the blockcipher.

5 Security Proofs

5.1 Proofs of Theorem [3] and Theorem [{4]

OMA C-extension. In proving Theorems B and [4], we observe that the most part are quite the
same as those given for EAX-prime [[4], which is based on the original proof of EAX [B] with
extensions taken from [I0].



Algorithm OMAC-¢[P] :

Initialization

00 L < P([0]n), L' + P([1]n), L" « P([2]n)
On query (¢, X,d) € {0,1,2} x {0,1}* x N

0 XOXEY- X & X

11 if | X| modn #0 or X =¢ then w «+ 1, else w + 0

12 ift=0

13 if1<|X|<nthenY + P(bp(X)® L®2¥T1L); return Y
14 else Y([1] < P(L & X[1])

15 for i=1tom—2do Y[i+ 1] + P(Y[i] & X[i + 1])

16 Y «+ P(Y[m — 1] @ bp(X[m]) & 2% T1L)

17 if d =0 return Y

18 for j=0tod—1do S[j+1] + P(Y +3)

19 return Y| S[1]S[2] - - - S[d]

20 ift=1

21 if | X| =0 then Y’ + P(2L & [1]»); return Y’

22 if 1 <|X|<nthen Y’ + P(bp(X)® L' ©2¥*+'L); return Y’
23 else Y'[1] «+ P(L' & X[1])

24 fori=1tom—2do Y'[i+1]+ PY'[i] ® X[i +1])

25 Y’ + P(Y'[m — 1] @ bp(X[m]) @ 2wT1L)

26 return Y’

27 ift=2

28 if | X| =0 then Y + P(2L @ [2]»); return Y

29 if 1 <|X|<n then Y + P(bp(X) ® L"” ®2¥*t1L); return Y
30 else Y[1] « P(L" @ X|1])

31 fori=1tom—2do Y'[i+ 1]« P(Y"[i]® X[i +1])

32 Y « P(Y"[m— 1] ®bp(X[m]) ®2w+iL)

33 return Y/’

Fig. 4. OMAC-extension using an n-bit URP, P.

We start with the most involved part: the pseudorandomness of OMAC-extension. OMAC-
extension is a set of functions obtained by decomposing EAX [B[I4]. Formally, we define OMAC-
extension® as a set of three functions using an n-bit URP, P, obtained from EAX[Perm(n), 7].
It is denoted by OMAC-e[P] = (OMAC-¢[P]®, OMAC-¢[P]™)), OMAC-¢[P](?)). See Figs. @ and
@ Here, OMAC-¢[P]® is a function that takes (N,d), where d = |M|, (d = |C|,) for en-
cryption (decryption), and produces NN and the d-block keystream before truncation, i.e., S of
Fig. @ Similarly, OMAC-¢[P]()) takes H, and OMAC-¢[P]? takes C'. We may view OMAC-¢[P]
as single function taking (¢, X,d) as input and outputs OMAC-¢[P]®)(X,d) when t = 0 and
OMAC-e[P]®(X) when t = 1,2, assuming d is a default value.

Similarly to Proposition 1 of [I4], we have the following proposition.

Proposition 1. For any fized T, there exist deterministic procedures, fo(-) and fq(-), that use
OMAC-€[P] as a black-box and perfectly simulate EAX-Ep and EAX-Dp. That is, we have
EAX-&p = f.(OMAC-¢[P]) and EAX-Dp = f;(OMAC-¢[P]).

Here, F' = G means the equivalence of the output probability distribution functions for F' and
G, ie. Pr[F(z1) = y1,...,F(zq) = yq) = Pr[G(z1) = y1,...,G(xg) = y,] for any fixed possible
x1,...,%q and yi, ..., Yy, Proposition 1 can be verified by comparing Figs. 2 and [7

Then we need to evaluate the indistinguishability between OMAC-¢[P] and a set of three ran-
dom functions RND = (RND(), RND® RND®)), where RND® is compatible with OMAC-¢[P] ().
Here RND() (X, d) samples Y & ({0, 1}")4m»+1 and outputs msb,, 41y (Y) if X is new, where
dmax is the largest possible value of d determined by the game we consider.

To bound the indistinguishability, we further break down OMAC-¢[P] into a set of 19 small
functions, Q = {Qi}izl 77777 19-

5 Our OMAC-extension does not need the auxiliary output mask as in the proof of EAX-prime [[4. This is
because of the difference in the processing for one-block inputs.



Definition 1. Let Q; : {0,1}" — {0,1}" fori € {1,2,...,19}\{3,4,5,6} and let Q; : {0, 1}" x
N — ({0,1})>° for j = 3,4,5,6. We define

Q,(z) £ P(L & z) ® Rnd, Q,(z) £ P(Rnd; ® ) @ Rndy,
Q;(x,d) < Gp(P(2L ® Rnd; & z),d), Q(z,d) = Gp(P(4L ® Rnd; & z),d)
Q;(z,d) < Gp(P(L @ 2L @ z),d), Qq(z,d) & Gp(P(L ® 4L & x),d),
Q. (z) &P (L’ @ x) & Rnda, Qg(z) < P(Rndy @ z) @ Rndy,

Qy(z) = P(2L & Rndy & 2), Qyo(v) < P(4L & Rndy & ),

Q(z) EP(L'®2L @ x), Qpx(z) EP(L) ® 4L © ),

Qu3(x) £ P(L" @ ) & Rnds, Qy4(z) < P(Rnds @ x) ® Rnds,
Q,5(z) £ P(2L ® Rnd3 & ) Q4(2) = P(4L & Rnd3 & ),

Qur(x) P(L" @ 2L @ x), Qs(v) EP(L @ 4L @ x),

Qio(x) € P2L® ),

where P is an n-bit URP, and L = P([0],), L' = P([1]»), and L” = P([2],). Also, Rnd;, Rndy
and Rnds are independent n-bit random sequences, and Gp(v,d) is v if d = 0 and (v||P(v)||P(v+
DI---[|P(v+ (d—1))) if d > 0. The sampling procedures for P,Rnd; for j = 1,2,3 are shared
for all Q;s.

We treat Q as a tweakable function with tweak ¢ € {1,...,19} by writing Q(¢t,z,d) =
Q.(z,d) when t € {3,4,5,6} and otherwise Q(¢,z,d) = Q;(x). We observe that OMAC-¢[P]
can be simulated with black-box accesses to Q. For example, when we want to simulate the
computation of OMAC-e[P](0, N,2) for |N| = 3n, we first parse N into n-bit blocks, i.e.,
N1]||N[2]|IN[3] < N and then proceed as Y[1] < Q;(N[1]), and Y[2] + Q3(N[2] & Y][1]),
and Y[3]||S[1]S]2] < Q5(N[3]®Y[2],2). Note that, Qg is only used to simulate CMAC%) given
H=¢,or CMAC( ) _given C' =¢, i.e., to compute P(2L & [1]») or P(2L & [2]n).

We next define Q = {QZ}Z 1,..19. Foralli=1,...,19, Q is compatible to Q;.

Definition 2. Let P; for ¢ = 1,2,7,8,13,14 be siz independent n-bit URPs, and let R; for
J€{9,...,19}\ {13,14} be nine independent n-bit URFs, and let R; for j = 3,4,5,6 be four
independent URFs with n-bit input and (dmax + 1)n-bit output. Using them we define

Qi(:c) ©Pi(x), fori=1,2,7,8,13,14
def Hd+ .
( )_RJ ()7 fO?"]—374,5,6
Q,(z) ERy(x), forh=09,...,12,15,...,19,

where R (z) = msby,q41)(Ri(z)) for i =3,4,5,6. Here duax is the mazimum possible value of
queried d, which will be determined by the underlying game and adversary’s parameter.

A function compatible to Q is said to have Q profile. An adversary querying a function of Q
profile is characterized by the number of queries, ¢, and the number of total output n-bit blocks
for t € {3,4,5,6}, oout- The next lemma shows the CPA-advantage in distinguishing Q and Q.

Lemma 1. Let A be the adversary querying a function of Q profile with parameter list (q, oout)-
Then we have
(4.5¢% + 1000uq + 02,4 + 4.5)

AdvPe (A) < on

Q.Q




Algorithm CBC (given dmax):

Initialization

00 for i = 1,2,7,8,13,14 do P; & Perm(n)

01 for j =3,4,5,6 do R; & Func(n, dmax)

02  for k=9,10,11,12,15,16,17,18,19 do Rj, < Func(n)
On query (¢, X,d) € {0,1,2} x {0,1}* x N

0 XX X n) & X

11 if | X|modn #0 or X =¢ then w+ 1, else w+ 0

12 ift=0

13 if m=1 and d =0 return Y «+ R}, (bp(X))

14 if m=1 and d > 0 return Y||S[1]||S[2]| - - - ||S[d] + Rgfrllu(bp(X))
15 Y1) + P1(X[1])

16 fori=1tom—2do Y[i+1] + Pa(Y[)] ® X[: +1])

17 if d=0 then Y «+ R%+w(Y[m — 1] ®bp(X[m])); return Y
18 else YIIS[US2I] - 1S[d]  REEL (Y m — 1] @ bp(X[m)))
19 return Y||S[1]||S[2]]| - - - || S[d]

20 ift=1

21 if X =¢ then Y’ + Rig([1]»); return Y’

22 else if m =1 then Y/ «+ Ri144,(bp(X)); return Y’

23 else Y/'[1] «+ P7(X]1])

24 for i=1tom—2do Y'[i+ 1] « Pg(Y'[i] ® X[i + 1])
25 Y’ + Rotw (Y'[m — 1] ® bp(X[m]))

26 return Y’

27 ift=2

28 if X =¢ then Y + Ri9([2]n); return Y

29 else if m =1 then Y + Ri744([2]n); return Y

30 else Y[1] + P13(X[1])

31 fori=1tom—2do Y'[i+ 1]+ Pua(Y"[i] B X[z +1])
32 Y" ¢+ Ristw (Y [m — 1] @ bp(X[m]))

33 return Y’

Fig. 5. Modified CBC-MAC.

The proof is in Appendix [Al

The remaining part of the proof is almost the same as the proof of EAX-prime. We define the
Modified CBC-MAC, CBC, which is compatible with OMAC-e[P] and consists of three functions
taking ¢ = 0, 1,2, written as CBC"). A combined form of CBC is shown in Fig. [l Here, R;-(X)
for j = 3,4,5,6 denotes msb,,.;(R;j(X)). Then, we obtain the following proposition and lemma
as counterparts of Proposition 2 and Lemma 2 of [I4]. Proof of Proposition 2lis almost the same
as [[4]. Proof of Lemma [2is given in Appendix

Proposition 2. There exists a procedure h(:) that uses Q as_a black box and perfectly simulates
OMAC-¢[P], i.e. h(Q) = OMAC-¢[P]. Moreover, we have h(Q) = CBC for this h(-).

Lemma 2. Let A be an adversary querying a function of OMAC-e profile, and let oy, denote
the number of total blocks of queries made by A. Then, Adviae prp(A) < 302 /2"

Our PRIV bound is derived by combining Propositions [l and @] and Lemma Bl in the
same manner to [[4]. Formally, let A be the CPA-adversary against AE with parameter list
(q,0n,0m,00). Then there exist adversary B querying to a function of OMAC-e profile with 3¢
queries, oy, = (on + o0 + o) input blocks, and ooyt = opr + 3¢ output blocks, and adversary C
querying to a set of 19 functions with Q profile, using o + o + o queries and o7 4 g output
n-bit blocks for queries with ¢ = 3,4, 5,6, such that

10



Advl];i:;([Perm(n) 7] (‘A)

_ cpa-nr
= AdVEAX-gp,$(A)

= Adv;f?&l\z AC-ep])s(A) (from Proposition [

< AdvP Onaciep)). £ (croy (A) + AV epe) ¢ npy (A) + AV R 6 (A)
— —

=0

cpa cpa
< AdVG\iacepp)cre (B) + Advepe rap (B)

= Adv}?();)’h(é)(lﬁ) + Adv e pp (B) (from Proposition 2)

<AchPa~(C)+ 3(0N+O’H+UM)2

(from Lemma [I)

Q.Q on
< 45(on + o +om)® +10(om + @)(on +on +oum) + (ou +9)* + 4.5
< o
3 2

+ o + 0'21: + o) (from Lemma [I])
< 18.5(on + oy +op)?+4.5
< o
_ 18.507 4, + 4.5‘
S —on—

Here, Adv;fa&%)w(.,él) = 0 holds because when A queries (N, H, M) to f.(RND) the output is

a subsequence of RND) (N, |M]|,) with the first n bits XORed by the output of RND(!) and
RND®) (whose input is a part of RND®) (N, |M],)). As N is always fresh, the output is always
random. This concludes the proof of Theorem Ml

In proving AUTH bound, let EAX be the AE algorithm compatible to EAX[Perm(n)] using
fe(RND) and f;(RND) for the encryption and decryption algorithms. We let A be the CCA-
adversary with parameter list (¢, qv, 0N, 0H,0M,05,05, 05). Then we have

AdvEE(A) < (1)

with almost the same proof as Eq. (14) of [I4]. For completeness the proof is given in Appendix[Cl
In the same way as Eq. (15) to (22) of [I4], we assume adversary B querying to a function of
OMAC-e profile with 3(¢+¢,) queries with oy, = oy +og+oy+og+og+og and oou = opr+
3q+05+3qy, and adversary C querying to a function of Q profile with on+og+oy+og+oz+o5
queries and o)y +q+05+q, output blocks for queries with ¢ = 3, 4,5, 6. Then using Proposition[I]
and Eq. () we have

AQVERY [Porm(n)) (A) < AdVENR e, BAX-Dp). (. (RND), fa(RND)) (A) + AAVELE (A)
cca—-nr Q'U
< AV OMAC-e[P]), £4(OMAC-e[P])), (£ (RND), £, (RND)) (A) + o7

cpa qv
< AdVOMAG-elp] rp(B) T 57

11



The right hand side of the last equation is bounded by

cpa q'U
AV acepy cae(B) + AdVEze prp (B) + or

Ccpa cpa q o .
= Advhl()Q),h(Q)<B) + Adve gp (B) + 2—: (from Proposition [2))
on+ouwtou+oz+oy+oz)?

gAdvg%(C)—i- low +on M2n 5 o5 Fo¢) +g—i (from Lemma [2))
< 4-5(UN+UH+UM+UN+U]§+05)2
< on

+10(0M+q+0 +q)on +ogtoy oz +ogtog)

277,
(oM +q+o5 +qy)? +4.5 3on+tog+outogtog +cr) q

+ o Y + 5 + 2—: (from Lemma [I])
- 18502, T45 | q
- on 97’

since oy +q+ 05+ q <oN+ou+ o5 +0oa . This concludes the proof of Theorem [Bl

5.2 Proof of Theorem

As the proof of Theorem [Blis quite the same as those of Theorem [Bland Theorem H we only show
the differences. The main difference is in Lemma [l We in fact need to change the definitions of
OMAC-e[P] and Q, and evaluate the indistinguishability of Q from Q, where the definition of
Q does not change, to have a counterpart of Lemma [[l We define Q' as follows.

Definition 3. Let Q' = {Q}}i=1,..19 be a set of 19 functions defined as

Q) (z) = P(A(0) ® ) @ Rndy, Q) (z) & P(Rnd; ® z) ® Rnd,
Q4(z,d) < Gp(P(D & Rnd; @ ), d), Q,(z,d) < Gp(P(Q ® Rnd; & z),d),
Q5 (x,d) = Gp(P(A(0) & D & ), d), Q5(x,d) = Gp(P(A(0) ® Q @ x),d)
Q. (x) & P(A(1) @ ) & Rndy, Q4 (x) £ P(Rndy & z) & Rndy,
Qj(x) & P(D & Rndy & ), To(x) = P(Q ®Rndy & )

W) EP(A() @ D& ), Qia(x) EP(A() @ Q@ w)

"5(2) £ P(A(2) @ x) & Rnds, Q/,(z) £ P(Rnds & =) & Rnds,
Qj;(z) = P(D ®Rnds @ 7), Q(2) % P(Q @ Rnd; @ ),
Qi (x) € P(A(2)® D & x), 1s(x) EPAR) e Qe w),

Qjy(z) EP(D @ ),

where P is an URP, and A(i) = ga)(L) fori = 0,1,2, D = gp(L) and Q = gq(L) with
L = P([0]). The set of g functions are one of the schemes in Section [ Rnd; is independently
random, and Gp(v,d) is v if d =0 and (v||P(v A a)||P((v Aa) +1)| -+ [|P((v Aa) + (d —1))) if
d >0, with a = (17754]|013L||013).

The indistinguishability between Q' and (:2 is bounded as follows.

Lemma 3. For Q' of Definition 3, and Q of Definition[d, and for any A with parameter list
(¢, oout), we have

3¢ 4 6.500utq + 2.502
cpa ou t
Adv Q,@(A) < on o
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The proof of Lemma[3 is largely the same as that of Lemma[Il We obtain the mask function
corresponding to Eq. ([B]) of Appendix [Al by the substitution of masks, i.e., (L, L', L"” 2L, 4L) is
now (A(0), A(1), A(2), D, Q), while omask function does not change.

Let M1 = {A(0), A(1), A(2)} and Mo = {D,Q} and M = M;UMy,. With these definitions,
we need to prove counterparts of Eqs. @) and (@) of Appendix[Al As masks in M are functions
of L, when the equation contains an XOR of Rnd; for some i, the probability is always 1/2".
Consequently, we only need to see if the masks satisfy the following conditiond?;

maxx e eeqonye PriL ¢ {0,1}": X = ¢ < 1/27

Maxx xrepm x£x" ccfo1ye Pr[L €& {0,1}" : X @ X' = ¢] < 1/2"

Maxx xremy x£x"ceforyr PrL & {0, 1} : X @ X' & D = ] < 1/2"
Maxx xrepmy x£x"ccfo1y PIL & {0,1}" : X @ X' & Q =] < 1/2"
Maxx x’e My, X £X' cef0,1}n PT[L S0} XeX eDaQ=c<1/2"

SANE I o

In fact, for any instance of EAX;F, we observe that all five conditions are satisfied.

Proposition 3. For any j = 1,2,3, the mask-generation of EAX;-r satisfies the above 5 condi-
tions.

Here is the rough proof sketch. For EAX]L, the first and second conditions hold true, as
X and X & X’ (for X # X') can be written as an element of GF(2"), ¢ - L, with a non-
zero constant c. For the third to fifth conditions, we observe that A(0) ® A(1) = 2°L @ L,
A(0) D AR2) = 2L @22 L @2t @ L, and A(1) ® A(2) = 23L @ 2L. Any of these sums is not
included in {D,Q, D @ Q}, which is {2L,22L,2%L @ 2L}. This shows that the third to fifth
conditions are satisfied.

For EAX;r and EAX:J{, each mask generation function can be defined as a matrix-vector
multiplication with a binary 4 x 4 matrix, where each element is in GF(2"/4). For instance, the
sequence of g4(0y; 9A(1), 9A(2)> D> 9Q Of EAXéIr is represented by the following five matrices.

1000 1111 0001 0010 0100
0100 1000 1111 0001 0010
00010”10100’ |1000]f1111])7|0001
0001 0010 0100 1000 1111

Then we observe that the five conditions are decomposed into the following 24 cases with
e=1/2".

Pr[A(0) =] <e PriA0)® Q@ =c] <e¢ PriA(0)® A(2)@ D =c] <e¢
PriA(1) = <e PriA(1) ® A(2) =] <e PrilAl)® A(2)® D =] <e¢
Pr[A(2) =] <e PrlA(l) @ D =] <e PrilA(0) @ A(1)d Q =¢] <e
Pr[D=¢| <e PrlA(1) Q@ =¢| < e PrifA(0)® A2)dQ =¢| <ce
Pr[Q =c] <e Prl[A(2)® D =c] <e PrlAl)® A2)eQ =c] <€
Pr[A(0) @ A(1) =c] <e |Prl[A2) @ Q =] < ¢ PrlA(0)@ A(l) e DaQ =c] <€
PrlA(0) @ AQ2)=c]<e |PrlD®Q =¢c <e€ PrlA(0)@ A2) e DaQ =c <ce
PrlA(0)® D =c] <e PrlA0)®a A()e D =] <e |Prl[A(1) 2 A2) e DDQ =c| <e¢

We can verify Proposition B by computing the rank (modulo 2) of the sums of the matrices,
and seeing that the rank is full, for all of the above 24 cases. For EAXJ and EAX;, we confirmed

" The proof can be generalized to the case that these probabilities are bounded by a small number not restricted
to 1/2™.
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this by software. Lemma 2] Proposition 2land Eq. (IJ) can be used without a change, including
function h(*). Using Lemma B} Adv®' " (A) can be bounded as

+
EAXT [Perm(n),7]

pI‘iV cpa cpa
AdVEAXj'[Perm(n),T] (A) = Advh(Q’)ﬁ(Q)(B) + AdV(CIB(C,RNID)(B)

3(0N+UH+O'M)2

< AdvPE(C) +

Q.Q n
< 2'50-12)1riv + 6‘50-1;2)riv + 301:2)riv + 301:2)riv _ 1501:2)riv
> on on on 5

for any j = 1, 2,3, by defining appropriate adversaries B and C. In a similar manner, we derive
the AUTH bound as

th cpa cpa Qv
AdV;JITAXj [Perm(n),7] (A) < Advh(Ql)ﬁ(Q) (B) + AdV(CIB(C,RNID)(B) + 277-
<Advcpa~(c)+3(UN+UH+JM+JN+UI~{+UC~,)2 Qv
- Q'.Q on oT
< 2'5O§uth + 6'5U§uth + 3Uzuth + ql < 15Uiuth + ql
= on or — on 9T

for any j =1,2,3.

6

Conclusion

In this paper, we have presented an improved authenticity bound for EAX, an authenticated
encryption mode proposed by Bellare, Rogaway and Wagner. While the original bound guar-
antees the standard birthday-type security in the case of one verification query, we proved the
birthday-type security in the case of multiple verification queries. We also showed refinements of
EAX for reducing the amounts of pre-processing blockcipher calls and working memory, which
will be useful for constrained devices.

Acknowledgments. The authors thank the anonymous reviewers for helpful comments. A part
of the work by Tetsu Iwata was carried out while visiting Nanyang Technological University,
Singapore.
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A Proof of Lemma [I]

Let Q" = {Q} }i=1,...,19 be the set of 19 functions defined in the same way as Q but the internal
n-bit URP, P, is substituted with n-bit URF, R. From the PRF/PRP switching lemma (e.g. [0]),
we have

AV oy (A) < (g + oous + 3)% /27, (2)
for any adversary A with parameter list (¢,00ut). Let R = {R;}i=1,. 19 be defined in the
same way as Q, except that R; for ¢ = 1,2,7,8,13,14 are independent n-bit URFs. That is,
each R; is compatible to Q, and outputs are completely random. We consider the advantage
in distinguishing between Q and R. Then, let mask(i, L, L', L” /Rnd;,Rndy, Rnds) be the input
masking value used by Q,. The value of mask(i, L, L', L” Rnd;,Rnds, Rnds) for each i is defined
as follows.

(L ifi=1
Rnd; ifi=2
2L ®Rnd; ifi=3
AL ®Rnd; ifi=4
L®2L ifi=5
L@4L ifi=6

L if i =7
Rndy if i =8
2L ®Rndy ifi=9
mask(i, L, L', L” ,Rnd;, Rndg, Rnd3) = ¢ 4L G Rndy  if i = 10 (3)

L'®2L ifi=11
L' 4L ife =12
L’ if1=13
Rndj ifi =14
2L & Rnds if i =15
4L ®Rndsy ifi =16
L"®2L ife=17
L" 4L if i =18
2L ifi=19

15


http://eprint.iacr.org/2012/018
http://eprint.iacr.org/

Similarly let omask(¢,Rnd;, Rndy, Rnds) be the outer masking value, defined as Rnd; if ¢ €
{1,2} and Rndy if ¢t € {7,8} and Rndj if ¢ € {13,14}, and otherwise 0", that is,

Rnd, ifie {1,2}
Rnd, if i € {7,8}
Rnds if i € {13,14}

o™ otherwise

omask(7, Rnd;, Rndy, Rnd3) =

We may abbreviate mask(i, L, L', L” ,Rnd;, Rndg, Rnds) to mask(i), and omask(j, Rnd;, Rnda,
Rnd3) to omask(j). Here, P(mask(i) & =) @ omask(i) corresponds to Q;(z) when ¢ # 3,4,5,6 and
msb, (Q;(z,d)) when i = 3,4,5,6. From the property of Galois field it is easy to see that

P k(s k(j) =0] <1/2" 4
L n L Primask(i) © mask(j) = o] < 1/ (4)
max Pr[mask(:) = 0] < 1/2" (5)

1<i<19,6€{0,1}"

where both probabilities are defined by the independent uniform samplings of L, L', L”, and
Rnd; for i = 1,2, 3.

For any adversary querying QF or R, let (t;, X;,d;) be the i-th query. Without loss of gen-
erality, we assume d; is fixed to 0 whenever t; ¢ {3,4,5,6}, and all queries are distinct, i.e.
(ti, Xi,d;) # (tj,X;,d;) for any 1 <i < j < g, and when ¢; = 19, X is fixed to [1],, or [2],. For
query (¢, X, d), we define X F = X @ mask(t) which is an actual input to the underlying random
function when QF is queried.

Fig. @ defines two games, GameQ" and GameR,, and it is easy to observe that GameQ" per-
fectly simulates QF. Note that GameR behaves identically to R, as Y is V @omask(¢, Rnd, Rnds,
Rnds) and V is uniform and independent of Rnd;, Rnds. Because a collision in (¢, X, d) is not al-
lowed the output of GameR is always independent and uniformly random. We define the flag
bad and set it when two inputs with input maskings collide. Then both games are identical until
bad gets set to true, thus Advg: r(A) is bounded by

Pr[A%ameQ" o 1] — prg%ameR — 1] < PrlACmeR gets bad]. (6)

That is, what we need is to bound the last probability.

We first focus on bad at line 13. The probability of this event is not increased by an adaptive
choice of queries, since outputs are completely random and independent of X E for both games
until bad sets. The existence of omask(?) in the output does not help, since it is XORed to a
perfectly random value. Thus we fix all queries and measure the probability of bad.

Let us assume bad first occurs at line 13 with the i-th query, (¢;, X;,d;). We define X E;
and Y p, 'Y, + h as the corresponding internal variables appeared in the i-th run of the game
(where the latter only appears when ¢; € {3,4,5,6} and d; > 1). We must have one of the three
sub-events,

- XE;=XFE;fori<gq,j<ti,or
— XE; € {[0]n, [1]n, [2]n} for i < g or
- XE;=Y;+hfori<gandj<iand 0 <h<d; —1.

From Eqgs. @) and (@) the first and the last sub-events occur with probability at most 1/2", and
the middle one with probability at most 3/2". We next focus on bad at line 18, which implies
the occurrence of one of the three sub-events (when t;,t; € {3,4,5,6}),
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—Y;+h=XE;forsomei<gq,j<i,0<h<d;—1or
— Y+ h € {[0]n, [1]n, [2]n} for some i < gand 0 < h <d; — 1, or
- Y, +h=Y;+ 1 for some (i,h) # (j,1'), 4, <gand 0 < h <d;—1and 0 <K' < d; — 1.

As Y; is random and independent of all previous variables, we have

PrlY; +h = X;| = m?xPr[Yi =0—h]=1/2".

Now we have Pr[Y; + h € {[0],, 1], [2]n}] < 3/2™ and Pr[Y; + h =Y, + /] <1/2". By counting
the number of sub-events, we have

1 3q Ooutq
P GameR ts badl < q = e ou
r[A sets bad] < <2 2n+ o + on
—— ~ —
XE=XE; XEi{[0ln,[1]n,[2]n} XE;=Yj+h
for both i < j and j <74
30out Oout \ 1
+ AL + ( 2 > 2n

SN~ —_———
Yithe{0n,[Un,2ln} v, 4h=Y;+n’

2 2
< (0.5¢° + 600211;(] + 0.500ut)‘ T

We also need to evaluate the distinguishing advantage of R and Q The difference between
them is that R uses n-bit URFs when ¢ is in {1,2,7,8,13,14} while Q uses n-bit URPs. For
other values of t their behaviors are identical and independent of the responses obtained when
t=1,2,7,8,13,14. Combining this observation and the PRP/PRF switching lemma we have

Adv:{%(A) < g/2mth (8)

Combining Eqs. (@), @), (@), and (@), we have

Advg%(.A) < Advgy r (A) + Advgr g (A) + Adv % (A)

7 R,Q
~ @+ oo +3)°  05¢% +600ug + 0508, | d°
< 4.5¢ + 100 0uq + 02,4 + 4.5
— 2n )

which concludes the proof.

B Proof of Lemma

First we define CBCq ¢ : ({0,1}")>% — {0,1}" for any n-bit (keyed) permutations, G and G'.
It is defined as

G(X[1]) if m =1

CBCa.c (X[ 1 Xm]) = {CBCG'(G(XHDHX[Q]H---|X[m]) if m > 2,

where CBC¢y is the standard CBC-MAC using permutation G’. For convenience we also define

CBCE o : ({0,13")7% — {0,1}" as CBCg o (X[1]] ... [ X[m]) = CBCq . (X[1]]|...[|X[m —
1]) & X[m] for m > 2, i.e. CBCg ¢ without the final application of G’. Let us focus on the
case t = 1. Then CBC can be seen as an information-theoretic variant of Carter-Wegman

MAC, that is, CBC™) : {0,1}* — {0,1}" is a composition of two functions, where the first one
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Initialization

00 L p(0ln) & {0,137, L 4= p([1]n) & {0,1}", L = p([2ln) < {0,1}"
01  Rndy < {0,1}", Rndy & {0,1}", Rnds & {0, 1}"

On query (¢, X,d) € {0,1,2} x {0,1}* x N

10 XE + mask(t,L,L’, L' /Rnd1,Rnd2,Rnd3) & X

11 y & {0, 13"

12 V <Y @ omask(¢,Rnd,Rnds, Rnd3)
13 if XE € Dom(p) then bad < true,
14 else p(XE) «V

15 if t ¢ {3,4,5,6} or ¢t € {3,4,5,6} and d = 0 then return Y
16 for i=0tod—1do

V «+ p(XE),Y + V @ omask(t,Rnd1, Rndo, Rnd3)

17 S[i+1] < {0,137

18 if V + i € Dom(p) then bad «+ true, | S[i + 1] + p(V + 1)
19 else p(V +1) < S[i+ 1]

20 return Y||S[1]||S[2]]| - - - ||S][d]

Fig. 6. GameQ" contains the boxed arguments, while GameR does not.

(called hashing) takes an input to hash it into n bits, and the second one (called finalizing)
takes that hashed value to compute the n-bit output. The hashing function applies CBCp, py
with bp(x) for the final input block, or just applies bp(*) to the input itself if the input is
at most n bits. The finalizing function applies one of the 4 independent n-bit URFs, Rg to
Ri2, depending on the input length, or Rig if input is empty. For a pair of distinct inputs to
CBCW, let X = X[1]| X[2]]|... || X[m] and X' = X'[1]|||X"[2]]| ... | X'[m/], let Z and Z’ be the
corresponding hash values and R, and R,/ be the URFs for the finalizing function. From the
definition of CBC a simultaneous collision (Z, k) = (Z’,k’) occurs only if both X and X' are
more than n bits (and non-empty), and therefore (Z, k) = (Z’, ') implies

CBCE, p (X[|I. . [[X[m — 1]op(X[m])) = CBCE_p (X'[1]]]... | X"[m — 1]|Jbp(X'[m]))

satisfying X[1]]| ... || X [m — 1]||bp(X[m]) # X'[1]|| ... || X [m — 1]||op(X'[m/]) and m, m' > 2.
For a keyed function F' : X — Y, let Collp(q, o) be the maximum collision probability of F’s

outputs when accessed via ¢ non-adaptive chosen-plaintext queries with total o n-bit blocks.

Now, from the above observation and (a slight generalized version of) Lemma 2 of [6],we have

cpa .
AdV cp o) gp) (A) < COHCBCE‘?%PS (¢, 1),

for any (possibly adaptive) A that has parameter list (q, oin, out)-
Moreover, Lemma 4.2 of Iwata and Kurosawa [[I] (called MOMAC-E Collision Bound) proves

(oin — q)*
COHCBCE‘?%PB(‘L Oin) £ 5
Thus we have ( )2
cpa Oin — (4
AdeBc(l)’RND(l)(A) < T (9)
Similarly, we have
2
cpa (in — q)
AdchC(O),RND(O) (A) < T, and (10)
2
cpa (Uin — q)
AdeEC(2>,RND(2) <A> < T’ (11)

as CBC®) and CBC® have the same structure as CBCY). For CBC®) having input X, it applies
R or RET! when |X| < n, and when |X| > n it uses CBC%1 p, for hashing and R4 or R
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OMAC-¢[P]©®

X[1] X[2)

- [p}(l)

OMAC-e[P]V
(X #¢)

X[ x[2]

- [p}@)

OMAC-e[P]®
(X #e)

Fig. 7. OMAC-extension in the proofs of Theorems [J and @

for finalization, where the input length determines which URF is to be used. The finalization is
done by URF of variable-output length, however this apparently does not gain the advantage in
distinguishing it from RND® . For CBC®, the difference from CBC™) is that it can accept the
empty string, which is processed by an independent URF (Rjg).

Note that the internal URP/URFs of (CIB%(C(O), (C]E%(C(l), and CBC® have no overlap, thus
their probability spaces are independent. Here, an exception is Ryg for case t = 1 and t = 2,
however in these cases Rig takes distinct inputs, hence the outputs are independent and random.
Therefore, using the hybrid argument and Eqs. ([@) to () we have

cpa - cpa
AdVCBCvRND(A) - AdV(CBOO),CBUU,CBC(2>),(RND(0>,RND(1>,RND<2>)(A)
< cpa
= Adv(CB<c<0>,CBC(U,CM@)),(RND@),CIBCU),CBC(?))(A)
+ AdvP? (A)

(RNDO) cBC ,CBC®),(RND() RND() CBC(?))

IN

cpa
T AdV(RND(O) JRND(M) CBC®?)),(RND(©) RND(M) RND()) (A4)

This completes the proof.
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C Proof of Eq. ()

For f. and f; appearing at Proposition [Il we observe that, if f.(RND) given (N, H, M) outputs
(C,T), then T can be written as

T = msh, (msb, (RND (N, |M|,)) & RNDY (H) & RND?) (C))
= msh, (RND (N, |C|,)) & msb, (RNDM (H) & msb, (RND® ().

Note that C' can be e and RND?) treats e as an input (i.e. outputs random n bits).

We first consider the case ¢, = 1. Without loss of generality we assume that the single de-
cryption query, (N H C T ), is issued after obtaining ¢ pairs of encryption queries and answers,
((N1,Hy, My,C1,Th), ..., (Ng, Hy, My, Cy,Ty)). Now, the success probability of a forgery is 1/27
when N # N; for all i = 1,...,q. Otherwise, we have a unique j € {1,...,q} such that N = N;
and the successful forgery corresponds to the event that

[T = msb,(RNDO(N, |C|,,)) & msb, (RNDV (H)) & msh,(RND® (C))]
& [T = msh, (RND©O(Nj, |Cjl,)) @ msb, (RNDY (H)) @ msb, (RND?) (C))]
& [T @ T; = msh, (RNDY(H;) @ RNDP) (C;) @ RNDY (H) @ RNDP) (C))). (12)

As (H,C,T) # (Hj,Cj,T;) holds true, the probability of Eq. (IIZI) is at most 1/27. Here, note
that the choice of H and C (e.g. choosing C = Cj for some j' # j) and the distribution of
Hy,...,H; and Ci,...,Cy, which can contain colhslons on Cjs or H;s, do not contribute to
gaining the probability since the transcript obtained by the encryption queries completely hides
the information on RN]D)(I)(*) and RND@)(*) no matter what Hi,..., Hy and Ci,...,Cy are, as
Ny, ..., N, are unique. This implies that Adv3}&2(A) = 1/27, when ¢, = 1.

From Theorem B.2 of [B], any AE scheme having the maximum forgery probability being e
when ¢, = 1 has the maximum forgery probability € - ¢, when ¢, > 1. Combining this with the
above analysis of the case ¢, = 1, the proof is completed.
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