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Abstract. We revisit the concept of public key encryption with delegated
keyword search (PKEDS), a concept proposed by Ibraimi et al. A PKEDS
scheme allows a receiver to authorize third-party server(s) to search in
two ways: either according to a message chosen by the server itself or
according to a trapdoor sent by the receiver. We show that the existing
formulation has some defects and the proposed scheme is unnecessarily
inefficient. Based on our analysis, we present a refined formulation of
the primitive with a new security model. We then propose a new PKEDS
scheme, which is proven secure and much more efficient than the original
scheme by Ibraimi et al.

1 Introduction

With the development of the internet, information security has become more and
more important. One of the most effective technologies to protect information
security is public-key encryption. In the public-key setting, Alice can encrypt
an email with the public key of Bob, as a result, only Bob can learn the contents
of the email. However, while encryption prevents an attacker from learning
confidential information, it also helps an attacker to hide malicious contents.

Consider the following scenario: Bob is an employee of the company X and all
emails sent to Bob will be encrypted and stored in a server managed by X. When Bob
wants to read his emails, he downloads the encrypted emails from the server and then



decrypt them using his private key. Suppose Alice encrypts an email with the public
key of Bob, but unfortunately, her computer is infected by some virus which
embeds a malware into the email. In this case, the malware is also encrypted
with the public-key of Bob. As the server managed by X is not able to scan for
malicious codes with the encrypted emails, the malware can spread through this
way. The first approach to detect encrypted malware is sending Bob’s private key
to the server. Given the private key of Bob, the server can decrypt the ciphertext
and detect the malware. However, it also allows the server to read the plaintext
emails. Another approach is to let Bob to scan his email for malicious contents.
However, in this way, Bob’s computer will be under the risk of infection by the
malware. In addition, the task of Bob’s may be too heavy.

In [23], the authors construct a public-key encryption scheme with dele-
gated search(PKEDS) to deal with this problem. A PKEDS scheme possesses the
following properties.

— Unlike most PEKS schemes [6], where only the matadata part (or, keywords)
of the ciphertext is searchable, search directly happens in the ciphertext for
PKEDS.

- If a server is delegated by Bob, then it can create any trapdoor without
contacting Bob. Therefore, once delegation is done, Bob can go offline.

— The server can answer queries defined by Bob, who provides a message-
dependent trapdoor associated with a specific word w. The server can test
whether the word w equals to the plaintext of any ciphertext, without being
able to recover w.

1.1 Contribution

Our contributions in this paper are threefold.

1. We analyse the PKEDS formulation and show some defects in the prim-
itive formulation and some deficiency in the scheme construction, pro-
posed in [23]. In particular, we argue that it is an undesirable feature that
a search based on a message-dependent trapdoor will always require a
master trapdoor as input. We also point out some flaws in their security
analysis.sec:intro

2. We present a refined formulation for PKEDS and extend it to the multi-
server setting. Correspondingly, we also extend the definition of trapdoor
indistinguishability. Different that from [23], in our formulation, a search
based on a message-dependent trapdoor does not require a master trapdoor
as input. As a result, we can achieve better security against those servers
which only perform searches based on message-dependent trapdoors.



3. Finally, we present a new construction for PKEDS and prove its security in
our security model. The new construction is mainly based on ElGamal in
bilinear groups, and a Boneh-Franklin IBE is employed because of its key
privacy property. Compared with the original scheme from [23], the encryp-
tion algorithm becomes more complex due to the fact that a Boneh-Franklin
ciphertext is added in order to get rid of the aforementioned undesirable
feature. Nevertheless, the test algorithm based on master trapdoor is much
more efficient compared to that in [23].

1.2 Organization

In Section 2, we review the PKEDS formulation and the proposed scheme (INH]J)
in [23]. In Section 3, we refine the concept of PKEDS. In Section 4, we propose
a new scheme and give a comparison with the INH]J scheme. In Section 5, we
review the related work. In Section 6, we conclude the paper.

2 Review of the INHJ Scheme

In this section, we describe some observations on the PKEDS formulation, the
proposed scheme, and the security proofs from [23]. These issues motivate us
to refine the model and propose new efficient instantiation.

The INHJ scheme consists of the following nine algorithms, where the algo-
rithms (rKeyGen, Encrypt, Decrypt) define an ElGamal encryption scheme.

1. Setup(1?): This algorithm outputs public parameters (pp) which contain the
description of groups < Gi, Gy, Gr > of prime order p, a bilinear map é:
G1 X G, = Gr, g1 and ¢ as the generators of groups G; and G; respectively.

2. skeyGen(pp): Run by a server, this algorithm selects x €z Z,, and outputs
the server’s key pair:

(SKs, PKs) = (x, £3)-

3. rKeyGen(pp): Run by a receiver, this algorithm selects y, a €g Z,, and outputs

the receiver’s private/public key pair:

(SKy, PKy) = (1, 85), &1)-

4. Encrypt(PK,, w): On input of the receiver’s public key and a word w € G,
this algorithm selects k €g Z,, and outputs the ElGamal ciphertext:

cw = (c1,€2)
= (w- (PK,), &5

= w-g}", &b



5. Delegate(PK;, SK;): The algorithm creates a master trapdoor to let the server
search the encrypted data for any word of his choice. The algorithm picks
atrandom rq, 72 € Z,, and outputs the master trapdoor:

t. = (t1, t2, t3, t4)
= (83 - (PKI)", 85, 8" - (PKY)™, g7

X1r1 X1

= (83 %" 85 & 8 &)

6. TrapGen(SK;, PK;, w) : The algorithm creates a trapdoor to let the server
search for a specific massage w. The algorithm selects 6 €g Z, and outputs
the trapdoor:

tw = (s, to)
= (&(w, 83) - é(PK;, (PK;)°), 83)
= (8w, g5) - &(g1,82)"™°, &3)-
7. Testy(cw, ts, tw, SKs): The algorithm tests whether the ciphertext contains the

same massage as the trapdoor. The algorithm parses ¢, as (c1,¢c2), t. as
(t1, t2, t3,ty), ty as (5, te) and defines:

2] ts é(PKV/ tx) : é(cll t7) =~ N
t7_t—x, tg:i?,&l: 61’ ,bZE(Cz,tg).
2 4 5

Finally, the algorithm checks whether @ = b. If this equation holds, the
algorithm outputs TRUE indicating that the ciphertext contains the same
massage as the trapdoor, otherwise it outputs FALSE.

8. Testy(cw, t., w, SK;): The algorithm tests whether the ciphertext contains the
word w. The algorithm parses ¢, as (c1, ¢2), t. as (t1, t, t3, t4), and defines:

t7 = i—)lc,tg = i—i,f = é(Cl, t7),d = é(Cz,tg).

2 4
Finally, the algorithm checks whether 5 = é(w, t7). If this equation holds,
the algorithm outputs TRUE indicating that ciphertext contains the word w,
otherwise it outputs FALSE.

9. Decrypt(SK;, cy): The algorithm outputs:

w =

Qlﬁ
N <=

As indicated by the above scheme, in the PKEDS formulation, both Test;
and Test, require a master trapdoor t. as input. Since the master trapdoor
allows a server to test any word at its own choice, therefore, only one-wayness
property has been defined against servers in [23], even if a server only performs
searches based on message-dependent trapdoors (namely, only executing Test;).



We argue that this is an undesirable feature. Referring to the scenario described
in Section 1, different servers may be involved in practice: one server performs
virus scanning by running Test,, while the other server supports search and
email retrieval service by running Test;. The rationale behind this is that users
often forward their emails from different accounts (e.g. those from previous
employers) to an email archive (e.g. Gmail) and retrieve emails from the archive
afterwards. In such a situation, it is unnecessary to assign a master trapdoor to
the servers, which only perform search based on message-dependent trapdoors.
Correspondingly, better security than one-wayness should be achieved against
such servers.

As to the efficiency of this scheme, the Test; algorithm requires 3 exponenti-
ations and 3 pairings while the Test, algorithm requires 2 exponentiations and
3 pairings. We note that, in both algorithms, t; and fg can be pre-computed
and used in all algorithm executions. By doing so, two exponentiations will be
saved. In addition, in the Delegate algorithm, the value of g needs to be com-
puted during each algorithm execution. In fact this can be avoided by defining
the receiver’s key generation algorithm as follows.

- rKeyGen(pp): Run by a receiver, this algorithm selects y €g Z, and x € G,
and sets ¢7 = x. It outputs the receiver’s private/public key pair:

(SKy, PKy) = ((y,(85)Y), &)

In the security model described in [23], the authors considered the multiple
receivers. In fact, this is unnecessary because any attacker can trivially act as
a valid receiver without any interaction with other entities. This is similar to
the situation to public key encryption, where the attacker can generate key
pairs for itself but we do not need to consider this explicitly in the (security)
formulation. On the other hand, it is more likely there are multiple servers and
a receiver may let all of them to search over his encrypted data. However, the
security model in [23] does not consider this case. In the process of proving
the property of ciphertext indistinguishability (CI-ATK) in [23], the authors
publish the server’s key pair (PK;, SK;) but prevent the attacker from obtaining
the server’s master trapdoor t.,. This is conflict with their security model, in
which the attacker can query the server’s master trapdoor t.,. This makes the
proof invalid. Nevertheless, we do not claim that the scheme is insecure in their
security model. In the proof of trapdoor indistinguishability, the authors let
the simulator pick a random a to construct the trapdoor. However, this value
should equal to the a value chosen in the key generation phase.



3

Refined Definition and Security Model

In this section, we present a refined formulation for PKEDS and propose a new
security model.

3.1

Refined Definition for PKEDS

In the PKEDS setting, there are the following types of entities:

A receiver, which is supposed to receive encrypted messages.

The servers, which receive message-dependent tokens and/or master tokens
from the receiver. Based on a message-dependent token, a server can test
whether the message encoded in a token is equal to that in any given cipher-
text. Based on a master trapdoor, a server can choose any target message
and test whether it is equal to that in any given ciphertext.

Message senders, which send messages to the receiver. Note that in the
public key setting, every entity (including the servers) can be a message
sender.

Formally, a PKEDS scheme consists of the following nine algorithms, where

(rkeyGen, Encrypt, Decrypt) define a standard PKE scheme.

Setup(A): This algorithm takes as input a security parameter A and outputs
public parameters pp. In practice, these parameters may be standardized,
and accepted by all entities.

rkeyGen(pp): Run by the receiver, this algorithm outputs a public/private
key pair (PK;, SK;). Let the message space be ‘W.

sKeyGen(pp): Run by a server, this algorithm outputs a public/private key
pair (PK;, SK;).

Encrypt(w, PK;): Run by a message sender, this algorithm outputs a cipher-
text ¢, for a message w.

Delegate(PK;, SK;): Run by the receiver with private key SK;, this algorithm
outputs a master token t. ; for the server with public key PK;.

TrapGen(w, PK;, SK;): Run by the receiver with private key SK,, this algo-
rithm generates a token t,, s for the server with public key PKj.

Testy(cw, tw,s, SKs): Run by the server with private key SK; and trapdoor t;,
the algorithm returns 1 if w in ¢, equals to the plaintext encrypted in ¢, and
0 otherwise. After running the algorithm, the server should securely delete
the trapdoor t.



— Testy(cw, w, t.s, SKs): Run by the server with the master trapdoor t.s and
private key SK;, the algorithm returns 1if wis encrypted in c and 0 otherwise,
for any w. For security reasons, the server should securely store ¢, ; as for its
private key SK;. Or, the server can securely delete ., and ask the receiver to
re-send it when necessary.

- Decrypt(c, SK;): Run by the receiver with private key SK,, this algorithm
outputs a plaintext w or an error message L.

As in the case of PKE schemes, we assume that the message senders possess
valid copies of the public keys of the receiver and the receiver possesses valid
copies of the public keys of the servers. How to securely distribute these public
keys should follow some standard practice, and we skip the discussion in this
paper. Besides this trusted setup assumption, the communications between
parties are carried out in an open network, where an attacker can eavesdrop on
the exchanged messages.

Corresponding to the functionality descriptions of various participants in
the system, we consider the following types of attacker:

- Malicious outside attacker: This type of attacker does not have access to
any type of tokens, and essentially has the same privilege as an IND-CPA
attacker for PKE schemes.

— Honest-but-curious server(s): This type of attacker may have been assigned
both message-dependent tokens and master tokens.

As to security, we assume that the attacker’s purpose is to learn the infor-
mation in ciphertexts or trapdoors. In practice, an attacker may simply mount a
DoS (denial of service) by manipulating (or, deleting) the communication mes-
sages. How to prevent such attacks is an open problem not only for PKEDS
schemes but also for other schemes, and will not be addressed in this paper.

3.2 Definitions of Various Properties

Similar to the case for other primitives, the first property we want is soundness,
defined as follows.

Definition 1. A PKEDS scheme is sound if, for (PK,, SK,) = rKeyGen(pp) and
(PKs, SK;) = sKeyGen(pp), the following conditions are satisfied.

1. Foranyw € ‘W, the probability that the equality Decrypt(Encrypt(w, PK;), SK;) =
w does not hold is negligible.



2. For any w, the probability that the equalities Test; (Encrypt(w, PK,), tys, SKs) =1
and Testy(Encrypt(w, PK,), w, t.s, SK;) = 1 do not hold is negligible.

3. For any c, if Testy(c, ty,s, SKs) = 1 or Testa(c, w, t.s, SKs) = 1, then the probability
that Decrypt(c, SK,) = w does not hold is negligible.

The first condition basically guarantees that the encryption/decryption func-
tionality works well, and the second condition guarantees that the test al-
gorithms works well for honestly generated ciphertexts. The third condition
eliminates trivial solutions, where the test algorithms always output 1.

Ciphertextindistinguishability against servers with message-dependent trap-
doors. This property is an adaption of the security definition of PEKS [6] to
PKEDS. It says that, given some ciphertexts and some message-dependent trap-
doors, an attacker cannot learn anything about the plaintexts.

Definition 2. A PKEDS scheme achieves ciphertext indistinguishability against servers
with message-dependent trapdoors, if the attacker’s advantage (i.e. |[Pr[b’ = b] — %|) is
negligible in the attack game depicted in Fig 1.

1. Setup: The challenger runs the rkKeyGen algorithm to generate a public/private key
pair(PK,, SK,), and publishes PK,.
2. Phase 1: The attacker is allowed to issue the following types of oracle queries:
— sKeyGen query: The challenger runs the KenGen algorithm to generate a pub-
lic/private key pair(PK;, SK;) and returns PK;.
- sKeyGen" query: The challenger runs the KenGen algorithm to generate a pub-
lic/private key pair(PK;, SK;) and returns (PK;, SK;).
- Delegate query with a public key PK;: The challenger returns Delegate(PK;, SK).
- TrapGen query with a message w and PK; as input: The challenger returns
TrapGen(w, PK;, SK,).
At some point, the attacker sends two messages wy, w; to the challenger for a chal-
lenge. For any PKy which is the output of an sKeyGen" oracle query, there are two
restrictions: (1) neither wy nor w; should have been queried to the TrapGen oracle
with PK,; (2) the Delegate oracle should not have been queried with PK..
3. Challenge: The challenger selects b € {0, 1} and sends c,,, = Encrypt(wy, PK,) to the
attacker.
4. Phase 2: The attacker is allowed to issue the same types of oracle queries as in Phase
1. At some point, the attacker terminates by outputting a guess b’ € {0, 1}.

Fig.1. Security against servers with Message-dependent Trapdoors

Ciphertext One-wayness against servers with both types of trapdoors. This
property means that, it is hard for an attacker to invert any ciphertext and to



learn the word even if it holds all server’s private key, the master trapdoor and
the message-dependent trapdoor associated with that word. This property is
defined in Definition 3.

Definition 3. A PKEDS scheme achieves ciphertext one-wayness against the servers,
if the attacker’s advantage (i.e. |Pr[w’ = w]|) is negligible in the attack game depicted
in Fig 2.

1. Setup: The challenger runs the rkKeyGen algorithm to generate a public/private key
pair(PK,, SK;), and publishes PK,.

2. Phase 1: The attacker is allowed to issue the following types of oracle queries:
sKeyGen, skeyGen", Delegate, and TrapGen. The queries are answered in the same
way as in Fig. 1. At some point, the attacker asks the challenger for a challenge with
respect to some PK;.

3. Challenge: The challenger selects w* €g ‘W and sends the challenge ciphertext c, =
Encrypt(w*, PK,) and the challenge trapdoor TrapGen(w®, PK;, SK,) to the attacker.

4. Phase 2: The attacker is allowed to issue the same types of oracle queries as in Phase
1. At some point, the attacker terminates by outputting a word w’ € ‘W.

Fig.2. Ciphertext One-wayness against all Servers

Trapdoor indistinguishability. This property says that an attacker cannot learn
anything about the plaintexts encoded in message-dependent trapdoors sent to
a server, where the attacker can be an outsider or other servers. In practice, this
prevents the attacker from knowing what the receiver has searching for. In the
attack game, depicted in Fig. 3, we allow the attacker to know the receiver’s
private key. It captures our intention that, even if the receiver’s private key
is leaked or compromised, then the attacker still cannot figure out what the
receiver has searched for. This is similar to the forward security property in key
establishment protocols. Formally, this property is defined in Definition 4.

Definition 4. A PKEDS scheme achieves trapdoor indistinguishability against an
outside attacker, if the attacker’s advantage (i.e. |Pr[b’ = b] — 3|) is negligible in the
attack game depicted in Fig 3.

Note that this definition is different from that proposed in [23], because we
assume a multi-server setting.



1. Setup: The challenger runs the rkKeyGen algorithm to generate a public/private key
pair(PK,, SK;), and publishes PK,.

2. Phase 1: The attacker is allowed to issue the following types of oracle queries:
sKeyGen, skeyGen", Delegate, and TrapGen. The queries are answered in the same
way as in Fig. 1. At some point, the attacker sends two messages wy, w; and PK, to
the challenger for a challenge. It is required that PK,. is the output of an sKeyGen
oracle query, namely SK, is not accessible to the attacker.

3. Challenge: The challenger selects b € {0,1} and sends t,, = TrapGen(wy, PK., SK;)
to the attacker.

4. Phase 2: The attacker is allowed to issue the same types of oracle queries as in Phase
1. In addition, the attacker can request SK,. At some point, the attacker terminates
by outputting a guess b’ € {0, 1}.

Fig. 3. Trapdoor Indistinguishability

4 A New PKEDS Scheme

In this section, we first propose a new scheme and then prove its security in our
security model. Our construction makes use of bilinear groups. Let G;, G, and
Gr be groups of prime order p, and let g1 and g» be generator of G; and G,
respectively. A bilinear map é: G; X G, — Gr has the following properties[7]:

—_

. Bilinearity: for all u € G1, v € Gy and a,b € Z;, we have é(u”, o?) = é(u, v)™.

. Non-degeneracy: é(g1, g2) # 1.

3. Efficient computability: There is a polynomial time algorithm to compute
é(u,v), for any u € Gy and v € G,.

N

Similar to the construction in [23], we employ ElGamal in bilinear groups as
the main building block in the proposed scheme and use the bilinear property
to perform searches. Moreover, we employ the Boneh-Franklin IBE scheme[7] to
provide additional components in the Encrypt and TrapGen algorithms. The key
privacy property of Boneh-Franklin IBE scheme allows us to prove the ciphertext
indistinguishability against servers with message-dependent trapdoors.

4.1 Description of the Proposed Scheme

The algorithms of the proposed PKEDS scheme are defined as follows.

1. Setup(A): Oninput of the security parameter A, the algorithm outputs public
parameters (pp) which contain the description of groups Gy, G, of order p,
the bilinear map & G; X G, — Gr, generators g; and g» of groups G; and
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G, respectively. Additionally, let (Enc, Dec) be a symmetric key encryption
scheme, and KDF be a key derivation function.

. sKeyGen(pp): On input of the public parameters pp, the algorithm picks
uniformly at random x €r Z,, and outputs a key pair:

(SK;, PK;) = (x, £5)

. TKeyGen(pp): On input of the public parameters pp, the algorithm picks
uniformly at random y €r Z, and h €r G, and outputs the receiver’s key
pair:

(SK;, PK,) = ((y, h¥, MSK"), (g{, h, MPK?)),

where (MPK', MSK") is the master puclic/private key pair for the Boneh-
Franklin IBE scheme [7].

. Encrypt(w, PK;): On input of a message w € G; and the receiver’s public
key PK;, the algorithm picks uniformly at random k €r Z, and outputs a
ciphertext:

cw = (€1, €2, ¢3)

=w- g?k, g’l‘, Encrypt*(gg, w)).

The value Encrypt'( g’é, w) represents a ciphertext of g’é under the identity w
in the Boneh-Franklin IBE scheme|7].

. TrapGen(w, PK;, SK;) : On input of a message w, a server’s public key PK; =

g5, and the receiver’s private key SK,, the algorithm performs as follows.

(a) Compute t3 = &w, §») and SK},.

(b) Select uniformly at random r, €r G; and r3 €r Z,, and compute the
following:

t4 =T g;.rs, t5 = g;3, t6 = EnC(SK:UHtg,, KDF(Tz))

(c) Output the trapdoor t,s = (ts, 5, ts).
The value SKI, represents the secret key corresponding to the identity w in
the Boneh-Franklin IBE scheme[7].

. Testi(cw, tws, SKs): On input of a ciphertext ¢, a message-dependent trap-

door t,s and a server’s private key SK;, the algorithm performs as follows.

(a) Parse ¢y, as (c1,¢2, c3) and ty,s as (ta, ts, te).

(b) Compute r, from ty, t5 by an ElGamal decryption, and decrypt t¢ with
KDF(r;) to obtain (SK{, t3).

(c¢) Run the decryption algorithm of the Boneh-Franklin scheme to decrypt
¢3 using SKY, and recover g5.

11



(d) Compute 4 as follows:

&(c1, 82)

g1, 85)

(e) Check whether the following two equalities hold. If both of them hold,
the algorithm outputs 1, otherwise outputs 0.

a=ts;, &(g1,85) = &g, 9).

7. Delegate(PK;, SK;): On input of a server’s public key PK; and the receiver’s
private key SK,, the algorithm picks uniformly at random r; €r Z, and
outputs the master trapdoor t.,

a=

b= () = (- ", 3')
After receiving t., the server with private key SK; can recover ¥ = %
2

8. Testy(cw, w, t.5, SKs): On input of a ciphertext c,,, a message w, a master trap-
door t.s and a server’s private key SKj, the algorithm performs as follows.
(a) Parse ¢y as (c1, c2, C3).

(b) Compute & and d as follows:

i= é(a,h), d = é(co, hY).

Note that h¥ can be pre-computed by the server once receiving . s.
(c) Check whether ¢ = d. If this equation holds, the algorithm outputs 1,
otherwise outputs 0.
9. Decrypt(cy, SK;): On input of the ciphertext ¢, and the receiver’s private key

SK;, the algorithm outputs w = 5—:,

Before going ahead, we show that the above scheme is sound.
Theorem 1. The proposed scheme is sound under Definition 1.

Proof. The first and the second requirements are straightforward based on the
definitions of the encryption and test algorithms.

As to the third requirement, we prove two things. Firstly, given a ciphertext

c=(c1,c,05) = @ - g%, ¢, Encrypt’ (g5, w)), suppose that Test; (¢, tus, SK;) = 1.
Based on the definition of Test;, we have the following equalities.

é(c1, . . .
A( ]1/ g]i) = e(wlgz)/ e(gl,gg) = e(gk,gz),
&81,8;)

12



They imply K = k and w’ = w. As a result, Decrypt(c, SK;) = w. Secondly,
given a ciphertext ¢ = (c1,¢2,¢3) = (W' - g{'k, g%, Encrypt' (g¥, w)), suppose that
Testy(c, w, t.s, SK;) = 1. Based on the definition of Test,, we have &(%,h) =
é(c2, hY) which implies w’ = w. As a result, Decrypt(c, SK;) = w. In summary, the
third requirement is satisfied. O

4.2 Efficiency Comparison with the INHJ Scheme

In the following table, we compare the number of calculations from the view of
Sender, Server(s), and Receiver between our scheme and PKEDS. It is clear that
our scheme is much more efficient than the INH]J scheme, in particular from the
perspective of server(s).

INH]J Scheme Our Scheme

sKeyGen|1 Exp 1 Exp

Server(s)| Testy 3 Exp + 3 Pairing|1 Exp + 5 Pairing
Test, 2 Exp + 3 Pairing|2 Pairing
rkeyGen |2 Exp 3 Exp

Receiver Delegate |5 Exp 2 Exp
TrapGen |2 Exp + 2 Pairing|3 Exp + 1 Pairing
Decrypt |1 Exp 1 Exp

Senders |Encrypt |2 Exp 4 Exp + 1 Pairing

Computational Complexity Comparison

4.3 Security Analysis

We make the Decisional Diffie-Hellman (DDH) assumption in both G; and G;
[4]. This means that there is no known efficiently computable isomorphism
between G; and G,

Definition 5. Decisional Diffie-Hellman Assumption in G; (i = 1 or i = 2): Given a
tuple (gi, &7, gf’, g E G?, where g; is a generator of G; and a, b € Z,,, decide whether
c=aborcer Z,.

Next, we introduce a modified version of Computational Diffie-Hellman as-
sumption in pairing setting, following [23]. Note that this assumption is weaker
than the BDH-3 assumption [13].

13



Definition 6. Modified Computational Diffie-Hellman (mCDH) Assumption: Given
tuples (gl,g”,gl{) € Gy and (g2, 85) € Gy where a, b €r Z,, it is hard to compute gqb.

Next, we prove that the proposed PKEDS scheme achieve the three proper-
ties under Definitions 2, 3, and 4.

As said before, in order to prove the property against servers with message-
dependent trapdoors, we have introduced the Boneh-Franklin scheme [8] in our
construction. Boneh and Franklin proved the semantic security based on the
standard BDH (bilinear Diffie-Hellman) assumption, and Holt proved the key
privacy property based on the same assumption [20]. Informally, the key privacy
property guarantees that an attacker is not able to distinguish the encryptions
of w based on the two identities idy and idq, even if it is allowed to choose
(w,idy, id1) and query the secret keys with respect to all identities except for idy
and id;. A formal definition and proof can be found in [20].

Theorem 2. The proposed scheme achieves ciphertext indistinguishability under Defi-
nition 2, based on the following assumptions: (1) DDH assumption in both G1 and Gy;
(2) (Enc, Dec) is IND-CPA secure; (3) Boneh-Franklin IBE scheme achieves semantic
security and key privacy property [8,20].

Proof. Suppose that an outside adversary A has advantage € in the attack
game shown in Fig. 1. Denote this game as Game0.

Next, we consider a new game Gamel, in which the challenger performs in
the same way as in Game0, except the following.

- For a Delegate query with input PK, if PK; is the output of a sKeyGen
query, the challenger picks uniformly at random r; €g Z, and outputs the
master trapdoor t.,, where R €g G, and

ts = (b, t2) = (R- 83", 85))

Suppose that the attacker has advantage €; in this game. Note that, in the
attack game, the Delegate oracle is not allowed to be queried with PK;- for which
the attacker knows SK,.. Based on the semantic security of ElGamal encryption,
then |e; — €| is negligible based on the DDH assumption in G,.

Next, we consider a new game Game2, in which the challenger performs in
the same way as in Gamel, except that the challenge is generated as follows.

1. Select uniformly at random b, b* € {0, 1}.
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2. Select uniformly at random k €g Z,,, and compute the following:

y
ca=wy- g, 2 =g, c3 = Encrypt'(gh, wy).

3. Output the ciphertext c,,, = (1, c2, c3).

Suppose that the attacker has advantage e, in this game. Note that, in the
attack game, neither wy nor w, is allowed to be queried to the TrapGen oracle
with PKs, which is the output of an sKeyGen" oracle query. This restriction
means that the Boneh-Franklin secret keys corresponding to wy and w; are not
accessible to the attacker. As a result, based on the key privacy property of the
Boneh-Franklin IBE scheme [20], | Pr[b’ = blb* = b]-Pr[l’ = b|b* # b]|is negligible
(if this is not the case, then we can straightforwardly build an attacker to break
the IND-II-CPA security (e.e. key privacy) proved in [20]). As a result, |e; — €1] is
negligible based on the key privacy property of Boneh-Franklin scheme [8, 20].

Next, we consider a new game Game3, in which the challenger performs in
the same way as in Game2, except that the challenge is generated as follows.

1. Select uniformly at random b, b* € {0, 1}.
2. Select uniformly at random k €z Z,, and R €r G, and compute the follow-
ing:
o =wy- g%, c2 = g, c3 = Encrypt! (R, wp).

3. Output the ciphertext ¢, = (c1, c2, ¢3).

Suppose that the attacker has advantage €3 in this game. As stated above,
the Boneh-Franklin secret keys corresponding to wy and w; are not accessible
to the attacker. As a result, based on the semantic security of Boneh-Franklin
scheme [8], le3 — €| is negligible .

In Game3, the challenge is a standard ElGamal challenge (c3 is an encryption
of random message), therefore €3 is negligible based on the DDH assumption in
G;. Based on the above analysis, € is also negligible based on all the assumptions
mentioned in the theorem. O

Theorem 3. The proposed scheme achieves ciphertext one-wayness against the servers
under Definition 3, based on the mCDH assumption.

Proof. Referring to Definition 3, the attacker’s queries can be faithfully an-
swered given the following information: (g1, 1, g7, h¥, MSKY) together with the

challenge (w - g*;/'k, g%). The theorem immediately follows from the mCDH as-
sumption. ]
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Theorem 4. The proposed scheme achieves trapdoor indistinguishability under Defini-
tion 4, based on the following assumptions: (1) DDH assumption in Gy; (2) (Enc, Dec)
is IND-CPA secure; (3) KDF is modeled as a random oracle.

Proof. Suppose that an outside adversary A has advantage € in the attack
game shown in Fig. 3. Denote this game as Game0. Let the challenged key pair
be denoted as (SKi-, PKy) = (x*, g3 ). Note that the challenge is generated by the
challenger as follows.

1. Select uniformly at random b € {0, 1}.
2. Compute t3 = é(wy, g2).
3. Select uniformly at random r; €g Gz and 73 €r Z,,, and compute the follow-
ing:
ty=1p- g;*'l’sl ts = g;s, te = EnC(SK:U||t3, KDF(Tz))

4. Output the trapdoor ty, s = (s, t5, te).

Next, we consider a new game Gamel, in which the challenger performs in
the same way as in Gamel, except for the challenge generation.

— The challenger performs as follows.

1. Select uniformly at random r, €r G, 13 €r Zp, 14 €r Gr, and 14 is a
randomly chosen group element in Boneh-Franklin IBE, and compute
the following:

th=r2-g3 ", ts = &7, te = ENC(ryllrs, K),

where K is a randomly chosen key from the key space of (Enc, Dec).
2. Output the trapdoor ty, s = (4, t5, te).

Suppose that the attacker has advantage €; in this game. Note that, in this
attack game, the attacker is not allowed to issue any decryption query with
respect to (5K, PK+). If KDF is modeled as a random oracle, then |e; — €] is
negligible based on the CDH assumption in G, and the IND-CPA security of
(Enc, Dec).

In Gamel, €; = 0 since the challenge is independent from b. Based on the
above analysis, € is also negligible based on all the assumptions mentioned in
the theorem. O
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5 Related Work

The notion of searches on encrypted data was first introduced by Song et al. [31].
In [31], the authors present a cryptographic scheme for the problem of search-
ing on encrypted data and provide proofs of security for the resulting crypto
systems. Since then, many extensions and revisions have appeared. Keyword
search is one of these extensions. The Public Key Encryption with Keyword
Search(PEKS) scheme was first proposed by Boneh et al. [6]. The proposed
scheme is based on anonymous identity-based encryption (IBE) which is intro-
duced in [7]. Their scheme can be applied in store-and-forward system, such
as an email system which a user can send trapdoors to the mail server and
the sever will identify messages which contain some specific keywords. This
construction was later improved by several researchers.

Abdalla et al. [1] discussed a consistency flaw in [6] and provided a trans-
form of an anonymous IBE scheme to a secure PEKS scheme that guarantees
consistency. Crescenzo et al. [14] proposed a PEKS construction based on Ja-
cobi symbol and Khader et al. [25] introduced how to construct PEKS based
on K-Resilient IBE. Boyen et al. [10] presented an identity-based cryptosystem
that features fully anonymous ciphertexts and hierarchical key delegation. In
addition, they gave a proof of security in the standard model, based on the mild
Decision Linear complexity assumption in bilinear groups. Golle et al. [18] first
proposed the notion of Conjunctive Keywords Searchable Encryption in pri-
vate key model of keyword search. The notion of Public Key Encryption with
Conjunctive field Keyword Search was first introduced by Park et al. [26]. Later,
Byun etal. [11] and Hwang et al. [22] improved the efficiency of the conjunctive
keyword search, but neither of them supported subset keyword search. Boneh
et al. [9] constructed public-key systems which supported comparison queries
on encrypted data as well as more general queries such as subset queries. How-
ever, its efficiency is not satisfying. Zhang et al. [34] discussed the flaws of the
scheme proposed in [9] and gave out a more efficient construction of Public Key
Encryption with Conjunctive-Subset Keywords Search(PECSK)scheme.

Boneh'’s scheme [6] was based on the unrealistic assumption of a secure
channel between the receiver and the server. Baek et al. [3] proposed an efficient
PEKS scheme which can remove a secure channel. Fang et al. [15] proposed an
efficient scheme without using any secure channels and its security does not
use random oracles. The papers [12] [33] [29] [24] studied the off-line keyword
guessing attacks on PEKS. In fact, all the schemes in [22] [3] [1] [2] [14] [25] [35]
suffer from the keyword-guessing attack. To cope with this problem, Tang et
al. [32] proposed a new concept named Public-key Encryption with Registered
Keyword Search(PERKS), which is immune to the off-line keyword guessing
attack. Rhee et al. [28] introduced the concept of “trapdoor indistinguishability”
and showed that this property was a sufficient condition for thwarting keyword-
guessing attacks.
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However, the PEKS scheme does not allow the receiver to decrypt the key-
words. In other words, the encryption of the keywords is irreversible. This
property of PEKS scheme limits its application in some situations. Beak et al.
[2] proposed the first scheme which combines a Public Key Encryption (PKE)
scheme and a Public key Encryption with Keyword Search (PEKS) scheme, and
showed that it was IND-PKE/PEKS-CCA secure in the random oracle model.
Later, Zhang et al. [35] first defined a new security model and gave a generic
construction which is secure under the new security model without random
oracles. Unfortunately, both the schemes proposed in [2] and [35] do not allow
to retrieve the PEKS keyword and do not guarantee any relation between mes-
sages and keywords. Fuhr et al. [16] proposed a construction for decryptable
searchable encryption which makes use of one KEM, one IDKEM and a couple
of hash functions in the random oracle model, but it does not allow to retrieve
the PEKS messages as well. Hofheinz et al. [19] presented a searchable public
key encryption with decryption (PEKSD) in the standard model. Their scheme
is based on Rabins trapdoor one-way permutation[27], and they proved that the
security of their scheme against adaptive chosen-ciphertext attacks (CCA secu-
rity) is equivalent to the factoring assumption. Fang et al. [15] first constructed a
PEKS scheme that allows to retrieve both the PEKS keywords and the messages
without random oracle model, but it is not the scheme with a designated tester.
Recently, Hu et al. [21] presented a secure decryptable searchable encryption
with a designated tester. Roschke et al. [30] proposed a technique which de-
tects malicious content in the encrypted data, but the technique in [30] uses the
master secret key of the IBE to decrypt the ciphertext and then uses the virus
scanner to scan the plaintext. Different from the scheme in [30], Ibraimi et al. [23]
proposed a public-key encryption with delegated search scheme which can de-
tect malicious content in the encrypted data without having to decrypt it. Their
scheme used Type-3 pairings [17] which are employed by the server to search the
ciphertext and the receiver to generate the trapdoor. The ciphertexts in the pro-
posed scheme are both searchable and decryptable. They proved their security
properties under the Symmetric External Diffie-Hellman (SXDH) assumption
and the modified Computational Diffie-Hellman (mCDH) [13] assumption.

6 Conclusion

In this paper, we have revisited the concept of public key encryption with
delegated keyword search (PKEDS), a concept initially proposed in [23]. We
have shown that the existing formulation has some defects, the proposed scheme
is unnecessarily inefficient and there are some flaws in the security proof. As a
result, we have presented a refined formulation for PKEDS together with a new
security model, and propose a new PKEDS scheme which is proven secure in the
new security model. Nevertheless, there are some open research problems for
this new primitive. In the proposed scheme, the encryption algorithm becomes
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more complex than a standard ElGamal encryption, so does one of the test
algorithms. It is interesting to investigate how to improve the efficiency of these
algorithms. As to the security against servers with both types of trapdoors, we
only consider one-wayness for the moment, it will be interesting to consider
stronger security guarantees, such as achieving the notion proposed in [5].
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