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Abstract. Generalized signcryption (GSC) scheme can adaptively work as an encryption
scheme, a signature scheme or a signcryption scheme with only one algorithm. It is very
suitable for storage-constrained environments. In this paper, we analyze a multi-receiver
GSC scheme, and show that it cannot achieve indistinguishability-adaptive chosen
ciphertext attack (IND-CCAZ2) secure in the pure encryption mode and hybrid encryption
mode. We further propose a revised version of the scheme, which resolves the security
issues of the original scheme without sacrificing its high efficiency and simple design.
Our improved scheme can be proved to be IND-CCA2 secure and existentially
unforgeable-adaptive chosen message attack (EUF-CMA) under computational
Diffie-Hellman (CDH) assumption.
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1. Introduction

In 1997, Zheng [1] proposed a novel concept named signcryption. The
purpose of signcryption is to perform encryption and signature simultaneously,
at lower computational costs and communication overheads than the usual
sign-then-encrypt approach. Since then, many signcryption schemes have been
proposed. However, in some applications, sometimes only message
confidentiality or authenticity is needed. In this case, in order to ensure
privacy or authenticity separately, signcryption must preserve sign module or
encryption module, which will definitely increase the corresponding
computation and implementation complexity and even will be infeasible in
some resources-constrained environments such as embedded systems, sensor
networks, and ubiquitous computing. Motivated by this, in 2006, Han et al. [2]
proposed a new primitive called generalized signcryption, which can provide
signcryption function when security and authenticity are required together, and
can also provide encryption or signature function when one of them is required
separately. Meanwhile they gave a GSC scheme based on ECDSA [3]. Wang
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et al. [4] gave the first security model and improved the scheme proposed by
[2]. The first identity-based generalized signcryption (ID-GSC for short)
scheme along with a security model was proposed by Lal and Kushwah [5] in
2008. However, in 2010, Yu et al. [6] showed that the security model
proposed by [5] is not complete, and they modified the security model and
proposed a concrete scheme which is secure in this model. Later Kushwah and
Lal [7] simplified the security model proposed by [6] and gave an efficient
ID-GSC scheme. In addition, many other GSC schemes [8-17] have been
proposed too, including PKI-based (public key infrastructure) schemes [8-10],
identity-based schemes [11-12,17], certificateless schemes [13-16],
multi-PKG (private key generator) scheme [17] and schemes in the standard
model [15,17].

However all of the above mentioned schemes are suitable for one receiver
scenario. In 2000, Bellare et al. [18], and Baudron et al. [19] independently
formalized the concept of multi-receiver public key encryption. Their main
result is that the security of public key encryption in the single-receiver setting
implies the security in the multi-receiver setting. Hence, one can construct a
semantically secure multi-receiver public key encryption scheme by simply
encrypting a message under n different public keys of a semantically secure
single-receiver public key encryption scheme. But the multi-receiver schemes
of such structure will have n times computational costs than that of the base
scheme. Later a novel technique called randomness reusing [20] was presented
to enhance the efficiency. Randomness reusing is a novel technique to
improve the efficiency of a multi-receiver encryption scheme, but not all
randomness reusing-based multi-receiver encryption schemes are secure.
Bellare et al. [21-22] proved that if the underlying base scheme is reproducible
and semantically secure, then the corresponding randomness reusing-based
multi-receiver encryption scheme is semantically secure too. Randomness
reusing technique is also introduced to signcryption [23] and generalized
signcryption [24] scenarios. Han and Gui [25] proved if the underlying base
GSC scheme is reproducible and semantically secure, then the corresponding
randomness reusing-based multi-receiver GSC scheme is semantically secure
too.

In multi-receiver GSC setting, Han [8] first proposed a multi-receiver GSC
scheme, but his scheme is a trivial n-receiver scheme that runs GSC repeatedly
n times, which obviously is very inefficient. In 2008, Yang et al. [24]
proposed a multi-receiver GSC scheme which used the technique of
randomness reusing, but they did not give the security proof of their scheme.
In 2009, Han and Gui [25] proposed a multi-receiver GSC scheme, their
scheme is very efficient and they applied it for secure multicast in wireless
network. In 2011, Zhou [26] proposed the first time an identity-based
multi-receiver GSC scheme which also used the technique of randomness
reusing.

In this paper, we show that Han and Gui’s [25] base GSC scheme and



multi-receiver GSC scheme are insecure, their base GSC scheme is not
IND-CCA2 [27] secure in the pure encryption mode, and thus their
multi-receiver GSC scheme is not IND-CCA2 secure in the pure encryption
mode and hybrid encryption mode. Then we give an improvement of their
scheme, interestingly, the improved scheme is more secure than the original
one while still maintaining its efficiency. The confidentiality and existential
unforgeability of the improved scheme can be proved under the CDH
assumption. Compared with other multi-receiver signcryption schemes, our
improved scheme enjoys shorter ciphertext length and less operation costs like
the original scheme.

In the next section, some preliminaries are reviewed. In section 3, we start
with the description of Han-Gui’s scheme, and give an attack on the scheme.
In Section 4, we give an improvement of their scheme, and the security and
performance analysis of the improved scheme. We conclude the paper in
Section 5.

2. Preliminaries

2.1. Some definitions

Definition 1. Bilinear pairings.

Let keN be asecurity parameterand g bea k bits prime. We consider
groups G,and G, of the same prime order q. A bilinear map e:G,xG, »G,
satisfies the following properties:

1. Bilinearity: e(aP,bQ) =e(P,Q)* for all P,Qe G, abez, .

2. Non-degeneracy:e(P,Q) =1, for any P,Qeg,.

3. Computability: it is feasible to computee(P,Q), for allpP,Qeg, .

Definition 2. The Computational Diffie-Hellman problem.
The Computational Diffie-Hellman problem (CDH) in ¢, is to

compute abP from <p,apP,bP > for unknown randomly chosenabez,.

The advantage of any probabilistic polynomial time(PPT) algorithm G in
solving CDH problem in G, is defined to be:

ADVSP" =Pr[G(P,aP,bP)=abP:a,beZ;].
CDH assumption: For every PPT algorithm G, abv$™ is negligible.

2.2. Framework of multi-receiver generalized signcryption scheme

A multi-receiver GSC scheme consists of the following three algorithms.
(1) Setup algorithm: Given a secure parameter k, it generates the system
public parameters. (SK,,PK,)«Gen(X 1) is a key generation algorithm

and produces the private key sk, and the public key pk, for the user x .
(2) Generalized signcryption algorithm: o « GSC(M,SK,PK, ,PK, ....PK; ) IS @
probabilistic algorithm, and takes the private key sk, of the senders, the



O .

This algorithm has 5 scenarios:

® Pure signcryption mode: if the sender and all of the receivers are
determined, it runs in this mode, the ciphertext is
0« GSC(M,SK,PKy ,PKg, ..., PKy ) =signerypt(M, SK¢, PK ,PKg ... PKg ) .

® Pure signature mode: if all of the receivers are vacant and the sender is
determined, it runs in this mode, the ciphertext s
0 < GSC(M,SKg, gy . ¢s, 4 ) =sign(M,SKs) . ¢ means the user is vacant.

® Pure encryption mode: if the sender is vacant and all of the receivers are
determined, it runs in this mode, the ciphertext is
0 < GSC(M, ¢, PK ,PKp ..., PK, ) =encrypt(M, PK , PKp ... PKp ) .

® Hybrid signcryption mode: if some of the receivers are vacant, and the
rest of receivers and the sender are determined, it runs in this mode. For
the determined receivers, the ciphertext o is a signcryption ciphertext;
for the vacant receivers, the ciphertext o is a signature.
® Hybrid encryption mode: if some of the receivers and the sender are
vacant, it runs in this mode. For the determined receivers, the ciphertext
o is an encryption ciphertext; for the vacant receivers, the ciphertext is a
plaintext, it takes no secure policy.
(3) De-generalized signcryption algorithm: m; u{1}« DGSC(c;,SK, ,PK) IS @
deterministic designcryption algorithm and takes the public key pK, of the
sender s , the private key sk, of the receiver R , and a
ciphertexto, eo(i=1..,n), to return the message m,or an invalid symbol 1.
This algorithm has 5 scenarios:
Pure signcryption mode: DGSC(c;,SK,, . PKs) =unsignerypt(o;, SK, , PKs) .
Pure signature mode: DGSC(o;. 4, ,PKs) = verify(c;, PK) .
Pure encryption mode: DGSC(o;,SK ,¢5) = decrypt(c;, SKy ) -
Hybrid  signcryption mode: For the determined receivers,
DGSC(o;,SKy , PK) =unsignerypt(c;, SK, . PKs) 5  for the vacant receivers,
DGSC(c;. ¢, . PKs) = verify(c;, PKs) .
® Hybrid encryption mode: For the determined  receivers,
DGSC(a;,SK¢, ) = decrypt(c;,SK, ) ; for the vacant receivers, the ciphertext is
the plaintext, it takes no secure policy.
For consistency, we require DGSC(GSC(M,SKs,PKp ,PKg ....PKg ),SKq ,PKs)=m,
for i=12..n. M={m,i=1..n}.
If all of the identities are vacant, it takes no secure policy. Above five
modes are transparent to applications, namely, the algorithm can produce the

specific outputs according to identities of the sender and the receivers
adaptively. Applications need not care about which mode should be taken.

2.3 Security model of multi-receiver generalized signcryption scheme

The security notions for signcryption scheme are indistinguishability against
adaptive chosen ciphertext attack (IND-SC-CCA2) and existential
unforgeability against adaptive chosen message attack (EUF-SC-CMA). We



modify these definitions to adapt for the multi-receiver GSC scheme. Namely,

a  multi-receiver GSC  scheme should satisfy  confidentiality

(IND-MGSC-CCA2) and unforgeability (EUF-MGSC-CMA).

Definition 3. A multi-receiver GSC scheme is said to be IND-MGSC-CCA2

secure if no probabilistic polynomial time adversary A has a non-negligible

advantage in the following game.

(1) The challenger c runs Setup algorithm to generate the system public
parameters and to generate multiple key pairs (sk;, ,PK; )(i=1...n). SK; IS
kept secret while pk; is given to adversary A. These key pairs are the
challenge key pairs. (Note: some of the key pairs can be null, it means the
user is vacant. At least one key pair is not null. )

(2) Phase 1: A makes polynomially bounded number of queries to the

following oracles.

(@) GSC Oracle — A produces messages M ={m,,i=1..,n} and n arbitrary

o =GSC(M,SK; ,PK, ....PK, ) for an attacked user’s private key sk (je[Ln]).

Challenger ¢ runs Gsc algorithm and returns the output « to A.
(b) DGSC Oracle — A produces a ciphertext o, an arbitrary public
key Pk, of the sender and requires the result of DGsc(o,sK; ,PK,) for

the attacked users’s private key sk; (je[Ln]). C runs pesc algorithm

and returns the output of pGsc to A.
Thses queries can be asked adaptively.

(3) Challenge: A produces two message vectors M;={m;,i=1..n} ,
M; ={m;,i=1..,n}, an arbitrary private key sk;, B flipsacoin b«{013 to
compute a ciphertext o =Gsc(m,,sK:,PK,....PK; ) under the attacked
users’s public keys PK; (je[Ln]). B returns o° to A asachallenge.

(4) Phase 2: A is allowed to make polynomially bounded number of new
queries as in phase 1 with the restriction that A should not query the
DGSC(a*,SK[jj PK(jelLn]) .

(5) Guess: At the end of this game, A outputs a bit b,. A wins the game if
by=b.

The advantage of the adversary A is defined as follows:
AdyNPMESC-CCAZ ()= 2 Prh =b] 1.

Note: In confidentiality game, it is only need to consider pure encryption
mode, hybrid encryption mode, pure signcryption mode and hybrid
signcryption mode with determined receivers. In the above challenge stage,
the sender s can be vacant. In this case, algorithm runs in pure encryption
mode or hybrid encryption mode, otherwise it runs in pure signcryption mode
or hybrid signcryption mode. Because in the hybrid signcryption mode with
vacant receivers, only signatures are made, it needs not to consider the
IND-MGSC-CCAZ2 security. So these modes share the same game except in
the hybrid signcryption mode with vacant receivers.

Definition 4. A multi-receiver GSC scheme is said to be EUF-MGSC-CMA

secure if no probabilistic polynomial time adversary A has a non-negligible

advantage in the following game.



(1) The challenger ¢ runs Setup algorithm to generate the system public

parameters and to generate a key pair (sK;,PK;). SK; is kept secret while

PK; s given to adversary A. The key pair can not be null and is considered as

the challenge key pair. Because in the pure signature mode, pure signcryption

mode or hybrid signcryption mode, the sender can not be vancant.

(2) Attack: A can adaptively perform queries to the same oracles as those
defined in Definition 3.

(3) Forgery: At the end of the game, A produces a ciphertext o and n
arbitrary receivers’s key pairs (sk; ,PK;)(i=1...n). A wins the game if the
result of DGsc(c",PK; SKy)ie[Ln]) is a valid message m under the
attacked user’s public key pk: and the i-th receiver’s secret key sK; ,
and o is not the output of Gsc(M~" sK:,PKg....PKy), M™={m/ m,,..m}.

A’s advantage is its probability of victory.
Note: In unforgeability game, it is only need to consider pure signature
mode, pure signcryption mode and hybrid signcryption mode. In the above
forgery stage, part or all of the receivers R’ can be vacant. In that case,

algorithm runs in hybrid signcryption mode or pure signature mode, otherwise
it runs in pure signcryption mode, so these modes share the same game.

3. Han-Gui’s scheme and its security analysis

According to the result of Bellare et al. [21-22], if the underlying base scheme
is reproducible and semantically secure, then the corresponding randomness
reusing-based multi-receiver encryption scheme is semantically secure too.
Han-Gui [25] extended the result to multi-receiver GSC setting, and proved
that if the underlying base GSC scheme is reproducible and semantically
secure, then the corresponding randomness reusing-based multi-receiver GSC
scheme is semantically secure too. So, Han-Gui presented an underlying base
GSC scheme first, and then they proved the base GSC scheme is reproducible
and semantically secure, and concluded their multi-receiver GSC scheme is
semantically secure.

3.1. Han-Gui’s base generalized signcryption scheme.

The base scheme is a GSC scheme suitable for one receiver and comes from
the BLS signature [28]. The base scheme is given as follows.

Parameters: Let k be a secure parameter, q be a k bits prime, and G,
be a bilinear group with order q. P is a generator of group G,. Elements on
G, have the length of 1bits. H,:{03'xG, —»G, and H,:G’ {01 are two
hash functions that can be regarded as random oracles.

Identification function: To identify the different cases and get adaptive
outputs, we define the identification function f(p) . When P=0, f(P)=0,
else f(P)=1, where PegG, isauser’spublic key. oeg, isthe zeroelement.

Gen: It takes the secure parameter k and users’ identities to produce keys.
For the sender s, his keys are (x,Y,)«Gen(S1), where x,e 2z, and

q



Y, =x,PeG,. For the receiver R, his keys are (x.,Y;)<« Gen(R1"), Where
xe er Zo aNd Yo =x.PeG, . If seg (an vacant user), (0,0)« Gen(s1) . If
Reg,(0,0) « Gen(R1") .

GSC: To signcrypt a z bits plaintext me{o1* to the intended receiver Rr,
the sender s uses the following procedure.
1. Picks a random coin re, z, and computes U =rP<G, .
2. Computes Vv =xH,(m,rY,)eG,.
3. Computes z =(m||V)®(H,U,Y,,rY)f(Y.)) e{0.3*".
The signcryption text is given by o=U,z)eG, x{0,3*" .

DGSC: When receiving s = (U,z), the receiver r performs the steps below.
1. Computes H,(U,Y,,xU)e{0,3*".
2. Computes (m||V)=Z ®(H,(U,Yq, xU) f(Y5)) -
3. If v=0, returns the message m, else computes h=H,(m,x,U)eG, and then
checks if e(y,,h)=e(P,v). If this condition does not hold, rejects the ciphertext.

® Pure signcryption mode: If the sender and the receiver are determined, it
runs in this mode. Now, x, =0, f(Y;)=1, the Gsc and DGsc algorithms

are the same as above.

® Pure encryption mode: If the sender is vacant and the receiver is
determined, it runs in this mode. Now, x,=0, f(Y;)=1 , SO,
V =xH,(m, 1Y) =0, Z=(m||0)®H,(U,Y,,rYs), Message m can be recovered
by (m)0)=z2®H,U,Ys xU).

® Pure signature mode: If the receiver is vacant and the sender is determined,
it runs in this mode. Now, x =0, f(Yfg)=0 , SO, V=xH,(mO0) ,
Z=Mm|V)®(H,U,YsrY) f(Y.))=m|v , the signature can be verified by
checking e(Y;,H,(m,0))=¢e(P,V).

If all of the identities are absent, it takes no secure policy. The three modes
are transparent to applications, namely, the algorithm can produce the specific

outputs according to the identities of the sender and the receiver adaptively.
Applications need not care about which mode should be taken.

3.2. Han-Gui’s multi-receiver generalized signcryption scheme

A sender s sends :z bits message vector M ={m,|m, {01}",i=1..,n}t0 intended
receivers R (i=1..,n), and then broadcasts the aggregated signcryption text. A
receiver R, gets his signcryption text and designcrypts it.

Parameters and Identification function are the same as above.

Gen: It takes the secure parameter k and users’ identities to produce keys.
For the sender s, his keys are (x,,Y,)«<Gen(S1), where x,e 2z, and

q
where x e, z,and Y, =x,P<G,. If seg(an vacant user), (0,0)« Gens1). If
R ¢ ,(0,0) «Gen(R,1").

GSC: To signcrypt message vector M ={m,|m, e{03}*,i=1..n}, S performs
the following operations.



1. Picks a random coin re, z, and computes the commitment U =rP<G,.

(a) Computes V, =xH,(m,,rY,)eG,.
(b) Computes z, =(m, [|V,)®(H,(U .Y, 1Y, ) f (Yg)) {03 .
EndFor
3. The ciphertext vector is given by o=(,z,.....z,) which is sent to the group

via a broadcast channel.
DGSC: When receiving o, the receiver r, gets his signcryption text

o, =(U,z;) and performs the following steps.
1. Computes H,U.Y,.x,U).
2. Computes (m; [[V,)=Z; ®(H,(U,Y, . x,U) (Vg ).
3. If v, =0, returns the message m,, else computes h =H,(m,x,U)eG, and
then checks if e(v,,h)=e(P,v,). If this condition does not hold, rejects the

ciphertext.
Correctness: If o, =(,z,) is a valid signcryption text, it is easy to see that

XgU =Yg =X, TP and (m, [|V,) is  decrypted  correctly.  Thus,

e(P,V,) =e(P,x;h,) =e(x,P,h,) =e(Y,,h) holds.

® Pure signcryption mode: If the sender and all of the receivers are
determined, it runs in this mode. Now, x;=0, f(Y;)=1, the ciphertext
vector o=(,z,..,z,) IS a signcryption ciphertext vector, the sc and
pGsc algorithms are the same as above.

® Pure encryption mode: If the sender is vacant and all of the receivers are
determined, it runs in this mode. Now, x=0, f(¥;)=1 , SO,
V, =xgH,(m,rY;)=0 , Z,=(m[|0)®H,U,Y, r¥,) , the ciphertext vector
o=W,z,.,Z,) IS a encryption ciphertext vector, message m, can be
recovered by (m;]|0)=Z, ®H,(U.Y, . x,U).

® Pure signature mode: If all of the receivers are vacant and the sender is
determined, it runs in this mode. Now, x, %0, f(Y;)=0, SO, V,=x¢H,(m;0),
Z,=(m IV,)®(H,(U,Yg . rYe ) F (Ye ) =m; ||V, , the ciphertext vector o=,z,...z,)
is a signature vector, the signature can be verified by checking
e(Ys,H,(m;,0)) =e(P,V,) .

® Hybrid signcryption mode: If some of the receivers are vacant, and the

rest of receivers and the sender are determined, the scheme runs in this
mode. For the determined receivers, x, =0, f(v;)=1, the ciphertext vector

o=(U,z), for f(v;)=1 is asigncryption ciphertext vector, and the procedure

is the same as pure signcryption mode; for the vacant receivers,
xs =0, f(Y;)=0, the ciphertext vector o=(,z,), for f(v,)=0 is a signature

vector, the procedure is the same as pure signature mode.

® Hybrid encryption mode: If some of the receivers and the sender are
vacant, it runs in this mode. For the determined receivers, x, =0, f(Y;)=1,
the ciphertext vector o=(,z), for f(v;)=1 is a encryption ciphertext

vector, and the procedure is the same as pure encryption mode; for the
vacant receivers, x;=0, f(Y,)=0 , the ciphertext vector o=@U.z) ,



for Y, = isa plaintext vector, it takes no secure policy.

The five modes are transparent to applications, namely, the algorithm can
produce the specific outputs according to identities of the sender and the
receivers adaptively. Applications need not care about which mode should be
taken.

3.3 An attack on Han-Gui’s base GSC scheme running in the pure
encryption mode

The security of Han-Gui’s multi-receiver GSC scheme relies on their base
GSC scheme. In the following, we will prove that Han-Gui’s base GSC
scheme is not IND-CCA2 secure in the pure encryption mode. So their
multi-receiver GSC scheme is insecure. Now we give an attack on the base
GSC scheme running in the pure encryption mode as follows.

Notice that in the pure encryption mode, v =0. Now assume that given the
challenge receiver’s public key Y;, the adversary A chooses two equal
length messages m; and m; and sends them to the challenger. The
challenger then chooses a random be{o1} and computes the challenge
ciphertext of the message m; as o =u~",z") under the challenge public key
Y; . Upon receipt of the challenge ciphertext «"=u*,z"), A chooses a
random message m, whose length is equal to that of m;, and computes
z=2z"®(m||0) . Finally, the adversary A sends the ciphertext -=u*,z) to the
challenger for decryption, obviously the challenger will return mem; |0 as
the response, knowing the m, A can get the m;. Therefore, the base GSC

scheme is not IND-CCA2 secure in the pure encryption mode and thus the
Han-Gui’s multi-receiver GSC scheme is not IND-CCAZ2 secure in the pure
encryption mode and hybrid encryption mode.

4 An improved multi-receiver generalized signcryption scheme
4.1. An improved base generalized signcryption scheme

GSC: Tosigncrypta z bits plaintext me{o1* to the intended receiver R,
the sender s uses the following procedure.
1. Computes f(Y,), f(Ys) -
2. Picks a random coinr <, z, and computesu =rP <G, .
3. ComputesH =H,(m,rY,)eG,V =xH €G, .
4.1f f(¥;)=0, computesz =(m||H)® (H,U,Y,,rY,) f(Yp)) e {013
else computes z = (m||V)® (H, (U, Y., rY.) f (Yq)) {013 .
The signcryption text is given by o =U,z)eG, x{0.3*" .
DGSC: When receiving o=(U,z), the receiver rR performs the steps below.
1. Computes f(Y,), f(Ys) -
2. If f(v,)=0, computes (m||H)=Z®(H,U,Y.,xU)f(Yy));
else computes (m||V)=Z @ (H,(U,Y,,xU) f(Yp))



3. Computes h=H,(m,x.U)eG,
4.1f f(v)=0, checksif H=h;
if this condition does not hold, rejects the ciphertext;
else returns m;
else checks if e(v,,h)y=e(P.,v);
if this condition does not hold, rejects the ciphertext;
else returns m.

4.2 An improved multi-receiver generalized signcryption scheme

GSC: To signcrypt message vector M ={m, |m, e{0,1}*,i=1..,n}, S performs the
following operations.
1. Computes f(Yy), f(Y,),i=1..n.
2. Picks a random coin re, z,and computes the commitment U =rP<G,.
3.For i=1.n

(a) Computes H, =H,(m,,rY,)eG,V, =xH, €G,.

(b) If f(v,)=0, computes z,=(m, [|H,)®(H,(U,Y, Y, ) (Y, ) {03 .

else computes z, = (m, [IV,) ® (H, (U, Y, . rYe ) f (Y5)) {03

EndFor

4. The ciphertext vector is given by o=,z,....z,) which is sent to the group

via a broadcast channel.
DGSC: When receiving o, the receiver R gets his signcryption text

o, =(U,z;) and performs the following steps.
1. Computes f(Y,), f(Y,), ie[Ln].
2. 1f f(v,)=0, computes (m||H,)=2 &(H,U,Y, xU)f(Y))
else computes (m, [IV,) =2, ® (H,(U,Y, . x,U)f(Yz)).
3. Computes h =H,(m, x,U)eG,
4.1f t(v,)=0, checksif H, =h;
if this condition does not hold, rejects the ciphertext;
else returns m,;
else checks if e(y,,h)=e(P,V,);
if this condition does not hold, rejects the ciphertext;
else returns m,.

4.3 Security analysis

We have showed Han-Gui’s underlying base GSC scheme is not semantically
secure in paragraph 3.3, so their multi-receiver GSC scheme is not
semantically secure either. The essence of their base GSC scheme being
insecure is as follows. Note that in the pure signcryption mode of their base
GSC scheme, the v part is not null, which intuitively makes it achives
IND-CCA2 secure in the confidentiality game, and in the pure encryption
mode, the v part is null, so the attacker can modify the challenge ciphertext
to dechipher oracle to get the plaintext. In the improved base GSC scheme, we



use the H part to replace v part to concatenate message m in the pure
encryption mode, which intuitively can make it achives IND-CCAZ2 secure.
About the security of the improved multi-receiver GSC scheme, we have
the following two theorems. In proving the following two theorems, we
reference the method adopted by [23,29-31]. Their schemes all use the
randomness reusing technique and they directly demonstrate their
multi-receiver signcryption schemes rather than rely on a base signcryption
scheme. This method is different from Han and Gui’s [25].
Theorem 1. In the random oracle model with secure parameter k, if an
adversary A has non-negligible advantage ¢ against the IND-MGSC-CCAZ2
security of the improved multi-receiver GSC scheme running in the pure
encryption mode, hybrid encryption mode, pure signcryption mode or hybrid
signcryption mode with determined receivers, A runs in time t and
performs gy, GSC queries, g, DGSC queries and g, queries to oracles

H,(i=12), then there exists an algorithm B that solves the CDH problem in
G, with a probability & z‘g—(qquDGS%k) in atime t <t+(2qpec +20,,)t, , Where

t, denotes the time required for one pairing computation.

Proof: We show how to build an algorithm B that solves the CDH problem
by running the adversary A as a subroutine. On input (P,aP,bP),(i=12,.,n),

B’s goal is to compute one of the abP,(i=12..n). B Sets v, =bP as the
challenge public keys, and gives these public keys to adversary A. Here some
of the key pairs can be null, namely, b =0y, =0 for some i, it means the

user is vacant. At least one key pair is not null.

Phase 1: A performs a first series of queries of the following kinds that are
handled by B as explained below:

Simulator: H,,H,

B maintains lists L ,L,, which keep track of the answers given to oracle
queries on H,,H,.Upon a query on H,, B firstscans in the list L, to check
whether H, is already defined for that input. If it is, the previously defined

value is returned. Otherwise, B picks a random element from the output
range of H,, returnsitto A and stores the input and output values in L, .

Simulator: Gsc(m,xq.Y,, .Yy, - Yy,)

- If the public key of the sender Y, is not one of the target public keys
bP,ie[Ln], B just runs csc algorithm as nomal because B knows

the private key of the sender.
- If the public key of the sender vy, is one of the target public keys

bP,ic[Ln], then B proceeds as follows:

® Computes f(Ys), f(Yy,), j=L..n.

® Chooses re, z,, cCOMputes U=rpP.

® Queries h;P=0, (m,rY,) , computes Vv, =xhP=hbP for
j=1..,n.


http://www.google.com.hk/url?sa=t&rct=j&q=concatenation&source=web&cd=6&ved=0CH8QFjAF&url=http%3A%2F%2Fwww.merriam-webster.com%2Fmedical%2Fconcatenate&ei=2ejjT9qJEcyIrAebhbj3CA&usg=AFQjCNHy2UvRL_xOy1mk7woT0FxnbvxtHA

® Queries h, =0,,(U,Y, ,rY,,) .
® If f(v,)=0,computes z,=(mlh;P)®(h,f(v,)) for j=1..n.
Else Zy=(m; V)@ (hy f(Yy,)) for j=1..n.
® The ciphertext vector is o=U,z,,..,Z,), which is returned to A.
Simulator: DGSC(a,x,.Ys)
A produces a ciphertext o=,z,,..,2,), an arbitrary public key v, of the
sender and requires the result of DGsC(o,x;.Ys) for iefin].

- If the public key of the receiver v, is not the target public key
bP,ie[Ln], B just runs the bpcsc algorithm as nomal because B
knows the private key of the receiver.

- If the public key of the receiver v, is the target public key
bP,ie[Ln], then B proceeds as follows:
® Computes f(Y), f(Yz), ieLn].
® If f(,)=0, B Iiterates in L, for each item h,, computes

(m;[IH) =Z,®(h,f(Y,)), then checks if m, is in L; if not, moves
to the next item of L, and begins again, else retrieves h,p, and
checks if H,=h,p; if not, move to the next item of L, and
begins again, else returns m, and stop. If going through L,, no
m, returns, then returns an invalid symbol 1.
® If f(v,)=1 B iterates in L, for each item h,, computes
(m; [IV;)) =Z, @ (h, T (Y ), then checks if m, isin L ; if not, moves to
the next item of L, and begins again, else retrieves h,p, and
checks if e(y,,h;P)=e(P,v,); If not, move to the next item of L,
and begins again, else returns m, and stop. If going through ,,
no m, returns, then returns an invalid symbol 1.
Challenge: A produces two message Vvectors M, ={m,,i=1..n} |,
M, ={m,.i=1..,n}, an arbitrary private key x;, and requires the Gsc ciphertext
on one of the two message vectors with the receiver public keys are the
challenge public keys bP , i=1..n . B then sets u“=aP , chooses
{z;.2;...2,}ye. 03" and sends the challenge ciphertext " =U".z,....z;) tOA.
Phase 2: A performs new queries as in phase 1 with the restriction that A
should not query the DGSC(s”",x5.Ys) .

At the end of the game, A returns a guess. A cannot realize that o is
not a valid ciphertext unless A asks for one of the hash value H,u",v; av;)=
H,(aP,bP,abP), (i=12..,n), for which b z0. B ignores A’s answer and looks
into the list L, for tuples of the form (aP,bP,x,). For each of them, B
checks whether e(P,Xx)=e(aP,b,P), if this relation holds, B stops and outputs

x as the solution of the CDH problem. If no tuple of this kind satisfies the
above equality, B stops and outputs invalid.

Now, we assess the probability that the simulation is not perfect. The only
case where it can happen is when a valid ciphertext is rejected in a DGsC
query. It is easy to see that for every item in L,, there is exactly one item in

L, providing a valid ciphertext. The probability to reject a valid ciphertext is



thus not greater than 9 - Since A makes total q,.. queries during the

attack, so we have g'zg—(qquDGSCZk). Moreover, the bound on B ’s

computation time derives from the fact that every pcsc query requires two
pairing evaluations while the extraction of the solution from L, implies to
compute at most 2q,, pairings.

Note: In the above challenge stage, the sender s can be vacant. In this case,
algorithm runs in pure encryption mode or hybrid encryption mode, otherwise
it runs in pure signcryption mode or hybrid signcryption mode, so these modes
share the same game except in the hybrid signcryption mode with vacant
receivers. Because in the hybrid signcryption mode with vacant receivers, only
signatures are made, it needs not to consider the IND-MGSC-CCAZ2 security.
Theorem 2. In the random oracle model with secure parameter k, if there
exists a forger F with non-negligible advantage ¢ against the
EUF-MGSC-CMA security of the improved multi-receiver GSC scheme
running in the pure signature mode, pure signcryption mode or hybrid
signcryption mode, F runs in time t and performs q.. GSC queries,

dossc DGSC queries and g, queries to oracles H,(i=12), then there exists an
algorithm B that solves the cpH problem in G; with a probability
5'25—(‘]“2%%% +17) in a time t <t+(20ce)t,, Where t, denotes the time

required for one pairing computation.

Proof: We show how to build an algorithm B that solves the cpbH problem
by running the adversary F as a subroutine. On input (p,aP,bP), B’S goal is
to compute abP. B sets Y, =bP as the challenge public key, and gives the

public key to adversary r. The value of b can not be zero, because in the
pure signature mode, pure signcryption mode or hybrid signcryption mode, the
sender can not be vancant.

Attack: F issues queries to the same oracles as those in the confidentiality
game and all oracles are the same except oracle H,.

Simulator: H,

B maintains a list L, which keeps track of the answers given to oracle
queries onH,. Upon a query (m,pr,), B first scans in the list L, to check
whether H, is already defined for that input. If it is, the previously defined
value is returned. Otherwise, B picks a random element h,<z; and sets
Hy =h,aP, and stores (m,P, .h;,H,) in L, output H, toadversary F.
Forgery: F eventually produces a ciphertext + =u",z;,z,...z;) and n

key v;. B runs DGsc algorithm using the private keys x; and the
attacked user’s public key v; to get the m’,v/. If & is valid, we have
e(Ys, H,(m{,x;U")=e(PVv") , then the list L, must contain an entry
(m x;U"hi Hy) - with overwhelming probability (otherwise, B stops and
outputs failure). Then v, =x{H;=x;(hjap)=h;abP , and that (h;)?v, is the
solution of the cDH instance abP .

Now we assess B’s probability of failure, F outputs a fake o without



asking the corresponding H,(m/ x,U",h;,H;) query is at most %k, The
probability to reject a valid ciphertext is not greater than qquDGS%k . Finally, it

comes that B’s advantage is 5'25—(%%65% +%k). Moreover, the bound

on B’S computation time derives from the fact that every bpGsc query

requires two pairing evaluations.
Note: In the above forgery stage, part or all of the receivers r, can be

vacant. In that case, algorithm runs in hybrid signcryption mode or pure
signature mode, otherwise it runs in pure signcryption mode, so these modes
share the same game.

4.4 Performance analysis

Since computation time and ciphertext size are two important factors affecting
the efficiency, we present the comparison with respect to them. It is obvious
that our improved scheme does not add any extra computation costs and the
ciphertext size is the same as the original one, meaning they have the same
efficiency, but the original one is not secure while ours is. The authors of the
original scheme compared their scheme with other multi-receiver signcryption
schemes including Duan and Cao’s multi-receiver signcryption [23] (denoted
by DC), Yu et al.’s signcryption [30] (denoted by YYHZ), Li et al.’s
identity-based broadcast signcryption [32] (denoted by LXH) and Boyen’s
multipurpose identity-based signcryption [33] (denoted by Boyen). They
considered the costly operations including pairing evaluation (Pairing),
modular exponentiation (Exp), and modular inverse (Inv). Through the
comparison, they concluded their scheme is the most efficient one. Therefore
our improved scheme is the most efficient one too. Now, we give the
comparison in Table 1, which shows that the computation time and ciphertext
size of our improved scheme are both the shortest like the original scheme’s.

Table 1. Overheads of multi-receiver signcryption schemes
Computational overheads

Communication

Paring Exp Inv

Schemes overheads
SC DSC SC DSC SC DSC

DC (n+3)|G|+|m|+|ID| 1 4n n+5 n 0 2n
YYHZ (n+3)|G|+m|+|ID| 1 3n n+5 n 0 n
LXH (n+2)|G|+Im[+|ID] 1 3n n+t3  2n 0 0
Boyen 2n|G|+m|+|ID| n 4n 2n+2  2n 0 n
Original Scheme  (n+1)|G|+|m| 0 2n n+1 n 0 0
Our Scheme (n+1)|G[+|m| 0 2n n+1 n 0 0

5. Conclusion

Generalized signcryption scheme can adaptively work as an encryption



scheme, a signature scheme or a signcryption scheme with only one algorithm,
thus it is more widely applicable than signcryption scheme. By using the
randomness reusing technology, Han-Gui proposed a multi-receiver GSC
scheme, and used it for secure multicast in wireless network. Its main merits
are to reduce overheads efficiently and avoid rekeying when membership
changes. In this paper, we show that Han-Gui’s multi-receiver GSC scheme is
not IND-CCAZ secure in the pure encryption mode and the hybrid encryption
mode, and an adversary can modify the challenge ciphertext and then can get
the plaintext. To remedy this security flaw, we give an improvement of the
scheme. Interestingly, the improved scheme is more secure than the original
one while still maintaining its efficiency. Due to the computation of the
pairing still being time-consuming, it is expected pairing-free multi-receiver
GSC schemes are to be proposed in the future.
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