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Abstract. We present the first decentralized multi-authority attribute-based signature (DMA-
ABS) scheme, in which no central authority and no trusted setup are required. The proposed DMA-
ABS scheme for general (non-monotone) predicates is fully secure (adaptive-predicate unforgeable
and perfect private) under a standard assumption, the decisional linear (DLIN) assumption, in the
random oracle model. Our DMA-ABS scheme is comparably as efficient as the most efficient ABS
scheme. As a by-product, this paper also presents an adaptively secure DMA functional encryption
(DMA-FE) scheme under the DLIN assumption.

1 Introduction

1.1 Background

Recently a versatile and privacy-enhanced class of digital signatures have been studied as
attribute-based signatures (ABS) [23,30-32, 39, 40,42, 43, 48, 54, 59]. A signing (secret) key, sk,
in ABS is parameterized by attribute x, and the verification is executed using public key pk
and predicate (or policy) 7. A message m along with predicate 7" can be signed by signing key
ske (i.e., signature o := Sig(skg, m, 7)), if and only if  satisfies 7. Signed message (m, 7, o) is
verified by using public-key pk and predicate 7', i.e., Ver(pk,m,Y, o) € {0,1}. The privacy of a
signer in this class of signatures requires that a signature (m, 7, o) generated by sk, (where x
satisfies 7°) release no information regarding @ except that a satisfies 7.

There are many applications of ABS such as attribute-based messaging (ABM), attribute-
based authentication, trust-negotiation and leaking secrets (see [43] for more details). For exam-
ple, in a country (say country U), public comments on a new government’s policy on scientific
research are widely requested, especially to a class of people who should be responsible or heavily
related to this topic from academia, government and industries. Comments from this class of
people are requested to be signed (authenticated) to prove that the comments are from such
people. In addition, the privacy of the people who send comments should be ensured. So there
are contradictory requirements on authentication and privacy. The concept of ABS provides a
nice solution to this type of problems. For example, a professor of University A sends a comment
signed through ABS with a predicate such that ((Affiliation = University A OR B OR C) AND (Po-
sition = Professor OR Lecturer)) OR ((Affiliation = Government of Country U) AND (Qualification
= PhD)) OR ((Affiliation = Company X OR Y OR Z) AND (Position = Chief Scientist OR Senior
Manager)). A recipient of this signed comment can confirm that the signer of this comment is
from the class of people, and the privacy is also preserved since there are too many people who
satisfy the predicate and it is hard to identify the actual signer among so many possible signers
due to the privacy condition of ABS.

The basic concept of ABS, however, has a serious problem that only a single authority
exists in a system. Therefore, the single authority should issue to all users their secret keys



(certificates/credentials) associated with all attributes in the system, i.e., all positions of all
organizations (e.g., all positions of Universities A, B and C, Governments of Countries U, V and
W, and Companies X, Y and Z). If the party is corrupted, the system will be totally broken.

To overcome the drawback, the concept of multi-authority (MA-)ABS, was introduced [42,
43, 48], in which there are multiple authorities and each authority is responsible for issuing a
secret key associated with a category or sub-universe of attributes, i.e., a user obtains several
secret keys, each of which is issued by each authority. For example, a professor of university A
obtains a secret key (for the position) from university A, a secret key for the citizenship from
country U, and a secret key for a consultant position from company X, where university A,
country U and company X are individual authorities. An important requirement for MA-ABS is
the security (unforgeability) against collusion attacks. For example, it is required that a professor
of university A, Alice, with a secret key for her position and a student, Bob, with a secret key
for his citizenship of country W cannot collude to forge a signature endorsed by a professor of
university A with the citizenship of country W.

The existing MA-ABS schemes, however, still have a problem that a special central authority
is required in addition to multiple authorities regarding attributes, and if the central authority
is corrupted, the security (unforgeability) of the system will be totally broken. As a typical
example, we show in Appendix A that all MA-ABS schemes in [43] will be totally broken if the
central authority is corrupted.

Any MA-ABS scheme with no central authority, decentralized MA-ABS (DMA-ABS) scheme,
has not been proposed.

Recently, Lewko and Waters [38] presented the first DMA system for attribute-based encryp-
tion (ABE) (but not for ABS). Their scheme, however, still has a problem. It requires a trusted
setup of a parameter, composite number N := pipops (p1,p2,p3 are primes) and a generator
g1 of secret subgroup Gy, . That is, there exists a trapdoor, (p1,p2,p3), and the security of the
system will not be guaranteed by the security proof, if the trapdoor is compromised. In other
words, their system requires a trusted setup. A generic conversion method from a composite-
order-group-based system to a prime-order-group-based system has been presented by Lewko
[35] and it may be applicable to the DMA-ABE scheme.

1.2 Owur Results

— This paper proposes the first DMA-ABS scheme, which supports general relations, non-

monotone access structures, in which no central authority exists and no global coordination
is required except for the setting of a parameter for a prime order bilinear group and hash
functions. Note that parameters for a prime order bilinear group on supersingular and some
ordinary elliptic curves and specification of hash functions such as the SHA families can be
available from public documents, e.g., ISO and FIPS official documents [33,25] and [24], or
can be included in the specification of the scheme. That is, no trusted setup is necessary in
the proposed DMA-ABS system.
In the proposed DMA-ABS schemes, every process can be executed in a fully decentralized
manner; any party can become an authority and issue a (piece of a) secret key to a user
without interacting with any other party, and each user obtains a (piece of a) secret key
from the associated authority without interacting with any other party. While enjoying such
fully decentralized processes, the proposed schemes are still secure against collusion attacks.
i.e., multiple pieces issued to a user by different authorities can form a (collusion resistant)
single secret key, composed of the pieces, of the user.



— This paper also proposes a more general signature scheme, DMA functional signature (FS)

scheme, which supports more general predicates, non-monotone access structures combined
with inner-product relations [47]. The proposed DMA-ABS scheme is a special case of the
DMA-FS scheme, where the underlying inner-product relations are specialized to be two-
dimensional inner-product relations for equality.
Remark: The general relations (non-monotone access structures combined with inner-product
relations [47]) supported by the proposed DMA-FS scheme are: x := (Z1,...,%;) € F;‘1+"'+”i
for verification, and 1 := (M, (7,...,7;) € Fyattm) for a secret key. The component-
wise inner-product relations for attribute vector components, e.g., {Z; - ¥y = 0 or not
beqi,...i}> are input to span program M, and z satisfies 7 iff the truth-value vector of
(T(& -1 = 0),...,T(Z - ¥ = 0)) is accepted by span program M. If the DMA-FS is spe-
cialized to DMA-ABS, then n; := 2, i.e., & := (1, 2;) and ¥ := (vy, —1), where &y - v, = 0 iff
Tt = Ut.

— This paper proves that the proposed DMA-FS scheme is fully secure (adaptive-predicate
unforgeable and perfect private in the DMA security model) under the DLIN assumption
in the random oracle model. It implies that the proposed DMA-ABS scheme is fully secure
under the DLIN assumption in the random oracle model.

— The efficiency of the DMA-ABS scheme is comparable to those of the existing ABS schemes
(e.g., [43,48]). See Table 1 in Section 5.5.

— Although the main aim of this paper is to propose the first DMA-ABS scheme, there is a
by-product, a new DMA-FE (or DMA-ABE) scheme, which an adaptively secure DMA-FE
scheme without a trusted setup under the DLIN assumption in the random oracle model.

Our DMA-ABS scheme is considered to be a natural extension of ring signatures [51,53].
In ring signatures, no central authority and no trusted setup are required and every process
is fully distributed. Our DMA-ABS also requires no central authority and no trusted setup
and every process is fully distributed. In other words, ring signatures are a very special case
of our DMA-ABS where the underlying predicate is just a disjunction and each authority is a
user in a ring. For many applications of ring signatures, our DMA-ABS is more suitable. For
example, in an application to whistle-blowing, an expose document on a financial scandal to a
newspaper company would be better to be endorsed by someone with certain possible positions
and qualifications related to the scandal than by someone in a list of real persons.

1.3 Key Techniques

There are two major requirements for DMA-ABS, (collusion resistant) unforgeability and privacy
in the decentralized multi-authority model. Our target is to construct a DMA-ABS scheme that
is secure (unforgeable and private in the decentralized multi-authority model) under a standard
assumption, the DLIN assumption. It is a challenging task even in the random oracle model.
For some notations hereafter, see Section 1.5.

To realize such a DMA-ABS scheme, we follow several established key ideas; dual pairing
vector spaces (DPVS) [47,48], Naor’s paradigm (where an encryption counterpart, (2-level)
DMA-ABE scheme, is designed first, and then DMA-ABS is constructed on it), global identifier
gid [19], (random oracle) hashing of gid [38], dual system encryption [58,38], and the linear
transformation technique to produce (0, .. .)p: by using X; (the master secret key of authority
t) and 0G := H(gid) € G [48] (see Section 5.3 for the details). Note that, although our design



strategy is based on Naor’s paradigm, this paper directly proves the security of the proposed
DMA-ABS scheme from the DLIN assumption.

A specific central space, Vi (t = 0), played an essential role in the security proof (based on
the dual system encryption technique) of previous ABS and FE schemes in [47,48]. No such
a central space, however, is allowed in our DMA setting, where only spaces, V; (t = 1,...),
generated by decentralized authorities are available. A crucial part of the key techniques in our
DMA-ABS (and DMA-FE) scheme is to distribute the dual system encryption trick for the
central space in the previous schemes into all the spaces.

More precisely, the secret-key and verification-text (where the negative term case in the
span program, i.e., p(i) = —(t,7;), is used, for simplicity of expression) are of the forms of
(Zt, 02, 0™,0", .. )py and (s;7;, 5;0;,0™,0", .. .)p,, respectively. Here, s; and s; are shares from
an access structure with a signature. Subspaces with {s;0;} and {Z;} are used for verification (or
decryption), and subspaces with {s/v;} and {dZ;} are for the distributed dual system encryption
trick. To execute the trick over the subspaces, we develop a new technique, swap and conceptual
change, in which 4-dimensional (in DMA-FS, 2n,-dimensional) hidden subspaces are employed
for semi-functional forms of secret-keys and verification-texts. In the previous dual system en-
cryption tricks [47, 48], the semi-functional form of secret-keys and verification-texts in a central
space Vo (t = 0) played a key role. In our distributed dual system encryption trick, the left
2-dimensional subspaces in the 4-dimensional hidden subspaces are used for a computational
change of secret-keys from DLIN and a conceptual change on key query restrictions. The right
2-dimensional subspaces are swapped with the left ones through a computational change from
DLIN, and these subspaces for all V; (¢ = 1,...) play the key role in a distributed manner that
corresponds to that of Vi (¢ = 0) in the previous schemes (see Appendix C.5).

In addition, a new re-randomization technique is developed in this paper to achieve the
privacy of our DMA-ABS, since the re-randomization technique for the privacy in [48] is not
effective in the DMA-ABS setting due to the fully distributed structure (see Section 5.2).

For more details on the techniques in the security proofs of DMA-ABS, see Appendices
C.4-C.6 and D.

1.4 Related Works

1. The mesh signatures [13] are a variation of ring signatures, where the predicate is an access

structure on a list of pairs comprising a message and public key (m;, pk;), and a valid mesh
signature can be generated by a person who has enough standard signatures o; on m;, each
valid under pk;, to satisfy the given access structure.
A crucial difference between mesh signatures and DMA-ABS is the security against the
collusion of users. In mesh signatures, several users can collude by pooling their signatures
together and create signatures that none of them could produce individually. That is, such
collusion is considered to be legitimate in mesh signatures. In contrast, the security against
collusion attacks is one of the basic requirements in ABS and DMA-ABS.

2. Another related concept is anonymous credentials (ACs) [2,3,15,17,18,21]. The notion of
ACs also provides a functionality for users to demonstrate anonymously possession of at-
tributes, but the goals of ACs and (DMA-)ABS differ in several points.

As described in [43], ACs and (DMA-)ABS aim at different goals: ACs target very strong
anonymity even in the registration phase, whereas under less demanding anonymity require-
ments in the registration phase, (DMA-)ABS aims to achieve more expressive functionalities,



more efficient constructions and new applications. In addition, (DMA-)ABS is a signature
scheme and a simpler primitive compared with ACs. See Appendix B for more details.

1.5 Notations

When A is a random variable or distribution, y & A denotes that y is randomly selected from A

according to its distribution. When A is a set, y < A denotes that y is uniformly selected from
A. We denote the finite field of order ¢ by Fy, and F, \ {0} by F . A vector symbol denotes a
vector representation over Fy, e.g., ¥ denotes (71, ...,7,) € F'. For two vectors & = (z1,...,y)
and U = (v1,...,vy,), Z-U denotes the inner-product > ; ;v;. The vector 0 is abused as the zero
vector in Fg* for any n. X T denotes the transpose of matrix X. I; and 0y denote the £ x ¢ identity
matrix and the £ x ¢ zero matrix, respectively. A bold face letter denotes an element of vector
space V, e.g., x € V. When b; € V (i = 1,...,n), span(by,...,b,) CV (resp. span{Z1,...,Ty))
denotes the subspace generated by by, ..., b, (resp. Z1,...,Z,). For bases B := (by,...,by) and
B* := (b],...,by), (z1,...,2N)B = Zi\il x;b; and (y1,...,ynN)B* := Zf\il y;b!. For a format
of attribute vectors 71 := (d;n1,...,nq) that indicates dimensions of vector spaces, €; ; denotes
Jj—1 ng—j

the canonical basis vector (0---0,1,0---0) € Fp* fort = 1,...,d and j = 1,...,n4. GL(n,F,)
denotes the general linear group of degree n over F,.

2 Dual Pairing Vector Spaces by Direct Product of Symmetric Pairing
Groups

Definition 1. “Symmetric bilinear pairing groups” (q,G,Gr,G,e) are a tuple of a prime q,
cyclic additive group G and multiplicative group G of order q, G # 0 € G, and a polynomial-
time computable nondegenerate bilinear pairing e : G x G — Gr i.e., e(sG,tG) = e(G, Q)% and
e(G,G) # 1. Let Gppg be an algorithm that takes input 1% and outputs a description of bilinear
pairing groups (q, G, Gr, G, e) with security parameter A.

Definition 2. “Dual pairing vector spaces (DPVS)” (¢, V,Gr, A, e) by a direct product of sym-
metric pairing groups (q,G,Grp,G,e) are a tuple of prime q, N-dimensional vector space V :=
N

———
G x -+ x G over Fy, cyclic group G of order q, canonical basis A := (a1, ...,an) of V, where
i—1 N—i
— —
a; == (0,...,0,G, 0,...,0), and pairing e : VxV — Gp. (Symbol e is abused as pairing for

G and for V.) The pairing is defined by e(x,y) := Hfil e(Gi, H;) € Gp where © := (G4, ...,
Gn) €V oandy := (Hy,...,Hy) € V. This is nondegenerate bilinear i.e., e(sx,ty) = e(x,y)™
and if e(x,y) = 1 for ally € V, then € = 0. For all i and j, e(a;,a;) = e(G, Q)% where
di; =1 1ifi =7, and O otherwise, and e(G,G) # 1 € Gr.

DPVS also has linear transformations ¢;; on'V s.t. ¢; j(a;) = a; and ¢; j(ar) =0 if k # j,
i—1 N—i
— —
which can be easily achieved by ¢; j(x) := (0,...,0,G;,0,...,0) where © := (G1,...,GnN). We

call ¢;j “canonical maps”.

DPVS generation algorithm Gqpys takes input 1* (A € N) and N € N, and outputs a de-
scription of paramy := (q,V,Grp, A, e) with security parameter A\ and N-dimensional V. It can
be constructed by using Gppg-



For the asymmetric version of DPVS, (¢, V,V* Gr, A, A* e), see Appendix A.2 in the full
version of [47].

3 General Predicates: Non-Monotone Access Structures with Inner-Product
Relations

3.1 Span Programs and Non-Monotone Access Structures

Definition 3 (Span Programs [1]). Let {pi,...,pn} be a set of variables. A span program
over By, is a labeled matriz M = (M, p) where M is a (¢ x ) matriz over F, and p is a labeling
of the rows of M by literals from {p1,...,pn, " P1,..., “Pn} (every row is labeled by one literal),
e, p:{l,....0} = {p1,-- . Pns D1, .., Pn}. A span program accepts or rejects an input
by the following criterion. For every input sequence 0 € {0,1}" define the submatriz Ms of M
consisting of those rows whose labels are set to 1 by the input 6, i.e., either rows labeled by some
pi such that 0; =1 or rows labeled by some —p; such that 6; = 0. (i.e., v:{1,...,¢} — {0,1} is
defined by 7(j) = 1 if [p(j) = pil A 18 = 1] o [p(j) = ~pi] A [8 = 0], and 4(j) = 0 otherwise.
Ms = (Mj)~(j)=1, where M; is the j-th row of M.)

The span program M accepts § if and only if T € span(Ms), i.e., some linear combination of
the rows of My gives the all one vector 1. (The row vector has the value 1 in each coordinate.) A
span program computes a Boolean function f if it accepts exactly those inputs 6 where f(§) = 1.

A span program is called monotone if the labels of the rows are only the positive literals
{p1,...,pn}. Monotone span programs compute monotone functions. (So, a span program in
general is “non”-monotone.)

We assume that no row M; (i = 1,...,¢) of the matrix M is 0. We now introduce a non-
monotone access structure with evaluating map « by using the inner-product of attribute vectors,
that is employed in the proposed DMA-ABS (and DMA-FS, DMA-FE) scheme.

Definition 4 (Inner-Products of Attribute Vectors and Access Structures). U; (t =1,
...,d andU; C {0,1}*) is a sub-universe, a set of attributes, each of which is expressed by a pair
of sub-universe id and n¢-dimensional vector, i.e., (t,7), wheret € {1,...,d} and 7 € Fy*\ {0}.

We now define such an attribute to be a variable p of a span program M = (M, p), i.e.,p:=
(t, 7). An access structure S is a span program M = (M, p) along with variables p := (t,0),p ==
', 0),..., ie, S := (M,p) such that p : {1,....0} — {(t,0),(t,7),..., =(t,0),~(t',0),...}.
Let I' be a set of attributes, i.e., I':= {(t, %) | Tp € Fg'* \ {0},1 < t < d}, where t runs through
some subset of {1,...,d}, not necessarily the whole indices.

When I is given to access structure S, map v : {1,...,} — {0,1} for span program M =
(M, p) is defined as follows: For i = 1,.... £, set v(i) = 1 if [p(i) = (¢, ;)] A[(t, %) € T
AT - Zp = 0] or [p(i) = —(t,4;)] A[(t, %) € I'] N[t - Z¢ # 0]. Set v(i) = 0 otherwise.

Access structure S := (M, p) accepts I' iff T € span{(M;)(i)=1)-

Remark 1 The simplest form of the inner-product relations in the above-mentioned access
structures, that is for ABS and ABE, is a special case when ny = 2 for all t € {1,...,d},
and ¥ := (1,x) and ¥ := (v,—1). Hence, (t,7;) := (t,(1,z;)) and (t,7;) := (t, (v, —1)), but we
often denote them shortly by (t,z;) and (t,v;). Then, S := (M, p) such that p : {1,...,¢} —
{(t,v), (', V),... =(t,v), =t V),...} (W, ...€Fy), and I' :={(t,x¢) | zs € Fg,1 <t < d}.



When I' is given to access structure S, map v : {1,...,£} — {0,1} for span program M =
(M, p) is defined as follows: For i = 1,...,¢, set v(i) = 1 if [p(i) = (t,v;)] A[(t,z) € I
Avi = xt] or [p(i) = =(t,v;)] A[(t,x¢) € I'] Av; # x¢]. Set v(i) = 0 otherwise.

Remark 2 When a user has multiple attributes in a sub-universe (category) t, we can employ
dimension n; > 2. For instance, a professor (say Alice) in the science faculty of a university
1s also a professor in the engineering faculty of this university. If the attribute authority of this
university manages sub-universe t := “faculties of this university”, Alice obtains a secret key for
(t,Z¢ .= (1,—(a+b),ad) € Fg) with a == “science” and b := “engineering” from the authority.
When a user verifies a signature for an access structure with a single negative attribute —(t,
“science”), the verification text is encoded as —(t,T; := (a?, a,1)) with a := “science”. Since
Zt-U; = 0, Alice cannot make a valid signature for an access structure with the negative attribute
—(t, “science”). For such a case with ny > 2, see Appendixz C.8 with our DMA-FS scheme.

We now construct a secret-sharing scheme for a span program.
Definition 5. A secret-sharing scheme for span program M := (M, p) is:

1. Let M be ¢ x r matriz. Let column vector fT := (fio.. o f)T ~ Fy. Then, so = T-fTf=

> w1 fr is the secret to be shared, and 5T = (s1,...,80)7" := M-fT is the vector of £ shares
of the secret sg and the share s; belongs to p(i).

2. If span program M = (M, p) accept &, or access structure S := (M, p) accepts I, i.e.,
Te span((M;)(i)=1) with v :{1,..., £} — {0,1}, then there exist constants {a; € Fy | i € I}
such that I C {i € {1,...,0} | v(i) = 1} and Y ,.; cis; = so. Furthermore, these constants
{a;} can be computed in time polynomial in the size of matriz M.

4 Decisional Linear (DLIN) Assumption

Definition 6 (DLIN: Decisional Linear Assumption [8]). The DLIN problem is to guess
B € {0,1}, given (paramg, G,EG, kG, G, 0kG, Yp) R gﬁDL'N(l/\), where

GEUN(1Y) : paramg = (4, G, Gr, G, €) <& Gopg(17),
K,0,6,0 2 Fy, Yoi=(6+0)G, Yi<G,
return (paramg, G,¢G, kG, G, 0kG, Yp),

for 3 J {0,1}. For a probabilistic machine £, we define the advantage of € for the DLIN problem
as: AdvBLN (V) = ‘Pr [5(1&@)—»1‘ Q<—RQEL'N(1A)} —Pr [5(1&@)—4‘ g<—RgPL'N(1A)”.

The DLIN assumption is: For any probabilistic polynomial-time adversary &, the advantage
AdvBYN(N) is negligible in .

5 Decentralized Multi-Authority Attribute-Based Signatures (DMA-ABS)

5.1 Definitions for DMA-ABS

Definition 7 (Decentralized Multi-Authority ABS : DM A-ABS). A decentralized multi-
authority ABS scheme consists of the following algorithms/protocols.



GSetup A party runs the algorithm GSetup(1)) which outputs a global parameter gparam. The
party publishes gparam.

ASetup An attribute authority t (1 <t < d) who wishes to issue attributes runs ASetup(gparam,
t,ng) which outputs an attribute-authority public key apk, and an attribute-authority secret
key asky. The attribute authority t publishes apk, and stores ask.

AttrGen When an attribute authority t issues user gid a secret key associated with an attribute
x¢, it runs AttrGen(gparam, t, asky, gid, x¢) that outputs an attribute secret key uskgid, (¢,21) -
The attribute authority gives uskgiq (1.2,) to the user.

Sig This is a randomized algorithm. A user signs message m with claim-predicate (access struc-
ture) S := (M, p), only if there is a set of attributes I' such that S accepts I', the user has

obtained a set of keys {uskgid (te,) | (t,¢) € I'} from the attribute authorities. Then sig-

nature o can be generated using Sig(gparam, {apky, uskgid (.2,)}, M, S), where uskgiq (tz,) X

AttrGen(gparam, t, ask, gid, x;).

Ver To verify signature o on message m with claim-predicate (access structure) S, using a set
of public keys for relevant authorities {apk,}, a user runs Ver(gparam, {apk,},m,S, o) which
outputs boolean value accept := 1 or reject := 0.

Definition 8 (Perfect Privacy of DMA-ABS). A DMA-ABS scheme is perfectly private,

if, for all gparam Ri GSetup(1?), for all (asky,apk;) AL ASetup(gparam,t) (1 < t < d), all
messages m, all attribute sets I'y associated with gid; and Iy associated with gidy, all signing
keys {uskg 1 X AttrGen(gparam, t, asky, gidy, 2¢1) } (1,2, )er and {uske 2 Ai AttrGen(gparam, ¢, asky,
gid,, xt,2)}(t,zt,2)efg; all access structures S such that S accepts Iy and S accepts I, the distribu-
tions Sig(gparam, {apk,,usks1 | (t,z¢1) € I1},m,S) and Sig(gparam, {apk;,uske o | (t,242) €
I}, m,S) are equal.

For a DMA-ABS scheme with perfect privacy, we define algorithm AltSig(gparam, {apk,, ask: },
m,S) with S and master key ask; instead of I" and {uskgiq (¢,,) } (¢,2,)er: First, generate uskgig, (¢ 2,

i AttrGen(gparam, ¢, ask¢, gid, z;) for arbitrary I' := {(¢t,z;)} which satisfies S, then o R
Sig(gparam, {apk;, uskgiq (t,z,) }, M, S). Return o.
Let T be the set of authorities. We assume each attribute is assigned to one authority.

Definition 9 (Unforgeability of DM A-ABS). For an adversary, we define AdvaMA'ABS’UF()\)
to be the success probability in the following experiment for any security parameter \. A DMA-
ABS scheme is existentially unforgeable if the success probability of any polynomial-time adver-
sary is negligible:

1. Run gparam X GSetup(1*) and give gparam to the adversary A. For authorities t € T, run

(ask¢, apk;) & ASetup(gparam) and give {apk, }ier to A. Adversary A specifies a set T C T
of corrupt attribute authorities, and gets {ask;}, 7.
2. The adversary A is given access to oracles AttrGen and AltSig over S := T\ T.

3. At the end, the adversary outputs (m’,S',c").

Let I'gq, := {(t € S,m)} (1 = 1,...,vy) queried to the AttrGen oracle with gid;. We say
the adversary succeeds, if (m',S") was never queried to the AltSig oracle, S’ does not accept

Lgia, with any gid; (i = 1,...,vy) queried to the AttrGen oracle, S’ is specified over S, and
Ver(pk,m/,S',o’) = 1.



Remark 3 The model regarding corrupted authorities in this definition is weaker than that in
[43]. Roughly, the security on this model implies that no adversary A can forge a signature with
a predicate Sy unless A issues key queries for I's such that S accepts I's, where S and I'y are
a predicate and attributes over uncorrupted parties S. On the other hand, the security on the
model in [43] implies that no adversary A can forge a signature with a predicate S/Suf unless A
issues key queries for I's such that, for some I'= S’ 7 accepts (I's U TI'5).

5.2 Construction Idea of the Proposed DMA-ABS Scheme

Here we will show some basic idea to construct the proposed DMA-ABS scheme, which is
designed on the DMA-FE scheme (Appendix E.2) through Naor’s paradigm. Note that the
privacy condition is not included in Naor’s paradigm.

Roughly speaking, a secret signing key sk with attribute set I" and a verification text € with
access structure S (for signature verification) in our DMA-ABS scheme correspond to a secret
decryption key skp with I" and a ciphertext € with S in the DMA-FE scheme, respectively. No
counterpart of a signature §* in the DMA-ABS exists in the DMA-FE, and the privacy property
for signature 8* is also specific in DMA-ABS. Signature §* in DMA-ABS may be interpreted to
be a decryption key specialized to decrypt a ciphertext with access structure S, that is delegated
from secret key skp. The algorithms of the proposed DMA-ABS scheme can be described in the
light of such correspondence to the DMA-FE scheme:

GSetup Almost the same as that in the DMA-FE scheme except that a hash function, Hs, is
added in gparam. This is used for hashing of message and access structure in the signing and
verification algorithms.

ASetup Almost the same as that in the DMA-FE scheme except that IE%;‘ is revealed as a public
parameter in our DMA-ABS, while it is secret in the DMA-FE scheme. They are published
in our DMA-ABS for the signature generation procedure Sig to meet the privacy of signers
(for randomlzatlon) This is an essential difference between DMA-FE and DMA-ABS.

Since (a part of) B* is a master secret in [48], other bases {B} }+~¢ can be published. However,
for lack of Vg in our DMA-ABS, modified sub-bases (bt ,)i=12 are used in public key {IBlt Fs0
in place of sub-bases (bm) =12, and a new security proof technique is required.

AttrGen The same as that in the DMA-FE scheme.

Sig Specific in DMA-ABS. To meet the privacy condition for §*, a novel technique is employed
to randomly generate a signature from sky and {B} }m yer- In [48], an attribute vector
(1,2¢) is encoded on 2-dimensional subspace span(bj |, b 5) for t > 0. Since our DMA-ABS
lacks the space Vg, however, the vector is also encoded on another subspace span(bn37 b; 4)-

To re-randomize both vectors independently using public (52‘7“ b} 9., )i=12 is one of key tricks
here.

Ver The signature verification in our DMA-ABS checks whether a signature (or a specific de-
cryption key) §* works as a decryption key to decrypt a verification text (or a ciphertext)

associated with S and Ha(m, S).

5.3 Proposed DMA-ABS Scheme

We define function p : {1,...,¢} — {1,...,d} by p(i) := t if p(i) = (t,v) or p(i) = —(t,v),
where p is given in access structure S := (M, p). In the proposed scheme, we assume that p is



injective for S := (M, p) with signature o = os. We will show how to relax the restriction in
Appendix F. We refer to Section 1.5 for notations on DPVS, e.g., (z1,...,2N)B, (Y1,---, YN )B*
for x;,y; € Fy, and €, ;. For matrix X := (x; )i j=1,..N € IF'qNXN and element v in N-dimensional

V, X (v) denotes vaz’fszl Xi,j¢i,j(v) using canonical maps {¢; ;} (Definition 2). Similarly, for
matrix (9; ;) = (X )T, (X7)T(v) := S0, 9 6ij(v). It holds that e(X (), (X 1) (y)) =
e(x,y) for any x,y € V.

GSetup(1Y) :  paramg := (¢,G,Gr, G, e) <~ Gopg(1Y),  Hy:{0,1}* — G; Hy:{0,1}* — Fy;
return gparam := (paramg, H1, Hs).
Remark : Given gparam, the following values can be computed by anyone and shared
by all parties:
Go:=H (0 € G, Gy :=H (0™11)eG, Gy:=H (0V21,0)eG, gr:=e(Gy,G1).
ASetup(gparam,t) :  paramy, := (q,V;,Gr, A, e) := gdpvs(ﬂ, 13, paramg),
X; & GL(I3,Fy),  (Gru, Priz) — F2 for 0 =1,2,
b, =X (07, Go, 01%7)), b}, == (X)7H((0"71, Gy, 077)) for v =1,...,13,
2 8 2 1

—— =
by = (X)) (( Ga, 0, 0%, 01,11G1,0112G1, 0 ),
2 8 2 1
—— =
biy = (XH7H(( 0, Ga, 08, ©0121G1, Pr22G1, 0 ),

Bt = (bt,17 ... 7bt,13)7 ]B: = (b;17 ceey b;13)7 ]Bt = (bt,].) ceey bt,65 bt,13)7
By = (bzlv b?,ga bf,3a e vb:tk,ﬁa b:,ua b?,12)7
return ask; := Xy, apk, := (paramvt,@t,@f).

Remark : Let 7 € F; s.t. Go = 7(G1,

2 8 2 1 2 8 2 1
~ N /8\ —f A~ ~ N "8\ ——N A~
then bt,l = ( , 07 0 , Pt,1,15 Pt,1,25 0 )Bz‘v bt,Q = ( Oa T, 0 y Pt,2,1, Pt,2,25 0 )B: .

AttrGen(gparam, t, ask¢, gid, x; € Fy) :  Ggia = Hi(gid), (©1,1,9¢2) <—UIFq2,
1

2 2 6 2
~ ~~ —~~
ki == (XD (( Gi, 2G1, Ggd, ©1Ggid, 0% @11G1, @12G1, 0 ),
return  uskgig (¢.2,) = (gid, (t,7¢), k7).
2 2 6 9

Remark : Let 6 € Fy s.t. Ggig = 0G1, then ki = ( m, 51, x4), /06\, m, 0 )B;-
Sig(gparam, {apk, uskgig (¢.2,) := (gid, (t, 1), k{)}, m, S:= (M, p)) :
If S:= (M, p) accepts I" := {(t,71) € uskgiq (s,)}, then compute I and {a;}ies
such that 1= Ziel o; M;, where M; is the i-th row of M, and
IC {ie{l,....0} [pi)=(t,v;) N (t,xy) €L N v; = xy]
Voo p(i) = a(tv) A (tay) € TN v # x4 b
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b 2T, = wifiel, v =0ifigl fori=1,...,0
fori=1,....0, G < Wy (Bio) (Bin) < {(Br,-- B0) | Tl BiM; =0},
Remark : If det M # 0, the set contains only 0%, i.e., all 3; =0fori=1,...,¢.
st =i ki +1i(bfg + b} ) + 0 (yz‘,o,bg’{,L + yz‘,l,bb?,erL)
+G; (b2‘75 + Hs(m, S)b;G) + 7,
where rfgspan<bf711, b; 19), and v, Ui j := (Yij1, Yij2) for j = 0,1, are defined as
ifiel N p(i)=(t,v), 7= Uij = Bij(1,v),

o s . U
ifiel A p(i)=(t,v), vi=—— Gij:= Big (1,y5,5) where y; j — Fg \ {v;},
Ui — Tt Vi — Yij
ifidl A pi)= (i), vi:=0, gij=PB;(1v),
e . Bij
i8¢ T A pli) = =(twn), 7= 0, i = 22— (L yiy) where yiy < By \ {uil
1 I
return §* := (s7,...,s;).
Ver(gparam, {apk,}, m, S:= (M, p),8"): quU e, §T = (s1,...,8)T =M - fT, soi=1- fT,
f7<—RFZ s.t. T-JFIT:O, FT.=(s),...,s)7T ::M-f?T,
fori=1,....0, 0,00/ n < F,,
2 2 2 6 1
- - —
& ::( Si+97;’l)i, _0i7 Sg +0;vi7 _9;7 9;/(H2(m78)7_1)7 067 i )Bw
2 2 2 6 1

—N
if p(i) = =(t,vi), ¢ = si(vi, —1), si(vi, —1), 0/(H2(m,S),—1), 0% i ),

Cd+1 = g7°, return 1if Hle e(ci, ) = cay1, return 0 otherwise.

[Correctness] If S := (M, p) accepts I" := {(t, ;) € uskgid,(.2,)}

Hf 1e(ei, 87) = Hiel ( (ci, ki) ie(ci, by + wt,LbZ)w) : Hz 1 HL L ele, b* )Vioe(es, b§+L)yi‘1’L

a;i(si+(0+1)s]) ¢ mBi08i+Bi1s  Dier di(sit(5+)sy) > (mBi,08:+Bi,15))
= Hzel 9r Hi:l 9r =Jgr cf 97 !

¢ ¢
= gT , since Zie[ a;s; = so and Zie] Qis; =Y i Biosi = Yy Bins; = 0.

Comparison with the MA-ABS Scheme in [48] Okamoto-Takashima [48] gave a fully se-
cure (non-decentralized) MA-ABS scheme on the DPVS framework. In their scheme, a signature
(SIG) associated with a policy of size ¢ consists of (£ + 2) components, (sg, . ..,s;, ), which are
categorized into three roles. The first one, s € Vo (for ¢ = 0), is for embedding/recovering
a secret, the second, (s7,...,s}), for secret shares on the policy (access structure), and the
last, s;,., € Vgq1 (for t = d + 1), is for embedding/verifying the hashed value, Hz(m,S). The
secret share components, (si,...,s;), are 7-dimensional (7 = 2 + 2 + 2 + 1), where the first
2-dimensional part is the real-encoding part (real part, for short) for shared secrets, the second
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the hidden part for semi-functional signatures, the third the signature randomness part, and the
last is the verification text (VT) randomness part.

In the DMA setting, we cannot use special (central) spaces, Vo and V441. Instead, we should
distribute the roles of these spaces into the secret share components, (si,...,s;). As a result,
these components become 13-dimensional (13 = 6 + 4 + 2 4 1), where the real part (hidden
part, resp.) is expanded to 6-dimensions (4-dimensions, resp.) (see the figure below). The 6-
dimensional real part consists of 2 dimensions to distribute the role of V, 2 dimensions for secret
shares, and 2 dimensions to distribute the role of V4,;. We also use additional 2 dimensions in
the hidden part to execute the swapping technique in the security proof.

2 2 2 1

——— T
SIG component (t # 0,d+1) .
in [48] MA-ABS :( real hidden SIGran. VTran. ),

6 4 2 1
—

ir?loira]))ml\/[pz?zr];ts = ( real hidden SIGran. VTran. ).

5.4 Security of the Proposed DMA-ABS

Theorem 1. The proposed DMA-ABS scheme is perfectly private.

Theorem 2. The proposed DMA-ABS scheme is unforgeable (adaptive-predicate unforgeable)
under the DLIN assumption in the random oracle model.

For any adversary A, there exist probabilistic machines £y, s, E3.1, E3.2 and &4, whose running
times are essentially the same as that of A, such that for any security parameter \,

Vs
AdVElMA—ABS,UF()\) S AdV?lLIN(A) + ZAdV?;LN()\)
h=1

Vi

+ 3 (AdVBEN () + AdVBHN (1)) + AdBEN () + €,
h=1

where Eop () := Ea(h,-), E3-p1(7) = Es-1(h, ), Es-p2(-) = Es.a(h,-), vs (resp. vy ) is the mazimum

number of queries to signing oracle (resp. random oracle Hy ), and € := ((d+6)vs+ (2d+10)vy +

3d + 11)/q.

The (standard) DLIN assumption is given in Appendix 4. Theorems 1 and 2 are immediately
obtained from Theorems 3 and 4 (in Appendix C.4) on the proposed DMA-FS, whose proofs
are also given in Appendix C.4.

5.5 Performance

In this section, we compare the efficiency and security of the proposed DMA-ABS scheme with
the existing MA-ABS schemes in the standard model (instantiation 2 in [43] and MA-ABS
in [48]) as well as the ABS scheme in the generic group model (instantiation 3 in [43]) as a
benchmark. Since all of these schemes can be implemented over a prime order pairing group,
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the size of a group element can be around the size of F, (e.g., 256 bits). In Table 1, ¢ and r
represent the size of the underlying access structure matrix M for a predicate, i.e., M € F;X’”.

For example, some predicate with 4 AND and 5 OR gates as well as 10 variables may be
expressed by a 10 x 5 matrix, and a predicate with 49 AND and 50 OR gates as well as 100
variables may be expressed by a 100 x 50 matrix (see the appendix of [38]). A is the security

parameter (e.g., 128).

Table 1. Comparison with the Existing MA-ABS Schemes

MPRI10 [43] MPR10 [43] OT11 [48] Proposed
Instantiation 3 Instantiation 2
Signature size C4r+2  |36042r+9N+12 0+ 11 13¢
(# of group elts)
Decentralized X X X v
Model generic group standard standard random oracle
ode model model model model
Security full full full full
Authority Corruption Type strong strong weak weak
Assumptions CR hash DLIN DLIN and CR hash DLIN
Predicates monotone monotone non-monotone non-monotone
Sig. size example 1
(=10,r =5, A= 128) 17 1534 81 130
Sig. size example 2
(£ =100, = 50, A — 128) 152 4864 711 1300

6 Concluding Remarks

We presented the first DMA-ABS scheme, in which no central authority and no trusted setup
are required. An adaptively secure DMA-FE scheme with no trusted setup was also presented.

One of the most important remaining problems in this paper is to construct a DMA-ABS (and
DMA-FE) scheme in the standard model (without random oracles). It would be also important
to realize a DMA-ABS (and DMA-FE) scheme with no trusted setup in a stronger authority
corruption model (like that in [43]), and to introduce a revocation mechanism in a DMA-ABS
scheme.
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A Security of MA-ABS Schemes When Central Authority is Corrupted

Three MA-ABS schemes, which are based on single-authority ABS schemes, Schemes 1, 2 and
3, have been presented in Appendix F.1 of [43]. Here, we call them Schemes 1-MA, 2-MA and
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3-MA. In this appendix, we will show that the three MA-ABS schemes are totally broken if the
central authority (called “the signature trustee” in [43]) is corrupted.

In Schemes 1-MA and 2-MA, the role of the central authority is to issue its own signature
verification key (public key) and a CRS for the NIWT protocol. Their attribute-based signature
scheme is based on the OR-proof on attribute authorities’ signatures for attributes or the central
authority’s signature for pseudo-attributes. Therefore, if the central authority is corrupted, or
an attacker can get the signing key (secret key) of the central authority, then the attacker can
forge a signature for any policy and message, as the simulator for the security proof can do.

In Scheme 3-MA, the role of the central authority is to issue a public key including (Ao, ho)
and signature verification key T'Ver, where ag with Ay = hg” is a secret key of the central
authority, and to issue user uid a token 7 := (uid, Kpase, Ko, p), where p is the authority’s
signature on uid||Kpase that is verified by TVer.

In the last paragraph of Appendix F.1, a modification based on the random oracle model
(ROM) is described such that Kpase can be a hash value of uid, i.e., Kpase := R(uid) for some
hash function R or the random oracle. By this modification, the token can be simper under ROM
such that 7 := (uid, K). Note that, however, even in this modification, the central authority
still has a secret key ag, and the secret key plays an essential role for the security.

If the central authority is corrupted, or an attacker can get the secret key, ag, then for any
policy 7 and message m, the attacker can compute S; := (Cg")" (Vi € [{]), Y = (Cg")?
(w J Zp), P :=h{"- Hle(AlB?(l))M“'”, W =YY% and P; for j = 2,...,t are the same as
the original ones. Here, all the notations follow those in the description of ABS.Sign in page 12
of [43]. The obtained (forged) signature, o := (Y, W, S1,...,Sp, P1,..., P), for (¥, m) is verified
validly. That is, by getting the secret key of the central authority, the attacker can forge a
signature for any policy and message (even using ROM additionally).

B Anonymous Credentials

The notion of anonymous credentials (ACs) [2,3, 15,17, 18, 21] provides a functionality for users
to demonstrate anonymously possession of attributes, but the goals of ACs and (DMA-)ABS
differ in several points.

First of all, (DMA-)ABS is a class of signatures, which are non-interactive primitives and
can be used as transferable digital evidence, while ACs are typically (non-transferable) interac-
tive protocols to prove the possession of credentials. Nevertheless, chosen-message-attack secure
signatures can be employed to construct an interactive protocol by signing a random number
challenge from a verifier, and non-interactive ACs [3] have been proposed. So, we will focus
on the other properties of (DMA-)ABS and ACs rather than the difference in signatures and
interactive protocols. Since AC considers multiple authorities, we will compare DMA-ABS and
AC hereafter.

The first difference between DMA-ABS and ACs is the number of attributes for which an
attribute authority is responsible. In DMA-ABS, each authority can issue credentials (or keys)
to users for an unbounded number of attributes (e.g., ¢ = O(2*) many attributes, where X is
the security parameter), and a user reveals only a predicate on the attributes that the user
possesses, rather than the individual attributes themselves. In contrast, an authority in ACs is
typically considered to be responsible for only a single attribute. Therefore, the public key size
increases linearly with the number of attributes in ACs, while the size in DMA-ABS increases
with the number of authorities. Camenisch and Grof [15] introduce an AC system with an
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unbounded number of attributes for an authority, but the admissible predicates are limited to
a single level of disjunctions or conjunctions of attributes, whereas more general predicates are
typically available in our DMA-ABS.

The second difference is the anonymity when a user registers with multiple authorities (or
requests multiple authorities to issue credentials/keys with attributes). In ACs the multiple
registrations of a user cannot be linked to each other, while they can be linked in DMA-ABS
schemes. For example, in this paper a user provides the identity of the user to multiple author-
ities. However, this information in the registration (key-issuing) stage is the only information
that DMA-ABS leaks, and no privacy is revealed after the registration stage, e.g., even collud-
ing authorities cannot identify the user when a user proves some predicate on the credentials in
DMA-ABS. This provides sufficient anonymity in many applications.

As a summary, ACs and (DMA-)ABS aim at different goals: ACs target very strong anonymity
even in the registration phase, whereas under less demanding anonymity requirements in the
registration phase, (DMA-)ABS aims to achieve more expressive functionalities, more efficient
constructions and new applications. In addition, (DMA-)ABS is a signature scheme and a simpler
primitive compared with ACs.

C Decentralized Multi-Authority Functional Signatures

C.1 Definitions of DMA-FS

Definition 10 (Decentralized Multi-Authority FS : DMA-FS). A decentralized multi-
authority FS scheme consists of the following algorithms/protocols.

GSetup, ASetup, AttrGen are the same as those for DMA-ABS in Definition 7.
Sig This is a randomized algorithm. A user signs message m with claim-predicate (access struc-
ture) S := (M, p), only if there is a set of attributes I' such that S accepts I, the user has

obtained a set of keys {uskgiq 1.z, | (t,71) € I'} from the attribute authorities. Then sig-

nature o can be generated using Sig(gparam, {apky, uskgig (.}, M, S), where uskgiq (1z,) X

AttrGen(gparam, t, ask¢, gid, Z;).

Ver To verify signature o on message m with claim-predicate (access structure) S, using a set
of public keys for relevant authorities {apk,}, a user runs Ver(gparam, {apk,},m,S, o) which
outputs boolean value accept := 1 or reject := 0.

C.2 Security Definition of DMA-FS

The definition of perfect privacy for the decentralized multi-authority F'S is essentially the same
as that of the ABS given in [48].

Definition 11 (Perfect Privacy of DMA-FS). A DMA-FS scheme is perfectly private,
if, for all gparam R GSetup(1%), for all (asky,apk,) AL ASetup(gparam,t) (1 < ¢t < d), all
messages m, all attribute sets I'y associated with gid; and Iy associated with gidy, all signing
keys {uskg 1 i AttrGen(gparam, t, asky, gidy, 7¢1) } 1.z, )er, and {uske 2 Ai AttrGen(gparam, ¢, asky,
gidy, ft72)}(t,it,2)€F27 all access structures S such that S accepts Iy and S accepts I, the distribu-
tions Sig(gparam, {apk,,usks1 | (t,Z1) € I1},m,S) and Sig(gparam, {apk;,uske o | (¢, Z¢2) €
Ib},m,S) are equal.
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For a DMA-FS scheme with perfect privacy, we define algorithm AltSig(gparam, {apk,, ask},
m,S) with S and master key ask; instead of I" and {uskgjq (,7,) } (,7,)er: First, generate uskgiq (1 2,

R AttrGen(gparam, ¢, ask¢, gid, ©;) for arbitrary I' := {(¢,%;)} which satisfies S, then o AL
Sig(gparam, {apk;, uskgig (¢.3,)},m,S). Return o.
We let S the set of authorities. We assume each attribute is assigned to one authority.

Definition 12 (Unforgeability of DMA-FS). For an adversary, we define AdvElMA'FS’UF()\)

to be the success probability in the following experiment for any security parameter A\. A DMA-FS
scheme is existentially unforgeable if the success probability of any polynomial-time adversary is
negligible:

1. Run gparam X GSetup(1*) and give gparam to the adversary A. For authorities t € T, run

(ask¢, apk;) & ASetup(gparam) and give {apk,}ier to A. Adversary A specifies a set T' C T
of corrupt attribute authorities, and gets {asky e

2. The adversary A is given access to oracles AttrGen and AltSig over S := T\ T".

3. At the end, the adversary outputs (m',S' o).

Let I'gy, == {(t € S,%)} (i = 1,...,vg) queried to the AttrGen oracle with gid;. We say
the adversary succeeds if (m',S") was never queried to the AltSig oracle, S’ does not accept
Igia, with any gid; (i = 1,...,vg), queried to the AttrGen oracle, S’ is specified over S, and
Ver(pk,m',S',o") = 1.

C.3 Proposed DMA-FS Scheme

We define function p : {1,...,¢} — {1,...,d} by p(i) := t if p(i) = (t,7) or p(i) = —(t,7),
where p is given in access structure S := (M, p). In the proposed scheme, we assume that p is
injective for S := (M, p) with signature o = os. We will show how to relax the restriction in
Appendix F. In the description of the scheme, we assume that input vector Z; := (z¢1,..., Tt n,)
is normalized such that z;; := 1. (If #; is not normalized, change it to a normalized one by
(1/x41) - &4 assuming that z;; is non-zero). In addition, we assume that input vector v; :=
(vi1,...,vin,) satisfies that v;,, # 0. We refer to Section 1.5 for notations on DPVS, e.g.,
(x1,...,2N)Bs (Y1,-- ., yN)B for z;,y; € Fy, and €} ;. For matrix X := (x; ;)i j=1,..N € FéVXN
and element v in N-dimensional V, X (v) denotes Eﬁ\;i\szl Xi,j®ij(v) using canonical maps
{#i;} (Definition 2). Similarly, for matrix (9; ;) := (X 1)1, (X~ T(v) := Eﬁ\ii\szl Vi i (V).
It holds that e(X (z), (X 1)T(y)) = e(x, y) for any x,y € V.

GSetup(1Y) :  paramg := (¢,G,Gr, G, e) <X Gopg(1Y),  Hy:{0,1}* — G; Hy:{0,1}* — Fy;
return gparam := (paramg, Hq, Hs).
Remark : Given gparam, the following values can be computed by anyone and shared
by all parties:
Go:=Hi (0N €G, Gy:=H (0™11)€G, Go:=Hi(0"%1,0)€G, gr:=e(Go,G1).
ASetup(gparam,t) :  paramy, := (q,V;,Gr,A¢,€) := devs(l)‘, 5ny + 3, paramg),
X, < GL(5n; + 3,F,),
b, = X:((07, Go, 0°F370)), b7, o= (X)) M0, Gy, 0°F374) for v =1,...,5m; + 3,
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nt 3nt+2 nt 1

P
B;L = (XtT)il (( 0L71> G27 OntiLv Ognt+2> (Et,b,lle '-795t,L,mG17 0 ))a
where ém = (Pta1s- s Prume) & Fq”t, forv=1,...,n,
By = (bii,- - besnss)s By = (01, b 5n4s)s Bii= (buty- .., bron2, bisnts),
I@I = (6?,17 ce 75:,7%’ br,m—i-l’ tety b;fk,Znt+2v b::,4m+37 ] b;fk,5nt+2)’

return ask; := Xy, apk, := (paramvt,lﬁ%t,@f).

- A~ 2 PN
Remark : Let m € F; s.t. Go = G, then by, = ( wéy,, 03ret2, Grys 0 gy fore=1,..

AttrGen(gparam, t, aske, gid, T = (z11,...,Trp,) € F0\ {0} such that ;== 1) :

_ . U
Ggid = Hi(gid), Bt := (P, Ptn,) — LA

ne nt 2
=
P Ty—1 2
k? T (Xt ) (( xt,lGla ~-7$t,ntG17 xt,ngida "7$t,nf,Ggid7 O Y
2n¢ nt 1
— =
OQnt: @t,lGlg-';@t,ntGla 0 ))7

return  uskgig ¢ z,) = (gid, (t,74), k7).

Remark : Let § € Fy s.t. Ggig = 6G1, then ki = (/?Et\, 0Ty ,
Sig(gparam, {apk, uskgig 1,7,) = (gid, (, 71), k{)}, m, S:= (M, p)) :
If S:= (M, p) accepts I' := {(t,7;) € uskgiq ()}, then compute I and {a;}ier
such that 1= ZZ—E] a; M;, where M; is the i-th row of M, and
IC {ie{l,....0} [p(i)=(t,0;) N (t,%) e N U;-Ty =0]
Voo p(i) =t 0) A (6,3) el N U - T £0] },
b AT, = vifiel, =0t igl fori=1,...,0
fori=1,....0 G Fq (Bi0),(Bi1) < {(Br,....00) | X, Bid; = 0},

(2

«+ U * * — .
where 77 <=span(b; 4, 135 -+ Ut 5n,2)s and v, i j = (Yig1, - Yigme) for j = 0,1,

are defined as

return 8" := (s],...,s;).
Ver(gparam, {apk}, m, S:= (M, p),s"):

f<—UFZ, 5T = (s1,...,80)" =M fr, sg:=1-fT,
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—

f_7<—RIFZ st. T-fT=0, 87 :=(s,....,s) =M. 7,

fori=1,...,¢,

if p(i) = (¢, 7 :== (vi1,- -, Vim,) € FG0\ {0} such that Vin, #0), 6;,0.,07 & F,,
ne nt 2 2n¢ ne 1
A ~ 7\ e NN N

Cc; = ( Sigt,l + 9117,, 8;513’1 =+ 9;171, 62’(H2(m, S), —1), 027%7 Ont, 7; )]Bt7
. . _ U
if p(Z) = _'(tv Ui)v 9;/7777? — IE‘q7

ng ng 2 2ny ne 1
A A A A
C;, .= ( Siﬁi, S,il_fi, Gg’(HQ(m,S), —1), OQnt, Ont, i )Bt7

Cat1 := g7, return 1 if Hle e(c;, 87) = cq41, return 0 otherwise.

[Correctness] If S := (M, p) accepts I" := {(t, %) € uskgig,(1.2,)}

Y4 . A 7 ) ) )
[Tz e(ci, s7) = TLicreei, k) - Tz TLE elei, b))¥i0re(es, bztﬂ)(wzxt’ﬂr%’l’b)

ai(si+(0+)s]) ¢ 7Bi,08:+8i,15; Sier qilsiH(6+Y)s;) SN0 (wBi 08B, s%)
=Lier 97 lizh 97 ’ = 97" g ’ '

. Y4 Y4
= gfpo, since Zie] @;s; = so and Zie[ Qis; =Y iy Biosi = )=y Bins; = 0.

C.4 Security of the Proposed DMA-FS

Theorem 3. The proposed DMA-FS scheme is perfectly private.

Proof. Before starting the proof, we first define function AltSig specified in the proposed DMA-
FS scheme as follows:

AltSig(gparam, {apki,ask;}, m, S)
SEE, (@) €) 2,8 | YL M =T},

fori=1,...,¢,
if p(i) = (1,7),
R U,.- = - - - - =
then 2,05 Zi,l) — {(Zi,o, Zi,l) | Zi0 Ui = Zi1 "V = 0, 2i,0,1 = &is Zi1,1 = 55{ }7 (1)

if p(i) = = (¢,7;),
R VA, S L L=
then (Zjo,%i1) < {Zi0,Zi1) | Zio-Ui =&, Zi1-U; =0 },

2n¢ 2 2n¢ ne 1
N — N
> o - U - U
3: = ( 2,05 Zi,1, C@(l,HQ(m,S)), Oznta 04, 0 )]B; where C’L — F(p 0j < tha
return 8% := (s],...,s)).

Remark: Theorem 3 implies that AltSig defined above is equivalent to AltSig defined just after
Definition 11, and this justifies the notations.

We now start the proof. This theorem is true if the following statement is true, where AltSig
is defined above: . .
For all gparam « GSetup(1%), (ask¢, apk;) < ASetup(gparam, t), all messages m, all attribute

sets I" associated with gid, all signing keys {uskgig, (1.7, R AttrGen(gparam, ¢, ask, gid, ;) }, all
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access structures S such that S accepts I' := {(¢, %)}, the distributions of Sig(gparam, {apk,
uskgid,(1,#,) ), ™, S) and AltSig(gparam, {apk,ask;}, m, S) are equal.

In the proposed DMA-FS scheme, (s7,...,s}) Ai Sig(gparam, {apk, uskgiq (1,7, }, ™M, S) are
expressed by

s; = (Z;-,O,Z;J,Q(l,Hg(m,S)),OQ”t,&i,O)B; (i=1,...,£41), where
for 1 <i </,
ifiel A p(i)= (1), Zip=0Zt+ 1Yo Zin = (0 + )T+ Gin
where Gij < {Gig | iy T =0 A yija =iy} for j=0,1,
ifiel A p(i)=-(t1), Zio=(0a;/(V;Z))T + 750,
Zi1 = (0 /(Ui - T4)) (0 + )T + i1,
where §i,; <> {ii; | §ij- U =B} for j=0,1,
ifigI A p(i)=(t,0), Zio=mYio, Zi1=¥i1,
where i < {Fij | Gij T =0 A yija =iy} for j=0,1,
ifigI A p(i)=~(t, ), Zio=mYio, Zi1 =Y,
where §i; < {7i; | §i,- 0 = Bij} for j=0,1,
Let & := (o, ..., qa;) such that o} := o if i € I and o} :==0if i ¢ I, and 5= 0 + 1), then it can
be rephrased by
for 1 <i </,
(%0, Zi1) & {(Zio,Zi1) | Zip-Ui=2i1-0U; =0
A zioq = &b+ i, zian = 0as+ fia} if p(i) = (t,7),
(Z0,%i1) = {(Zi0s Zin) | Zio- B = &+ wBio, Zia - = 0al+ Bia} if p(i) = (1, 7),
where 0 is uniformly and independently distributed in F, for each signature generation.
On the other hand, (s},...,s}) R AltSig(gparam, {apki,ask;}, m, S) are expressed by
s; = (Zi,o,,?i,l,Q(l,Hg(m,S)),O%t,&},O)Er where
fori=1,...,¢,
(Zi0 Zin) < {(5i0,5i1) | Bop - 5 = 201+ 0 = 0, 201 = &, 211 =08 }, if pli) = (&, 5),
(Fios 1) < {50, 5i1) | B0 05 =&, Fin =06}, if p(i) = ~(t,5).
For any {a/} such that S a/M; =1 and 7 € ¢, the distributions of
((0/1 + 7010, go/l + B11)s -+, (o + 7B, goz} + ﬁm))

st 0= Fy (B0), (1) < {(8) | Xi_ fiM; =0} and
(€1, 961, - (&, 3€))
st. 82 Fy, (6),(6) < {(&) | T aMi=T1},
are equivalent. Therefore, distributions Sig(gparam, {apki, uskgid (.7}, m, S) and AltSig(gparam,

apk, asks}, m, S) are equivalent. O
{apkt, , m, q
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Theorem 4. The proposed DMA-FS scheme is unforgeable (adaptive-predicate unforgeable) un-
der the DLIN assumption in the random oracle model.

For any adversary A, there exist probabilistic machines E1,Es, E3.1, E3.0 and E4, whose running
times are essentially the same as that of A, such that for any security parameter A,

AdvOVAFIIE ) < AdVBEN(A) 4 S0 AdvRHIN ()
+ 3577 (ADVEEN () + AdveHN (1) + AdvEHN () + e,

E3.p-1 E3.p-2
where Eo p () := Ea(h, ), E3.p1(7) = Es1(h, ), Espa(:) := Esa(h, ), vs (resp. v ) is the mazimum
number of queries to signing oracle (resp. random oracle Hy ), and € :== ((d+6)vg+ (2d+10)vy +
3d +11)/q.

Proof Outline of Theorem 4: As mentioned in Section 5.2, secret signing keys and verification
texts in our DMA-FS are the counterparts of secret decryption keys and ciphertexts in DMA-
FE. Based on this correspondence, we follow the dual system encryption methodology proposed
by Waters [58], at the top level of strategy of the unforgeability proof. Signatures have two
forms, normal and semi-functional, secret keys have three forms, normal, pre-semi-functional
and semi-functional, and verification texts (ciphertexts) have four forms, normal, temporal, pre-
semi-functional and semi-functional (see Table 2). The real system uses only normal forms, and
other forms are used only in a sequence of security games for the security proof. (Additionally,
verification texts have non-functional form. See below.) In addition to verification texts, secret
keys and signatures, a part of public key, b}, has two forms, normal and semi-functional.

We employ Game 0 through Game 5. In Game 1, the verification text is changed to temporal
form. When at most vg signature queries are issued by an adversary, there are vg game changes
from Game 1 (Game 2-0), Game 2-1 through Game 2-vg. In Game 2-h, the first A (including the
h-th queried) signatures are changed to semi-functional form, while the remaining signatures
are normal.

Then, when at most vy random oracle queries for H; are issued by an adversary, there are
4vg game changes from Game 2-vg (Game 3-0-4), Game 3-1-1, Game 3-1-2, Game 3-1-3, Game
3-1-4 through Game 3-vg-1, Game 3-vg-2, Game 3-vgy-3, Game 3-vg-4.

In Game 3-h-1, the verification text is changed to pre-semi-functional form, and keys for
the first h — 1 random-oracle queried global identities, gid, are semi-functional form, while the
remaining keys are normal. In Game 3-h-2, key for the h-th global identity is changed to pre-
semi-functional form while the remaining keys and the verification text is the same as in Game
3-h-1. In Game 3-h-3, the verification text is changed to semi-functional form while all the
queried keys are the same as in Game 3-h-2. In Game 3-h-4, key for the h-th global identity is
changed to semi-functional form while the remaining keys and the verification text is the same
as in Game 3-h-3. At the end of the Game 3 sequence, in Game 3-v-4, all the queried keys are
semi-functional forms (and the verification text is semi-functional form). In Game 4, a part of
authority public key, 5;‘ ,» are changed to semi-functional form. In Game 5, the verification text is
changed to non-functional form since all the queried signatures, keys, and E;" , are semi-functional
form. In the final game, advantage of the adversary is at most 1/q.

We summarize these changes in Table 2, where shaded parts indicate the verification text,
keys, signatures, public keys which were changed in a game from the previous game.

As usual, we prove that the advantage gaps between neighboring games are negligible.
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Table 2. Outline of Game Descriptions: In the table, norm., temp., pre-s.f., s.f., and non-f. stand for normal,
temporal, pre-semi-functional, semi-functional, and non-functional, respectively.

chalk. queried signatures queried keys BZ‘,L
CT [ 1| - h=1]|n|n+1 - |us| 1 o h=1] n |h+1 - |

Game 0|| norm. norm. norm. norm.
1|| temp. norm. norm. norm.
2-1|| temp. s.f.‘ norm. norm. norm.
2—hH temp. ‘ s.f. ‘ s.f.‘ norm. ‘ norm. norm.
2-vg|| temp. s.f. ‘ s.f. norm. norm.
3-1-1|| pre-s.f. s.f. norm. norm.
3-1-2|| pre-s.f. s.f. pre-s.f. norm. norm.
3-1-3|| s.f. s.f. pre-s.f. norm. norm.
3-1-4|| s.f. s.f. s.f. norm. norm.
3-h-1|| pre-s.f. s.f. s.f. norm. norm.
3-h-2||pre-s.f. s.f. s.f. pre-s.f. norm. norm.
3-h-3|| s.f. s.f. s.f. pre-s.f. norm. norm.
3-h-4{| s.f. s.f. s.f. s.f. norm. norm.
3-vy-4|| s.f. s.f. s.f. s.f. norm.

4| st s.f. s.f. s.f

5|| non-f. s.f. s.f. s.f.

—

We denote verification text by €:= (ci,...,¢p), and keys by k* := (k{)(;.z,)er in this proof
outline. In addition, we ignore a negligible factor in the (informal) descriptions of this proof
outline. For example, we say “A is bounded by B” when A < B + €(\) where €()) is negligible
in security parameter \.

A normal secret key, k*"™ (with attributes (¢, 7)), is expressed by Eq.(2), and a normal
signature, §*"°™ (with access structure S) is expressed by Eq. (4), which are the correct forms
of the secret key and signatures of the proposed DMA-FS scheme, respectively. Similarly, a
normal verification text (with S), €"°™, is expressed by Eq.(5), and normal form of (a part
of) public key Et’jf”“ is given in Eq. (3). A temporal verification text is expressed by Eq. (6). A
semi-functional signature, §%™  is expressed by Eq. (7). A pre-semi-functional verification text,
cPresemi g expressed by Eq. (8) and a pre-semi-functional secret key, k* pre-semi g expressed by
Eq. (9). A semi-functional verification text, €™ is expressed by Eq. (10) and a semi-functional
secret key, k* semijg expressed by Eq. (11). A non-functional verification text, "™, is expressed

by Eq. (13).
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To prove that the advantage gap between Games 0 and 1 is bounded by the advantage of
Problem 1 (to guess 8 € {0,1}), we construct a simulator of the challenger of Game 0 (or 1)

(against an adversary .4) by using an instance with 3 S {0,1} of Problem 1. We then show that
the distribution of the secret keys and verification text (in the final step) used by the simulator
is equivalent to those of Game 0 when § = 0 and those of Game 1 when 3 = 1. That is, the
advantage of Problem 1 is equivalent to the advantage gap between Games 0 and 1 (Lemma 7).
The advantage of Problem 1 is proven to be equivalent to that of the DLIN assumption (Lemma
1).

The advantage gap between Games 2-(h—1) and 2-h is shown to be bounded by the advantage
of Problem 2’; i.e., advantage of the DLIN assumption (Lemmas 8 and 3).

We then show that Game 3-(h — 1)-4 can be conceptually changed to Game 3-A-1 (Lemma
9), by using the fact that parts of bases, (bt 2n,+3,- - -, btan,+2) and (b} 9, 155+ -+, b} 4, 40), are
unknown to the adversary. In particular, when h = 1, it means that Game 1 can be conceptually
changed to Game 3-1-1. When h > 2, we notice that normal key and semi-functional verifi-
cation text, (E* norm @semi) " are equivalent to normal key and pre-semi-functional verification
text, (E* norm gpre-semi) - oxcept that (0-)shared secret {riti=1,..¢ with 7o = 0 is used in gpre-semi
instead of ordinary shared secret {r/'};—; o with r{ & [F, for some coefficient vector in csemi.
This change of coefficient vectors can be done conceptually since zero vector 0™ is used for the
corresponding part in fxnorm

The advantage gap between Games 3-h-1 and 3-h-2 is shown to be bounded by the advantage
of Problem 2, i.e., advantage of the DLIN assumption (Lemmas 10 and 2).

We then show that Game 3-h-2 can be conceptually changed to Game 3-h-3 (Lemma 11),
where we use the fact that all queried keys {(¢,Z;)} do not satisfy S that adversary out-
put. Here, we notice that pre-semi-functional key and pre-semi-functional verification text,
(k* pre-semi_ cpre‘semi), are equivalent to pre-semi-functional key and semi-functional challenge ci-

phertext, (k*Presemi csemi) except that shared secret {r!};—1 ., with r{ & F, is used in ™

instead of {r; }i=1,.. ¢ with ro = 0 for some coefficient vector in cPresemi Therefore, this conceptual
change is proved using Lemma 6.

The advantage gap between Games 3-h-3 and 3-h-4 is similarly shown to be bounded by the
advantage of Problem 3, i.e., advantage of the DLIN assumption (Lemmas 12 and 5).

We then show that the advantage gap between Games 3-vp-4 and 4 is bounded by the
advantage of Problem 27 i.e., advantage of the DLIN assumption (Lemmas 13 and 4).

We then show that Game 4 can be conceptually changed to Game 5 (Lemma 14) by using the
fact that parts of bases, (bt,3n,+3, - - -, bran,+2) and (b 4, ..., b; . ), are unknown to the adversary.
Proof : To prove Theorem 4, we consider the following (vs + 4vg + 4) games. In Game 0, a
part framed by a box indicates coefficients to be changed in a subsequent game. In the other
games, a part framed by a box indicates coefficients which were changed in a game from the
previous game.

Game 0 : Original security game. That is, k:t(h)* € uskgiq, (¢,7,)» Which is a reply to AttrGen

query for the h-th global identity, (gidy,, (t,2;)) with ¢t € S for h=1,... vy is:

nt nt 2 2n¢ nt 1
(h)* (h) (h) ; ?h) (2)
kt = ( ft s 5(h)ft s 02, 7 SBt s 0 )BZ"
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where 5 2 Fy, cﬁffh) & [Fyt, and {E;L}L:I,.A.,nta which is a part of apk, is:

nt nt 2 2nt nt 1

b* — = 2 = —
by, = ( méy,, 0", 0% 0™, , Gty 0 )pr fore=1,...,m,

where m < Fq’ém & [y, and {sgh)*}i:h“’g, which is a reply to the h-th AltSig query for

(m(h)vg(h)) with S(®) .= (M,p) for h=1,...,vg is:

nt nt 2 2n¢ i 1

SZ(‘h)* ::( u_);(h)7 u_;;(h)) Cl(l)HQ(m(h)’S(h)))’ Ontv ) o_:iv 0 )B:a

where 6, ¢;  Fg, & < F, (&), (€) < {(€1,.-,&) | Xl &M; =T}, and for i = 1,...,4, if
pli) = (t,), then (@, @) &£

&, the 1-st coordinate of W = g&; }if p(i) = —(t, 7;), then (ﬁgh),w’;(h)) S {(wWy, @) | ;- 0; =
and the verification text {¢;}i=1,.. ¢, cas1, for (m/, ') with S’ := (M, p), which is used for verifi-
cation of the output of the adversary A at the end of the game is:

- — —,

) — {(W;, @) | W; - U = W} - U; = 0, the 1-st coordinate of w; =

if p(Z) - (t717i)7
ne ne 2 2n¢ ne 1

N - — NN

ci o= ( [5ifeus + 0T, sién + 04, 0)(Ha(m!,S),—1), [02] 07, m; )g,

nt ng 2 2ny ne 1 (5)
—~ =~ — NN
if p(7’> - _'(t717i)7 Ci == ( Uiv Sggia 02/([{2(7%/’8/)7 _1>7 7 Ontv U )Btv
a1 = 97,

where f 2T f1 & {F €T | T- T =0},50 := T-fT, 50 := M- ¥, 8, := M;- f'7,0,,0, 07,1 <
F,.

Game 1 : Same as Game 0 except that (a part of) the verification text, {¢;}i=1,. s, for (m/,S')
with S’ := (M, p), which is used for verification of the output of A at the end of the game is:

nt nt

2
A A R

ci:=( si€1+ 00, siep1 +0;v;, 07 (Ha(m/,S'),—1), 0™, , 0", n; )B,, ¢ (6)
ne nt 2 2n¢ nt 1

—~ N AN AN
if p(Z) :_'(tvﬁi)v C; ::( Siﬁia 8;1723 92’(H2(TTL’,S’),—1)’ Onta Zi> Ontv i )Bt7
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- U . .
where Z; < [Fj*, and the other variables are generated as in Game 0.

Game 2-h (h=1,...,vg): Game 2-0 is Game 1. Game 2-h is the same as Game 2-(h — 1)
except that the reply {sgh)*}i:h“’g to the h-th AltSig query for (m, SM) is:

ne ne 2 2n¢ ne 1

s = (i, a, GO Hm®,s0), o (@] s 0 g,

where ﬁgh)

J [y, and the other variables are generated as in Game 2-(h — 1).
Game 3-h-1 (h=1,...,vg) : Game 3-0-4 is Game 2-vg. Same as Game 3-(h — 1)-4 except
that (a part of) the verification text, ¢;, for (m’,S") with §' := (M, p) in the final step:

nt nt 2

N

If p(Z) = (t,UZ’), C; = ( SZ'E%J + 9127“ Sggt,l + 9;’171, 9;’(H2(m',S'), —1),

2n4 ng 1
e YarhaN
(ri€ia +wilh) - Zy, Ti€q +wit; |, 0™, m )y, (8)
If p(i) = —(t, i),
nt nt 2 2n¢ nt 1
—~ N AN AN

C; ::< S’i'[_)tia 82771', Hyljl(H2(m/7S/)7_1>7 T'iﬁi . Zt7 7";7_); ) 0nt7 i )IBN

where §<—U {g ey | I-d"=0},7 J Fy,ri = M; cgrrhi=M; - gt 7, J GL(n,Fy), wi,w, J
4, and the other variables are generated as in Game 3-(h — 1)-4.

Game 3-h-2 (h=1,...,vg): Game 3-h-2 is the same as Game 3-h-1 except that the reply
kt(h)* € uskgiq, (1,7,) 10 AttrGen query for the h-th global identity gid;, with ¢ € S is:

ne 2 2ny nt 1

nt
—— A

9)
S O S (OF R SR PO T QN R R R

where (") Y Fy, Up = (Z; 1" for Z, J GL(nt,Fy) used in Eq. (8), and the other variables are
generated as in Game 3-h-1.

Game 3-h-3 (h=1,...,vg) : Same as Game 3-h-2 except that (a part of) the verification
text, ¢;, for (m/,S") with S’ := (M, p) in the final step:

ne ne 2
N

if p(l) = (tﬂj'i)? C; = ( sié;fJ + 911717 Ségt,l + 9;1727 9;/(H2(m/a Sl)v _1>7

2n¢ n 1

et VN
(€t71 + wlﬁl) : Zta ngt,l + w;ﬁiv Ontv i )]Bt7 (10)
if p(i) = —(¢,7;),
nt nt 2 2n¢ ne 1
—~ N - AN AN

¢ = ( siv;, s, 0!(Ha(m/,S),—1), 171-~Zt, i, 0", n; )B,,
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where ¢ Jr 0 ! := M; - g', and the other variables are generated as in Game 3-h-2.

Game 3-h-4 (h=1,...,vyg) : Game 3-h-4 is the same as Game 3-h-3 except that the reply
kzgh)* € uskgiq, (1,7,) 10 AttrGen query for the h-th global identity gid;, with ¢ € S is:

ng nt 2 2t n !
g e (11)
e G L - R R [ O e RN I

where 7/(") Y F,, and the other variables are generated as in Game 3-h-3.

Game 4: Game 4 is the same as Game 3-vg-4 except that a part of apk,, {fl;:‘f’[,}L:l,...,nt? for
teSis:

ne nt 2 27’Lt nt 1
—N— —~ N (12)
b%k,[, = ( 7'[-6_%7“ Ont’ 027 Ont7 né;f,L 9 [)Zt’m O )B?a

where 7 S FF,, and the other variables are generated as in Game 3-vpy-4.
Game 5 : Game 5 is the same as Game 4 except that (a part of) the verification text,
{citiz1,. o catr, for (m/,S") with S := (M, p) in the final step is:

If p(i) = (t,5i = (vig, ... Vin,) € B\ {0}) (vim, #0),

nt nt 2

civ=([5ileia + 0, siéia + 05, 0 (Ha(m',S'), 1),

2n¢ nt 1
N AN
(ri€i1 +wity) - Zy, Ti€1 + Wi, 0™, 1 B, (13)
If p(i) = —(t, 0;),
ne ne 2 27745 ne 1
——— AN

ci = ( 171', sili, 0 (Ho(m/,S'),=1), vt Zy, 7@, 0™, m; g,

Cd+1 = g7 /

where f & Fy,si = M;- f_T and sg J FF,. The other variables are generated as in Game 4. Here,
we note that sy is independent from all the other variables.

Let Adv(Y(A) be AdVEMAFSUF(N) in Game 0, and Adv’ (1), AdvE™ (0), AdvE D (), ..,
Advf'h'4)()\),Adv%)()\),AdvEf)()\) be the advantage of A in Game 1,2-h,3-h-1,...,3-h-4,4,5,
respectively.

It is obtained that Advi’)()\) = 1/q by Lemma 15. We will show eight lemmas (Lemmas
7-14) that evaluate the gaps between pairs of Advi?)()\), Advfi)()\), Advf'h)()\) forh=1,...,vg,
Advf_h_l)()\), e Advf_h_4)()\) for h =1,...,vgy, Adv%)()\) and Advf)(A). From these lemmas

and Lemmas 1, 2 and 5, we obtain AV FSUF()) = Adv(P()) < ‘Advfg)()\) — AV )|+
v, 2-(h—1 2-h v 3-(h—1)-4 3-h-1
vy AV 0) = A0 ()| 4+ o [AdvE T ) — AdviETE )]+
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S8 v [AdvE () — Ady @) HAd G ) — Advl] MAdv (\) — Adv(5)()\)‘

5 1%
FAVG (A) < AdVEI(N) + 08, %glvNBQ ROE D(ﬁgv& )+ Adv%um(”) + AdvD% N(A) +
((d+1)vs+2dvg+2d+1) /g < AdVEIN () + 3275 AdVEHN () +3207 ) (AdvEEIN (3) + AdvBEN () +

Adv DL'N()\) + ((d+6)vs + (2d + 10)VH +3d+ 11)/q. This completes the proof of Theorem 4. O

C.5 Structure of Reductions for Theorem 4

Game 2-0 Game 3-0-4
M 1
Game Game Game Game Game |
0 1 21 2-2 2-vS
= = =
N
Problem 1 Problem 2’
b 1
DLIN
] Game Game | Game Game Game Game Game Game Game Game
3-1-1 3-1-2 3-1-3 3-1-4 3-vH-1 3-vH-2 3-vH-3 3-vH-4 4 5

= ~ = _~ —_— ~ —_— ~
_~ bl _~ pu ~ ) -~
T

Type 1 ype 2 * Type 1 * Type 2 ? K Type 3
Problem 2 Problem 3 | Problem 2 | Problem 3 | | Problem 2" |
o )

]
Problem 2 I
~ - ;

-~ DLIN

Fig. 1. Structure of Reductions

In Figure 1, an equality between neighboring games indicates that the left-hand game can
be conceptually (information-theoretically) changed to the right-hand game. An approximate
equality between them indicates that the gap between them is upper-bounded by the advantage
of the problem indicated. The information-theoretical changes have three types: Type 1 is a
(conceptual) linear transformation inside a subspace for a verification text with preserving the
secret key and signature coefficients on the subspace, Type 2 is a conceptual coefficients change
from the adversary’s view through the key query limitation in the security definition (Definition
12), and Type 3 is a (conceptual) linear transformation across subspaces. The DLIN Problem is
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defined in Definition 6, and Problems 1, 2, 2°, 2”7, 3 are defined in Definitions 13, 14, 15, 16, 17,
respectively.

One highlight in the game description is a combination of Type 2 conceptual change and
computational one by Problem 3, i.e., the transition from Game 3-h-2 to 3-h-3, and to 3-h-4. The
type 2 transformation changes a shared secret {r;};=1 . ¢ with ro = 0 on the first block of the
hidden part, i.e., span(b;2n,+3, - .., bs 3n,42) to a uniformly generated shared secret {r;}i—1 ¢
with 7 & Fy, which is a local target of the h-th part of the Game 3 sequence. Problem 3 then
swaps the result on the first block of the hidden part of the h-th gid’s secret key to that on the
second block of the hidden part, i.e., span(bj s, 13} 4, 42)- This change prepares the next
(h + 1)-st part of the Game 3 sequence, and at the same time, the h-th result remains in the
h-th gid’s secret key, which makes all queried secret keys semi-functional at the end of the Game
3 sequence i.e., a global coordination of the local results.

We have shown that the intractability of (complicated) Problems 1 and 2 (and 2’, 27) is
reduced to that of the DLIN Problem through several intermediate steps, or intermediate prob-
lems, in [47]. They are indicated in Figure 1 by dotted arrows.

We show that the intractability of Problems 3 is reduced to that of Problem 2 in Lemmas
16 and 17. Problem 1 is used for evaluating the gap between advantages of adversary in Game
0 and 1 (Lemma 7). Problem 2 (resp.2’, 2”) is used for evaluating the gap between advantages
of adversary in Game 3-h-1 and 3-h-2 (resp.in Game 2-(h — 1) and 2-h, in Game 3-vg-4 and 4)
in Lemma 10 (resp. Lemma 8, Lemma 13). Problem 3 is used for evaluating the gap of those in
Game 3-h-3 and 3-h-4 (Lemma 12). They are indicated in Figure 1 by arrows. The rest of gaps
between games are evaluated without computational assumptions (Lemmas 9, 11 and 14).

C.6 Lemmas for the Proof of Theorem 4

We will show fifteen lemmas for the proof of Theorem 4. The proofs of Lemmas 2 and 5 are
given in Appendix D. Lemma 1 is proven similarly to Lemma 1 in [47], and Lemma 6 is proven
in Appendix C in [47]. We describe random dual orthonormal bases generator Gop, below, which
is used as a subroutine in the following problems.

. R U
Gob(1*, 71 := (d;n1, ..., ng)) : paramg == (¢, G, G, G, e) — prg(l)‘), K, & =TS,

fort=1,....,d,

Ny:=5n+3fort=1,...,d, paramy, := (q,Vi,Gp, Ay, e) := devs(l)‘, Ny, paramg),

U _

X = (Xtig)ig — GL(N;, F), (9 g)ig = (X)) 71,

bri = K(Xtids - XtV A = K o0y Xt @iy B = (bei, ... bew,),

by = EWins - riN)a, = &2y Ve jang, B == (bfy,..., b} ,),
Go = kG, G1:=¢(G, gr:=e(G,G)*, param; := ({paramy, }i—1, 4, 97),
return (paramg, {B:, B; }+=1,..4, Go, G1).

We note that gr = e(by;, by ;) for t =1,...,dyi=1,..., N;.
Definition 13 (Problem 1). Problem 1 is to guess [3, given
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= R —
(paramy, {B;, B, €3,t,15 et,i}t=1,-~~,d;i=2:-~72nt) — 951(1A7 1), where

. * R .
gﬁpl(l/\7n) : (paramﬁa {Btaﬁt }t:l,...7d7 GO; Gl) — gob(lkan)a
B’tk = (b;fk,]J"7b>tk,3’l’bt+27b;,k,4nt+37"’b:fk,5nt+3) fOI‘ t= 1,..7d,

W, 0, & ¥y, Zy & GL(ny,Fy) fort=1,..,d,

fort=1,...,d;
nt nt ne+2 nt nt 1
—— - - =
€0,t,1 ‘= ( 0nt7 wgt,lu 0nt+27 Ont7 Onta Yt )BH
el,t,l = ( Ontv wgt,la 0nt+27 (Ugt,l) : Zta Ontv Yt )Btv
e =wby; fori=2,... n,

%
return (paramg, {B:, B}, eg41, € }ti=1,... dii=2,....ne» G0, G1),

for B S {0,1}. For a probabilistic machine B, we define the advantage of B as the quantity
AdvVEL(\) = [Pr[B(1%, 0) = 1o R GFL )] ~Pr[B(1Y, 0) 1|0 P2 (1%,7)) |

Lemma 1. For any adversary B, there exist probabilistic machines £, whose running times
are essentially the same as that of B, such that for any security parameter A, Advlpgl()\) <
AdvBYN(X) + (d 4 5)/q.

Lemma 1 is proven similarly to Lemma 1 in [47]. O

Definition 14 (Problem 2). Problem 2 is to guess [3, given
~ R N
(paramy;, {By, B}, b, i, €riti=1,. dii=1,..n,» Go, G1,0G1) — GE*(14,71), where

GR2(1M /)« (paramy, {By, B }i—1,...d: Go, G1) < Gon(1,77),
By := (by1, .., by.ony+2, Desn, 3, - brsns) for t =1,...d,
S, rw,0 SRy Zy < GL(ng, Fy), Up:= (279" for t =1,..,d,
fort=1,...,d; i=1,...,n4

)
— U n
5y S FJ,

nt nt 2 ng ne ne 1
—N— ———
044 = ( 0™, d€: 4, 02, one, ome, Ot.45 0 sy
hT,t,i = ( Ont’ 5€t,i7 027 (Tgt,i) . Uta Ont? 5t,i, 0 )B;‘
R > 2 -
et,i = ( 07“7 wet,iv 0 3 (O-et,i) : Zta Ont) Onta 0 )IBm

return (paramﬁ7 {Bt) ]Bj; h’jg,t;iu et,i}tzl,..,d;izl,..,m7 GOa le 5Gl)a

for B L {0,1}. For a probabilistic adversary B, the advantage of B for Problem 2, Advlpgz(/\), 18
similarly defined as in Definition 13.

Lemma 2. For any adversary B, there exists a probabilistic machine £, whose running time
1s essentially the same as that of B, such that for any security parameter X, Advlpgz()\) <
Adv2YN(\) +5/¢.
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Lemma 2 is proven similarly to Lemma 2 in [47]. O
We use two variants of Problem 2, i.e., Problem 2’ and 2”, which have essentially same
structure as that of Problem 2, as well as Problem 2. The security of the problems can be
reduced to that of Problem 2.
Definition 15 (Problem 2’). Problem 2’ is to guess 3, given
™ * * R / —
(paramg;, {Bt,Bt,hﬁ’m, €tifi=1,. di=12,Go, G1) < QE2 (1)‘, ), where

GEZ (1M, i)+ (paramg, {By, B} }im1,.a» Go, G1) < Gon(17,77),
By := (by1, ., br.ony+2, Desn, +3, - brsnes) for t=1,...d,
5.1 w0 S Fy,  Zy & GL(ng,Fy), Uy = (Z;7 )T for t = 1,...d,
fort=1,....d; i=1,2 &' :=(1,0), & :=(0,1)€cF,

- (.
6t,i — Fq ta

21y 2 ne ne ne 1
———— % - =~
* R 2n >/ n n g
ho.ii=( 0%, oe;’, 07, 0, Ot 0 )B;
* o 2ny >/ n > . N
17t,7: .—( 02 f, 56@ 5 O t7 (Tetﬂ) . Ut, 5t77/, O )]Bz‘
R -/ —
et,i - ( 0 ntu wei ) Ontv (Uet,i) : Zt7 Onta 0 )Bta

™ % 7%
return (paramg, {B;, By, hﬂ,t’i, €titi=1,. di=12,Go, G1),

for S {0,1}. For a probabilistic adversary B, the advantage of B for Problem 2, Advgzl()\),
1s similarly defined as in Definition 13.

Lemma 3. For any adversary B, there exists a probabilistic machine £, whose running time

1s essentially the same as that of B, such that for any security parameter A, Advgzl()\) <
Adv2HN(N\) +5/¢.

The proof of Lemma 3 can be reduced to that of Lemma 2. a

Definition 16 (Problem 2”). Problem 2” is to guess 3, given
™ * * R /! —
(paramﬁa {Bta Bt ) hﬂiﬂ‘v et,i}t:l,..,d;i:l,‘.,nta GOv Gl) — gBPZ (1)\5 n)} where

GE¥' (1) ii) . (paramy, {By, B} }im1._a, Go, G1) <~ Gop(17,77),
By := (bu1, - bronet2, brsni3, - brsnts) fort=1,...d,
0, T,w, o Y Fyq,
fort=1,...,d; i=1,...,ny

- U g
5t,i — ]Fq )

ne 2nt+2 ne nt 1
% ~ =~

R > 2 2 N

oei =0 €, 022, 0, Otis 0 B
R = 2 2 > s

1i=0  0€y, 02net?, T€lis Ot i 0 )B;

— > 2ny+2 ~
€t = ( wet i, 0 et ) 0¢€tq, Onta 0 )]Btv

-~ * *
return (paramg, {B;, Bf, b3, ;s €ribi=1,..dsi=1,...n:> Go, G1),
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for 3 Q {0,1}. For a probabilistic adversary B, the advantage of B for Problem 2, Advgy/()\),
1s similarly defined as in Definition 15.

Lemma 4. For any adversary B, there exists a probabilistic machine £, whose running time
is essentially the same as that of B, such that for any security parameter A, Advlpg2 (A <
AdvBYN(X) +5/¢.

The proof of Lemma 4 can be reduced to that of Lemma 2. a

Definition 17 (Problem 3). Problem 3 is to guess 3, given

= R N
(paramﬁv {Bta B; hEﬂfvi’ et,i,L}t:l,...,d;i:l,...,nt;L:1,2) — 953(1)‘, TL), where

_ * R o
gﬁp3(1)\7n) : (paramﬁ> {Bt)]Bt }t:l,...,d) GO; Gl) — gob(l)\a n)7
I@t = (bt,17 ) bt,2nt+2, bt,4nt+3a LEE) bt,5nt+3> fOI' t= ]-; ooy d7
o w,wl ST, for1=1,2, Z, < GL(ny,Fy), Up = (Z7 )T for t =1,...d,

fort=1,....,d; i=1,...,n4 t=1,2;
U

Ot Fg*,
2ni+2 ne ng nt 1
N - =~
hi i = ( 02net2, (réri) - U, 0, &,z’, 0 )s;
hit»i = ( OQHH-Q’ 0", T/gt,i7 5;572', 0 )IB;“
ey = (07t (wWi€ti) - Zt, W€, (U 0 )B

™ % gk
return (paramg, {B;, B, hj, ;, €14 =1, dsi=1,..n0u=1,2, Go, G1),

for 3 J {0,1}. For a probabilistic adversary B, the advantage of B for Problem 3, Advlpg3(/\), 18
similarly defined as in Definition 13.

Lemma 5. For any adversary B, there exists a probabilistic machine £, whose running time
1s essentially the same as that of B, such that for any security parameter X\, Advgﬁ()\) <
Adv2YN(N) +5/¢.

Lemma 6 (Lemma 3 in [47]). For p € F, let C, := {(Z,0)|Z - ¥ = p} C V x V* where
V' is n-dimensional vector space Fj', and V* its dual. For all (Z,7) € Cp, for all (7,w) €
Cp, Pr[iU=F A 9Z =] = Pr[FZ =F A U =] = 1/4C,, where Z < GL(n,F,),U =
(z=H'.

Lemma 7. For any adversary A, there exists a probabilistic machine B1, whose running time
is essentially the same as that of A, such that for any security parameter A, |Adv52)()\) —

Advi) (V)] < AdVEL(N) + 2d/q.

Lemma 8. For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter A, ]Advf'(h_l))()\) —

AV < AdVEZ, (V) +4/q, where By () i= Ba(h, ).

2-h

Lemma 9. For any adversary A, for any security parameter X, |Adv§’_(h71)_4) ()\)fAdij’_h_l)()\N <

2d/q.
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Lemma 10. For any adversary A, there exists a probabilistic machine Bs.1, whose running time
is essentially the same as that of A, such that for any security parameter A, ]Advf_h_l)()\) —

AV ()] < AdVE2 (M), where By (-) i= Ba(h, ).

3-h-1

Lemma 11. For any adversary A, for any security parameter \, Advfi"h'Q)(/\) = Advf'h'?’)()\).

Lemma 12. For any adversary A, there exists a probabilistic machine Bs.o, whose running time

is essentially the same as that of A, such that for any security parameter A, ]Advf'h'g)()\) —

AdVE ()| < AdVE L (N), where By pa(-) i= Bya(h,-).

Lemma 13. For any adversary A, for any security parameter \, Advf'VH'A‘)(/\) = Advfi‘)(/\).

Lemma 14. For any adversary A, there exists a probabilistic machine By, whose running time

is essentially the same as that of A, such that for any security parameter A, \Advfﬁ) ()\)—Advf) (N)]
< Advig2(\).

Lemma 15. For any adversary A, Advi’)()\) =1/q.

Proof. Since the value of sp in ¢4y is independent from all the other variables, the verification

equation, Hle e(ci, 8)) = cq+1, holds with probability 1/¢ in Game 5. Hence, Advf)(k) =1/q.

O

The proofs of Lemma 5 and Lemmas 7-14 are given in Appendix D.

D Proofs of Lemmas 5 and 7-14

D.1 Proof of Lemma 5

Lemma 5. For any adversary B, there exists a probabilistic machine £, whose running time
1s essentially the same as that of B, such that for any security parameter X, Adv23()\) <
AdvBYN(N) +5/¢.

Proof. Problem 3 is the hybrid of the following Experiment 3-0, 3-1 and 3-2, i.e., Advi>(\) =
’Pr [Exp%’o()\) — 1] —Pr [Exp%’Q()\) — 1] ’ Therefore, from Lemmas 16, 17 and 2, there exist
probabilistic machines C and £, whose running time are essentially the same as that of B, such
that for any security parameter A,

Advig®(\) = |Pr [Expi”(N) — 1] — Pr [Expg?(\) — 1]
< |Pr [Expg’(\) — 1] — Pr[Expg'(\) — 1] | + |Pr [Expg'(\) — 1] — Pr [Exp?(\) — 1]|
< AdvE2(\) < AdVEUN(N) +5/4.

This completes the proof of Lemma 5. a
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Definition 18 (Experiment 3-a (o = 0,1,2)). We define Exp-3-« instance generator, QEXP'3(1>‘,
), where

GEP3(1N i)+ (paramy, {By, B} }im1...a, Go, G1) < Gob(12,71),
By := (b1s ... brony 425 Brdngt3s - Bsmers) fort =1,....d,
o w,w SRy for 1=1,2, Z, < GL(ny,Fy), Up = (Z; ) for t =1,....d,
fort=1,....d;i=1,...,n50t=1,2;

— U n
5 S FJ,

2ns+2 ne nt ng 1
A —~~
o0 = ( 02t 7€ - Ut, 0nt, S;,,i, 0 )s;
hT,t,i = (0%t 7€, - Ut, T'€ 4, gt,i, 0 )IB%?
540 =( 02t 0m, '€ i, S;t,u 0 )B;
eri, = ( 0*™*2 W, Z, Wi € i, 0nt, 0 ),

return (paramg, {B;, By, {h;t’i, €tistt=1,. . .di=1,..nu=12, Go, G1).
For a probabilistic adversary B, we define 3 experiments Exp%’a a=0,1,2) as follows:

1. B is given o < GEP3(12, 7).
2. Output ' X B(1*, o).

Lemma 16. For any adversary B, for any security parameter \,
Pr [Exp’(\) — 1] = Pr [Exp'(N) — 1].

Proof. Let 6 S F,. If we set

o 2 2 = > 1
dt,3nt+2+i = ( 02net ; _eet,i < Zt, €t 0net )Bw

— 2 2 > — 1 .
diop,yoyi = ( 0%mt2, €tis 0 ; - Zy, O™t F ) fori=1,... n.
Then, Dt := (bt1, .-+, bt 3n,+2, At 30435 - - - » Bang+2, Dany 135 - - - bon,3) and D := (b 1,..., b} oy, 1,
onv30 > 30,425 Oian, 130+ Bf5n,+3) are dual orthonormal bases. Moreover, (D¢, Dy) are

consistent with B;. Then,

2nt+2 ng ng ng 1
N % % % =~
hat,’i = ( 027%-"-2’ ’7'6_}/71' : Uta Ontv 515,1'7 0 )B:
= ( 027’lt+2’ Tgt7i : Ut7 Tlgt,iu 5t,i> 0 )D’;
€tiL = ( 02nt+27 wbé,i : Zt7 wiét,ia Ontu 0 )Btv
=( 02mt2 W, Ei * Zt, W, €, 0™, 0 )b,
where 7/ := —07 and @, := w, + 6w/, which are independently and uniformly distributed since

0,w, J F,. That is, the joint distribution for Exp-3-0 and that for Exp-3-1 are equivalent. O

Lemma 17. For any adversary B, there is a probabilistic machine C, whose running time is es-
sentially the same as that of B, for any security parameter X, ‘Pr [Exp?gl()\) — 1] — Pr [Exp%‘Q(A) — 1] ‘
= AdvE2()\).
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Proof. In order to prove Lemma 17, we construct a probabilistic machine C against Problem 2
using a machine B distinguishing the experiment Exp%‘1 from Exp%‘2 as a black box as follows: C
is given a Problem 2 instance, (paramg, {B;, B}, R4 €titt=1,..di=1,..n. Go,G1,0G1). C sets

€til ‘= €, €;2 = nlbt,ntJr'i + n2ey; for 1 = 1,...,ny, where 1,12 <E Fq,
Dy := (dii)i=1,... 5n:+3

= (be1s - bemgy be3ne+3s - - B dng+2, Dt 2m 15 -+ B30 425 Bt gt 15 -3 beong beang 435 - besng+3),
Df = (d};)i=1,...5n,+3

= (b:‘,k,lﬂ cet b:‘,k,nta br,SntJrS? ctt b;tk,4nt+27 br,ZntJrl? ctt b;tk,SntJrZ? b;tk,ntJrl? M) b;Qntv b:‘,k,4m+37 cety b;‘,k,Snt+3)7
Dy := (di1, .-, deon42, e ang+3 - - - At 50y +3)

= (b,15- -3 bengs be3n+35 - - - s b ang+25 b 20,415 b 2042, be ang 43, - - besng13)s

where C can calculate Dy and D* from a part of the Problem 2 instance, i.e., (I@%t,IB%I ), while C
cannot calculate a part of basis Dy, i.e., (d¢2n,+3;- - -, dt3n,+2), from the Problem 2 instance. C
gives (param, {ﬁt,DZ‘,h;vtﬂ-,et,i’L}t:L“,’d;¢:17,,,,nt;bzl72,Go,Gl) to B, and receives ' € {0,1}. C
then outputs 1 — 3.

Then,
nt nt 2 nt ng nt 1
= ~ = ——

R = (0™, 884, 02, 0, 0™, Stiy 0 p:
= (O™, 0ne, 02, 0ne, 0, iy 0 )or,
T,tﬂ' = ( Ont, 5515’@', 02, Té)t,i . Ut, Ont, S;/}i, 0 )Br
= (0™, 0", 0%, ré- U, 0613, Sti» 0 oy,
€ri1 = ( 0"t wé}’i, 02, 0'5;571' - Ly, 0mt, 0", 0 )Bt
= (0™, (N 02, o€ Zi, Wé 1, 0", 0 )p,
erio = (0", (m +mnw)ér;, 0%, 106, Z, 0me, 0, 0 ),
= (0™, 0™, 02, N20€; - Zt, (M + 1m2w)é s, 0m, 0 o,

where 6, 7,w, o, 1 + 12w and no are independently and uniformly distributed in F, (except with
negligible probability) since 0, 7, W, 0,11, 772 s IFy,.

That is, the above (paramg, {D¢, D}, h,’gyt’i, €t tt=1,. . .di=1,..nsu=12, Go, G1) has the same dis-
tribution as the output of the generator G*>(1*, i) (resp. G5*P3(1*, 7)) when =1 (resp. 3 =

0). This completes the proof of Lemma 17. a
D.2 Proof of Lemma 7

Lemma 7. For any adversary A, there exists a probabilistic machine By, whose running time
18 essentially the same as that of A, such that for any security parameter \, |Adv£2)()\) —

Advi) (V)] < AdVEL(A) + 2d/q.

Proof. In order to prove Lemma 7, we construct a probabilistic machine B; against Problem 1
by using any adversary A in a security game (Game 0 or 1) as a black box as follows:

1. By is given Problem 1 instance (paramg, {B:, B}, eg ¢ 1, €t }i=1,. . di=2,...n:» Go, G1).
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2. By plays a role of the challenger in the security game against adversary A.
3. At the first step of the game, for each authority t € S, B sets

Dy := (dt,j)j:L...,Bm-i-?) = (bt,ly sy bt,nt’ bt,n+2’ te 7bt:2”t—1’ btaQ”t’ bt72”i+1’ B bt’5nt+3)’
D;tk = (d;j)jil,-~,5m+3 = (b;tk,b s b;tk,ntv b>tk,n+27 R 7b>tk,2nt—l7 b;Zntv b;fk,2nt+l7 R b;tk,5nt+3)7
Dy = (du1,- -, diong+2, disng+3),
]D;tk = (@,1? te 76??,711’ dZm—i—l’ ) :,Qnt—&-% d;fk,4m+37 M) d;Snt—&-Q)?
where 7 <2 Fq, 7+, & span(b; 4, +3 - - > Ot 5m,12) J;fL =mdy, + 1y, fore=1,...,n.
By does not actually calculate Dy since by, 13, .. bt 4n,+2 are not available in the Prob-

lem 1 instance, but obtains ]D)t and ]DDt from B; and Bt in the instance. B sets gparam :=
(paramg, H1, H2) using paramg := (q,G,Gr, G, e) underlying paramy, and Go, G1, gr con-
tained in the Problem 1 instance, where Hl,Hg is modeled as random oracles. B; then
returns gparam and {apk, := (paramvt,Dt, ¥)}es to A. By prepares a list (H-list) for an-
swers of the random oracle queries, which has data (0%, L, Go) and ((0’~1,1), L, G1) at the
beginning.

4. When a random oracle query for H; is issued for a global identity gid, if gid is not queried be-
fore, then a fresh dgiq ad I, is generated and By answers d4iqG1 and records data (gid, dgiq, 0giaG1)
to the H list. Otherwise, By obtains dggqG1 from the H-list, and answers it to A.

5. When an AttrGen query is issued for a pair of a global identity and an attribute (gid, (¢, 7))
for t € S, By first asks a random oracle H; query for gid, then obtains the scalar dgg from
the H-list. B; calculates

ne nt 2nt+2 nt 1
- =~
— 2 = 2ni+2 -
k;fk - ( Tty 5gidxt7 0 et ) Pgid,t> 0 )]D)Z‘?

using Gid ¢ J F't and I/D\)f{ By answers uskgiq (1) := (gid, (¢, 71), ki) to A.

6. When an AltSig query is issued by A, By answers a correct signature computed by using
{B; }¢+=1,....4 given in Problem 1, i.e., normal signature.

7. When Bj receives an output (m/,S';8*) from A (where S’ := (M, p)), By calculates the

verification text (cy,...,cy, Cd+1) as follows:
— 2n¢4-2 B, -
ci =5 by + 355 L Cimiti€i + Cion €1 + D jmomy 1 Cigbey fori=1,....¢,
Cd+1 = gT ;

—

where f<—U Fy, §T = (s1,...,50T =M - f¥, sg:=1-fT, f’<—R]F’" st. 1. T =037 :=
CEA L M-fT. 6.0, 9”HIE‘ fori=1,...,¢, and if p(i) = (¢, 0;), then & = (s;€;1+

1y YV Y
0,U;, sképq + 0,05, 0! (Ha(m, S), —1)), 1f p(i) = —|(t, UZ), then ¢ = (s, s.0;, 0/ (Ha(m, S), —1))
for i = 1,...,¢, and eg¢1,{es;}j=2, .n, are from the Problem 1 instance. By verifies the

signature (m/,S', §*) using Ver with the above ({¢;}i=1... ¢, ca+1), and outputs 3’ := 1, if the
verification succeeds, (3 := 0 otherwise.

When § = 0, it is straightforward that the distribution by B;’s simulation is equivalent to that
in Game 0. When § = 1, the distribution by B;’s simulation is equivalent to that in Game 1

except for the case that there exists an i € {1,..., ¢} such that ¢; 25, = Vi, 0. = 0, or there exists
ant € {1,...,d} such that (z;1,...,213n,) = 0 i.e., except with probability (¢ + d)/q < 2d/q
since £ < d. 0
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D.3 Proof of Lemma 8

Lemma 8. For any adversary A, there exists a probabilistic machine Ba, whose running time

18 essentmlly the same as that of A, such that for any security parameter A, ]AdvE4 (h= 1))()\) —

AV ()] < AdVEZ (M) + (d + 1) /q, where By (-) := Ba(h, ).

Proof. In order to prove Lemma 8, we construct a probabilistic machine By against Problem 2’
by using an adversary A in a security game (Game 2-(h — 1) or 2-h) as a black box as follows:

1. B is given an integer h and a Problem 2’ instance, (paramg, {@t,B;“,hg’m,et7i}t:17..7d;i:1,2,
Go,G1).

B> plays a role of the challenger in the security game against adversary A.

At the first step of the game, By provides A public keys gparam as in the proof of Lemma
7 and {apk, := (paramvt,@g,@f)}hg of Game 2-(h — 1) (and 2-h), where 7 2 Fq,ga =

7b;, +ri, with vy, & span(b; 13- Bsnyra)s Bl = (b1, byan,s2, bisn,rs) and By :=
(b;fl, . bt,ntvbznt+1v oo b o 19, O 4n 43y -+ -5 BE 5y, o) for each authority ¢ € S, that are
obtalned from the Problem 2’ instance. The H-list is initialized as in the proof of Lemma 7.
4. When a random oracle query for H; is issued for the «-th global identity gid := gid,, B2

N

answers as follows: When gid is not queried before, then a fresh dgiq S [F, is generated and
By answers dgiqG1 to A and records data (gid, dgid, 0gidG'1) to the H list. When gid is already
queried, B3.; obtains dgiqG1 from the H-list, and answers it to A.

5. When an AttrGen query for the «-th global identity gid := gid, is issued for a pair of a global
identity and an attribute (gid, (¢,Z;)) for t € S, By calculates normal key k;j with Eq. (2),
that is computed using B} of the Problem 2 instance and dgq as

g ng 2ny nt 1
- - ~ 7\
* . - = 2 —
kt T ( Tt, (Sgidxt? 0 nt? Pgid,t> 0 )Bz‘y

where ﬁgid,t & F;t.
6. When the «-th AltSig query for (m,S) is issued by A, By computes the replied signatures as

follows:
(a) When ¢ < h, By computes a semi-functional signature (s7,...,s}) for (m,S) as in Eq. (7)
using {Bj };=1,.. q in the Problem 2’ instance.
(b) When ¢ = h, By computes signature (s7,...,s;) for (m,S) as follows:
21’Lf 21’Lf+2 nt 1
—N— AN
syi=( Zio,Za, 0™ &, 0 )p:
+(Xi,10F 2, +1 + Xi2hj 1) + Ha(m, S)(Xi1b% 2n, 42 + Xi2h42),
< U - U 7 .
where § « Fy, & < F*, (&), (& {(gl, L&) | S &M =TY, and fori =1,... 4,

if p(i) = (t,0;), then (Z0,%i1) — & {(Zi0,%i1) | Zip Ui =Zi1- 0 =0, zio1=2E&;, 211 =
6&; 1, if p(i) = =(t,v;), then (Zip,Zi1) <—U {Zio:Zin) | Zio-0i =&, Zin -0 = 6§ },
Xij Fyfori=1,... 6;5=1,2.

(c) When ¢ > h, By computes a normal signature (s7,...,s;) for (m,S) as in Eq. (4) using
{B;}¢=1,....q in the Problem 2’ instance.
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7. When By receives an output (m/,S',8™) from A (where S’ := (M, p)), By calculates the
verification text (e1, ..., ¢, cqe1) as follows:

¢i = 250 cijbug + Ha(m/, ') (Xiibean 1 + Xi2er1) — (Xiibean+2 + Xi2er,2)
+77ibt,5nt+3 for i = 17 s 767

.— 450
Cd+1 = dp

—

where f & Fy, 5T = (s1,...,8)7 = M- ff sg=1-fT f R Fg s.t. 1. fT =
0,5 == (s),...,s))T == M- f’T, i, 0,0, J F, for i = 1,...,¢, and if p(i) = (¢,7;), then
Ei = (Sié;f,l + Qiﬁi,sgé’tJ + 9;’[7@) S Fant, if p(Z) = ﬁ(t,ﬁi), then 51 = (81171,8;272) S Fant for
i=1,...,0, Xij Y Fq for ¢ = 1,...,4;j = 1,2, and {e;;}j—1,2 are from the Problem 2’
instance. By verifies the signature (m/,S’,8) using Ver with the above ({¢;}i=1,. ¢, cit1),
and outputs 3’ := 1, if the verification succeeds, 3’ := 0 otherwise.

Claim 1 The distribution of the view of adversary A in the above-mentioned game simulated by
Ba given a Problem 2’ instance with 3 € {0,1} is the same as that in Game 2-(h—1) (resp. Game
2-h) if =0 (resp. 3 = 1) except with probability 1/q (resp.d/q).

Proof. We consider the joint distribution of {¢;}i=1,. ¢ generated in step 7 and {s} := sgh)*}izlw.’g
generated in case (b) of step 6.

c; for i =1,...,¢ calculated in step 7 in the above simulation are expressed as:
2ng 2 ng ny ng 1
—~ = ~ = AN AN (1 4)

(& :( 51'7 wi(HZ(m/’S/)7_1)a Onta Ui(HQ(mlvgl)’_lv()Nt_Q) 'Zt7 Onta i )Bw

where w; := X1+ Xi2w, 05 := X420, and w, 0, {Z; };—1,... 4 are defined in Problem 2’ and ¢; € Fg"t
are defined in step 7 above. Note that w;, o; are uniformly and independently distributed.
When 8 = 0, replied signature s; generated in case (b) of step 6 is
2ny 2 2n¢ ne 1
—— e Yo VN
si = (Zi0, %1, 0i(1, Ha(m,S)), 0™, &, 0 )y,

where §; 1= xi1 + xi,20, and 0 is defined in Problem 2’, (% 0,%i1) € Fg"t are defined in case (b)
of step 6 above, and ; & Fyt. When 3 = 1, replied signature s} generated in case (b) of step 6
is

27‘Lt 2 ng nt Tt 1

Sz‘k = ( 2@',0)»?@',17 5i(1aH2(m7S))a Onta Ti(LHQ(mvS)vontiQ) . Uta 931'7 0 )Bz‘a

where 0; 1= x;1 + Xi,20,Ti := Xi2T, and 6, 7,{U; }+=1, . 4 are defined in Problem 2’, (Zjo,%i1) €

]Fg”t are defined in case (b) of step 6 above, and g; J Fyt. Note that d;,7; are uniformly and
independently distributed.

Therefore, when g = 0, the distribution by By’s simulation is equivalent to that in Game
2-(h — 1) except that o defined in Problem 2’ is zero, i.e., except with probability 1/q. When
B =1, since (m/,S') in Eq. (14) is not equal to (m,S) in Eq. (15), the pair (7;(1, Hz(m,S), 0" ~2).
U, 0i(Ha(m',S'), =1,0"72) - Z;) € Fjt x Ft is distributed uniformly in F* x Fy* for each t
except with probability d/q by Lemma 6, since p(+) is injective. Hence, the distribution by Ba’s
simulation is equivalent to that in Game 2-h except that with probability d/q. O
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From Claim 1, when g = 0, except in the event that occurs with probability %, the above
game is the same as Game 2-(h — 1), and when § = 1, except in the event that occurs with
probability %, the above game is the same as Game 2-h. Hence, when 8 = 0 (resp. 5 = 1), since

the advantage of A in the above game is equal to Prg := Pr [Bg_h(l)‘, 0)—1|o <—Rg§2/(1)‘,n)]

(resp.Pry i= Pr [B2n (1%, 0) =1 | 0 £GP (12, m) | ), AdviT (0 < Pro + L

(resp. Advf'h)()\) <Pr + g) from Shoup’s difference lemma. Therefore, |Adv£2'(h_1))()\)—

Advf'h)()\ﬂ < |Pro — Pri| + % = Advgi_/h (N + %. This completes the proof of Lemma 8. O

D.4 Proof of Lemma 9

Lemma 9. For any adversary A, for any security parameter X, ]Advf'(h_IH) (/\)—Advfi"h'l) M| <

2d/q.
(3-1-1)

Proof. Case that h =1, i.e., proof for \Advf'VS)(/\) —Advy (N <2d/q :

We consider the joint distribution of {¢;}i=1 .., and {I@t, @:}tzl,...,d- In order to prove Lemma
9 in this case, we define new (dual orthonormal) bases (D, D}) of V; as follows:

Since z; € Fy* is uniformly distribued and no Z; are 0 except for negligible probability, i.e.,

d/q, vector Y; := (0™, %) - Fy is uniformly distributed in F2™ for Fy & GL(2n,F,) except for
negligible probability 1/q. Let ﬁl (resp. f;*l) be the i-th row of matrix F} (resp. (Ft_l)T) for ¢ =

fea Jia
. . -\ T . e (02142 F 1
1,...,2n, ie., F} = : and (Ft ) = : , diongrari = (077 ;f:,monﬁ )B, and
- 2
ft,2n ft,2n
(0242 7 1 - -
d;fk,Znt+2+i = (0 nit , fm', o™t )IB;‘ fori=1,...,2n;. Then, D; := (bt71, ceey bt,?nt+27 dt,2nt+37 ceey
dt,4nt+27 bt,4nt+37 B bt,5nt+3) and ]D); = ( ?,1’ B b;2nz+2’ d;2nt+3’ R d;:4nt+2’ b;k,4nt+3’ R b;Bnt-i-?:)
are dual orthonormal bases.
In Game 2-vg, verification text ¢; (i =1,...,¢) are
Qne+2 2 4l Qne+2 2 ptl
fori=1 / = 0", z; = % 16
ori=1,..., ’ci_('..." 721."...‘)]&_(’...‘7 Xi 7)"'\)IDJt7 ( )

where the coefficients Y; on D; are obtained from the definitions of Y; and Dy, and y; € Fg"f are
uniformly distributed and independent from all the other variables.

And, since no coefficient vectors 2} := ((ri€y1 + wi¥;) - Zy, mi€1 + wivy) if p(i) = (¢,7;) and
2= (v - Zo, r}) i p(i) = = (t, 5), where w;, o) < Fg, Z; <2 GL(n4,Fy),§ < {F e Fr|T- g7 =

2
0},9 J Fy, i = Mgt rh = M;-(§")* are zero except for negligible probability d/q, ¥; := Z-Fy
are uniformly distributed in Fg"i except for negligible probability d/q. Therefore, in Game 3-1-1,

for the similarly defined dual orthonormal bases (D, D}), verification text ¢; (i = 1,...,/) are
2n 2n
2n¢+2 A ne+1 2n+2 g1
; / \ / \ 7/ N\ — 7 N\
for i 17"'7& Ci_("'a 5;/‘7"')]]3,5_("'7 Xi:"')Dﬁ (17)

where the coefficients Y; on D; are obtained from the definitions of y; and D;, and y; € Fg”t are
uniformly distributed and independent from all the other variables.
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In the light of the adversary’s view, (D;, D}) and (D, D}) are consistent with authority public
keys apk, := (paramy,,B;, B}). Moreover, since the RHS of Eq. (16) and that of Eq. (17) are the
same form, the challenge ciphertext {c¢;};=1, ¢ and cqq; == g%o in Game 2-vg can be conceptually
changed to that in Game 3-1-1.

. (3-(h—1)-4) (3-h-1)
Case that h > 2, i.e., proof for |Adv, (A) —Adv; " (N)| <2d/q for h>2:

To prove Lemma 9 in this case, we will show distribution (param;, {I@t, @;‘}tes,
{kgj)*}jzl,‘..,uH;(t,ft)EF(j)’ {ci}i=1,.. ¢, ca+1) in Game 3-(h—1)-4 and that in Game 3-h-1 are equiv-
alent. For that purpose, we define new (dual orthonormal) bases (ID;, D}) of V; as follows:

Since no 7}, w; are zero except with negligible probability d/q, vectors X; = ((r}/é1 +
wili) - Zy) - Fy if p(i) = (¢,0;) and X; = (r/0; - Zy) - Fy if p(i) = —(t,7;) are uniformly
distributed in Fy* for Fy J GL(ny,F,) except with negligible probability d/q, where w; J

Fq, Z & GL(n,Fy),q" &L L M;(g")7". Let ﬁ,i (resp. ﬁtz) be the i-th row of matrix
fer fix

F; (resp. (Ft_l)T) fort=1,...,n, ie, F, = : and (Ft_l)T = Co |, deongtovi =
Jon fin

(022, ﬁi, 027+ 1), and d}onyiopi = (0272, f,«;i, 02’“*1)3; for i = 1,...,n. Then, D; :=

(bt,h e 7bt,2nt+27 dt,QnH—Sv .ee 7dt,3nt+27 bt,3nt+37 ooy bt,5nt+3) and ]D;;< = (bz:l, “eey bz2nt+2, d;zntJrg,

v dygy, 10007 3, 13y, b5, 1 3) are dual orthonormal bases.

Verification text ¢; (i = 1,...,¢) in Game 3-(h — 1)-4 is

2n,+2 n 2n4+1 2n+2 ™t 2py+1
if p(i) = (t,7), ¢ = (7, (&1 +wili) Ze, " g, = (70, f;&\ b,
2n¢+2 ot 2n4+1 2ng+2 Mt 2ny4l
i p(i) = ~(t,5), & = (7, (1) - Zo s = (T, X T )b (18)

where the coefficients x; on D are obtained from the definitions of x; and Dy, and x; € Fj* are
uniformly distributed and independent from all the other variables.

When 1 < j < vy, all the coefficients on span (b 5, 3, - - -, b} 3,,, 1 2) of queried key {kt(])*}(t’ft)e[v(_j)
for the j-th gid; in Game 3-(h — 1)-4 are zero. Therefore, the keys have the same coefficients on
D} as on By. The same holds for queried signatures {SEJ)*}i:Lm,g forj=1,...,vs.

And, no r;,w; are zero except with negligible probability d/q, vectors x; := ((ri€;1 + w;t;) -
Zy)-Fyif p(i) = (t,0;) and x; == (ri0;- Zy) - Fy if p(i) = —(t, ¥;) are uniformly distributed in [yt for
F; J GLLnt,IFq) except with negligible probability d/q, where w; J Fy, Z; J GL(n,Fy), g &
{g e Fy|1- g' = 0},7; :== M; - G'. Therefore, in Game 3-h-1, for the similarly defined dual

orthonormal bases (D, Df), verification text ¢; (i = 1,...,¢) in Game 3-(h — 1)-4 is

2n+2 nt 2n+1 2ng+2 M 2n+1
it p(i) = (6,), ¢ = (7 (r@y +with) - Zo, g = (7, f;?z'\’ o,
2ni+2 e 2ni+1 2ni+2 Mt 2my41
i p(i) = ~(t,3), e = (7, (i) - 2o =) = (7, T )b, (19)

where the coefficients ¥; on ID; are obtained from the definitions of ; and Dy, and y; € Fgt are
uniformly distributed and independent from all the other variables.
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In the light of the adversary’s view, both (D, Df) and (Dy, D}) are consistent with public

key apk := (paramy,, B¢, B} ). Moreover, since the RHS of Eq. (18) and that of Eq. (19) are the

same form. Therefore, {kgj)*}j:L‘_.’VH;(t?ft)eﬂj), {35])*}j:17,,,7,,s;¢:1,._,,g and {c;}i=1,.. ¢ above can
be expressed as keys, signatures, and verification text in two ways, in Game 3-(h — 1)-4 and in
Game 3-h-1. Thus, Game 3-(h — 1)-4 can be conceptually changed to Game 3-h-1. a

D.5 Proof of Lemma 10

Lemma 10. For any adversary A, there exists a probabilistic machine Bs.q, whose running

time is essentially the same as that of A, such that for any security parameter \, |Adv§’_h_1)()\) —
AdVT P )] < AdVE2 | (N), where By () i= Baa(h, ).

Proof. In order to prove Lemma 10, we construct a probabilistic machine Bs.; against Problem
2 by using an adversary A in a security game (Game 3-h-1 or 3-h-2) as a black box as follows:

1. Bs.j is given an integer h and a Problem 2 instance, (param, {Et, By, h;,m" €t tt=1, di=1,.n
Go,G1,0GH).

2. Bs.1 plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, Bs.1 provides A public keys gparam as in the proof of Lemma
7 and {apk, := (paramvt,ﬁg,@f)}teg of Game 3-h-1 (and 3-h-2), where w & Fq,fl;zb =
wby , +rf, with r, al span(bf,4nt+3, . bz5nt+2>, B, := (b1, -, bt 2n,4+2, b sn,+3) and By =
(Nzl, e ,fl;znt,b;ntﬂ, o Ui on 9y Ol an i3 B) 5, o) for each authority ¢ € S, that are
obtained from the Problem 2 instance. The H-list is initialized as in the proof of Lemma 7.

4. When a random oracle query for H; is issued for the (-th global identity gid := gid,, B3
answers as follows:

(a) When ¢ # h and gid is not queried before, then a fresh dgiq S F, is generated and Bs.q
answers dgigG1 to A and records data (gid, 0gid, dgiaG1) to the H list. When ¢ # h and gid
is already queried, B3.1 obtains dgi¢G1 from the H-list, and answers it to A.

(b) When ¢ = h, B3, answers dG; in the Problem 2 instance to A and records data
(gid, L, 6Gy) to the H list.

5. When an AttrGen query for the «-th global identity gid := gid, is issued for a pair of a global
identity and an attribute (gid, (t,7;)) for t € S, Bs.1 calculates kj (€ uskgiq (1,z,)) as follows
and then answers uskgiq (,z,) to A:

(a) When 1 < ¢ < h —1, B3 calculates semi-functional key k; with Eq. (11) to A, that is
computed using B} of the Problem 2 instance and dgjq as

ne ne 2 2n¢ ng 1
P - A Py
X . — — 2 /] = -
kt = ( Lt, 6gid$t7 0 ’ Onthgidxtu Pgid,t> 0 )BZW

where 77 < Fy, Gyiae < .
(b) When ¢ = h, Bs_; calculates kﬁ/h)* using B} and {hj, ;}j=1,.n, of the Problem 2 instance
as follows:

h * *
k"= S0 ) (07 + R )
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(¢c) When ¢ > h+ 1, By calculates normal key k; with Eq. (2), that is computed using B;
of the Problem 2 instance and dgjq as

ne ne 2 21’Lt nt 1
—T— —— =~
o = - 2 2 o
k:;fk T ( Lt, 5gidl‘t7 0 ) 0 ’ﬂt’ Pgid,t> 0 )Bfa

where Fgiq ¢ Y Fg.
6. When an AltSig query is issued by A, Bs.; answers a semi-functional signature (Eq. (7))
computed by using {Bj };=1 4 given in the Problem 2 instance.
7. When Bs; receives an output (m/,S’, §) from A (where S’ := (M, p)), Bs.; computes (pre-
semi-functional) verification text (ci,..., ¢, c4+1) given as Eq. (8) as follows:

/ ;) ~ U
Ty Pty G fike — Fg fort =1,...,d; k=1,...,r —1;
/o r—=1 , ~ . r—1 ~ . r /I r ~
gy ‘= — Zk:1 Gy Mr = — Zk:1 HE, 1.€., Zk:1 g, = 0, Zk:1 pg =0,
fort=1,....d; k=1,....r; j=1,...,n
R r R, ~
frj = mer; + wbinrj,  Firg = grerj + bin, 1,
fori=1...,¢,
if p(i) = (t,0), (ci,---,cCiom,) = (Si€1,1 + 0V, ri€r1 + wity),
n n r r3
i =350 Cibey + 305 viifrg + Dy Mig Sk
+0; (Ha(m/,S" )bt an,+1 — bran,+2) + D251 Cingtjbesn+2+5 + Gis
if p(i) = =(t,T;), (ci1s--scizn,) = (8:0,7i01),
n n r r3
¢ =0t Cibrj + 30 Vi D ey Mikfing + 07 (Ha(m/,S")byon,+1 — bron,+2)
n
+ 2050 Cinetibesne+2+5 + G
Cd+1 = 9%07
. 7 U . 7. T . T o= U I
where (M g)i=1,. pk=1,..r = M, f < Fy,s0 := 1 f,8; := M; - f*,§" < Fp,ri = M; -
T U U
(G") " 05,0, Wi, Fq,q; < span(by sn,+3) and {byj}i—1,. dj=1,...2n:+2,30+3,....Ans+2
{ei;}i=1,.. d:j=1,..n, are obtained from the Problem 2 instance. Bs.; verifies the signature
(m/, S/, §") using Ver with the above ({¢;}i=1,. ¢, ¢4+1), and ' := 1 if the verification suc-
ceeds, 3’ := 0 otherwise.

Claim 2 The distribution of the view of adversary A in the above-mentioned game simulated by
Bs.1 given a Problem 2 instance with 5 € {0,1} is the same as that in Game 3-h-1 (resp. Game

3-h-2) if B =0 (resp.3=1).

Proof. We consider the joint distribution of {¢;};=1 ¢ generated in step 7 and kgh)* generated
in case (b) of step 5.

fijs fipy fort = 1,...,d;k = 1,...,r;5 = 1,...,n;s calculated in step 7 in the above
simulation are expressed as:

T =m0, O i=mw+ e, gk = 9p0,  fr = ghw + [k,

nt ng 2 ne 2nt 1
—N— ———— A~ ————
flﬁ,j = ( 0”47 Htgt,jy 027 (ﬂ-té;f,j)Zt? 02nt7 0 )Bm
ft,k’,j = ( Ontv fk’é;ﬁ,jv 02a (gké;f,j)Zta 0277,,5’ 0 )]Bt?
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where w,0,{Z;}4=1,. 4 are defined in Problem 2. Note that variables {6, m:}=1 4 are inde-
pendently and uniformly distributed, and {fx, gx}x=1,...» are independently and uniformly dis-
tributed with only two relations >, _, fx = 0 and Y ;_; gx = 0. Therefore, {¢;}i=1,. ¢ are
distributed as in Eq. (8).

When 8 = 0, secret key k:gh) * generated in case (b) of step 5 is

2n4 2 2y n
—T— A~ ——
k(= e ks, ) = (&Y, s 02 0% @M 0)s: with g Epe

When § = 1, secret key k,gh)* generated in case (b) of step 5 is

h hQnt h . hznt n; h) U
k=S M+ by, ) = (2, s C0r L wE v, v M 0)s; with @Y L

Therefore, when § = 0, the distribution by Bs.1’s simulation is equivalent to that in Game
3-h-1. When g = 1, the distribution by Bs.1’s simulation is equivalent to that in Game 3-h-2. 0O

From Claim 2, we obtain Lemma 10 in the same manner as in the proof of Lemma 8. O

D.6 Proof of Lemma 11

Lemma 11. For any adversary A, for any security parameter \, Adv(3 h- 2)()\) = Advf'h'g)()\).

Proof. Let ;> <> = >80+ withh) - Zy, o> = r 4 - Zy, 4 = 7% - Uy, where b =
2,3, T = T(h) Ty = $£h) and ;%> 1s a share of 0, ri<3> is a share of a secret rg S Fy, ie.,
g Lger | T-d" =0}, 7> LF, 2> = M- (7<) T for b=2,3i = 1,..., L.

For Game 3 h-2, we will consider the joint distribution of (;" 2> 1) with p(i) = (t,7;) and
that of (), <2 07,) with p(i) = —(¢,7;). For Game 3-h-3, we w1ll consider the joint distribution
of (w7, <3>,gt) with p(i) = (t,7;) and that of (7, <3>,gt) with p(i) = (¢, 7).

Wlth respect to the joint distribution of these variables, there are five cases for each 7 €
{1,...,¢}. Note that for any i € {1,...,¢}, (Z;,Uy) with ¢t := p(i) is independent from the other
Var1ables since p is injective, and that random vectors §<%> and §<3> are independent from the
other variables. (i) is defined in Definition 3.

—»+ <b>

Then from Lemma 6, the joint dlstrlbutlon of ( ,¥¢) is uniformly and independently

distributed on C_ <> = {(&,4) | @ - § = 7"} (over Z, J GL(n,Fy)).
2. v(i) =1 and [p(i) = = (t,0;) N (6, %) € ' N ;- T #0].
Then, from Lemma 6, the joint d1str1but10n of (w; —r<b>

distributed on C; -, s> (over Z; J GL(n, Fy)).
3. (i) =0 and [p(i) = (¢, vz) A (t, %) € I (i.e., U; - & # 0).
( =1, <b>

,¥¢) is uniformly and independently

Then, from Lemma 6, the joint dlstrlbutlon of ,¥¢) is uniformly and independently

distributed on C( <> (over Z; & GL(n¢,Fq)) where w; is uniformly and inde-

=t <b>

Ui Tt)-wi+T7;
pendently distributed on [Fy. Hence, the joint distribution of (w;
independently distributed over qunf.

,U¢) is uniformly and
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4. (i) =0 and [p(i) = —=(t,0;) A (t,7) € T'] (i-e., U; - T4 = 0).

Then, from Lemma 6, the joint distribution of (), ’<b>,gj}) is uniformly and independently

distributed on Cy (over Z; & GL(ny,Fy)).
5. [p(i) = (&, 50) N (8, %) € I or [p(i) = =(t,0i) A (t,5;) & .
Then, the distribution of wj‘ Z or w; <" is uniformly and independently distributed on

K2
F2t (over Zy < GL(ny, Fy)).

We then observe the joint distribution (or relation) of {11_)7_7<b>}2':1’m’g, {w;7<”>}i:1,“,7,5 and
{#t}+=1,...a- Those in cases 3, 4, and 5 are obviously independent from the others. Due to the

restriction of adversary A’s key queries, 1 ¢ span((M;),(;)=1)- Hence, the distribution of { Tre |

cases 1 and 2 } is equivalent to that of { 773> | cases 1 and 2 }, since 770> = 7 M, - (§<b>)T

for b = 2,3, and the distributions of §<2> and §<3> are equivalent except that 1 - (§<2>)T =0
and 1 - (§<3>)T is uniformly distributed on Fy.
Thus, the view of adversary A in Game 3-h-2 is equivalent to that in Game 3-h-3. ad

D.7 Proof of Lemma 12

Lemma 12. For any adversary A, there exists a probabilistic machine Bs.o, whose running

time is essentially the same as that of A, such that for any security parameter \, ]Advfi'h-?’)()\) —

AVEFD ()] < AdVEE (M), where Byo(-) i= Baa(h, ).

3-h-2
Proof. In order to prove Lemma 12, we construct a probabilistic machine Bs.o against Problem
3 by using an adversary A in a security game (Game 3-h-3 or Game 3-h-4) as a black box. B3,
acts in the same way as Bs.; in the proof of Lemma 10 except the following three points:

1. In case (b) of step 4; Bso acts in the same way as Bs.; in case (a) of step 4 in the proof of

Lemma 10.
2. In case (b) of step 5; kgh)* is calculated using B} and {h}, . }j=1,.n, of the Problem 3 instance
as follows:
h)* h
k" = 25k :c;j) (b;j +0Mb,, L+ h?m‘) ;
where §() .= gid), -
3. In step 7; when Bs o receives an output (m/,S', §*) from A, B3 o computes (semi-functional)
verification text (ci,. .., ¢y, cqtr1) given as Eq. (10) as follows:

Trtvb,ﬁk,“—UFq fort=1,...,d; k=1,...,r; 1 =1,2;
fort=1,....d; k=1,...,r; j=1,...,ng
frj =0 mierje Firg = Sort Gki€tas
fori=1...,¢,
if p(i) = (t,0), (Cips---,Cion,) := (8i€1 + 0:0;, si€p 1 + 010;),
ci = Z?Zﬁ Ciyjbrj + D25 vij fr g+ D ke M; . firn
+07 (Hz2(m',S")by2n,+1 — broan,+2) + @i,

lf p(’L) = _\(t, 171), (C’i,lv e 7ci,2nt) = (Sii_fi, 8;’[71'),
C; = ZQZ’E Ci,jbt,j -+ Z?tzl Vi,j 22:1 M/L'7Igft7k7j + 9;/ (H2 (m/, S/)bt,2nt+1 - bt,2nt+2) + q;,
Cd+1 = g’_§[107
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where (M )izt k=1, = M, f — Fo f = {f € Fr | 1-f" =0},50 := I~ frsi =
2 u u
M- fT s = M; - f'7,6;,0],07 < Fy and q; < span(bysn,+3), and {byj}i=1. dje1. 2nt2,

1771
{et,j,L}t:L...,d;jil,...,nt;L:1,2 are obtained from the Problem 3 instance. Bs.o verifies the sig-
nature (m/,S', §*) using Ver with the above ({¢;}i=1. ¢, c4+1), and outputs 3’ := 1 if the

verification succeeds, ' := 0 otherwise.

Claim 3 The distribution of the view of adversary A in the above-mentioned game simulated by
Bs.o given a Problem 3 instance with 5 € {0,1} is the same as that in Game 3-h-3 (resp. Game

3-h-4) if B =0 (resp.B =1).

Proof. We consider the joint distribution of {c¢;};=1,. ¢ generated in step 7 and kgh) generated

in case (b) of step 5.
fijs fipy fort = 1,...,d;k = 1,...,r;5 = 1,...,ns calculated in step 7 in the above
simulation are expressed as:

. \2 /. N2 T A I N2~
Tt 1= ZLzl Tt Wy, Ty = ZL:1 Tt W,y Gk = ZL:1 Ik W, Gg = ZL:1 9k, Wy,

2n4+2 ne ng nt 1
——
J,cf:j = ( O2nt+2? tht,j’ (ﬂ-gé)t,j)zt’ 0, 0 )]Bt’
ft,k,j = ( O2nt+27 gkgt,j) (g;ggt,j)Zt> 0nt7 0 )]Btu

where w,,w), {Z¢}t=1,. 4 are defined in Problem 3. Note that variables {7, 7} }1=1,. 4 and {g,
g,;}kzl,m,r are independently and uniformly distributed. Therefore, {¢;};=1 .., are distributed as
in Eq. (10).

When 3 = 0, secret key k:gh) * generated in case (b) of step 5 is

(h)x (h) * *
k=205l (bt,ﬁ oMb, + hE,t,j)
2ny 2 2ny nt

_( 2R oo(h) T2 o(h) ne =R a2 U ong
=( @7, 6x,7, 0%, 7& Uy, 0™, &7 ,0)pr with G, « Fg'.

When 3 =1, secret key kgh) generated in case (b) of step 5 is

h)x* n h * * g
k" = 2k xg,j) <bt,j +0Wb;, L+ hﬁW)

2n¢ 2 ng nt
—TN— A~ —~
=&, om0 o, EY, G 0)s; with g S F

Therefore, when 3 = 0, the distribution by Bs.s’s simulation is equivalent to that in Game
3-h-3. When 3 = 1, the distribution by Bjs.2’s simulation is equivalent to that in Game 3-h-4. 0O

From Claim 3, we obtain Lemma 12 in the same manner as in the proof of Lemma 8. a

D.8 Proof of Lemma 13

Lemma 13. For any adversary A, for any security parameter \, Advg_VH_4)()\) = Adv%)(k).
Proof. In order to prove Lemma 13, we construct a probabilistic machine By against Problem
2”7 by using an adversary A in a security game (Game 3-vg-4 or 4) as a black box as follows:

45



. By is given a Problem 2” instance,(paramz, {B;, B}, hE,m" €t t=1,..dj=1,.n.» Go, G1).

2. B4 plays a role of the challenger in the security game against adversary A.

. At the first step of the game, B4 provides A public keys gparam as in the proof of Lemma
7 and sets EIL = h:g,t,l, for . = 1,...,n4, I@g = (bt’l,...,bt,2n1+2,bt’5nt+3),@: = (N;f’l,...,
E§7nt, R .,b;‘72nt+2,b;4m+3, .. .,b;‘75nt+2), {apk, := (paramvt,@g,@;‘)}tes for each au-
thority ¢ € S of Game 3-vgy-4 (and 4), that are obtained from the Problem 2” instance.

. When a random oracle query for H; is issued for the ¢-th global identity gid := gid,, By

answers as follows: When gid is not queried before, then a fresh dgig & [F, is generated and
B, answers 64iqG1 to A and records data (gid, dgid, 0giaG'1) to the H list. When gid is already
queried, By obtains dgiqG1 from the H-list, and answers it to A.

. When an AttrGen query for the «-th global identity gid := gid, is issued for a pair of a global
identity and an attribute (gid, (¢,Z;)) for ¢t € S, By calculates semi-functional key {k;j }1es
with Eq. (11), that is computed using B} of the Problem 2” instance and dgg as

nt nt 2 2n¢ nt 1
—N—— % =
o — — 2 / — —
k;tk = ( Lt, 5gidxt7 0 y 0nt7 Tgidxtu Pgid,t» 0 )3:7

where Téid S Fyq, Gaid,¢ S Fgt.

. When an AltSig query for (m,S) is issued by A, B4 computes a semi-functional signature
(s7,...,s}) for (m,S) as in Eq. (7) using {Bj };—1,.. 4 in the Problem 2” instance.

. When By receives an output (m/,S', §*) from A (where S’ := (M, p)), By calculates a semi-
functional verification text (¢q,...,cp, cqr1) given in Eq. (10) as follows:

Ty [t Gy He <—UIFq fort=1,....d; k=1,...,r;
fort=1,....d; k=1,...,r; j=1,...,ng
frj = mlew; + b, Fikj = ghew; + firbej,
f’<—U{f7€F;|f-ﬁT:0},5; =M fT fori=1...,¢,
fori=1...,¢,
if p(i) = (t,0), (Cia,--.,Ciom,) = (Si€r1 + 050, (1 €1 + wilhi) - Zy),
ci = Z;‘;l Vit T D ope1 Mi,kﬁ,m + Z?Q Cijbtn+j
+0; (Ha(m',S" )bt 2ni+1 = bt 2n,+2) + D200y Cingtjbron,+o+5 + @i,
if p(i) = =(t,0;), (ciay-..,Cion,) = (s, rl'v; - Z4),
ci =30 0y Yok Mik Frg + 2000y Cibingt
+0 (Ho(m', 8 )by.2n,+1 — brone+2) + 2741 Cimgtibrone+2+j + i

a1 = e(Yp—y Frr1, 07 1),

5 U (3 - 3 57 - U

where (M; )i=1,. ok=1,..r := M, f < {f" € Fy = 0}, s) == M, - .G« JFZ,T;I =
U U U

M;-Gt, 00, 0" w; «— Fy, Zy < GL(nt,Fy) and q; < span(by sn,+3), and {by je1. . dj=1.. 30,42,

and {e;; }t=1,. 4. j=1,....n; are obtained from the Problem 2” instance. By verifies the signature
(m/, S, 8") using Ver with the above ({¢;}i=1..._ ¢, ¢44+1), and outputs 5’ := 1 if the verification
succeeds, 3’ := 0 otherwise.
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Claim 4 The distribution of the view of adversary A in the above-mentioned game simulated by
By given a Problem 27 instance with 3 € {0, 1} is the same as that in Game 3-vg-4 (resp. Game

1) i B=0 (resp.f = 1).

Proof. We consider the joint distribution of {¢;};=1,. ¢ generated in step 7 and {EZL}t:l,...,d;L:l,...,nt
generated in step 3.

ftj ﬁk] fort=1,...,d;k=1,...,r;7 = 1,...,n; calculated in the step 7 in the above
simulation are expressed as:

T =m0, Opi=mw e, gk o= 9,0, fi = gpw + [k,

n 2nt+2 nt nt 1
- ——
— 2 2 .
frj= ( O:€tj, 0%net, et 55 0, 0 g,
_ =~ 2 2 =~
ft,kJ _( fket,ja 02t ’ 9kCt,j, Ontv 0 )Btv

where w, o are defined in Problem 2”. Note that variables {60;, m };—1, . 4 and {fx, gk tr=1,.r are
independently and uniformly distributed. Therefore, {c;}i=1,. ¢ are distributed as in Eq. (10).

When 3 =0, a part of authority public key, by ,, generated in step 3 is

ne 37‘Lt+2 nt
e * < 3ni+2 <~ ith & u 5 U ong
b;; = h’ﬂ,t,j =( de;, 0 s Otj > 0)pr with 0 < Fy, &5 < Fgt.

When § =1, a part of authority public key, ﬂl;;"“ generated in step 3 is

ng 2nt+2 ne ne
b o=hy, = (6., 022 e 75,0 ith 6,7 <2 F,, 6, ; < ™
tj=hbe; = 0€, » Tehj, Oy, 0)m; with 6,7 < Fy, 65 — Fg*.

Therefore, when g = 0, the distribution by B4’s simulation is equivalent to that in Game
3-vg-4. When 6 = 1, the distribution by B4’s simulation is equivalent to that in Game 4. a

From Claim 4, we obtain Lemma 13 in the same manner as in the proof of Lemma 8. O

D.9 Proof of Lemma 14

Lemma 14. For any adversary A, there exists a probabilistic machine By, whose running time is

essentially the same as that of A, such that for any security parameter X, |Adv%)()\) —Advf)()\ﬂ
< AdvE(N).

Proof. To prove Lemma 14, we will show distribution (gparam, {I@t, I@f H=1,....d> {sgh)*}hzlj_..,ys;i:h_’g,
{k?t(h)*}h:17__.7VH;(t7ft)6F(h),{Ci}i:lw.’g) in Game 4 and that in Game 5 are equivalent. For that

purpose, we define new bases D; of V; and D} of Vi as follows: We generate random & L FJ,
and set

disnrore = begnorore — by, df, = bF, +Eb 5, 0y, fori=1,... n,
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That is,
bt

b 3n,+2 by 1

dt,3m +3 I
. 2ni+2

_§Int Int . ’
dt,47’bt+2 I’ntJrl

b
bt,4nt+3 t,5m1+3

bt,57’Lt +3

*

t,1
*

: I, &L, i1

* :

dt,nt IQnH-?

H I

t,ni+1 nt

. Inﬁ—l *

t,5nt+3

?,SntJrB
We set
Dy := (b1, -, be3n1+2, At 30435 - - > At dng+2, bt dng 13, -+, bt sny13),
Df == (di1s- @i, Ot nyi1s -5 Obsn,13)-
We then easily verify that ; and D} are dual orthonormal.
Signatures, keys, a part of authority public keys, and verification text, {sl(.h)*}hzlw,ys;izlrwg,
{k:gh)*}h:L._.’VH;(mt)ep(m,{E;L}teg;bzlw’m,{ci}izlng, in Game 4 are expressed over bases By

and B} as

s = @M, @™ ¢, Hym® sy, o, @™ | M) o)

- i) i 7 A

k= @V, oz, om0 P o)

) t t

EI,L = (7‘('(:_’;57“ 02nt+27 gt,bv éﬁu O)B’{
C;, = (gt,l + 27i, 52@,1 + 0;171, (T;lgt,l + (A)Z’L_I;) . Zt, T'Z,-é)t,l + WQ’L_)'Z', Ont, ni)Bz lf p(l) = (t, 271),
c; := ([si]vi, STy T - Zy, TiT, O™ mi)s,, if p(i) = (¢, T),
where a part framed by a box indicates coefficients which were changed in expression over bases
Dy and Df. That is,

s = @, ", G, Hm®,s®)), o |57, o

K" = (@, sz, o |70 Y g, o),

by, = (ré, 02 i, i, )y

ci = (5 fur + 01 i, $is + 007, (1 +will) - Zoy E T, 07 mp, i p(i) = (1, 5),

¢ = (?72', sty {0 - Zy, 1305, 0", mi), if p(i) = = (t, ),
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where

=(h)

U,

=) —edM, W =0 g =g —gm, 0= 0; + €,

% 7
are uniformly, independently distributed since ﬁgh) Y Fgt, M . 6; Jg ¢> and
;1= si + &,

are a tuple of shared secrets {5;};—1 ¢ for access structure M, independent from sy in cq41,

which are distributed as in Game 5 since & 4 FJ
In the light of the adversary’s view, both (B, B}) and (ID;, Dy) are consistent with public
keys, gparam := (paramg, H1, Hz) and apk; except for b;,, i.e., (paramy,, By, By), where B} :=

( ;nt+1a R bZk,znt+2v b;fk,4nt+37 R b;fk,Snt—&—Q)' Therefore, {Sz('h)*}hzl,-..,VS;z‘:L...,é» {kgh)*}hzl,..A,uH;(t,ft)GF(h)’
{E§7L}t€S;L:17_,,7nt, {ci}i=1,..0 above can be expressed as signatures, keys, a part of authority pub-
lic keys, and verification text in two ways, in Game 4 over bases (B, By) and in Game 5 over
bases (D¢, Df). Thus, Game 4 can be conceptually changed to Game 5. a

E Decentralized Multi-Authority Functional Encryption

E.1 Definitions of DMA-FE

Definition 19 (Decentralized Multi-Authority FE). A decentralized multi-authority (DMA)
FE scheme consists of the following algorithms. These are randomized algorithms except for Dec.

GSetup A party runs the algorithm GSetup(1)) which outputs a global parameter gparam. The
party publishes gparam.

ASetup An attribute authority t (1 <t < d) who wishes to issue attributes runs ASetup(gparam,
t,ng) which outputs an attribute-authority public key apk, and an attribute-authority secret
key asky. The attribute authority t publishes apk, and stores ask.

AttrGen When an attribute authority t issues user gid a secret key associated with an attribute
vector Xy, it runs AttrGen(gparam, t, ask;, gid, ;) that outputs an attribute secret key
uskgid,(t,z,)- The attribute authority gives uskgiq .z, to the user.

Enc To encrypt a message m € G with an access structure S, using a set of public keys for
relevant authorities {apk,}, a user runs Enc(gparam, {apk,}, m,S) which outputs a ciphertext
cts.

Dec To decrypt a ciphertext cts, using a set of public keys for relevant authorities {apk,} and
secret keys corresponding to user gid and attributes {(t,Z;)}, gid runs Dec(gparam, {apk,,
uskgid (+,7,) 1> Cts) which outputs a message m or a special symbol L.

A DMA-FE scheme should have the following correctness property: for all security param-
eter A, all attribute sets I' := {(¢,Z)}, all gid, all messages m and all access structures S,
it holds that m = Dec(gparam, {apk, uskgig, (¢z,) } (t,3,)er Cts) With overwhelming probability, if

S accepts I', where gparam hi GSetup(1?), (apk;, ask;) R ASetup(gparam, t, 1), uskgiq (,z,) R

AttrGen(gparam, ¢, ask, gid, Z;) and ctg K Enc(gparam, {apk;}, m,S),
We let S the set of authorities. We assume each attribute is assigned to one authority as in
[38], or an attribute is considered to be of the form of (¢, ).
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Definition 20 (Adaptive Payload Hiding of DMA-FE). For an adversary, we define
AdvElMA'FE’PH()\) to be the success probability in the following experiment for any security pa-
rameter \. A DMA-FE scheme is adaptively payload-hiding if the success probability of any
polynomial-time adversary is negligible:

Setup Given 1*, the challenger gives gparam & GSetup(1*) to adversary A. For each authority
t € S, the challenger runs (asky, apk,) i ASetup(gparam, t,n;) and gives {apk,}ies to A.
Phase 1 The adversary is allowed to issue a polynomial number of queries, (gid,t, %), to
the challenger or oracle AttrGen(gparam,t,asky,-,-) for private keys, attribute secret key
usKgid, (£,7) -

Challenge Let Iy, = {(t,Z)} (i = 1,...,v) queried to the AttrGen oracle with gid;. The
adversary submits two messages m©, mO and an access structure, S := (M, p). provided
that the S does not accept any Igq, with any gid; (i = 1,...,v). The challenger flips a

random coin b < {0,1}, and computes ctéb) & Enc(gparam, {apk,},m(® S). It gives ctg)) to

the adversary.

Phase 2 The adversary is allowed to issue a polynomial number of queries, (gid,t,Z;), to
the challenger or oracle AttrGen(gparam,t,asks,-,-) for private keys, attribute secret key
uskgig,(¢,z,)- provided that S does not accept I'giq, with any gid; (i =1,...,v).

Guess The adversary outputs a guess b’ of b.

The advantage of an adversary A in the above game is defined as AdviMA_FE’PH()\) = Pr[p) =

bl — 1/2 for any security parameter \. A DMA-FE scheme is adaptively payload-hiding secure if
all polynomial time adversaries have at most a negligible advantage in the above game.

E.2 Construction

We define function p : {1,...,¢} — {1,...,d} by p(i) := t if p(i) = (¢,7) or p(i) = —(t,7),
where p is given in access structure S := (M, p). In the proposed scheme, we assume that p is
injective for S := (M, p) with ciphertext ¢ = ¢s. We will show how to relax the restriction in
Appendix F. In the description of the scheme, we assume that input vector Zy := (z¢1,. .., Ttn,)
is normalized such that z;; := 1. (If #; is not normalized, change it to a normalized one by
(1/x¢1) - &4 assuming that z;; is non-zero). In addition, we assume that input vector o; :=
(vi1,...,Vin,) satisfies that v;,, # 0. We refer to Section 1.5 for notations on DPVS, e.g.,
(x1,...,2N)B, (Y1, - .-, yN)B+ for x;,y; € Fy, and € ;. For matrix X := (xi;)ij=1,..N € IF;VXN
and element v in N-dimensional V, X (v) denotes Zf\;i\szl Xi,j¢i,j(v) using canonical maps
{¢i;} (Definition 2). Similarly, for matrix (¢;;) == (X 1), (X 1T (v) := 2100 0 ¢ 5(v).
It holds that e(X (z), (X HT(y)) = e(zx,y) for any x,y € V.

GSetup(1Y) :  paramg :== (¢,G, G, G, e) & Obpe(1),  H :{0,1}* — G;
return gparam := (paramg, H).
Remark : Given gparam, the following values can be computed by anyone and shared
by all parties: G := H1(0Y) € G, Gi:= H (0> 1,1) € G, gr:=e(Go,G1),
ASetup(gparam, t,n;) :
paramy, := (q, Vi, G, Ay, e) := devs(l’\, 5ny + 1, paramg),

Xy < GL(5ns +1,F,), by = Xo((0°1, Go, 0°™H11)) fori=1,... bng+1,
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B; := (bt,h ceey bt,Zn“bt,Snt—f—l)v ask; 1= Xy, apkt = (parath,IB%t),

return (aske, apky).
AttrGen(gparam, t, ask;, gid, 7y := (v11,...,%m,) € FJ"\ {6} such that z;; := 1) :

Ggid (: 601) = H(gld) € Ga Sat = (@t,l» ey th,nt) £ ]F(;Lt7

nt nt 2ny
ki o= (X DT (( 241G, 200,G1, 201Ggids - Ten, Ggia, 02,
nt 1
~~
Qot,lGl) '-7§0t,ntGla 0 ))7
return  uskgiq ¢+ z,) ‘= (gid, (¢, 71), Ky ).
Remark : Let b} := (X; HT((071, Gy, 0°F17%) and B} := ( s O s, 1)
2n¢ ne

| AN PN oS s
Then k; is represented as ky = (@ , 07¢, 07", G, 0 )ps.
Enc(gparam, {apkt}v m, S:= (Ma p)) :
f<—U Fy, §1 = (s1,...,8)7" == M-f_T7 80 := f~f_T,

ﬁ<—RIFqT st. T-fT=0, 7= (s),...,8p)7T =M - T, ni,ei,9;<—UIE‘q (i=1,..4),

fori=1,...,¢,
if p(i) = (t,T; := (vig,- .., Vin,) € F; \ {0} such that v, # 0),
e ng 2n¢ ng 1
% =
ci:=( si€1+06;0;, siéq1+ 0, 02ne, 0me, N )By
if p(i) = (¢, ),
n¢ n¢ 2n¢ ne 1
=
C; ‘= ( Siﬁi, S{Lﬁ\iv 02nt7 Ontu T )Btv
Cd+1 = g:}()m’ Ctg 1= (S7 Cl,...,Cy, Cd+1)-
return cts.
-, Cy, cd+1)) :

Dec(gparam, {apk,, uskgiq 1 z,) := (gid, (¢, 1), k) }, cts == (S, e, ..
If S := (M, p) accepts I" := {(t,Z;) € uskgiq,(t,z,)}, then compute I and {c;}ier
such that 1= Y icr @iM;, where M; is the i-th row of M, and
Voo [p(i) ==(t,T) A (6E) el N U -2 #0] ),
K= [  elenki)™- I1 e(ci, k) /T,
i€l A p(i)=(t,7:) i€l A p(i)=—(t,5:)
return m’ = cqy1/K.
[Correctness] If S := (M, p) accepts I" := {(t,71) € uskgig,(1.3,)}
[Licr & pi)=a.5) €(€is KD - TLicr & pi)=—(t,5,) (€5 K)o/ (T )
= [Lics » p(i)=(t,7;) 9T [Licr A p(i)=—(t,5;) 9T
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> ier(isitdags)) s . /
=97 Y =gy, since ), ;a;8; =soand ), ;a;s; = 0.

Comparison with the CP-FE Scheme in [47] Okamoto-Takashima [47] gave an adaptively
secure CP-FE scheme on DPVS framework. Ciphertexts (CT) and secret-keys (SK) of the scheme
have two components, one for decryption and one for shared secret recovering. Concretely, the
first corresponds to t = 0, d+1 component, i.e., (cg, ¢4+1) and kf, and the second corresponds to
others, i.e., (c1,...,¢p) and {k{} (¢ z,)cr- CT and SK vector components for ¢ # 0 have dimension
3ny = ny+ng+ny+ 1, where the first ny dimension is the real-encoding part (real part, for short)
for CT and SK vectors, the second is the hidden part for semi-functional CT and SK, the third
is the SK randomness part, and the fourth is the CT randomness part.

Our DMA-FE scheme cannot use k§ (and then cp) component from the distributed and
decentralized key generation. To meet the correctness and (adaptive) security requirements even
without ¢t = 0 components, both real part and hidden parts are increased to 2n;-dimensional,
respectively, i.e., with 5ny = 2n; 4+ 2ny + ny + 1 inner-structure (see the figure below).

In [47] CP-FE, a scalar ¢ in ¢g, which is independent of the shared secret s; in¢; (i = 1,...,¢),
is used for ElGamal-like decryption, however in our decentralized situation, we should use sg
directly for decryption, so in addition to the corresponding shared secret {s;}, we add more n;
dimension in the real part to embed another shared secret {s’} with the share s = 0.

Moreover, the dual system security proof in [47] is accomplished using the hidden part in ¢
and k. Instead of it, we require more n; dimension in the hidden part in each vector component
¢ and kf with ¢ # 0 to change each queried key (in the security game) to semi-functional form
sequentially i.e., without affecting to the other queried keys.

n¢ nt nt 1
—N——
CT & SK vector (t # 0) in [47] CP-FE : ( real hidden SK ran. CT ran. ),

2n¢ 2ny nt 1
- - —
CT & SK vector (t # 0) in our DMA-FE : ( real hidden SK ran. CT ran. ).

E.3 Security of the Proposed DMA-FE

Theorem 5. The proposed DMA-FE scheme is adaptively payload-hiding against chosen plain-
text attacks under the DLIN assumption in the random oracle model.

For any adversary A, there exist probabilistic machines £1,E» and Es, whose running times
are essentially the same as that of A, such that for any security parameter \,

AVEATEPR () < AQVBINO) + X5, (AdvBEN () + AdVBEN (V) ) + e,

where Eyp(+) = Ea(h,-), Epn(-) = E3(h,-), v is the mazimum number of queries to random
oracle H and € :== ((2d + 10)v + 2d + 5) /q.

E.4 Proof Outline of Theorem 5

At the top level strategy of the security proof, an extended form of the dual system encryption by
Waters [58] is employed, where ciphertexts and secret keys have three forms, normal, pre-semi-
functional and semi-functional. The real system uses only normal ciphertexts and normal secret
keys, and pre-semi-functional and semi-functional forms of ciphertexts and keys are used only
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in a sequence of security games for the security proof. (Additionally, ciphertexts have temporal
and non-functional forms. See below.)

We employ Game 0 through Game 3. In Game 1, the challenge ciphertext is changed to
temporal 0 form. When at most v random oracle queries are issued by an adversary, there are
4v game changes from Game 1 (Game 2-0-4), Game 2-1-1, Game 2-1-2, Game 2-1-3, Game 2-1-4
through Game 2-v-1, Game 2-v-2, Game 2-v-3, Game 2-v-4.

In Game 2-h-1, the challenge ciphertext is changed to pre-semi-functional form, and keys
for the first A — 1 random oracle queried global identities, gid, are semi-functional form, while
the remaining keys are normal. In Game 2-h-2, key for the h-th global identity is changed to
pre-semi-functional form while the remaining keys and the challenge ciphertext is the same as in
Game 2-h-1. In Game 2-h-3, the challenge ciphertext is changed to semi-functional form while all
the queried keys are the same as in Game 2-h-2. In Game 2-h-4, key for the h-th global identity
is changed to semi-functional form while the remaining keys and the challenge ciphertext is the
same as in Game 2-h-3. At the end of the Game 2 sequence, in Game 2-v-4, all the queried
keys are semi-functional forms (and the challenge ciphertext is semi-functional form), which
allows the next conceptual change to Game 3. In Game 3, the challenge ciphertext is changed
to non-functional form (while all the queried keys are semi-functional form). In the final game,
advantage of the adversary is zero.

Table 3. Outline of Game Descriptions

challenge queried keys
ciphertext 1 S h—1 h h+1 S v
Game 0|| normal normal
1|| temporal normal
2-1-1|| pre-semi. normal
2-1-2|| pre-semi. | pre-semi. normal
2-1-3|| semi-func. | pre-semi. normal
2-1-4|| semi-func. | semi-func. normal
2-h-1|| pre-semi. semi-func. normal
2-h-2|| pre-semi. semi-func. pre-semi. normal
2-h-3|| semi-func. semi-func. pre-semi. normal
2-h-4|| semi-func. semi-func. semi-func. normal
2-v-4|| semi-func. semi-func. semi-func.
3|| non-func. semi-func.

We summarize these changes in Table 3, where shaded parts indicate the challenge ciphertext
or queried key(s) which were changed in a game from the previous game.

As usual, we prove that the advantage gaps between neighboring games are negligible.
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For cts := (S,e1,...,¢p,¢q441), we focus on € := (¢y,...,¢p), and ignore the other part of
cts, i.e., (S,c441), (and call (ey,. .., ¢¢) ciphertext) in this proof outline. In addition, we ignore
a negligible factor in the (informal) descriptions of this proof outline. For example, we say “A
is bounded by B” when A < B + €(\) where €(\) is negligible in security parameter \.

A normal secret key, k*"'™ (with attributes (¢, %)), is the correct form of the secret key
of the proposed DMA-FE scheme, and is expressed by Eq. (20). Similarly, a normal ciphertext
(with access structure S), ¢"'™, is expressed by Eq. (21). A temporal ciphertext is expressed
by Eq. (22). A pre-semi-functional ciphertext, P is expressed by Eq. (23) and a pre-semi-
functional secret key, k* pre-semi s expressed by Eq.(24). A semi-functional ciphertext, ¢s™
is expressed by Eq. (25) and a semi-functional secret key, k* semi " js expressed by Eq.(26). An
non-functional ciphertext, ¢""F, is expressed by Eq. (27).

To prove that the advantage gap between Games 0 and 1 is bounded by the advantage of
Problem 1 (to guess g € {0,1}), we construct a simulator of the challenger of Game 0 (or 1)

(against an adversary .A) by using an instance with 3 & {0,1} of Problem 1. We then show that
the distribution of the secret keys and challenge ciphertext replied by the simulator is equivalent
to those of Game 0 when 3 = 0 and those of Game 1 when § = 1. That is, the advantage
of Problem 1 is equivalent to the advantage gap between Games 0 and 1 (Lemma 18). The
advantage of Problem 1 is proven to be equivalent to that of the DLIN assumption (Lemma 1).

We then show that Game 2-(h — 1)-4 can be conceptually changed to Game 2-h-1 (Lemma
19), by using the fact that parts of bases, (bt 2n,+1,---,btan,) and (b7 g, 41, -, b} 4,,), are un-
known to the adversary. In particular, when h = 1, it means that Game 1 can be conceptually
changed to Game 2-1-1. When A > 2, we notice that normal key and semi-functional chal-
lenge ciphertext, (E* norm. ése"‘i), are equivalent to normal key and pre-semi-functional challenge

ciphertext, (E* norm gpre-semi) - oxcept that (0-)shared secret {riti=1,.¢ with ro = 0 is used in

_ . . . U .
cPresem ingtead of ordinary shared secret {r Yi=1,..¢ with Ty — [F, for some coefficient vector
c>*™'. This change of coefficient vectors can be done conceptually since zero vector 0" is used

in €
for the corresponding part in fx norm.

The advantage gap between Games 2-h-1 and 2-h-2 is shown to be bounded by the advantage
of Problem 2 (precisely, a slightly modified Problem 2 with the total dimensions 5n; + 1, not
5ny + 3 for each t), i.e., advantage of the DLIN assumption (Lemmas 20 and 2).

We then show that Game 2-h-2 can be conceptually changed to Game 2-h-3 (Lemma 21),
where we use the fact that all queried keys {(¢, Z;)} do not satisfy the challenge S. Here, we notice
that pre-semi-functional key and pre-semi-functional challenge ciphertext, (k*Pre-semi  cpre-semi)
are equivalent to pre-semi-functional key and semi-functional challenge ciphertext, (

)

k* pre-semi semi)
)

& )

: U . . P .
except that shared secret {r}},=1 ., with rj < F, is used in ¢**™ instead of {r;}i=1 ¢ with
ro = 0 for some coefficient vector in ¢P**™'. Therefore, this conceptual change is proved using

Lemma 6.

The advantage gap between Games 2-h-3 and 2-h-4 is similarly shown to be bounded by the
advantage of Problem 3, i.e., advantage of the DLIN assumption (Lemmas 22 and 5).

We then show that Game 2-v-4 can be conceptually changed to Game 3 (Lemma 23) by using
the fact that parts of bases, (bsp+1, ..., bapn) and (b}, ..., b)), are unknown to the adversary.

rn
Game 0 : Original security game. That is, the reply to an AttrGen query kt(h)* € uskgig, (t,7,) tO

an AttrGen query for (gid,, (¢, %)) with t € S, and the challenge ciphertext for (m(®, m® s =
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(M, p)) are:

nt ne 2ny nt 1
=
h R - S(h
W= @ g, o] dY 0y
fori=1,....,¢,
nt nt 27Lt nt 1
- —~N AN AN
if p(i) = (,5), ¢ i= ([5:h1 + 0, sl + 0, (02, 0%, 7, )a,,
ng nt QT'Lt ne 1
—~ NN
if p(l) - _‘(t717i)7 Ci = ( 6i7 Séﬁiv 7 0", >Bt’
50
Cdt1 i= Qm(b),

—,

(21)

where JF<_U ]]:727‘}[_'7 <_R {fT; € ]FZ | I'f/T = 0}780 = I'f_Tvsi = M’Lf_TJS; = Mi'f_.;Tvei?agan’ia(s(h) <_U

F, and g & Fpe.

Game 1 : Same as Game 0 except that the challenge ciphertext, ¢;, cqy1, are:

fori=1,...,¢,
ng nt 2ny ng 1
% NN
. . . L — — = ] — —
if p(i) = (t,03), ¢ :==( si€1+06:7;, ;e + 0,7, » 0", 0™, ;i )B,»
g ¢ 2ny ne 1
——— AN AN
. . — L — ! — —
if ,O(Z) = _'(t>vi)> C; ‘= ( SiVi, S; Vi, Zi€t1 Onta 0nt> i )Bta

. b
Cir1 = g%om( ),

where z; J F,, and the other variables are generated as in Game 0.

(22)

Game 2-h-1 (h =1,...,v) : Game 2-0-4 is Game 1. Game 2-h-1 is the same as Game

2-(h — 1)-4 except that the challenge ciphertext, ¢;, cq41, are:

fori=1,...,¢,

ne n

if p(l) = (t,ﬁi), C; = ( 8i6_3571 + 9227“ S;gt,l + 9;172,

2n¢ nt 1
AN AN
— — = ] —
(ri€e1 +wity) - Zs, ri€n +wivi |, 0™, n By,
nt nt 2n¢ ne 1
—_—N—— AN AN
. . — L — /= — /-
if p(i) = —(t,0;), ¢i:=( s;1, s;7;, riti - Zy, Ti0; |, 0™, M )By,
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where §<—U {geF | 1-§"=0},4 & Frorg=M;- gt rl:=M;-§", Z & GL(n,Fy), wi,w, &
F,, and the other variables are generated as in Game 2-(h — 1)-4.

Game 2-h-2 (h =1,...,v): Game 2-h-2 is the same as Game 2-h-1 except that the reply
kgh)* € uskgig, (1,7,) to an AttrGen query for the h-th global identity gid, (and t € S) is:

nt ne 2n¢ nt 1
- ’ o) (24)
k7= ( Ty, sz, W, U, |, ome G, 0 s

where 7(" 2 F,, Uy = (Z; YT for Z, & GL(ny,Fy) used in Eq. (23), and the other variables
are generated as in Game 2-h-1.

Game 2-h-3 (h=1,...,v): Game 2-h-3 is the same as Game 2-h-2 except that the challenge
ciphertext, ¢;, cq41, are:

fori=1,...,¢,

e n

if p(i) = (t,05), ¢ :=( si€1+ 0,0, siér1 + 05,

2n¢ nt 1
- AN AN
o 5 4 On (25)
(et,l + wivi) . Zt') Tiet,l + wivia 0 t7 i )Bw
ne ne 21’Lt nt 1
——— - AN AN

if p(i) = (), ei=( siti, s, |0 2o riB, 0 s,

 so, (b
car1 = gpPm®,

where g J Fy, r!:= M; - g%, and the other variables are generated as in Game 2-h-2.
Game 2-h-4 (h=1,...,v): Game 2-h-4 is the same as Game 2-h-3 except that the reply

kﬁh)* € uskgig, (1,7,) to an AttrGen query for the h-th global identity gid, (and ¢ € S) is:

nt nt 2ny ne 1
(h)= (h) (26)
kt — ( fty 5(h)£ta Onta T/(h)ft ) Sat ) 0 )IBZ‘




where 70 J T ¢» and the other variables are generated as in Game 2-h-3.

Game 3 : Game 3 is the same as Game 2-v-4 except that the challenge ciphertext, ¢;, cq11 are:

fori=1,...,¢,

ne n

if p(i) = (¢, 0), ¢ == 67%,1 +0;0;,  sié + 0;1;,

2n¢ nt 1
AN AN
— — ) - /=
(ri€e1 4+ with) - Zy, ri€1 + Wi, 0", n )B,,
nt nt 2n¢ ne 1
—_—T— AN AN
. . — L ~ |= ] = — ] —
if p(Z) = _‘(t7’l)i), C; ‘= ( Uia Sz‘/U?h A% Zt7 ’I”,L"Ui, Ont) i )Bt)

0,

Cd+1 =gy m

where f & Fy,si = M; - fT and sq S F,. The other variables are generated as in Game 2-v-4.
Here, we note that sg is independent from all the other variables.

Let Adv(Y (A) be AdvEMAFEPH(\) in Game 0, and Advl) (0), AdvE "D (1), .. AdvE" (),
Advf)()\) be the advantage of A in Game 1,2-h-1,...,2-h-4, 3, respectively.

It is obtained that Advi’)()\) = 0 by Lemma 24. We will show five lemmas (Lemmas 18-23)
that evaluate the gaps between pairs of Advfg)(/\), Advfi)()\) Adv'> h'l)()\) , Adv (2 - 4)()\) for
h=1,...,v, and Advfi’)()\). From these lemmas and Lemmas 1,2 and 5, we obtaln

AdvOMAFEPH () = Adv@ () < ‘Adv(o)(A) Adv} ‘+§jh ) (Ad (=19 () Adv ’”"”(A)(

+303 S AVET ) () — AdvE D) ’+‘Adv(2”4)()\) Adv? ‘+Adv () < AdvBL(V)+

S0y AVEZ, () oy AdVE?, (0)+(2d2d) g < AdBIN ()57, (AdBEN(A) + AdBIN () +
((2d 4+ 10)v + 2d + 5) /q. This completes the proof of Theorem 5. O

Lemma 18. For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter A, \Advfg)()\) —
AdvA (N)] < AdvBH(\) + 2d/q.

Lemma 19. For any adversary A, for any security parameter A, |Ade4 (h=1)- )()\)fAdvEf_h_l)()\ﬂ
<2d/q.

Lemma 20. For any adversary A, there exists a probabilistic machine Ba, whose running time
is essentially the same as that of A, such that for any security parameter A, ]Adv(2 - 1)()\) —
AdviT "D (V)] < AR, (N), where By () = Ba(h, ).

Lemma 21. For any adversary A, for any security parameter \, Adv(2 - 2)()\) Adv (2 " 3)()\).

Lemma 22. For any adversary A, there exists a probabilistic machine Bs, whose running time
is essentially the same as that of A, such that for any security parameter X, |Adv, (2-h- 3)()\) —
AdVE Y )] < AdVE | (N), where By p(-) := Ba(h, -).
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Lemma 23. For any adversary A, for any security parameter \, Advg_u_@()\) = Advfj’)()\).

Lemma 24. For any adversary A, Advfi’)()\) =0.

The proofs of Lemmas 18-23 are given in the full version of this paper.

F How to Relax the Restriction that p Is Injective

The following technique can be also applied to DMA-FS (and DMA-ABS).

F.1 Generalized Version of Lemma 6

Let V' is n-dimensional vector space F ', and V* its dual. For p':= (p1,...,ps) € F;, let

Cﬁi_{(ffl,- :c;éO r-v;=p;fori=1,. }

{U;}i=1,.. s are linearly 1ndependent over Fg,

Lemma 25 (Lemma 23 in [47]) For all j such that Cgz # 0, for all (%, v, Us) € Cp, and
(7,1, ..., ds) € Cp,
1
Pr [ZU =7 AN 0;Z=w; fori=1,...,s]= ,
Z(_UGL(nqu)v ﬁCﬁ

where U := (Z~H)T.

F.2 The Modified DMA-FE Scheme

We assume that ¢ € N is given in the system. For any access structure S := (M, p) for ciphertext
in the DMA-FE scheme, ¢ > max®, #{i | p(i) = t}. (In the proposed DMA-FE scheme in
Section E.2, we assume that ¢ := 1.)

We will show how to modify the DMA-FE scheme to allow ¢ > 1 with preserving the security
of the DMA-FE scheme in Section E.2.

1. As for ASetup, given (gparam, t, n;), execute ASetup(gparam, t, n}) such that nj := n; + ¢.
2. As for AttrGen, given (gparam, t,ask, gid, Z;) execute the same procedure as AttrGen except
that:

2n, 2n}, n 1
- =N
._ — — 2 / —
k;/k —( T, 090, 51}, 0¥ 0 nt, Ot 0 )B;ﬂ
3. As for Enc, given (pk, m, S := (M, p)), execute the same procedure as Enc except that:
. . — /
if p(i) = (¢t,0; = (Vi1,...,Vin,) € F;“) iy 0i, 05, 71, 7! Y F,,
ny ny 2n,  n, 1
AN AN AN
. > ~ -1 - /> /= -1 — 2n/, é
Cc; = ( Si€t,1 + Givi,O’* ,Ti,OSD N, 5611 + Givi,()” ,Ti,OSO H, 0 nt, Onf, 7; )Bt
. . _ ;U
if p(i) = (¢, %), M, Ti, Ty < Fq,
n ny 2n}, ny 1
- AN AN AN
— ~ nk—1 - I 1 3n, n2n)
¢ = ( 8;U;, 0° 4 7y, 0971, siv;, 051 7] 0P, 0°", 0%, m; )B,,

where 7 is the k-th index such that p(i) = ¢, i.e., p(i) =t and §{j < i|p(j) =t} =r — L.
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F.3 Security

We can prove the security of the modified DMA-FE scheme in a manner similar to that of
Theorem 5 except that Problem 2 is changed to Modified Problem 2, Lemma 20 is changed,
where Bs s simulation is executed on Modified Problem 2, Game 2-h-1 is changed to Modified
Game 2-h-1.

Here we only show the essence of the change by using Modified Game 2-h-1. The Modified
Game 2-h-1 is the same as Game 2-h-1 except that Z; « GL(n},F,), Uy := (Z; )T for t =
1,...,d, where for each t there is a set [; ;== {i, | p(ix) =t, 1 <k <op}},andfork =1,...,¢,
the framed parts of Eq. (23) are changed to

wli = ((rié;571 + wig’ia 0N717 §i7 OLP?N) : Zt7 ngt,l + w;ﬁ,, 0K717 g;a 0907’{)7
ﬁli = ((Tiaiy Oﬁ_lu §i7 OSO_K) : Zt7 Tgﬁh Oﬁ_lv 627 OSO_K)7
/ U
where &;,&; — FFy.
By using Modified Problem 2, for p(i.) = (¢,7), Ba, can simulate ciphertexts, ¢;, = (---,
Wy, -+ )B, OL Ci,, = (- , Wk, - )B,. By applying Lemma 25, we can prove Lemma 21 in a manner
similar to the proof of Lemma 21.
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