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Abstract

We construct protocols for secure multiparty computation with the help of a computationally
powerful party, namely the “cloud”. Our protocols are simultaneously efficient in a number of
metrics:

e Rounds: our protocols run in 4 rounds in the semi-honest setting, and 5 rounds in the malicious
setting.

o Communication: the number of bits exchanged in an execution of the protocol is independent
of the complexity of function f being computed, and depends only on the length of the inputs
and outputs.

o Computation: the computational complexity of all parties is independent of the complexity of
the function f, whereas that of the cloud is linear in the size of the circuit computing f.

In the semi-honest case, our protocol relies on the “ring learning with errors” (RLWE) assump-
tion, whereas in the malicious case, security is shown under the Ring LWE assumption as well as the
existence of simulation-extractable NIZK proof systems and succinct non-interactive arguments. In
the malicious setting, we also relax the communication and computation requirements above, and
only require that they be “small” — polylogarithmic in the computation size and linear in the size
of the joint size of the inputs.

Our constructions leverage the key homomorphic property of the recent fully homomorphic en-
cryption scheme of Brakerski and Vaikuntanathan (CRYPTO 2011, FOCS 2011). Namely, these
schemes allow combining encryptions of messages under different keys to produce an encryption (of
the sum of the messages) under the sum of the keys. We also design an efficient, non-interactive
threshold decryption protocol for these fully homomorphic encryption schemes.
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of Research Excellence (I-CORE) program (center No. 4/11).

tThis work was partially supported by an NSERC Discovery Grant, by DARPA under Agreement number FA8750-
11-2-0225. The U.S. Government is authorized to reproduce and distribute reprints for Governmental purposes notwith-
standing any copyright notation thereon. The views and conclusions contained herein are those of the author and should
not be interpreted as necessarily representing the official policies or endorsements, either expressed or implied, of DARPA
or the U.S. Government.



Contents

1 Introduction
1.1 Our Results . . . . . . . . e,
1.2 Other Related Work . . . . . . . . . . e

2 Preliminaries
3 Cloud-Assisted MPC

4 Cloud-Assisted MPC From Key-Homomorphic Threshold FHE
4.1 Construction . . . . . . . . . . e e e
4.2 Security Under Semi-Honest Adversaries . . . . . . . . . ... .. ... ... ......

5 Tolerating Malicious Adversaries

6 Instantiating Key-Homomorphic Threshold FHE
6.1 The Polynomial-LWE Assumption . . . . . . .. .. ... ... ... ... ... ...,
6.2 A Somewhat-Homomorphic Scheme . . . . . .. .. ... .. ... ... .. ...
6.3 Getting a (Leveled) Fully-Homomorphic Scheme via Re-linearization and Modulus Re-
duction . . . . . L e
6.3.1 Re-linearization . . . . . . . . ... Lo
6.3.2 Modulus Reduction . . . . .. . ..
6.4 Key-Homomorphic Threshold FHE from PLWE . . . . . . . .. .. .. ... ... ...

7 Implementing ‘Ffand.bc and ‘Flfeys
7.1 Ciphertext Re-Randomization . . . . . . . ... ... ... ... ... ... . ......
7.2 Key Combination . . . . . . . . . ..

8 Performance

A Proofs
A.1 Security Under Malicious Adversaries . . . . . . . . .. . .. ... ... ... ...
A.2 Ciphertext Re-Randomization . . . . . . . . .. .. ...
A3 Key Combination . . . . . . . . . . . L

Ne)



1 Introduction

Cloud computing is usually portrayed as a user outsourcing its computation to a provider. However,
in reality each cloud provider has numerous users, who may wish to compute with each other. How
can multiple cloud users conduct an expensive joint computation, when they wish to keep private
all information except the final output? They could send all their inputs to the cloud and ask it to
compute the output, but this would violate their confidentiality. Alternatively, they could conduct a
secure multiparty computation protocol (MPC) [GMWS87, BGWS88, CCD88] among themselves, and
bear the full burden of computation. In particular, standard MPC protocols incur a large blow-up in
the computational complexity of all the players involved, as well as a commensurate increase in the
communication complexity of the protocol, neither of which are acceptable in the client-server setting.
Can the presence of the cloud make the multiparty computation more efficient, without compromising
its security?

More precisely, what we would like is an MPC protocol where n parties contribute inputs z1,...,z,
respectively, and they jointly compute f(z1,...,x,) securely satisfying the following two properties:

e Computational efficiency: the running time of each party is polynomial in the length of its
input and output. In particular, it should be independent of the complexity of the function f.

e Communication efficiency: the communication complexity of the protocol should be poly-
nomial in the length of the inputs and outputs, but otherwise independent of the complexity of

1.

Clearly, achieving computational efficiency alone requires the parties to seek the help of a (powerful)
cloud capable of computing f. The protocol should be secure against a collusion of an arbitrary subset
of parties together with the cloud.

The first possibility that comes to mind is to use a fully homomorphic encryption (FHE) scheme,
which provides a mechanism to design communication-efficient protocols in the two-party setting.
Starting from the groundbreaking work of Gentry [Gen09b], a number of progressively more efficient
and simpler FHE constructions have surfaced [vDGHV10, SV10], most recently the works of Brakerski
and Vaikuntanathan [BV11b, BV11a] and the work of Brakerski, Gentry and Vaikuntanathan [BGV11].
In the context of a single user outsourcing her computation to the cloud, the user can encrypt her input
using her key under the fully homomorphic encryption scheme, and send the ciphertext to the server.
The server homomorphically evaluates the desired function and returns the evaluated ciphertext back
to the user who decrypts and gets the result of the computation.! Can we use fully homomorphic
encryption in the multiparty setting, where the computation is performed jointly on the inputs of many
players? A nalve way to approach this problem runs into the difficulty that we know of no way to
operate on ciphertexts encrypted under different keys.

Gentry suggested an approach to do communication- and computation-efficient cloud-assisted MPC
in the following way. The parties first run a multiparty coin-tossing protocol to generate a joint public
key for (an arbitrary) FHE scheme, together with a secret sharing of the corresponding secret key (the
ith party gets the i'" share of the common secret key). Once this is done, the parties encrypt their
inputs using the common public key and have the cloud compute an encryption of the result. They
then run yet another MPC protocol to perform threshold decryption and recover the result. Clearly,
since both the coin-tossing and the threshold decryption functionality are independent of the function
f, this protocol is communication and computation-efficient (in the sense above). However, due to
the use of generic MPC techniques, the protocol has a fairly large round-complexity and concrete
computational complexity.

1For this discussion, we assume that the adversaries are semi-honest.



Can this state of affairs can be improved, by taking advantage of the algebraic structure that
underlies many of the recent FHE schemes? We show this is indeed the case, by demonstrating
concrete constructions.

1.1 Owur Results

We show MPC protocols that are efficient in communication and computation as well as round com-
plexity, using a special property of recent FHE constructions, namely key homomorphism. Informally,
a key-homomorphic (public key) encryption scheme allows us to deterministically combine many public
keys pky, ..., pky into a combined public key pk, and simultaneously combine secret keys sky, ..., sky
into a combined secret key sk. Informally, this property allows the parties to come up with a joint
public key under which they can all encrypt their respective inputs, without resorting to an expensive
coin-tossing protocol as in Gentry’s solution [Gen09b, Gen09al. Of course, for security, we require that
semantic security under the joint public key pk holds even given ¢t < NN secret keys sk;. In a sense, sk;
form the secret shares of a common secret key sk whose corresponding public key is pk. The novelty
is that a key homomorphic encryption scheme allows us to come up with this structure in a rather
natural and efficient way.

Key-homomorphic encryption schemes abound. For example, consider Regev’s public key en-
cryption scheme [Reg09] where the public key pk = ATs 4+ 2, where A is a matrix that forms a
global system parameter, and the secret key vector sk = s. Adding together two such public keys
pk; = ATs; + 21 and pky = ATsy + 29 gives us pk = pky + pky = AT (s1 4 s2) + (21 + 22), a joint
public key whose corresponding secret key sk is the sum of sk; and sky. This structure is by no means
unique to lattice based schemes, but it appears in numerous number-theoretic systems as well, e.g.,
the El Gamal encryption scheme. In lattice schemes, they are especially useful since they give us fully
homomorphic encryption schemes that are key-homomorphic as well.

As we argued before, key-homomorphic schemes provide us with a natural avenue to remove the
coin-tossing protocol from Gentry’s schema for multiparty computation from FHE. In the context
of FHE schemes, we also need a method of combining evaluation keys to produce a joint evaluation
key which turns out to be trickier. In particular, we do not know of a nice non-interactive way of
combining evaluation keys, but instead, we come up with a two-round protocol to do this.

Finally, the linear structure of these schemes give us a very efficient way to do non-interactive
threshold decryption, similar to the work of Bendlin and Damgard [BD10)].

These ideas are fairly general and can be instantiated with a number of different combinations of the
existing schemes. We choose to present the instantiation that combines the ring LWE based somewhat
homomorphic encryption scheme from [BV11b] with the re-linearization technique of [BV11la] and the
noise management technique of [BGV11] (which, in turn, relies on the modulus reduction technique
of [BV11a]). We chose this instantiation since it is quite efficient and simplest to present. The reader
is referred to Section 6 for details on the instantiations. The resulting protocol is secure against
semi-honest adversaries that corrupt any ¢ < N parties, and runs in 4 rounds.

We then compile this protocol to be secure against malicious adversaries, using simulation-extractable
NIZK proof systems [SP92, Sah99, CLOS02] as well as succinct non-interactive argument systems [Mic94,
GKRO08, BCCT11, GLR11]. The resulting protocol runs in 5 rounds.

Our main theorem is the following:

Theorem 1.1. There are communication- and computation-efficient MPC' protocols that are:

e secure against semi-honest corruptions of an arbitrary subset of players, under the Ring LWE
assumption and Tuns in 4 rounds. The communication and computation of the parties is inde-



pendent of the complexity of f, and the computation time of the server is linear in the size of
the circuit computing f.

e secure against malicious adversaries that corrupt an arbitrary number of players, under the Ring
LWE assumption, the existence of simulation-extractable NIZK proof systems and succinct non-
interactive argument systems. The protocol runs in 5 rounds. The communication of the parties
is polylogarithmic in the size of the circuit computing f, their computation time is nearly linear
in the total size of the inputs, and the computation time of the server is polynomial in the size
of the circuit computing f.

1.2 Other Related Work

The basic idea of using homomorphic encryption schemes in conjunction with threshold decryption to
boost the efficiency of MPC protocols was first noticed by Cramer, Damgard and Nielsen [CDNO1].
The idea of using a cloud to alleviate the computational efforts of parties was recently explored in the
work on ”server-aided MPC” by Kamara, Mohassel and Raykova [KMR11]. Their protocols, however,
require some of the parties to do a large amount of computation, essentially proportional to the size of
the function f being computed. Thus, their protocols are not computation-efficient in our sense. The
works of Myers, Sergi and shelat [MSas11], Bendlin et.al [BDOZ11], and Damgard et. al. [DPSZ11]
construct MPC protocols (in the classical sense, without the help of a cloud) using FHE schemes (in
the case of [MSasl11]) and somewhat homomorphic schemes (in [BDOZ11, DPSZ11]). Their protocols
are communication-efficient, but not computation-efficient in our sense, namely the computational
complexity of the parties is proportional to the size of f. Halevi, Lindell and Pinkas [HLP11] recently
considered the model of “secure computation on the web” wherein the goal is to minimize interaction
between the parties. Unfortunately, as they show, their notion can only be achieved for a small class
of functions. In contrast, we focus here on designing MPC protocols for arbitrary functions, of course
at the cost of interaction.

2 Preliminaries

NoOTATION. For an integer n, we use the notation [n] to denote the set [n] = {1,...,n}. For a
randomized function f, we write f(x ;r) to denote the unique output of f on input x with random
coins . We write f(z) to denote a random variable for the output of f(z;r) over the random coins
r. For a distribution or random variable X, we write x « X to denote the operation of sampling a
random x according to X. For a set S, we overload notation and use s < S to denote sampling s
from the uniform distribution over S. For two distributions, X and Y, we use X ~ Y to mean that
X and Y are computationally indistinguishable, and X 2 Y to mean that they are statistically close.
Finally, we use y := f(x) to denote the deterministic evaluation of f on input x with output y.

FuLLy HOMOMORPHIC ENCRYPTION. We review the definition of (leveled) fully homomorphic
encryption. We state the definition of [BGV11], which is a relaxation of the original definition in
[Gen09b]. The main difference is that the definition in [Gen09b] requires that schemes £(”) that
evaluate circuits of depth at most D, all share the same decryption circuit. However, as in [BGV11],
we relax this definition and let all algorithms (including decryption) depend on the depth D of the
circuit that is evaluated.

Definition 2.1 (C-Homomorphic Encryption [Gen09b]). For a class of circuits C, we say that an
encryption scheme & = (Setup, Keygen, Enc, Dec, Eval) is C-homomorphic if:



params « Setup(17¥), for security parameter k, outputs public parameters params. All other
algorithms, Enc, Dec, Eval implicitly take params as input, even when not explicitly stated.

(pk, sk, ek) <« Keygen(params), for a security parameter k, outpus a public key pk, a secret key
sk, and a (public) evaluation key ek.

e m' — Decg(c), given a secret key sk and a ciphertext ¢, outputs a message m'.
o v :=Eval(C,c,...,cp), given a (description of ) a circuit C' along with an evaluation key pk and
U ciphertexts c1, . ..,ce, outputs a ciphertext -y.

We require that for all ¢ € C, all (pk,sk,ek) «— Keygen(1¥) and all plaintexts (my,...,my) and
ciphertexts (c1,...,cp) such that c; is in the support of Encpr(m;), if v := Evale(C,c1, ..., ¢¢), then
Decsk(”y) = C(mla s 7m€)'

Definition 2.2 (Leveled Fully Homomorphic Encryption [Gen09b]). Let CP) be the class of all cir-
cuits of depth at most D (that use some specified complete set of gates). We say that a family of
homomorphic encryption schemes {S(D) : D € Z} is leveled fully homomorphic if, for all D € 7", it
satisfies the following properties:

Correctness: £ is CP)-homomorphic.

Compactness: The computational complexity of £P)’s algorithms is polynomial (the same polyno-
mial for all D) in the security parameter, D, and (in the case of the evaluation algorithm) the
size of the circuit.

From now on, when we say fully homomorphic, we refer to leveled fully homomorphic encryption.

FuncTIONALITIES. We review the following basic MPC functionalities, which we will use when
describing our cloud-assisted MPC protocol.

e Fy, the functionality computing a function f. See Figure 1.

e FL., the CRS functionality that outputs a common reference string distributed according to a
predetermined distribution D. See Figure 2.

e F,., the Broadcast functionality that upon receiving a message from a party P;, forwards the
message to all parties. See Figure 3.

o FE .., the “Prove-and-Broadcast” functionality FJ .. that upon receiving a statement and
witness pair (x,w) from a party P;, verifies that R(xz,w) = 1 (for some predetermined NP-
relation R) and if so, sends z to all parties. See Figure 4.

Functionality F;

Fr interacts with parties Py, Pi, ..., Py and adversary S, and is parametrized by an N-input function f.

Upon receiving (sid, i, x;) from P; for all ¢ € [N] (and no input from P,), compute y =
flz1,...,zN), send (sid,y) to all clients, the server, and the adversary S, and halt.

Figure 1: Functionality Fp

3 Cloud-Assisted MPC

We consider the problem of N parties who wish to securely compute a joint function of their inputs,
but want to do so in a way such that the amount of data they interchange, as well as their computation



Functionality FZ,

FE interacts with parties Py, P, ..., Py and adversary S, and is parametrized by an algorithm D.

Upon receiving (sid, i) from P;, compute crs <« D(1%), and send (sid,i,crs) to P; and the
adversary. Upon receiving subsequent messages (sid, j) from P;, send (sid, j, crs) to P; and the
adversary S, and halt.

Figure 2: CRS Functionality FZ.

Functionality F,,

Fso interacts with parties Fy, P, ..., Py and adversary S.

Upon receiving (sid, i, m) from P;, send (sid, i, m) to all parties in P, ..., Py and the adversary
S, and halt.

Figure 3: Broadcast Functionality Fj,

Functionality lef(.Bc

.7:5'('30 interacts with parties Py, P, ..., Py and adversary S, and is parametrized by an NP-relation R.

Upon receiving (sid, i, z,w) from P;: If R(x,w) = 1, send (sid,i,x) to all parties and the
adversary S, and halt. Otherwise, halt.

Figure 4: “Prove-and-Broadcast” Functionality FJ% ..

time, is independent of the complexity of the function. In order to do this, we rely on the computation
power of a new party called the server or cloud, who will perform the computation of the function f.
The computation should remain secure even though the server is untrusted. We formalize this idea
below.

DEFINITION. For an N-input function f, we define a cloud-assisted multiparty protocol 11 for f to be
a protocol between N interactive Turing Machines P, ..., Py, called clients, and a server S, also an
interactive Turing Machine, such that for all # = (z1,...,zx), the output of II in an execution where
P; is given z; as input (and the server S does not receive an input), is y = f(Z). We sometimes use
Py to denote the server S. What differentiates a cloud-assisted MPC protocol from a standard MPC
protocol is that we require the communication complexity of the protocol, as well as the computation
time of the clients Pi,..., Py to be independent of the complexity of the function f. On the other
hand, the computation time of the server S must be linear in the circuit-size of f. 2

SECURITY. We prove security of a cloud-assisted MPC protocol in the Ideal/Real paradigm (in
the standalone setting). In the ideal world, the computation of f is performed through a trusted
functionality F; that receives input x; from each party P;, computes y = f(x1,...,zn) and gives y
to all parties Pi,..., Py, and the server S. It is clear that in the ideal world, the only information
that any party learns is its own input and the output y. In the real world, however, this trusted
functionality does not exist and so in order to compute y = f(x1,...,znN), parties Py,..., Py and

2When considering security against semi-honest adversaries, we achieve precisely this. However, to tolerate malicious
adversaries, we relax the definition and require only that the communication and computation time of the clients be
“small”, much less than linear in the size of the circuit they are computing. Furthermore, we let the computation time
of the server be polynomial in the size of the circuit.



server S run a protocol II. Figure 5 gives a pictorial representation of the ideal world and the real
world.

Ideal World Real World

} n y y .

P

]

Pyl

Figure 5: Ideal World vs. Real World

In either world, an adversary corrupting ¢t < NN parties, and perhaps additionally the server S,
receives all messages directed to the corrupted parties and controls the messages sent by them. We
use IDEAL# s(Z) to denote the joint output of the ideal-world adversary S and of parties P, ..., Py

and server Py in an ideal execution with functionality F and inputs & = (z1,...,xy). Similarly, we
use REAL _4(Z) to denote the joint output of the real-world adversary A and the outputs of parties
Py, ..., Py and server Py in an execution of protocol II with inputs & = (z1,...,zy). We say that a

protocol IT securely realizes F if for every real-world adversary A, there exists an ideal-world adversary

S such that c
IDEALf s(%) = REAL 4(%),

4 Cloud-Assisted MPC From Key-Homomorphic Threshold FHE

In this section, we define a new primitive called key-homomorphic threshold FHE and show that it can
be used to construct a cloud-assisted MPC protocol for any function f. Informally, a key-homomorphic
threshold FHE scheme allows combining public keys pky,...,pky into a combined public key pk,
evaluation keys ek, ...,eky into a combined evaluation key ek, and secret keys ski,...,sky into a
combined secret key sk. The correctness property we require for this key combination is that if for
all i, (pk;,sk;,ek;) is in the support of Keygen, then (pk,sk,ek) is also in the support of Keygen. In
other words, if for all ¢, pk; and ek; are valid public and evaluation keys for secret key sk;, then pk
and ek are valid public and evaluation keys for sk. For security, we require semantic security under
the joint public key pk even given ¢t < N secret keys sk;. We additionally require that the combined
evaluation key ek does not reveal any information about the individual evaluation and secret keys
ek;, sk;. We formalize this by requiring that there exist an algorithm SimCombKeys that given any
number of public/evaluations key pairs {(pk;, ek;)};cr, can simulate the remaining public/evaluations
key pairs {(pkj, Ekj)}je[N]\T and the joint evaluation key ek.

A key-homomorphic threshold FHE scheme also has threshold decryption properties that allow for
decryption of a ciphertext under the combined public key pk by independently using the secret keys sk;.
More formally, given a ciphertext ¢ encrypting a plaintext m under pk, each party P; can independently



compute a decryption share p; using sk;. Combining the ciphertext ¢ with the shares pq, ..., uy will
yield the plaintext m. For security, we require that the share u; does not reveal anything about the
secret key sk;. We formalize this by requiring that there exist an algorithm SimShareDec that given
a ciphertext ¢, a plaintext m, and any number of shares {4;},.p, can simulate the remaining shares
{1 }j EIN\T such that when all shares are combined, they decrypt ¢ to m.

Finally, we require ciphertexts of a key-homomorphic threshold FHE scheme to be re-randomizable.
In other words, we require that there exists an algorithm ReRand that given the public key pk and
ciphertext ¢ := Evalek(C, c1, ..., ce), where c1,. .., ¢, are ciphertexts encrypting plaintexts myq, ..., my
under pk, outputs a randomization ¢ of ¢ that is indistinguishable from a fresh encryption of y =
C(mi,...,my), for all circuits C. We require this property because we can only guarantee security of
threshold decryption (i.e., that the shares do not reveal information about the individual secret keys)
if the ciphertext ¢ to be decrypted is a fresh encryption of y. Unfortunately, since our instantiation of
key-homomorphic threshold FHE is lattice-based, the only way we know how randomize ciphertexts
is by adding to ¢ noise that is super-polynomially larger than the noise in the original ciphertexts c;.
Because of this, we need to define the encryption algorithm in key-homomorphic threshold FHE to
take an extra bit mode € {0, 1} that decides the magnitude of the noise to be used in the encryption.
There is no inherent reason why we need to work over two types of ciphertexts, this is just a technical
artifact of our instantiation.

Our instantiation will also require the use of a common reference string, crs, that will be partitioned
into N parts, (crsi,...,crsy), so that crs; corresponds to party P;. The public and evaluation keys
for P; will depend on crs;. We model this by having the Setup algorithm take an additional input N
and output crs as part of the public parameters, and having Keygen take an additional input, i € [N].
Again, there is no inherent reason why we need these additional inputs to Setup and Keygen, this is
just a technical artifact of our instantiation.

Definition 4.1. A public-key key-homomorphic threshold FHE scheme £ with secret, public, and eval-
uation key-spaces SIC, PKC, EK and message-space M is a tuple of algorithms (Setup, Keygen, Enc, Dec,
Eval, CombinePK, CombineKeys, ShareDec, ShareCombine, ReRand) with the following syntaz:
e Setup, Keygen, Dec and Eval are as in a standard FHE. We only require that Setup takes an
additional input N and Keygen takes an additional input 1.

From here on, all algorithms implicitly take as input params, where params <« Setup(1%, N), even if
not explicitly stated. Keygen, Dec and Eval also tmplicitly take params as input.

e ¢ «— Encpk(m, mode). Takes as input a public key pk, a message m € M, and a bit mode € {0,1},
and outputs a ciphertext c. We will work with two types of ciphertexts; the bit mode will decide
what type of ciphertext to output. Most of the time we will work with ciphertexts generated
by Enc(-,0), and will only use Enc(-,1) in re-randomization (see below). When unspecified, we
assume mode = 0.

e pk := CombinePK({pk}ie[N]). Takes as input N public keys {pki}z‘e[N]f and outputs a combined
public key pk.

o (sk,ek) < CombineKeys({(ski, ek;)};c(n))- Takes as input N key pairs {(ski, eki)};cyy, and out-
puts combined secret key sk and evaluation key ek.

e i — ShareDecy, (c). Takes as input secret key sk; and a ciphertext ¢ and outputs a decryption
share ;.

e m <« ShareCombine(c, p1,...,un). Takes as input a ciphertext ¢ and N decryption shares
(11, ..., un) and outputs a plaintext m.

e ¢ «— ReRandyk(c). Takes as input a public key pk and ciphertext ¢ and outputs a rerandomization
¢ of c.



Correctness and security are given the following properties. Define the relation
Rkews) — { ( params, pk; , ek; , i), (ski, 19" ) | (pk;,ski,ek;) := Keygen(params,i ;r;(%")) }

and say that the public/evaluation key pair (pk;,ek;) is valid for secret key sk; with respect to params,
if there exists ;9™ such that R ¢¥%) ((params, pk;, ek;, i) , (sk,7;(9¢)) = 1. We say that (pk;, sk, ek;)
is a valid key tuple with respect to params if (pk;,ek;) is a valid public/evaluation key pair for sk; with
respect to params. When params is clear from context, we simply say that (pk;,sk;,ek;) is a valid key
tuple.

Correct Key Combination: If{(pk;, ski, eki)};cny are all valid key tuples, pk := CombinePK({pk;},cn7)
and (sk, ek) < CombineKeys({ski};c(n| . {eki};cqn]) then (pk,sk,ek) is a valid key tuple.

Key-Simulation Indistinguishability: There exists a PPT simulator SimCombKeys such that for
any setT C [N] witht = |T| and T = [N]\T, (ek, {(pkj,ekj)}jef) «— SimCombKeys({pk;, ek;};cr)
takes as input t public/evaluation key pairs {pk;,ek;};cp and outputs N —t public/evaluation key
pairs {(pkj, ekj)}jeT and an evaluation key ek, satisfying the following.

For all valid key tuples {(pk;,ski, eki)};cy and all subsets T' C [N, the following two
distributions are computationally indistinguishable:

(params, SimCombKeys({(pk;, eki)};c7)) ~ (params,ek,{(pkj,ekj)}jef)

where params «— Setup(17), {(-, -, ek;) < Keygen(1")} and

T
(-, ek) « CombineKeys({(ski,eki)}ie[N]). ’

Semantic Security: For all T C N, every mode € {0, 1}, and all PPT adversaries A, the advantage
of A in the following game is negligible (in k).

Key Generation: The challenger runs params « Setup(1%). The adversary A then sends
{(pk;, ski, eki) };er to the challeger. The challenger runs (pk;,sk;,ek;) « Keygen(1%,j) for
j €T = [N\T, computes (sk,ek) < CombineKeys({(ski, eki) },c(n]) and

pk := CombinePK({pki}ie[N]), and sends (params,ek, {(pkj,ekj)}jef) to A.

Challenge: A sends plaintexts mg, my to the challenger, who chooses b «— {0,1}, and sends
¢* = Encpk(my, mode) to A.

Output: A outputs .

We define the advantage of A to be % —Prlt) = bH

Correct Share Decryption of Combined Key: For all valid key tuples {(pk;, sk;, eki)}ie[N]f and
all ¢ € Cpk, where pk = CombinePK({pki}ie[N}) and Cp is the ciphertext-space defined by pk,

Decgk(c) = ShareCombine(c, ShareDecg, (c), . . ., ShareDecg , (¢))

Share-Simulation Indistinguishability: There exists a PPT simulator SimShareDec, where
{“j}jeT « SimShareDec(c, m, {1i };cr) takes as input a ciphertext ¢, a plaintext m, and t de-
cryption shares {p;},cp (where T C [N] is any subset of cardinality t < N ) and outputs N —t
decryption shares {p; }j o7 satisfying the following.



For all valid key tuples {(pki,ski,eki)}iew], all subsets T C [N], all m € M, and

all random strings {ri(dec)}ieT, the following two distributions are computationally
indistinguishable:

C

(params, ¢, SimShareDec(c, m, {i};cr)) = (params,c, {/‘j}jef>7

where params « Setup(1%), ¢ « Encpk(m) and for i € T, y; := ShareDecy, (c ;;(%°)).

Ciphertext Re-Randomization: For all circuits C, all plaintexts (my, ..., my), all random strings
(ri,...,m¢), the following distributions are statistically close:
(params, ¢y, ..., ¢, ReRandy(c)) 2 (params, ¢y, ..., ¢, Encor(y, 1)),
where params «— Setup(1”),¢; := Encpi(my, 0;7;) for all i € [{], ¢ := Evale(ci,...,c) and y =
C(ml,...,mg).

4.1 Construction

Before presenting our construction of cloud-assisted MPC from key-homomorphic threshold FHE, we
describe two functionalities, F&, s (Figure 6) and F&, p, so (Figure 7) computing the CombineKeys and
ReRand algorithms, respectively. For clarity, we will present our construction in the (F&. e, FSinp.ne)-
hybrid model, as this allows us to separate the messages that are sent for the purpose of computing f
from the messages sent for the purpose of combining keys and from those sent for re-randomization.
In Section 7, we show protocols implementing F<, s and F,p so for our specific instantiation of
key-homomorphic threshold FHE.

Functionality F¢,. .

F}fEYS interacts with parties Py, P1,..., Py and adversary S, and is parametrized by a key-homomorphic
threshold FHE scheme & with key-combination algorithm CombineKeys. Parties Py,..., Py get as input a
valid key tuple (sk;,ek;), and for all j # i, P; also receives ek;. Server Py does not receive an input. For
session ID sid:

Upon receiving (sid, i, sk;, ek;) from P; for all ¢ € [N] (and no input from Fy), compute (sk, ek) =
CombineKeys({ski,eki)}iem), and send (sid, ek, {(Eki)}ie[zv]) to all parties Py, Py,..., Py and
the adversary S.

Figure 6: “Key-Combination” Functionality &,

Functionality ffAND,BC

FE . interacts with parties Py, Py, ..., Py and adversary S. It is parametrized by a PK-FHE scheme &
with ciphertext re-randomization algorithm ReRand. Server P, gets as input a ciphertext c. For session ID
sid:

Upon receiving (sid, 0, ¢) from Py, compute ¢ = ReRand(c), and send (sid, ¢, é) to all parties
Py, Py, ..., Py and the adversary S.

Figure 7: “Ciphertext Re-Randomization” Functionality F&, . se

We describe our cloud-assisted MPC protocol IT*" in detail in Figure 8. The basic idea behind
our construction is essentially the same as in [Gen09b]: the parties run an MPC protocol to agree on



a joint public key pk and a joint evaluation key ek. The parties then encrypt their inputs x; under
pk, and the server homomorphically evaluates the function f on the encrypted inputs (z1,...,zN)
using the joint evaluation key ek. Finally, the parties run an MPC protocol to threshold decrypt the
output. What key-homomorphic threshold FHE gives us in comparison to the generic approach of
[Gen09b] is round efficiency. Essentially, the joint public key can be computed deterministically from
all public keys, the joint evaluation key ek, obtained from CombineKeys, can be computed in 2 rounds,
and threshold decryption can be computed in 1 round: the parties simply compute decryption shares
;. It is not yet aparent from the description of the protocol why we can achieve only 4 rounds of
interaction since we only given a description of our protocol in the (F&,y s, F&ynp.ne)-hybrid model. We
explain this fully in Section 8, but the intuition behind it is that we can send many of the messages
for computing f, the joint evaluation key and the re-randomization of ¢ in parallel.

Protocol IT*"

Let C be a circuit computing f. Let & = (Setup, Keygen, Enc, Eval, CombinePK, CombineKeys, ShareDec,
ShareCombine, ReRand) be a key-homomorphic threshold FHE scheme.

For session ID sid:

Phase 1: Each P, calls FL, with (sid,i) and receives params. It chooses an encryption key tuple,
(pk;,sk;, ek;) < Keygen(1%,7). P; then sends (sid, i, (sk;, ek;)) to F&,s, and (sid, 4, pk;) to Fy.
Phase 2: Upon receiving (sid, ek, {ek; },y) from F&ovs, and (sid, 4, pk;) from F, for all i € [N], each P;

computes pk = CombinePK({pk;};c(n7), and ¢; < Encpi(x;) and sends (sid, 7, ¢;) to Fyc.

Phase 3: Upon receiving (sid, i,c;) from Fy for all i € [N] and (sid, ek, {ek;};c(np) from F&oys, server

computes ¢ := Evalg (C, 1, ..., cn) and sends (sid, 0, ¢) to FE, ) se-
Phase 4: Upon receiving (sid,c,é) from F¢, ., 4, each P; computes p; := ShareDecg,(¢) and sends

(sid, 4, p1;) to Fe.

Local Computation: Upon receiving (sid, i, ;) from F, for all ¢ € [N], each P; computes and outputs
y := ShareCombine(é, p1, ..., un)-

Figure 8: Protocol II®". Implements F in the (Fpue, Fins, Fopvs, Foanp se)-hybrid model, where D is
the output distribution of Setup(1%, N). Secure against semi-honest adversaries.

Lemma 4.1. Let f be an N-input function, and let F be the ideal functionality computing f. Let €
be a key-homomorphic threshold FHE scheme. Then 1% described in Figure 8 securely implements F
against (static) semi-honest adversaries, in the (Fyo, Fiog, Flovss Foann.ne)-hybrid model.

Looking ahead, we will instantiate key-homomorphic threshold FHE based on the PLWE assump-
tion, a special case of the “Ring LWE” assumption of [LPR10] (see Section 6). Combining Lemma 4.1
with protocols implementing F&,. and F¢, ., s for this instantiation (shown in Section 7), we arrive
at the following theorem.

Theorem 4.2. Assuming the hardness of PLAWEy .\ for parameters f,q, x as described in Section 6.1,
there exists a protocol that securely implements F against (static) semi-honest adversaries, in the
(Fyes FB.)-hybrid model.

4.2 Security Under Semi-Honest Adversaries

Proof of Lemma /.1: Correctness follows from correctness of key combination, correctness of homo-
morphic evaluation, and correctness of share decryption of £.
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We now turn to security. Let A be a real-world semi-honest adversary corrupting ¢ < N clients,
and possibly the server. Let T" C [N] be the set of corrupted clients. We describe the simulator S
in Figure 9.

Simulator S5

1. Send {z;},. to F and receive y.
2. Run params « Setup(1®). Run A on inputs {x;},., and params, and play the role of the honest
parties:

Phase 1: Upon receiving (sid, i, (sk;,ek;)) as a message to F&.. and (sid,i,pk;) as a mes-
sage to F,, for all 4 €T, run (ek,{(pkj,ekj)}jef) «— SimCombKeys({(pk;,ek;)},cr) and

pk := CombineKeys({pk;},cy), and send (sid, ek, {ek;},cy7) to A on behalf of Fvs-
Phase 2: For j € T, compute ¢; < Encpk(0) and send (sid, j,¢;) to A on behalf of F,.

Phase 3: If server is not corrupted, compute ¢ := Eval(C,¢y,...,cn). Otherwise, receive (sid, 0, ¢)
from A as a message to F&,,, o In either case, compute ¢ < Ency(y, 1) and send (sid, ¢, &) to
A on behalf of F&, | 4.

Phase 4: Upon receiving (sid, 7, it;) from A as a message to Fy, for all i € T', compute {yu;}
SimShareDec(¢, y, {1} ;1) For j € T, send (sid, j, pi;) on behalf of F,..

3. Output A’s output.

jeT =

Figure 9: Simulator S for (static) semi-honest adversary A corrupting clients 7" C [N] and possibly
server S.

We prove that REALpsn 4 (&) ~ IDEAL 7,5 (Z) via a series of hybrids. The view of the A consists
of

View = (param57 {xia (pkzv Skia eki)a Ci, ,ui}ieT ) pka eka {(pk], ek])}]eT ) {C]}jeT e é? {:UJ}JeT>

We simply prove that for all {x;, (pk;, sk;, ek;), ¢;, pi } ;7 output by A, the joint distribution of these
variables in the simulation is computationally indistinguishable from the joint distribution of the same
variables in a real-world execution of protocol IT*". We let View; be the joint distribution of these
variables in hybrid ¢. In all hybrids, params « Setup(1%, N), ¢ := Evale(C,c1,...,cn) (this is true
even when the server is corrupted since the adversary is semi-honest), and pk := CombinePK({pk;},c
but we gradually change how each of the other variables is computed.

Hybrid 0: This is the real-world execution of TI*". We have:
{(pk;, -, ek;) — Keygen(lﬁvj)}jef . (-,ek) := CombineKeys ({(ski,eki)}iem)
{e; = Encpk(:nj)}jef , ¢« ReRand(c) , {u; ShareDecskj(é)}jET
Hybrid 1: We change how ¢ is created. Instead of using the ReRand algorithm, we simply sample a
fresh encryption of y = C(x1,...,zxN) with mode = 1:

{(pkj, -, ekj) — Keygen(l",j)}jef , (+,ek) := CombineKeys ({(ski,eki)}ie{N])

{c; = E”Cpk(xj)}jef , ¢« Enco(y, 1) , {p < ShareDecskj(é)}jET

11



We claim that Viewg 2 View; by ciphertext re-randomization of £. The reduction gets
{(pk;,sk;, ek;)},cp from A and computes {(pkj,skj, ekj) «— Keygen(l“,j)}jET honestly. It com-
putes (-, ek) and pk using CombineKeys and CombinePK, respectively, and also computes
{c; < Encpr(w))}or and ¢ := Evale(C,ci,...,cn) if the server is honest (otherwise, it re-
ceives ¢ from A). Given ¢ which is either ¢ = ReRand(c) or ¢ = Encp(y,1), it computes
{1; — ShareDecg, (é)}jeT' Since A is a semi-honest adversary, we know that (pk;, sk, ek;) is a
valid key tuple for all i € T. Likewise, we know that for all i € T, there exist r;(*) such that
¢; = Encpi(x;,0 ;T‘Z'(I)). Therefore, Viewg % View, by ciphertext re-randomization of £.

Hybrid 2: We change the way the decryption shares {yu;} jeT are generated. Instead of using the
ShareDec algorithm with secret key sk;, we now use the SimShareDec algorithm with y =
C(x1,...,xn) and {p;};cqp

{(pkj, -, ek;) — Keygen(l",j)}jef ,  (-,ek) := CombineKeys <{(ski,eki)}i€w]>
{¢; = Encpk(:rj)}jET , ¢+ Encp(y,1) {/‘j}jeT « SimShareDec(¢, y, { i };cr)

We claim that View; ~ Viewy by share-simulation indistinguishability of £. The reduction
takes {(pk;,sk;, ek;)};cp from A and computes {(pkj,skj,ekj) — Keygen(l“,j)}jET honestly.
It computes pk and ek using CombinePK and CombineKeys, respectively, and also computes
{cj — Encpr(w))} o and é = Encpi(y,1). With {c;};cp that A sends, it computes

¢ := Evalek(C,cq,...,cn). Since A is a semi-honest adversary, we know that (pk;,sk;,ek;) is a
valid key tuple for all i € T'. Likewise, we know that for all i € T, there exists ;{49 such that

w; := ShareDec(é ;ri(dec)). Thus, View; & Viewsy by share-simulation indistinguishability of £.

Hybrid 3: This is actually a series of N — ¢t hybrids. We change how the ciphertexts {Cj}jeT are
created, one at a time. Instead of having c;« be an encryption of input x;«, we have it be an
encryption of 0.

{(pkh -, ekj) — Keygen(l"’j)}jef , (+,ek) := CombineKeys ({(ski,eki)}iew})

{Cj = Encpk(o)}jefngj* ) {cj = Encpk(xj)}jef,j>j* , G EnCpk(y, 1)
{“J'}jeT «— SimShareDec(¢, v, {Mi}ieT)

We claim two consecutive hybrids are computationally indistinguishable by semantic secu-
rity of £. The reduction forwards {(pk;,sk;,ek;)};c from A to the challenger and receives
ek, {(pkj, ekj)}jeT from the challenger, which it forwards to .A. It uses the challenge ciphertext
as cj~ and computes the other ciphertexts c; accordingly. With {c;};., that A sends, it com-
putes ¢ := Evalek(C, c1, ..., cn) (or receives it from A is the server is corrupted). It also computes
¢ = Encpi(y, 1) and {yu; < SimShareDec(¢, y, {/‘i}ieT)}jeT from the values {y;},. sent by A.
We define Views to be the view having all ¢; encrypting 0. Putting these N —t hybrids together,

we conclude that Views ~ Views.

Hybrid 4: We change how the public/evaluation key pairs {(pkj, ekj)}j o7 and the combined evalu-
ation key ek is generated. Instead of creating them using Keygen and CombineKeys, we use the
SimCombKeys algorithm with {(pk;, sk;, ek;)};cp-

(ek7 {(pkj, ekj)}je?) — SimCombKeys ({(pki7 eki)}ieT)

12



{¢; = Encpk(O)}jGT , ¢+ Encp(y,1) {Mj}jeT « SimShareDec(¢, y, { i };cr)

We claim that Views ~ Viewy by key-simulation indistinguishability of £. The reduction takes
{(pk;, ski, ki) };cp from A and computes (ek, {(pkj, ekj)}jeT) «— SimCombKeys ({(pki, eki)}ieT)
and pk := CombinePK({pk;};cy)). It also computes {c; — Encpk(O)}jET and ¢ = Encpk(y,1).
With {¢;},cp that A sends, it computes ¢ := Evalex(C, c1,. .., cn) (or receives it from A is the
server is corrupted). With {4 };., that A sends, it computes {y; < SimShareDec(¢, y, {'ui}iET)}jeT'
Therefore, Views ~ Views by key-simulation indistinguishability of £.

We have proved that Viewg & Viewy. Since Viewy is the view that S produces, and Viewy is the

view produced in an execution of II*", we have that IDEALf g (Z) ~ REALsn _4(Z).
O

5 Tolerating Malicious Adversaries

The protocol described in Section 4 is not secure against malicious adversaries. We now describe the
changes we need to make for our protocol to be able to tolerate this kind of attack. We assume a
rushing adversary, that is, we assume that the adversary can choose his messages adaptively, depending
on the messages from the honest players. In order to protect against malicious players, we need to
guarantee that the public and evaluation keys chosen by the players are independent. To achieve this,
we add a commitment key ck for a trapdoor commitment scheme (e.g. a semantically secure encryption
scheme) to the crs. This guarantees that ck is generated honestly. We then have all parties commit,
using ck, to the randomness 7;(9¢™ that they will use in Keygen. The same is true for decryption
shares; we must guarantee that they are independent, and therefore also have the parties commit to
the the randomness r;(%°) that they will use in ShareDec. This is combined with having each player
provide a zero-knowledge proof along with (pk;,ek;) that proves that the keys were indeed created
using the randomness 7;(9") he commited to previously. Similarly, we require each player to prove
that he computed his decryption share p; with the randomness he committed to, and the secret-key
that was output by Keygen on randomness r;(9¢"). Furthermore, we need to ensure that the ciphertexts
¢; are independent, and so we have all players provide a proof of plaintext knowledge (POPK) for ¢;.

There is a subtely here. Because we have a rushing adversary, in the proof the simulator will
have to provide simulated proofs for the honest parties and still require soundness from the proofs
created by the adverary on behalf of corrupt players. We therefore need to use simulation-sound
NIZKs (SS-NIZKs). For the same reason, we need simulation-extractability (SE) for the POPK of ¢;:
the simulator must still be able to extract from an adversarial proof, even if the adversary has seen
many simulated proofs.

To protect against a malicious server, the parties must also verify the computation performed by
the server. The ciphertext c is a deterministic function of the set of ciphertexts provided by the parties
{citien» so they could potentially verify the correctness of ¢ by doing the homomorphic operations
themselves. This is obviously unsatisfactory, as they would perform computation proportional to the
size of the computation. This is precisely the problem we’re trying to solve! Note, however, that pre-
cisely because the parties need to verify the computation, we cannot hope to have the communication
complexity and computation time of the parties be independent of the complexity of f, as required by
the definition of cloud-assisted MPC given in Section 3. We therefore relax the definition and require
the communication complexity and computation time of parties Pp,..., Py to be polylogarithmic in
|C| and the computation time of the server to be polynomial in |C|.
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To prove that it did the evaluation correctly, we require the server to provide a short argument ¢,
which the parties can verify in little time. This can be done in one of four different ways, each with its
own benefits and drawbacks. We comment that the circuit in the discussion below is the evaluation
circuit, which can be viewed as the circuit resulting from replacing each gate in C' by poly(x) many
gates. Thus, both the size and depth of the evaluation circuit are (at most) a polynomial factor (in
k) larger than the size and depth of C.

1. Use the argument system of [Kil92, Kil95]. The benefit in doing this is that the communication
complexity of the argument is polylogarithmic in the size of the computation, and the compu-
tation time of the verifier is linear in the input length (up to polylogarithmic factors). On the
other hand, the system of [Kil92, Kil95] is an interactive system consisting of 3 rounds, and
therefore this approach implies increasing the number of rounds in our protocol by 2 rounds.

2. Use computationally sound (CS) proofs [Mic94]|. The benefit of using this approach is that the
verifier runs in nearly linear time and the communication complexity is again polylogarithmic
in the size of the computation. The drawback, however, is that CS proofs require the use of a
random oracle, and thus, we could only hope to achieve security in the random oracle model.

3. Use the one-round argument system of [GKRO08]. On the one hand, using this approach allows
the server to provide an argument for the correct computation of ¢ without PCPs, but on the
other hand, both the communication complexity and the computation time of the verifier are
polynomial in the depth of the circuit, thus restricting the type of functions we can compute to
those in NC. The construction of [GKRO08] also needs to assume the existance of a secure PIR
scheme.

4. Use the one-round argument system of [BCCT11] or [GLR11]. With this approach, the com-
munication complexity is again polylogarithmic in the size of the computation, the computation
time of the verifier is nearly linear in the input size, and security holds in the standard model.
However, the use of either of these argument systems requires us to make a non-falsifiable as-
sumption [Nao03].

We give a full description of the modified protocol that is secure against malicious adversaries
in Figure 10. We require the same properties from &, namely, we assume £ is a key-homomorphic
threshold FHE. We also need an argument system & = (Setup‘b, Prove, Verify) for verifiable com-
putation, and a trapdoor commitment scheme (Keygenc°m, Com). We describe the protocol in the
(fBC,f@S,fﬁEYS,f§AND,BC,fZIEfj"§§), fﬁ(_gc,fﬁ(_fcc))-hybrid model, where R(9¢™) R(#) and R(de) are
NP relations:

Rlgem) — {(params, pk;, ek;, ck, pi 9™ 0) | (1,095 5,(9¢M)) | (pk;, -, ek;) := Keygen(params, i ;7;(9)) A
P9 = Comg(r;\9e™) ; 5;(9em)) }
R™ ={(c,pk) , (x,7) | ¢:= Encpe(x,0;7)}
Rdec) — {(params, ¢, i, Py, i) pi ) ek q) | (r(de0) g;(dee) p (gen) g (gen)y
(pk;, ski, -) — Keygen(params, i ;7;(9™) A p;(9") .= Comg (9™ ;5;(9¢™)) A
i = ShareDecgy, (c ;ri(dec)) A pildee) = Comck(ri(dec) ;si(dec))},

Lemma 5.1. Let f be an N -input function, and let F be the ideal functionality computing f. Let € be a
key-homomorphic threshold FHE scheme. Let ® be an argument system for verifiable computation, and
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Protocol TTMAE

Let C' be a circuit computing f. Let € = (Setup,Keygen, Enc, Eval, CombinePK, CombineKeys,
ShareDec, ShareCombine, ReRand) be a key-homomorphic threshold FHE scheme. Let & =
(Setup‘b, Prove, Verify) be an argument system for verifiable computation, and let (Keygenc°m,Com) be
a trapdoor commitment scheme.

For session ID sid:

Phase 1: Each P; calls F2_ with (sid,i) and receives (params,ck). Samples randomness 7;(9°™ and
(%) and computes p; (9™ := Comgc(r;(9™) ;5;(9™)) and p;(9¢®) — Comgy(r;(%®) ;5;(?)). Sends
(Sidv i, (pi(gen)v pi(dec))) to JTBC‘

Phase 2: Each P; chooses an encryption key tuple: (pk;,sk;,ek;) = Keygen(l"‘ e (96")), and sends
(sid, 4, (sk;, ek;)) to Fi, (sid,i,pk;) to Fy., and (sid, i, (pk;,ek;,ck, p;(9e™ i), (r; 5;(9M))) to
(gen)
fZII%( BC °
Phase 3: Upon receiving  (sid, ek, {(eki)},c(n;)  from Fés,  (sidyi,pk;) from F,, and
(sid7 i, (pk;, ek, ck, p; (9™ i) from leli(gBZn) for all ¢€[N], each P,  computes
:= CombinePK({pk;};c(n; and ¢ = Encp(w; ;1) and sends (sid, i, (c;, pk), (i, 7:(*)) to
fR(T)
ZK.BC*
Phase 4: Upon receiving (sid, 4, (¢;, pk)) from FZIE((;)C for all i € [N] and (sid, ek, {ek;},cy) from Fliver
server S computes ¢ := Eval(cy,...,cn), and sends (sid,0,¢) to F&,ppe- Also computes ¢

Prove (¢ ,¢1,...,cn) and sends (sid, 0, ¢) to Fy.

Phase 5: Upon receiving (sid, c,¢) from F¢, p so, and ¢ from F, ., each client P; verifies ¢, computes
wi = ShareDecg, (¢; rz(dec)) and sends (sid, 4, (&, s, pk;, pi (), ck, 1), (sky, 7;(2€€) | 5;(de€) 1, (9en))) to
R(dec)
‘FZK.BC °
Local Computation: Upon receiving (sid, i, (¢, i, pk;, pi(*°), ck,i)) from ]-'Zlf((;() for all ¢ € [N], each
client P; computes and outputs y := ShareCombine(c, p1, ..., ).

d.
Figure 10: Protocol IIMAL, Implements F in the (fBC,]:g{S,fI‘EEYS,fRAND BC,fg(((gg),fgf?c,fﬁ(;é))—

hybrid model, where D is the distribution of (params, ck), where params < Setup(1”, N) and (ck, ) <
Keygenc"m(l'{). Secure against malicious adversaries.

let R®), R(e0) pe NP-relations as described above. Then the protocol IIM: described in Figure 10 se-

. T (dec
curely implements F against (static) malicious adversaries, in the (Fye, Fsvsr Foann nes fﬁ(.];c, ]—"Z]f( BQ))—
hybrid model.

The proof of Lemma 5.1 is given in Appendix A.1. Instantiating key-homomorphic threshold
FHE based on the PLWE assumption, a special case of the “Ring LWE” assumption of [LPR10], as
in Section 6, and combining Lemma 5.1 with protocols implementing F&, s and FE,p s for this
instantiation (shown in Section 7), SS-NIZKs for lef((ieg ),lef((fé), and SE-NIZKs for lefﬁg)c, we arrive
at the following theorem:

Theorem 5.2. Assuming the hardness of PLWEy . \ for parameters f,q, x as described in Section 6.1,
there exists a protocol that securely implements F against (static) malicious adversaries, in the (Fye, Fing)-
hybrid model.
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6 Instantiating Key-Homomorphic Threshold FHE

We now show how to instantiate public-key key-homomorphic threshold FHE (KHT-FHE, Defini-
tion 4.1). Our construction will be based on PLWE assumption [BV11b], which is a special case
of the Ring LWE assumption of [LPR10]. We therefore first review the PLWE assumption (Sec-
tion 6.1) and then present the scheme. To do the latter, we first review the somewhat homo-
morphic scheme of [BV11b] (Section 6.2) and show how to use the re-linearization and modulus
reduction techniques of [BV1la, BGV11] to convert it into a (leveled) fully homomorphic scheme
(Section 6.3). We then show that the scheme satisfies key homomorphism and also show how to
instantiate the algorithms CombinePK, CombineKeys, ShareDec, ShareCombine, ReRand and simulators
SimCombKeys, SimShareDec (Section 6.4).

6.1 The Polynomial-LWE Assumption

In this section, we describe the polynomial LWE (or, PLWE) assumption from [BV11b], which is
a special case of the “ring learning with errors” (RLWE) assumption of Lyubaskevsky, Peikert and
Regev [LPR10]. The PLWE assumption is analogous to the by now standard “learning with errors”
(LWE) assumption, first defined by Regev [Reg05, Reg09] (generalizing the learning parity with noise
assumption of Blum et al. [BFKL93]). In the PLWE assumption, we consider rings R = Zz]/ (f(x))
and R, = R/qR for some degree n integer polynomial f(z) € Z[z] and a prime integer ¢ € Z.
Note that R, = Z4[z]/ (f(z)), i.e. the ring of degree n polynomials modulo f(x) with coefficients in
Zy. Addition in these rings is done component-wise in their coefficients (thus, their additive group
is isomorphic to Z™ and Zj respectively). Multiplication is simply polynomial multiplication modulo
f(z) (and also ¢, in the case of the ring R;). Thus an element in R (or R,) can be viewed as a degree
n polynomial over Z (or Zg). We represent such an element using the vector of its coefficients. For an
element a(z) = ap + 17 + ... + ap—17" "' € R, we let ||al| = max |a;| denote its £ norm.

The PLWE/ , , assumption is that for a random ring element s < R, given any polynomial number
of samples of the form (a;,b; = a; - s +e;) € (Ry)?, where a; is uniformly random in R, and e; is
drawn from the error distribution x, the b;’s are computationally indistinguishable from uniform in
R,. We use the hermite normal form of the assumption, as in [BV11b], where the secret s is sampled
from the noise distribution x rather than being uniform in R,. This presentation is more useful for
the purposes of this paper and it turns out that to be equivalent to the original one up to obtaining
one additional sample [AiCPS09, LPR10].

Definition 6.1 (The PLWE Assumption - Hermite Normal Form [BV11b, LPR10]). For all k € N,
let f(x) = fu(x) € Z[x] be a polynomial of degree n = n(k), let ¢ = q(k) € Z be a prime integer, let
the ring R = Z[z]/ (f(x)) and Ry = R/qR, and let x denote a distribution over the ring R.
The polynomial LWE assumption PLWE; , . states that for any { = poly(k) it holds that
{(ai,a; - s +e€i)bicig = {(ai, ui) tiee

where s is sampled from the noise distribution x, a; are uniform in Ry, the “error polynomials” e; are
sampled from the error distribution x, and finally, the ring elements u; are uniformly random over
R,.

Fact 6.2 ([BV11b]). The PLWE?%X assumption implies that,

{(ai,ai s +2-e)}iepg ~ {(aiw) e -

where a;, s, e; and u; are as in Definition 6.1.
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Choice of Parameters The correctness, security, and homomorphic properties of the scheme of
[BV11b] rely on specific choices of the polynomial f(z), the modulus ¢, and the error distribution Y.
For security parameter k:

e We set f(z) to be the 21°8*1 cyclotomic polynomial. This implies that f(z) = @y () =
a™ + 1 for n = 2U°8#1=1 Since n € (k/4, k], all asymptotics can be stated in terms of n.

e The error distribution  is the (truncated) discrete Gaussian distribution Dzn ;. p(, for standard
deviation r > 0 and truncation bound B(r). A sample from this distribution defines a polynomial
e(x) € R with each coefficient bounded by B(r). If B(r) = w(logk - r, then the truncated
distribution Dzn ;. () is statistically close from the (non-truncated) discrete Gaussian Dyzn

The Worst-case to Average-case Connection. We state a worst-case to average-case reduction
from the shortest vector problem on ideal lattices to the PLWE problem for our setting of parameters.
The reduction stated below is a special case the results of [LPR10].

Theorem 6.1 (A special case of [LPR10]). Let k be the security parameter. Let k € N and let
m = 208k pe 4 power of two. Let ®,,(z) = 2™ + 1 be the m'™ cyclotomic polynomial of degree
n = p(m) = m/2. Let r > w(y/logn) be a real number, and let ¢ =1 (mod m) be a prime integer.
Let R = Z[x]/ (Pgpiogx1 (z)). Then:

o There is a randomized reduction from 2¢0°8™) . (q/r)-approzimate R-SVP to PLWE‘?QUogﬁ] 40X
where x = Dygn , is the discrete Gaussian distribution. The reduction runs in time poly(n,q).

e There is a randomized reduction from (nq/r) - (n(£ + 1)/ log(n(£ + 1)))*-approzimate R-SVP

to PLWESIf)Ll L where x = Dgzn , is the discrete Gaussian distribution. The reduction runs
ollog k]9

in time poly(n,q,?).

6.2 A Somewhat-Homomorphic Scheme

We describe the scheme of Brakerski and Vaikuntanathan [BV11b] based on PLWE.> For security
parameter k, the scheme is parameterized by a prime number ¢, a degree n polynomial f(x) € Z[z],
and an error distribution y over the ring R, = Zg4[x]/ (f(z)). The parameters n, f,q and x are public
and we assume that given k, there are polynomial-time algorithms that output f and ¢, and sample
from the error distribution .

e Setup(1”) : Sample a ring element vector a «— Ry, and set params := a.

e Keygen(params): Sample a ring element s «— x and a ring element vector x « x", and set

sk:=s and pk:=p=as+2x€ Ry

e Enc(sk,m): To encrypt a bit m € {0, 1}, sample e < x", and compute
co = (p,e) +m € Ry and c1:= (a,e) € Ry

and output the ciphertext ¢ := (cp,c1) € Rg.

3The scheme presented in [BV11b] is a private-key FHE. We make the natural modifications and present it as a
public-key scheme.

17



e Dec(sk, c): To decrypt, we first compute ¢y — ¢15 € Ry, and then output m = ¢g — ¢1s (mod 2)
as the message. Note that the condition for correct decryption is that the fo, norm of the
polynomial ¢y — ¢1s is smaller than ¢/2.

Theorem 6.2 ([BV11b]). Let n,q, f(z) be as in the scheme, let r = poly(n) and ¢ = 2" for some
0 < € < 1. Then, the scheme allows evaluation of degree-O(n¢/logn) polynomials with at most
20(n*/10gn) terms, and is secure under the worst-case hardness of approzimating shortest vectors on
ideal lattices to within a factor of O(2™).

We will use the fact that ciphertexts of this scheme are pseudorandom. This follows from the fact
that p is a PLWE sample and therefore pseudorandom, and the fact that for e chosen according to the
discrete gaussian, (a,e) is statistically close to uniform.

6.3 Getting a (Leveled) Fully-Homomorphic Scheme via Re-linearization and Mod-
ulus Reduction

We now describe how to transform the somewhat homomorphic scheme from Section 6.2 into a (leveled)
fully homomorphic scheme. We use the re-linearization and modulus reduction techniques of [BV11a,
BGV11], as opposed to the “squashing” and “bootstrapping” blueprint of [Gen09b] used in [BV11b].
We do this in order to keep the CombineKeys algorithm and thus the N-party protocol implementing
the “combine keys” functionality F&,,, simple.

6.3.1 Re-linearization

Let us first look at the symbolic linear function fc(z) : Ry — {0,1} defined as: fc(z) = ¢1 — cox
mod 2. We can describe homomorphic addition and multiplication in terms of f. First note that
decrypting a ciphertext ¢ corresponds to simply evaluating fe(s). For ciphertexts ¢ and ¢’ encrypting
m and m’ respectively, we have:

m +m' = fe(s) + fer(s) = (co+ ) — (1 +¢})s

Therefore, it is natural to define c,qq = ¢ + ¢’ = (¢ + o, 1 + ¢}). Multiplication is a bit more
tricky. We have:

m-m' = fo(s) - for(s) = (co — c15)(ch — ¢;5) = cocly — (coc) + c1ch)s + c1¢ys* = ho + his + hys®

In [BV11b], the authors let cyput = (ho, h1,h2), so that the size of the ciphertext grows linearly
with the number of multiplications performed. This requires the secret key to be s = (1,s,s2,...,s)
where D is the maximal degree of homomorphism tolerated by the scheme. In our setting of multiparty
computation, this would require a very complex protocol Ilxsys to compute CombineKeys, and therefore
we opt for another strategy. Instead of letting the ciphertext grow with each multiplication, we use the
re-linearization technique of Brakerski and Vaikuntanathan [BV11a] to reduce the size of the resulting
ciphertext ¢y after each multiplication.

To be able to homomorphically evaluate a polynomial of degree D while keeping the ciphertext
size constant, we have Keygen sample D different polynomials sg,...,sp < X, one for each level, and
set sk = (sp,...,Sp), where sy is used to create the public key pk := p = asp + x and sp is used for
decryption.” The evaluation key is computed as follows. For all d € [D], 7 € {0,..., |logq]}, sample

)

4The secret key sk could potentially be composed of only sp. However, we let it contain all s;’s because we will need
them when we implement the CombineKeys algorithm.
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(@4 bir = agrsq+ 2eqr) € R and (adT, i = a;;sd + 26&;) IS Rg, where adﬂ.,aélﬁ — R, and
€d,rs ezw «— x. Compute

Co,d,r = bar +2754-1 € Ry and Clas = agr
2o = by, +27s5 1 € Ry and P = aly,’
We let
EO,d = (Eﬂ,d70, - aEO,d,I_loqu) and ¢ = (/Cvl’dp’ L. 751,d,|_10g qJ)
EO,d = (ZO,d,(), ... ,z07d7L10qu) and z; = (zl7d70? L 721,(1, llog qJ)

and set the evaluation key
ek := {Co,d, C1.d: Z0,d: Z1.d} 4

SH.Eval(p, (c1,...,cn)): We show how to evaluate an N-variate polynomial p : {0,1}¥ — {0,1} of
degree D. To this end, we show how to homomorphically add and multiply two elements in {0, 1}.

e Given two ciphertexts ¢ = (cg,¢1) and ¢’ = (¢, ¢}) under the same secret key sq—1, output the
ciphertext cagq = c+¢' = (¢co+ ¢, c1 +¢)) € Rfj, as an encryption of the sum of the underlying
messages.

e Given two ciphertexts ¢ = (cp, ¢1) and ¢’ = (¢, ¢} ) under the same secret key sq_1, an encryption

of their product is computed as follows.
Define hg, h1,ho € R, as before: hg + hiz + hox? = (co — c1z)(¢y — ¢jx). Then in particular,
ho + hi1sq—1 + hQS?Fl (mod 2) = m-m’. Let u = (uo, ..., U[ogq|) € R( o84l for u; € Ry be the
binary representation of hi, and let v = (v, ... s Ullog q J) € Rglog 9 for v; € Ry be the binary
representation of hg, so that:

[log q| [logq]

Z 2"u; and hg = Z 2T,

Output
Cmult = (h’O + <u760,d> + <V7EO,d> 3 <u7 El,d) + <V7§1,d>))

which is a valid encryption of m - m’ under secret key sg. To see why this is the case, simply
notice that:

[logq] [log q] [logq]
u CO d Z UrCo,d,r = Z UrQd rSd + Z U, 2"84-1 + 2e = <u, El,d) Sq+ h1+ sq4-1 + 2e
7=0 7=0
and
[log g [logq] [logq]
(V,20,4) = Z Vr20dr = Z Vray 54+ Z 02785 42" = (v, Z1,4) 84+ ha + 85, + 2¢,
7=0 7=0 T7=0

where e and €’ are “small” error terms. Thus,

ho+(u, €0.q)+ (v, Zo,a) — ((u,€1,4)+(v,Z1,4))sa (mod 2) = ho+h1sq_1+hesy_; (mod 2) = m-m/

5The reader may notice that (¢o,d,rsC1,a,+) and (Z20,d,7,21,d,-) are private-key pseudo-encryptions of 27sq—1 and
27 sq—1,respectively, under secret key sq. We say they are pseudo-encryptions because even though they were created as
normal ciphertexts, they cannot be decrypted in the usual way since 27s4_1 and 27s%_, are not in the message space

{0,1}.
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6.3.2 Modulus Reduction

We have shown how to keep the ciphertext size constant when performing evaluation. However, the
magnitude of the noise in the ciphertext still grows with each operation. In order to handle this, we
use the modulus reduction technique of [BV1la, BGV11] as a noise management technique. We use
the notation of [BGV11]. For a secret key s, we let s = (1, s) and re-write the decryption function as:
[(c,s)]q (mod 2), where [ - |, denotes reducing modulo g.

Modulus reduction allows us to transform a ciphertext ¢ € RZ into a different ciphertext ¢’ € Rg
while preserving correctness:

[{c/;8)]p = [(e,s)]; (mod 2)

The transformation from ¢ to ¢’ involves simply scaling by (p/q) and rounding appropriately. Moreover,
if s is short and p is sufficiently smaller than ¢, the “noise” in the ciphertext actually decreases.

Lemma 6.3 ([BGV11]). Let p and q be two odd moduli, and let ¢ be an integer vector. Define ¢’ to
be the integer vector closest to (p/q) - ¢ such that ¢’ = ¢ (mod 2). Then, for any s with ||[(c,s)]q|| <

q/2 = (a/p) - lIslly, we have
[(c';8)]p = [(c,8)]y (mod 2) and [, 8)]p] < (p/a) - Il[(e,s)]qll + IIs]],
where ||s|| and ||s||; are the {o, and {1 norms of s, respectively.

To see why the lemma statement is true, consider a coordinate ({c,s)); of (c,s). We know that
there exists k € Z such that:

(o5 = (oot = ka e [~2 + 1l 4 = 2 sl
so that

((p/a) - e5))i = kw € [-2 + sl & — sl

Substituting (p/q) - ¢ by ¢’ incurrs and error of at most |[|s||,. Therefore,

pp
(<c'7 s>)Z —kpe [—5, ﬂ and [(<c’,s>)i]p = (<c’,s>)i —kp

This proves the second part of the lemma. To prove the first part, notice that since p and ¢ are
both odd, we know kp = kq (mod 2). Moreover, we chose ¢’ such that ¢ = ¢ (mod 2). We thus have

(<C,’S>)i'_ kp
[({e;8))ilp

We now show the changes we need to make to the evaluation algorithm. Let D be the maximum

({c,s)); — kg (mod 2)
[({c,8))ilg (mod 2)

level of homomorphism we wish to achieve, and let qq,...,qp be a ladder of decreasing moduli.
As before, Keygen samples D different polynomials sg,...,sp < ¥, one for each level, and sets
sk = (so,...,8p), where pk := p = asy + x and sp is used for decryption. The evaluation key is

computed as before, except that ¢y qr,¢1,4,r, 20,47, 21,4+ are reduced modulo gz—1. In more detail:
for all d € [D],7 € {0,...,|logqs—1]}, sample (agr,bsr = ag-Sq4 + 2e4-) € R2  and (ail’T, &’T =

dd—1
/! / 2 !/ /
Qg Sd + Qedﬂ_) €ER where ag 7, Qg r Ry, , and eqr, €ar < X- Compute

qd—1’
- R T ~ L
codr = b +2"sa-1 € Ryy_, and Cldr = Q7
= . X T 2 =~ )
20,dr = by, +27s5.1 € Ry, and Zldyr = Gy,
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Let
o,d = (€0,d,05- - - » Co,d,uogqj) and €1 = (¢1,4,0--- vcl,d,Lloqu)

20,4 = (20,d,0,- -+ 20,d,logq)) and  Z1 = (21,40, -+, 21,d,[logq])

and set the evaluation key
ek := {Co,d,C1,d: 20,d> 21.d} 4 )

SH.Eval(p, (c1,...,cn)): We show how to evaluate an N-variate polynomial p : {0,1}¥ — {0,1} of
degree D. To this end, we show how to homomorphically add and multiply two elements in {0, 1}.

e Given two ciphertexts ¢ = (cg,c1) and ¢’ = (¢, ¢}) under the same secret key sq—1 and modulus
dd—1, output the ciphertext c,gq = ¢+ ¢’ = (¢o + ¢, c1 + ¢)) € Rgd_l, as an encryption of the
sum of the underlying messages.

e Given two ciphertexts ¢ = (cp,c1) and ¢’ = (¢, ¢}) under the same secret key sq—1 and modulus
qd—1, an encryption of their product is computed as follows.

First, re-linearize: define hq, h1,hy € Ry, , as before, hg + h1x + haz? = (co — c17)(ch — cjz).

Let u = (uo,...,uLloqu) € Rglog‘ﬂ for u; € Ro be the binary representation of hi, and let

vV = (0, V[logq|) € RQDqu] for v; € Ry be the binary representation of he. Let

Cmute = (ho + (u, Co,a) + (v, Z0,a) » (W, C1,a) + (v, Z1,4))

!
mult

Finally, reduce the modulus: let ¢ be the integer vector closest to (¢q/qq—1) * Cmul Such that

¢t = Cmuit (mod 2). Output ¢/ .

6.4 Key-Homomorphic Threshold FHE from PLWE

We describe an instantiation of key-homomorphic threshold FHE based on the FHE described in
Section 6.2 and Section 6.3. Our scheme is parametrized by two noise distributions, yo and x1, with
Xb = Dzn y, B(ry), s described in Section 6.1.

Algorithms. We instantiate algorithms Dec and Eval as described in Section 6.2 and Section 6.3.
Below we show how to instantiate the algorithms Keygen, Enc, CombinePK, CombineKeys, ShareDec,
ShareCombine, ReRand and simulators SimCombKeys, SimShareDec. For threshold decryption we use a
scheme analogous to the one of [BD10] for standard LWE. We note, however, that threshold decryption
in [BD10] is only secure (ie. shares do not reveal information about the secret key) if the ciphertext
that is being decrypted has a random (or statistically close to random) ¢;. This is the reason why
in our cloud-assisted MPC protocol, we need the parties to jointly re-randomize the ciphertext ¢ =
Evalek(C, ¢1, . .., cn) before they can threshold decrypt it.

7
)

e Setup(1®,N) :Leta « Ry. Fori € [N],d € {0,...,D},7 € {0,..., [logqq]}, sample aEi)T,a’((;)T —

R,,. Output
_< {0} >
params = (a,qa,.,a ;. '
’ v Jd, T
e Keygen(1”,i,params) : Sample D different polynomials s(()i), e ,s%) «— xo0 and a vector x « x".
Set sk; := (s(()z), cee sg)) and pk; := asg + x. The evaluation key is computed as before, using
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the ag)T, a L(;)T in params instead of sampling them randomly from R, In more detail: for all

dd—1"
d e [D], T €{0,...,|loggs—1]}, sample efii,)w e’((;;)T «— xo0 and compute
R S N S R N
2 ) 4200 TG e Ry, wmd e

et (i) ~(4) ~(4) (i) _ (9 0
Co,d = (CO,d,O’ "CO,d,Lloqu) and ¢’ = (Cl,d,ov X 1d[logqj)

(i) _ 5(0) (i) (1) _ ({0 i)
0.4 = (Z0,4,00 "ZO,d,l_loqu) and z;" = (%) 50 =Z1,d,uogqj)

and set the evaluation key
- ~(1) =(1) (i)
ek 1= { (()Zzi’ gd (()d 214
o CombinePK({pk;};c(n]) : Set pk := pk; + ...+ pky.

(s(()z), ..,sg)) and define s; = 3V s @ Set

o CombineKeys({sk;};c[n], {eki};cn)) : Parse sk; = ie15;

sk := (80,...,SD)

Parse ek; = {E(() 31, c%, 1%, Az’g )d}d o The evaluation key is computed as in Section 6.3 for secret

key sk = (sg,...,sp). Foralld € [D],7 € {0, ..., |log gi—1]}, sample (aq +,bir = agrsq+2€4,) €
2 / / ! / 2 / /
qu , and (ad,rabd,r = g ,Sd + Qedﬁ) S qu_l, where A7y Gy, R,, , and €dyrs €y — X-
Compute
Codr = bar+27sq-1 € Ry, , and Cldyr = Qdr
~ / 2 ~ /
Z0,dr = by, +27s5.1 € Ry, and Z1,dyr = Ay,
Let
Co,d = (C0,d,05--+5C0,d,|logq)) and €1 = (C1,d0s---Cl,d|logq|)
EO,d = (gO,d,Oa s 720,d, |log qJ) and z; = (El,d,07 ERE) z1,d7 |log qJ)
and set

ek := {Co,d, C1.d: Z0,d: Z1.d} 4
e Ency(m, mode;e) : If ||e|| > Bpode, output L. Otherwise compute

0:= (p,e) +m € Ry, and ¢ = (a,e)

and output ¢ = (cg, c1). Also recall that when unspecified, we assume mode = 0.

Without loss of generality, assume below that ciphertext c is a ciphertext under secret key sp and
modulus ¢p.

e ShareDecgy, (c) : Parse ¢ = (¢g,¢1) and sk; = (séi), e ,s%)). Sample e « yq and output

Wi = clsg) + 20 ¢ Ry,
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e ShareCombine(c, 11, ..., un) : Parse ¢ = (cg,c1). Output ¢y — Zfil wi (mod 2).
e ReRand(c,1) : Sample e < x7 and output ¢ < ¢ + Encyk(0 ;e).
Theorem 6.4. The scheme described above is a key-homomorphic threshold FHE encryption scheme.
Proof. (Sketch)
Correct Key Combination: It is easily seen that
N ' ‘ N N
pk = pk; + ...+ pky = Z(asg) +xD)=a (Z sé”) + (Z X(l)> =as)+x
i=1 j i
Furthermore, ek is correct by construction.

Key-Simulation Indistinguishability: We define:

SimCombKeys({(pk;, ek;)};cr) : Let T = [N\T. For j € T, lets pk; «— Ry,. Sets

Egj,zl = (aglj,}’ ce "a((ij,|)_loqu 1J) and Zgl)i (algl],i’ ,Elj)Lloqu 1J) Chooses C(()]z)i’céjl)i —

Ré}iogq“l_lj and sets ek; = {céjzl, c1 9 Z()d gc)l 4D . Chooses ek = (Co 4, €1,d, 20,d; Z1,d) “—
€

4[log qq— 1J
RQd 1

We use a hybrid argument, one per each d € {0,...,D}. First, by PLWE with secret s

0 »
we know that pk; and (cé ()1’ cg Zlv zéjzl, zgjl)i) as output by SimCombKeys is computationally indis-

tinguishable from an honestly created public key and honestly created tuples. The remaining
hybrids are similar. For d # 0, by PLWE with secret sgj ), we know that (cé]()i, c(ljzl,i((] ;,zgjzl) as
output by SimCombKeys is computationally indistinguishable from honestly created tuples and
therefore so is ek;. By PLWE with secret sq = ZZ]\LI s((;), which is computationally hidden from A
(since A only knows {sg)}ieT), we know that ek as output by SimCombKeys is computationally
indistinguishable from an honestly created ek.

Correct Share Decryption of Combined Key: Let ¢ = (¢g,c1) be an encryption of m under
secret key sp. Then ¢y = c¢18p + 2e + m and Decg(c) = m as long as |le|| < gp/2. Let
Wi = cls( 9 + 2¢(. Then

ShareCombine(c, p1, ..., un) = co — Z,ui = (c18p +2e+m) <Z clsD + 26(Z)> (mod 2)
] i=1

N N
_clsD—clzs%)+2< Ze ) (mod 2) =
=1

i=1

as long as He — Zf\il e || < qp/2

Share-Simulation Indistinguishability: We define:

SimShareDec(c, m, {ii};cp) : Parse ¢ = (co,c1). Fix j* € T. For all j # j*, let
pj o Bp. Let pje i= co—m =3 e (ny iy i and output {4} 7
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By correct share decryption, we know that regardless of how {1 }j o7 were created, pj- 1= ¢ —
m — Zie[]v},i;sj* wi. Since this is a deterministic function of the rest of the variables, we simply
need to prove that

{Nj — ClS(DJ) + 2e(j)} ~ {Uj — RQD}jET,jsﬁj* (1)

JET,j#5*
Because ¢ < Encgc(m), we know that the distribution of ¢ is statistically close to uniform in
R,,, and thus, (1) simply follows from a series of hybrid arguments, one for each j, in which we

use the pseudo-randomness of a PLWE sample with secret sg).

aD

Semantic Security: Semantic security follows from the pseudorandomness of PLWE. Given any
{pk; }icps if {pkj }jeT are honestly generated then in partiparticular, they are pseudorandom (by
PLWE), and thus pk = pk; 4. ..+ pky is also pseudorandom. Thus, a ciphertext encrypted under
this public key is pseudorandom and semantic security follows.

Ciphertext Re-Randomization: The output of ¢ = Evale(cy, ..., ¢) is not indistinguishable from
a fresh encryption ¢ « Encpk(y,0) since the noise in ¢ might be much larger than in ¢/. We
remedy this by adding noise that is super-polynomially bigger than the noise in ¢ (in the form
of an encryption of 0, Encpi(0,1)). We choose xo and x1 appropriately. Recall that xo and xi
are (truncated) discrete Gaussians Dyn B(ro) and Dgzn .\ p(r), Which are statistically close to
the discrete Gaussian distributions Dzn ., and Dz ... We choose 71 to a be a super-polynomial
factor larger than rg: 4 > gu(log ”)ro. Recall that

ReRand(c) = Evalek(ct, . . ., ¢r) + Encpi(0,1)

where the first term, Evalek(ci,...,c¢) has noise distributed according to Dzn pory(x).ry, While
the second has noise distributed according to Dz ,.,. Because r; is super-polynomially bigger
than ro, we have that the noise distributions of ReRand(c) and a fresh encryption Encpk(y, 1) are

statistically close.

O]

7 Implementing ffand.bc and F, ]feys

We show how to implement FS.,q and F&, , s for our key-homomorphic threshold FHE scheme.

7.1 Ciphertext Re-Randomization

Protocol TI$%  shown in Figure 11 securely implements F¢, p, s in the Fy -hybrid model, against
(static) semi-honest adversaries. In II3} ), we simply ask each party to send a random encryption of
0. Since corrupted parties are semi-honest, this re-randomizes the ciphertext.

Theorem 7.1. Protocol TI% . described in Figure 11 securely implements F&,xp we against (static)
semi-honest adversaries, in the (Fyu, Fogy Fouys)-hybrid model.

The proof of Theorem 7.1 is given in Appendix A.2. Protocol II}4L  shown in Figure 12 securely

implements F&,. in the (Fye, Flos, ]:Z]f((.:go))—hybrid model. To tolerate malicious adversaries, we need
to guarantee that the encryption z; is a “fresh” encryption; in particular, we need to guarantee that z;

is not correlated to any other z;. In order to guarantee this, we place a commitment key for a trapdoor
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Protocol I3t

RAND

Inputs: All parties P, ..., Py and server S get public key pk as input. Server S additionally gets a ciphertext
¢ € Cpk, where Cpy is the ciphertext space defined by pk.

For session ID sid:

Round 1: Each party P; samples z; < Encyk(0,1) and sends (sid, i, 2;) to Fy,.

Round 2: Upon receiving (sid, i, 2;) for all i € [N] from F,, server computes é := ¢ + Zfil z; and
sends (sid, 0, ¢, &) to Fy.

Figure 11: Protocol I} . Implements F¢, ., . in the F,.-hybrid model. Secure against semi-honest
adversaries.

commitment scheme (Keygenc"m, Com) in the crs. This way we know that it is correctly distributed.
We then have each party commit in advance, using ck, to the randomess 7;(%) they will use to create
z;. Along with z; parties also provide a SS-NIZK proof that z; was indeed computed with randomness
(0. Formally, we require each party to compute a SS-NIZK for the NP-relation:

R(zem):{ (p,ckoz pk), (r,s) | pCome(r;s) A z:=Encp(0,1;7) }

MAL
Protocol IT},

Inputs: All parties P, ..., Py and server S get public key pk as input. Server S additionally gets a ciphertext
¢ € Cpk, where Cpy is the ciphertext space defined by pk.

For session ID sid:
Round 1 Each party P;:

e Calls £ with sid and receives (sid,ck). Chooses encryption and commitment randomness 7;(*)
and si(0)7 and computes a commitment pi(o) — Com(ri(o); si(o)).
e Sends (sid, 4, p;(?)) to F..

Round 2: Each party P;, samples z; < Ency (0, 1;79) and sends (sid, 7, (p;(?), z;, pk), (759, 5;(9)) to

R(ze.ro)
fZKABC

Round 3: The server S:

e Upon receiving (sid, 4, (p;(?, 2, pk)) from .7-'21}%((;?0) for every i € [N], compute ¢ := ¢+ Zf\; z; and
send (sid, S, ¢, é) to Fye.

Figure 12: Protocol TI¥AL . Implements %, s in the (fBC,fgs,]—'g((;egw)—hybrid model, where D
is the distribution defined by Keygenc°m. Secure against malicious adversaries.

Theorem 7.2. Protocol TINAL described in Figure 12 securely implements F&,«p se against (static)
malicioius adversaries, in the (.7-"30,F&S,fIfEYS,fZIf((ﬁéD))-hybrid model.

The proof of Theorem 7.2 is given in Appendix A.2.

7.2 Key Combination

Protocol TI¥, shown in Figure 13 securely implements F¢,, ¢ in the Fy,, Fine-hybrid model, against
(static) semi-honest adversaries. We wish to obtain pseudoencryptions of s4 1 and (sq4_1)?, where

Sq—1 is the combined secret key sg = Ef\i 1 sgzl. In TY, ¢, parties begin by sending encryptions of
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0, wékT),w’ Elkl using each of the at(ikl,a’ g? in params. Using these and the pseudoencryptions in the

evaluation keys ekg, by key-homomorphism they can then compute pseudoencryptions E&kl of 27351]?1

under the combined secret key sq. Adding these yields a pseudoencryption of 27s4 1. Furthermore,
multiplying these by 3521 and re-randomizing, yields a pseudoencryption of 2Ts§lzzlsg]i)1, under the
combined secret key s4. Adding these pseudoencryptions for all k,7¢ yields a pseudoencryption of

27 (sa)*:

N N
T U k T U T
2 Z 321135121 =2 (Z 3&))2 = 27(s4)?

ik=1 i

Theorem 7.3. Protocol II§L, . described in Figure 13 securely implements F&yys against (static) semi-
honest adversaries, in the (Fy, Fing)-hybrid model.

The proof of Theorem 7.3 is given in Appendix A.3. Figure 14 describes protocol II}/av¢ that

securely implements F,. in the (Fye, Fings fZ]?((_eBnCC ’, lef((gzg *)-hybrid model, against (static) malicious

adversaries. To tolerate malicious adversaries, all we have to change is to have the parties provide
SS-NIZK proofs that they computed the wg)T’s correctly, as encryptions of 0, using secret s((il), and
also that multiplied in 5((1131 and re-randomized correctly. More formally, they provide SS-NIZK proofs
for the following NP relations:

R ={ (a,c), (s;e) | c=as+2e}
R(rand) _ { (C,C,, pk) , (3’74) | c/ = SC + Encpk(O ;7") }

Theorem 7.4. Protocol TINAL, described in Figure 14 securely implements FS.ys against (static) ma-

.. . . enc rand .
licious adversaries, in the (]:Bc,fgls,fﬁ(‘m),fﬁ('m ))-hybmd model.

The proof of Theorem 7.4 is given in Appendix A.3.

8 Performance

In this section we argue that the protocol from Section 4 can be executed in 4 rounds in the (Fy, Fing)-
hybrid model. We also analyze the communication complexity and the computation time of the parties
P; and server S. We first look at the semi-honest case and then turn our attention to the changes
needed to the protocol secure against malicious adversaries.

In Section 7, we described protocols I3}, and II}% ¢ that securely implement the functionality
F& wpse, each in 2 rounds. Since the circuit C' is never used in these protocols, the communication
complexity and the computation time of all parties and the server in II3} , and IT3% . is independent of
|C|. We want to run these protocols inside IT*" in the least number of rounds, subject to the following

restrictions:
e Parties must know pk before Round 1 of II3} .
e Round 2 of I3}, must be placed in Phase 3 of IT°".
e Server must know ek in (and therefore IT} . must be completed by) Phase 3 of IT*", so that the
server can perform homomorphic operations.

We do this by sending some of the messages in parallel:

26



Protocol II}2 .

Inputs: All parties P; get as input a valid key tuple (pk;,sk;,ek;), and for j # i, P; and S also receive
(pk;,ek;).
For session ID sid, each party P;:

Round 1: Calls FL with sid and receives (sid, params), where params = ( {agkz,a’g?}d L )

For k € [N]:
— [k k) S(k) (k)
e Parses ek := { Co,d> C1,d> Z0,d> 21 d}de[D].
e Verifies that Cg ; = (at(i,l)’ e ’agl,iloquAJ) and Zg ‘3 = ((1’1), - 7a/£l,iloqu7ﬂ)

e Samples eﬁl,f ) Xo and computes

wgf) = a((iklsg) + 26(1 k)

e Sends (sid, 4, w(l k)) t0 Fie-
Round 2: Upon receiving (sid,j,w((ij; )) from F,, for all j,k € [N], d € [D], 7 € {0,..., [logqa—1]}:

e Computes

= Sl ) =Bt 2 (eG4 ) s, and 7, =)
itk i#k

~(i,k) (1) ~(k) ~(i,k) (7)) (k)

0,d,r = Sda-1%a,r and Yi,dr = Sa—1%,r

(k) (~(k) ~(k) )and y(l k) ((Zk) ~(i,k ). Computes

.LetX OdT’x yOdT’yldT

&) = (@) — ) + Encu(0)

~(i,k i,k i,k ~(i,k
Zyr) = G A0 — T + Encp(0)

e Sends (SId,Z,CElk,,)_,ny)) to Fue.
Local Computation): Upon receiving Sid,j,C(k),Z(] *)) from F.. for all j,k € [N]|, d € |[D], 7 €
d, 7 “d, BC
{07 LR} |_10g (delJ}:

e Computes

- (k) o wa)
Cod,r = Co,a,r and Crar = Cl,d,r
k
b~ — k) b~ — +(J4:k)
2047 = ) Zoar and Ziar = § 2
g,k j
e For b € {0,1}, sets Cpq := (Co,a,15---»Cd,logqu_r]) A Zp g = (Zo,d,1,---2b,d,|logqe_s])> and

ek := (Co,a, €1,d: Z0,d; Z1,a)-

Figure 13: Protocol II$%, . Implements F&,. in the (F,., Fiog)-hybrid model, where D is the distri-
bution defined by Setup. Secure against semi-honest adversaries.

Round 1: Each party computes its key tuple, as in II°", and also runs Round 1 of II¥L ¢

Round 2: Each party computes an encryption of its input, as in IT5". Since all parties know pk, also
runs Round 1 of II}}, and Round 2 of II}} ..
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MAL
Protocol IT}}

Inputs: All parties P; get as input a valid key tuple (pk;,sk;,ek;), and for j # i, P; and S also receive
(pkj,ekj).

For session ID sid, each party P;:

Round 1: Calls FL with sid and receives (sid, params), where params = ( {agkz,a’g?}d . )

For k € [N],
— Jgh) k) (k) (k)
e Parses ek; := { Co.d>C1.d>Z0.d> 2 ld}de[D]'
. k k k k k
e Verifies that cg ; = (a((m), . ,ag,iloquiﬂ) and zg (3 = (d <(1,1)’ e ’a/&,iloqu,lj)
e Samples egl Tk ) Xo and computes
wgf) = a((iklsg) + 26(1 k)

e Sends (sid, 7, (wgff),a((;f)) (S((i),e((j T)>) fzﬁ(:(?'

Round 2: Upon receiving (sid, 7, (deTk),afka))) from fﬁ(sc) for all j,k€[N], d € |[D], 7 €

{0,..., [logqq—1]}:
e Computes

=S b = a2 [P+ ) £ a3 =)
J#k j#k

~(i,k k k k
=58 wd o= o)
o Let x(k) = (Eg’%w 5§k) ) and y(z k) — (y(()ldk)T7 ygzdkT) Chooses randomness rékT), rfl Tk) and computes

) = @), 8,) o %L+ Encee(0 )

Cd'r — \~0,d,m c 1,d,7
200 = G50 20— 30 4 Ene(0 YY)

e Sends (sid, ¢, (cglkl,xflkl) (l,rg;))) and (sid, i, (z&lf),;(fikl) (55;)77"517 ))) to fﬁ(;"d).

(Local Computation): Upon receiving (sid, 7, (cfikl,i((jkl)) and (sid, 7, (E&]Tk),xdT) from fzﬁ(;nd) for

alljvke [NL de [D]7 TE {07-~~>|_10quflj}

e Computes
- ) ~(k) ~ . %k)
Co,d,r = § :CO d,T and Cld,r = =l ,d, T

= . 5(.k) = . 5(.k)
20,d,r 1= E Zoar and Zigr = E 2 g r

e For b € {0,1}, sets Cpq (Co,d,1s- -+ Chod,|log ga_r]) AN Zp g = (Zo,d,1s- - 2bd, [logqa_n])s and

ek := (€04, €1,4,20.4: Z1,0)-

Figure 14: Protocol TI¥AL. Tmplements F&,, ¢ in the (Fy, f&s,fﬁ%ng),fﬁ(:g d)) hybrid model, where

D is the distribution defined by Setup. Secure against malicious adversaries.

Round 3: The server knows ek because II}}l, s was completed in the previous round. The server
performs the homomorphic evaluation, as in II*", and runs Round 2 or II}} .
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Round 4: The parties share decryption shares as in IT¥L, .

(Local Computation): The parties combine the ciphertext and decryption shares to obtain the
output.

It is clear that the communication complexity and the computation time of the parties in the
resulting protocol is independent of |C|, and polynomial in (3 |z;|, |y|, N, ). The computation time
of the server, on the other hand, is linear in |C| and polynomial in (> |z;l, |y|, N, ).

In the malicious case, IT}{j v has exactly the same number of rounds and same restrictions as
I, but the protocols IIM** and TINAL require one more round than their semi-honest counterparts,
where the parties commit to the randomness they will use throughout the protocol. Therefore, we
can achieve 5 rounds, in exactly the same way as before, except that we have one more round in the
beginning, where the parties send commitments to randomness. Furthermore, the server must provide
and the parties verify a short argument for the validity of ¢, that is, for the correct homomorphic
evaluation of |C|. As we saw in Section 5, this can be done in one of four ways. Table 1 summarizes
the round and communication complexity of the resulting protocol for each of the 4 options, together
the computation time of the parties. The computation time of the server is always polynomial in |C],
as well as in (> |z, |y|, N, k).

’ VC Proof ‘ RC ‘ CC(poly(+)) ‘ CT(poly(+)) ‘ Model / Assumptions ‘
[Kil92, Kil95] 7 log (|C|) log (|C)) CRHF
[Mic94] 5 log (|C) log (|C) Random Oracle
[BCCT11, GLR11] | 5 log (|C) log (|C) Non-Falsifiable
[GKRO8| 5 d,log (|C]) d,log (|C]) Secure PIR Scheme

Table 1: Performance of IIM* in the (F,., Fhg)-hybrid model, for N clients and circuit C of
depth d. Communication complexity (CC) and computation time (CT) displayed are in addition

to pOIY(Z ’372‘, ‘9’7 N, K“)'
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A Proofs

A.1 Security Under Malicious Adversaries

Proof of Lemma 5.1: Correctness follows from correctness of key combination, correctness of homo-
morphic evaluation, correctness of share decryption of £, and correctness of the NIZK proof systems
@) 11(9en) T1(dec) and the short argument system .
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We now turn to security. To show more clearly why we need simulation-sound and simulation-
extractable NIZKs (as opposed to standard NIZKs), we instantiate in [I" from Figure 10, fszjﬁg ' Tﬁ(ﬁé)
with SS-NIZKs, and fﬁ(j;c with a SE-NIZK and present the proof of Lemma 5.1 after this instantia-
tion. Let A be a real-world malicious adversary corrupting ¢t < N clients, and possibly the server. Let
T C [N] be the set of corrupted clients. We describe the simulator SM** in Figure 15. We prove that

REALmu 4(Z) ~ IDEALf sw (%) via a series of hybrids. The view of the A consists of

)

View — (params, {in’pi(gen)’p (dec) (pk;, Ski,eki)yﬂ'i(gen),Ciaﬂi(m)vﬂiﬂri(dec)}ieT

We simply prove that for all {.1‘2', pil9em) | p;(dec) (pk. sk, ek;), w9 e, @) py, m(dec)}ieT output
by A, the joint distribution of these variables in the simulation is computationally indistinguish-
able from the joint distribution of the same variables in a real-world execution of protocol TTMAL,
We let View; be the joint distribution of these variables in hybrid ¢. In all hybrids, params «
Setup(1%, N) , (crs@) tk®) xtk) « Setup®(1%) , (crs() tk(49)) — Setup®e"(1%) , (crs(@em) tk(9e™)) —
Setup®ec(17) , (ck,xtk(®™)) — Keygen®™(1%) , pk «— CombinePK({pk;};c(n)- Also, we can assume
¢ = Eval(C,cy,...,cn), even when the server is corrupted, as this is guaranteed by soundness of the
short argument system ®. We gradually change how each of the other variables is computed.

Hybrid 0: This is the real-world execution of ITM**, We have:

pj(gen) - Comck(rj(gen) ;Sj(gen)) , pj(dec) — Com k( (dec) ;Sj(dec))
{(pkj, -, ek;) < Keygen(1”, j ;rj(ge”))}jeT

{ (9e) — Prove® ((pk ekj, ck, p](gen) 7) ,(,r,j(gen)’ Sj(deC)))} T
JeT
(-,ek) := CombineKeys ({(Skz‘7eki)}ig[]\q) ;Ao = Encpk(xj)}jeT

{wj(l’) — ProveX( (¢, pk) , (z4,7;) )} _, ¢<—ReRand(c) , {pu; < ShareDecy,(¢)}

jET jJET

{ﬂ_j(m) - ProveDeC( (é, 1j, pkj’pj(gen)’ pj(dec),Ck,j) ’(Tj(deC)’ Sj(dec)’rj(gen)7 Sj(gen)) )}]ET

Hybrid 1: We now change the proofs =; (#) g0 that they are simulated proofs, created with the Sim*
X

algorithm, instead of created honestly using Prove™.
pj(gen) - Comck(rj(gen) ;Sj(gen)) , pj(dec) — Com k( (dec) ;Sj(dec))
{(pkj, -, ek;) < Keygen(1”, j ;rj(ge"))}

{ﬂj(ge”) — ProveGe”((pk ek;, ck, p; 9 ) ,(rj(ge”),sj(dec)))}

JjeT

jeT
(-,ek) := CombineKeys ({(Skz‘7eki)}ig[]\q) ;e = Encpk(xj)}jeT
{wj(:w — SimX( (¢, pk) )}j@ . ¢—ReRand(c) , {; — ShareDecy, (&)},

{”J'(m) — ProveP*e( (&, pj, pkj, p; 9, 909 ek, ), (119, 55000 Ly loem) L oen) )}jeT

)

We have that Viewg ~ View; by the zero-knowledge property of II(*).
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Simulator SMA:

1. Run params «— Setup(1%,N) , (crs(® tk® xtk) «— Setup®(1%) , (crs(dee) tk(de?))
Setup®"(1%) | (crs@em) k™) — Setup®*c(1%), and (ck,xtk®®™) «— Keygen®™(1%). Let
params’ := (params, crs(®), crs(?¢€) crs(9¢m) ck) and run A on inputs {#i},cp and params’ while playing
the role of the honest parties:

Phase 1: For all j €T, compute pj(gen) — Com(0) and pj(dec) —  Com(0). Send
(sid, 4, p; 9™, p; (@) to A on behalf of F,..
Phase 2:
e Upon receiving (sid, i, p; (9™, p;(
trapdoor to extract randomness ri(ge”)7 T

dec)) as a message to Fo for all i € T, use the commitment

(dec) .

r(9) . ExeCom (. (9em))

xtk(com) K3

,r,i(dec) — EXtCom (Pi(dec))

9 xtk(com)

For all i € T, let ([;E,Sfl\(:,(;kvz) «— Keygen(1%,4;7;(9¢™)).
For all j € T, compute ;9" Simfke(r;ec>(pkj,ekj,ck, pj(g"‘"),j) and send (sid, j, (pk;, ek;,
ck, p; 9™, 5),m;(9¢)) to A on behalf of F..

e Upon receiving (sid, i, (pk;, ek;, ck, p; (9™ i), 7;(9¢™)) as a message to F,. for all i € T, verify
that 7;(9¢") is valid. Upon receiving (sid, 4, (pk;, sk;, ek;)) as a message to Foy for alli € T
check that (;;I\;“ ski, é\k/l) = (pk;, sk, ek;) and halt if the key tuples are not the same.

e Let  pk = CombinePK({pk;} 1), and run  (ek, {(pkj’ekj)}jeT) —

SimCombKeys ({([?k;,sfkvl,&;)} T). Send (sid, ek, {(pk;, ek)},c(n]) to A on behalf
i€
of Flive:
Phase 3:
e For j € T, compute ¢; « Ency(0) and 7;(®) Simi(k(m) (cj,pk). Send (sid, j, (c;, pk), 7;(®) to
A on behalf of F,..

e Upon receiving (sid, 4, (c;, pk), 7;(*)) as a message to F,,, for all i € T, verify that 7;(®) is valid,
and if so, use the extraction trapdoor to extract the witness z;:

T 1= Ethkm)((CmPk)ym(w))

Send {7;},.p to F and receive y.
Phase 4: If server is not corrupted, compute ¢ := Eval(C,cy,...,cy) and ¢ <« Prove(c, cy,...,cn)
honestly, and send (sid,0,¢) to F,,. Otherwise, receive (sid,0,c¢) from A as a message to
FE o se, and (sid, 0, ) as a message to Fp.. In the latter case, verify that ¢ is valid. In either
case, compute ¢ < Encpk(y, 1) and send (sid, 0, ¢, ¢) on behalf of F&, | ...

Phase 5:
e For i € T, compute ji; := ShareDecg, (¢ ;7;(%%)).
e Compute {1} « SimShareDecg, (¢, 7, {fii};cr), and for j € T, send (sid, j, pi;) on behalf
of Fyc.
e Upon receiving (sid, 7, ;) from A as a message to F,, for all i € T, verify that ; = p;, and
halt if they are not the same.

2. Output A’s output.

JET

Figure 15: Simulator SM*" for (static) malicious adversary A corrupting clients 7' C [N] and possibly
server S.

Hybrid 2: We change how ¢ is created. We let

T; « Dece(c;) fori€T and zj:=x; forjeT
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Instead of using the ReRand algorithm, we simply sample a fresh encryption of y = C(71,...,Zn)
with mode = 1:

pj(gen) - Comck(rj(gen) ;Sj(gen)) 7 pj(dec) - Comck(Tj(dec) ;Sj(dec))

{(pkﬁ -, ek;) «— Keygen(1", j ;Tj(ge”))}j@

{Wj(gen) — ProveGe”((pkj,ekj,ck,pj(ge"),j) , (9 sj(dec)))}

Jj€T
(sk, ek) := CombineKeys ({(ski,eki)}iew]) ;e = Encpk(a:j)}jef
{m = sim*( (e k) )} . e Encu(i1) . {i  ShareDecsy, (¢)} o7

{ﬂ_j(m) - ProveDeC( (é, 1j, ij,pj(gm), pj(dec),Ck,j) ,(Tj(deC)’ Sj(dec)’rj(gen)7 Sj(gen)) )}]ET

We claim that View; 2 Views by ciphertext re-randomization of £. The reduction computes
{pj (gen) P (dec) }jeT honestly and receives {pi(g‘m), pi(dec) }iET . It also computes {(pkj, skj, ek;),
j (g‘m)}j o7 honestly, receives {(pki, ski, ek;), m(g‘m)}i o from A, and verifies that all 7;(9en) are
valid. It computes (pk, sk, ek) using CombinePK and CombineKeys and computes

{cj — Encpi(zj) , Wj(z)}jeT honestly. It receives {cz-,m(x)}ieT from A and verifies that all

;@) are valid. If the server is honest, it computes ¢ := Evalek(C,cq,...,cn) and ¢ honestly;
otherwise it receives ¢, from A, in which case it verifies . It computes {Z; < Decsk(ci)};cr
and y = C(Z1,...,Zn). Given ¢ which is either ¢ = ReRand(c) or ¢ = Encpk(y, 1), it computes

{1; — ShareDecg, (¢), wj(d“)}jGT honestly.

If all proofs 7;(9¢™) verify, by soundness of I1(9¢") we know that (pk;, sk;, ek;) is a valid key tuple
for all i € T. Likewise, by soundness of II*) we know that for all i € T there exists x;,r;(®)
such that ¢; = Encpk (x4, 0; ri(r)), and by construction we have z; = x; (except with negligible
probability). Therefore, View; 2 Views by ciphertext re-randomization of £.

Hybrid 3: We now change how the z; are created. Instead of decrypting the ciphertext ¢;, we obtain
Z,; by using the proof of knowledge extractor of IT1(%).

7; — ExtX(m®)) forieT and Tj:=ux; forjeT

We claim that Viewg ~ Views by the simulation-extractability property of II*). Note that we
must rely on the stronger property of simulation-extractability instead of standard proof of
knowledge since the adversary sees the simulated proofs =; (@) pefore producing the proofs m;(*).
We therefore need to be able to extract the witness z; from the proof 7ri(“’) even if the adver-
sary sees simulated proofs before creating 7;(*). This is precisely what simulation-extractability
guarantees.

(dec)

so that they are simulated proofs, created with the
Dec

Hybrid 4: We now change the proofs 7;
SimPe¢ algorithm, instead of created honestly using Prove

pj(gen) - Comck(rj(gen) ;Sj(gen)) ’ pj(dec) - COmck(’l“j(dec) ;Sj(dec))

k;,- ek;) « Keygen(1”, ] ; »(96’0}
{(p] ;) — Keygen(17, 7 ;7; )jeT
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{wj(gem — Prove®"((pk;, ekj, ck, p; 9™, j) , (r; (9, sj<d66>))}

jeT
(+,ek) := CombineKeys ({(Ski7eki)}ie[N}> » {ej = Enco(@))} o7
{m® < Sim*( (c;,pK) )}jET . e Enco(@1) . {p — ShareDecy, (&)} 1

{ﬂ_j(dec) — SimDec( (6’ Hj pk]) pj(gen)7 pj(deC)’ Ck’j) )} e
JET
We have that Views ~ Views by the zero-knowledge property of IT(d<c).

Hybrid 5: We now change the commitment pj(dec) so that it is a commitment of 0, instead of the
real randomness used in decryption.

;9 — Comg(r; 9™ 5,00y pi(de) . Comg (0)

{ Pk eky) — Keygen(1™.j ry )}

{mj() — Prove®" (pkj, ek;, ck, py ) j) (), ;%) }

jeT
(-,ek) := CombineKeys ({(Skmeki)}ig[m) , A= Encpk(:cj)}jET
{mt —sim*((es.pk))} . e Encu(@1) . {u; — ShareDecu, ()} o7

{Wj(dec) — SimDec( (67 g, pkj7 pj(gen)>pj(d60)v Ckaj) )}jGT
We have that Viewy & Views by the hiding property of the trapdoor commitment scheme Com.
Hybrid 6: In this hybrid, for ¢ € T' we let

7 = Ext®m(p;(%)) and [ := ShareDecg, (¢ ;7;(%))

and halt if ji; # ju;, where {p;},op are the shares sent by A. We claim that Views ~ Viewg. This is
guaranteed by the soundness of I1(%€) and the extraction property of the trapdoor commitment.

Hybrid 7: We change the way the decryption shares {F‘j}jef are generated. Instead of using the
ShareDec algorithm with secret key sk;, we now use the SimShareDec algorithm with y =

C(zy,...,on) and {fi;};cp:

P9 — Comgy(r; 9™ ;5;09M)  p; (%) — Comg,(0)

k.’-,ek- Keveen 157 .; (gen) }
{(p] J)<— ygen (17, j T )jeT

{ﬂ-j(gen) - ProveGe”((pkj, ekj, ck, Pj(gen),j) , (rj(gen)7 Sj(deC)))}jET
(-,ek) := CombineKeys ({(Ski’eki)}iE[N}) . e = Encpk(xj)}jGT

{W](m) — Slmx( (Cja pk) )} ) C Encpk(§> 1) ) {M]}]ET — SimShareDeC(éa 377 {/L}ZET)

JjeT
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{ﬂ_j(dec) — SimDeC( (é, Hj pkj’pj(gen)7pj(d60)’ Ck"j) )}jET

We claim that Viewg ~ Views by share-simulation indistinguishability of £. The reduction com-

putes {pj (gen) pj(dec) }jeT and receives {p,- (gen) pi(dec)} o - 1t also computes {(pkj, sk, ek;), wj(ge")}

i
honestly, receives {(pki, sk, ek; ), m(g‘m)}i T from A, and verifies that all 7;(9¢™) are valid. It com-

putes (pk, sk, ek) using CombinePK and CombineKeys and computes {cj — Encpi(zy) , Wj(x) }jeT
with a simulated proof. It receives {cl-, m;(®) }l T from A and verifies that all 7;(®) are valid. If the
server is honest, it computes ¢ := Evale(C, c1,...,cn) and ¢ honestly; otherwise it receives ¢, ¢
from A, in which case it verifies . It computes {Z; < Extx(m(:‘))}ieT and y = C(71,...,ZTN)

and ¢ — Enc(,1). Tt then computes 7;(%¢) — Ext®m(p;(?)) and [; := ShareDecg, (¢ ; r;(4¢9)),

{n;}t;er < SimShareDec(¢, y, {/ii};cr) and simulated proofs {wj(dec)}jef. It receives { ;, wi(dec)}ieT

from A, verifies all proofs m;(%) and halts if /i; # u; for any i € T.

If all proofs m;(9¢™ verify, by soundness of II(9™ we know that (pk;, sk;, ek;) is a valid key tuple
for all i € T. Likewise, by simulation-soundness of I1(%) we know that for all ¢ € T there exists

r;(4€9) such that p; := ShareDecqy, (¢ ;ri(dec)). By construction, ¢ «+— Enc(y). Thus, Views ~ Viewg
by share-simulation indistinguishability of €.

Hybrid 8: We now change the proofs Wj(ge”) so that they are simulated proofs, created with the
Sim®" algorithm, instead of created honestly using Prove®".

P95 Comee(r; @ 55,0 | p.(0)  Comy(0)

{(pkj, -, ek;) « Keygen(1”,j ;rj(ge"))} {ﬁj(ge”) — Sim®en( (pkj,ekj,ck,pj(gm),j) )}

jeET jET
(pk, -,ek) := CombineKeys ({(pki,ski,eki)}ie[m) . e = Encpk(a:j)}jeT
{Wj(x) — Simx( (¢, pk) )}

{ﬂ_j(:p) - SimDeC( (é, 14 pkj,pj(gen)7pj(d66)’ Ck,j) )}

PR ¢ —Encp(y,1) » {ujt;or < SimShareDec(¢, y, {fii};cr)

jET

We have that Viewy ~ Viewg by the zero-knowledge property of I1(9¢™)

Hybrid 9: We change the commitment pj(ge") so that it is a commitment of 0, instead of the real
randomness used in key generation.

pj(ge”) — Com(0) pj(dec) — Comck(0)

{(pkj, - ekj) — Keygen(1", j s ;o) } {mj o) — Simn( (pk;, ekj,ck, p; @, ) ) |

jeT jeT
(-, ek) := CombineKeys ({(ski,eki)}ie[m) , e = Encpk(xj)}jGT
{m® < sim*((c;pk) ) }

{wj(ff) — SimP=e( (¢, 15, pkj, pi 97, p; (e, ck, §) )}

PR ¢ — Encp(y, 1) {,uj}jGT<—SimShareDec(é,y, {iitier)
JET

We have that Views ~ Viewg by the hiding property of the trapdoor commitment scheme Com.
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Hybrid 10: In this hybrid, for ¢ € T we let
ri9e7) = Ext®™(p;(9") and  (pk;,-,-) := Keygen(1%,i ;r;(9°™)

and halt if kaZ # pk;, where {(pk;,-,-)};cp are the public keys sent by A. We claim that

Viewg ~ Viewig. This is guaranteed by the simulation-soundness of 1@en) and the extraction
property of the trapdoor commitment.

Hybrid 11: This is actually a series of N — ¢ hybrids. We change how the ciphertexts {Cj}jeT are
created, one at a time. Instead of having c;« be an encryption of input x;«, we have it be an

encryption of 0.
pj(gen) — Comck(O) s pj(dec) — Comck(())

{(pk;, ekj) — Keygen(1", j ;r; o) } {mjeem) — SimSen( (pkj, ek, ck, p; 0, 7))}

JjeET jET
(- ek) := CombineKeys ({(ski, ki) }icpy) + {65 = Encpu(O)}epjeje {05 = Encou(@))}jer o
{Wj(x) — Simx( (¢, pk) )}

{ﬂ_j(x) - SimDec( (é, 14, ij,pj(gen)7pj(dec)a Ck,j) )}

PR ¢ Encok(y,1) . {w;};cr < SimShareDec(¢, ¥, {/ii};cr)

jeT

We claim two consecutive hybrids are computationally indistinguishable by semantic security of

&. The reduction computes {pj(ge”), pj(dec)}j o7 and receives {pi(ge”), pi(d“)}i cp- It computes

r;9e) .= Ext®m(p;(9¢7)) and sends {(pki, sk;, ek;) := Keygen(1%,1 ;ri(ge”))}‘ . to the challenger.
1€

It forwards (ek, {(pkj, ek;) }jeT from the challenger to A and sends to A simulated proofs 7; (gen),

Upon receiving (pk;, sk;, ek;), 739" from A, it verifies m;(9") and checks that kaZ = pk; and
halts otherwise. It uses the challenge ciphertext as cj« and computes the other ciphertexts
¢;j accordingly, with simulated proofs ;@) for all j € T. When it receives ¢;, m;®), it verifies
;@) If the server is honest, it computes ¢ := Evale(C,c1,...,cn) and ¢ honestly; other-
wise it receives ¢, ¢ from A, in which case it verifies . It computes ;{99 — Ext®om(p;(dec))
and fi; := ShareDecg, (¢ ;7;(%9), {uj}t e < SimShareDec(¢,y, {#i};er) and simulated proofs
{ﬂ'j(dec)}j o7~ It receives { i, m(dec)}i cp from A, verifies all proofs ;{99 and halts if 3; # u
for any i € T'. We define View;; to be the view having all ¢; encrypting 0. Putting these N — ¢
hybrids together, we conclude that Viewig ~ Viewq.

Hybrid 12: We change how the public/evaluation key pairs {(pkj7 ekj)}j o7 and the combined eval-
uation key ek are generated. Instead of creating them using Keygen and CombineKeys, we use
the SimCombKeys algorithm.

Pj(ge") — Comg(0) Pj(dec) « Comg(0)

(ek, {(pk;, Ekj)}jeT> « SimCombKeys ({pk;, ek; };c1)

{mj ) Sim®( (pk;,ekjyck, p 9, 5) )} {ej = Encpe(0)} e

jET

{m@ —sim*((c;opk))} . ¢ Encu(@1) . {uy}jer < SimShareDec(é, y, {/ii}er)

jeT
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{ﬂ-j(x) - SimDeC( (@ s, ij,pj(ge")7pj(d60)a ck, 7) )}jeT
We claim that View;; ~ View1s by key-simulation indistinguishability of £. The reduction com-
putes {p; (gen) | ;(dec) }j o7 honestly and receives { pi9em) | p; (dec) }1 cp- 1t computes r;(9em) .= Ext©om(p;(9en))
and {(pki,ski,eki) = Keygen(1%,1i ;ri(ge”))}_ . Given keys (ek, {(pkj,ekj)}_ T) which are ei-

je

[4S]
ther created honestly using Keygen and CombineKeys, or simulated using SimCombKeys, it for-

wards these to A. It then receives {(pki,ski,eki),m(gen)}ieT from A, and verifies ;9. Tt
halts if SR@ # pk; for any i € T'; otherwise it computes pk := CombinePK <{pki}i€[N]>. It also
computes {c¢;j «— Encpk(O)}jeT with simulated proofs 7;(*), receives {(ci,m(x))}ieT from A and
verifies 7;(®). If the server is honest, it computes ¢ := Evalek(C,c1,...,cn) and ¢ honestly,
otherwise it receives ¢, ¢ from A, in which case it verifies ¢. It computes {:EZ — Ext m } T

and y = C(zy, .. xN) and ¢ «— Enc(y,1). It then computes ;%) — Ext®™(p; (%)) and [; :=
ShareDecqy, (¢ ; 7“7,( %)), {1};er < SimShareDec(¢, y, {/ii};cr) and simulated proofs {m;(de)}
dec)

jeT"

It receives { i r;(de C)}i T from A, verifies all proofs ;¢ , and halts if @; # p; for any i € T.

If all proofs ;9™ verify, by simulation-soundness of I19¢™) we know that (pk;, sk;, ek;) is a valid
key tuple for all 7 € T. Thus, Viewq & Viewqo by key-simulation indistinguishability of £.

We have proved that Viewg 5 Viewio. Since Views is the view that SMA* produces, and Viewy is
the view produced in an execution of II"**, we have that IDEALz gva.(Z) ~ REALn 4(Z).
]

A.2 Ciphertext Re-Randomization

For security, we are not concerned with privacy as the parties do not have any inputs that they wish to
keep private. However, we are concerned with correctness; we need to ensure that the output ¢ of the
protocol, is indistinguishable from a fresh encryption of the plaintext y. This is fairly straight-forward
in the case of a semi-honest adversary but requires more care when dealing with a malicious adversary.
In this case, we also rely on simulation-sound NIZK proofs. As before, we show the proof of security
for protocol IIN Y, after the functionality fzﬁ(gg " has been instantiated with simulation-sound NIZK
proofs.

Proof of Theorem 7.1: We describe the simulator S;hy, for a (static) semi-honest adversary A cor-

C

rupting parties in 7' C [N] (and possibly server S) in Figure 17. We prove that IDEALps: = ssu (Z) =~
REALze (%) using a series of hybrids. The view of A consists of

View = (pk,c¢, z1,...,2N,¢)

We simply prove that the joint distribution of these variables in the simulation (where the ciphertext
output is a fresh encryption of y) is computationally indistinguishable from the joint distribution of
the same variables in a real-world execution of protocol II}}y,. This is easy to see because z;+ is a
deterministic function of ¢ and {z;},. N.itj* all z;’s for i # j* are distributed the same in both cases
(since the adversary is semi-honest), and the distribution of ¢ is statistically close to Encpk(y, 1) since
the noise in each z; is a super-polynomial factor larger than the noise in c. O

Proof of Theorem 7.2: We describe the simulator Sy, for a (static) semi-honest adversary A cor-
C

rupting parties in 7' C [N] (and possibly server S) in Figure 17. We prove that IDEALua  gua (Z) &~

RAND Y~ RAND
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3 SH
Simulator S3Y,

Inputs: All parties P, ..., Py and server S get public key pk as input. Server S additionally gets a ciphertext
¢ € Cpk. The simulator also receives input y, which is the plaintext of c.

e Upon receiving (sid, 4, z;) as a message to F,, for all i € T":
— Let ¢ « Encpk(y, 1), and let j* € T. For all j € T,j # j*, set z; := Encpk(0,1). Set z;= := ¢ —
Zq
ie[N],i;éjL
— For all j € T, send (sid, j, z;) to A on behalf of F.

e Output whatever A outputs.

Figure 16: Simulator Si%,, for (static) semi-honest adversary A corrupting parties in 7' C [N] in
protocol II3%

I{E[&L]ﬁ

RAND.BC?

(%) using a series of hybrids. The view of the A consists of

View = (Pk, Cka ¢, {Pz(o)a Zis 7ri(0) } (V] 7é>
1€

3 MAL
Simulator S5,

Inputs: All parties Py, ..., Py and server S get public key pk, and a commitment key ck as input. Server
S additionally gets a ciphertext ¢ € Cox. The simulator also receives input y, which is the plaintext of c.

Round 1: For j € T, compute commitments p;(®) « Comg(0) and send (sid, j, p;(”)) to A on behalf of
Foo-

Round 2: Upon receiving (sid, i, p;(*)) as a message to F, for all i € T
o Let
7@ = Ext®m(p;(?)  and  Z = Encp(0,1 ;7:)
e Compute é «— Encp(y,1), and let j* € T. For all j €T,j # j*, set z; := Enco(0,1). Set
Ej* = — Z Zz
i€[N] iz
e For j € T, compute 7rj(0) — Simzem(pj(o),zj7 pk).
e For j €T, send (sid, j,Z;, 7;(?) to A on behalf of F,.

Round 3: Upon receiving (sid, 4, z;, 771-(0)) as a message to Fy, for all i € T', verify 79 and check that
Z; = z; halt if they are not equal. If the server S is honest, send (sid, 0, ¢, ¢) to A on behalf of F,.

Output whatever A outputs.

Figure 17: Simulator Sy, for (static) malicious adversary A corrupting parties in 7' C [N] in protocol
IIMAL

RAND

We simply prove that the joint distribution of these variables in the simulation is computationally
indistinguishable from the joint distribution of the same variables in a real-world execution of protocol
ITY 35, We let View; be the joint distribution of these variables in hybrid i.

Hybrid 0: This is the real-world execution of IIN2%,. We have

{pj(o) := Comgy (1 ;sj(O))}jeT , {zj — Enc(0,1 ;'rj(o))}jeT
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N
{m© — Prove®((p; @, 25, k), (1,5, } L eim et
=1

Hybrid 1: We now change the proofs 7[']'(0) so that they are simulated proofs, created with the Sim%er®
algorithm, instead of created honestly using Prove?e™.

{pj(o) := Comgy (1 ;sj(o))} {zj — Enc(0,1 ;rj(o))}jeT

JjET
N

{m© o sim®o(p; 0,z pk) ) ei= et
1=1

Viewg 5 View; by the zero-knowledge property of [1(zero)
Hybrid 2: We change the commitments pj(o) so that they are now commitments of 0 instead of the

randomness 7 (0)

{pjw) = COmck(O)} , {zj «— Enc(0,1 ;Tj<o>)}

JET jeT

N
[ = sim?ro (0 . pk) ) e=et Y x

View; ~ Views by the hiding property of the trapdoor commitment scheme.

Hybrid 3: In this hybrid, for ¢ € T we let

;0 = Extcom(pi(o)) and z; := Encpi(0,1 ;7'2-(0))

and halt if Z; # z;, where {z;},. are the ciphertexts sent by A. We claim that Views ~ Views.
This is guaranteed by the simulation-soundness of T1(*¢7°) and the extraction property of the
trapdoor commitment.

Hybrid 4: Let j* € T, and for j € T, let z; = z;. We view Z;« as a deterministic function of ¢ and

N
the rest of the z;’s: zj« = ¢ — Z z;. We now change ¢ to be a fresh encryption of .
i=1
N
(0= Come, (0 } {z%EncO 17,0 } Zix = ¢ — Zi
{PJ «(0) it J ( i) ST it J Zz; i
{ﬂj(o) — Simzem(pj(o),zj, pk)} , ¢« Encp(y,1)

We claim that Views 2 Viewy. In both cases, z;+ is the same deterministic function of ¢ and the
rest of the z;’s. The distribution of ¢ is statistically close to Encp(y,1) since the noise in each
z; is a super-polynomial factor larger than the noise in c.

We have proved that Viewg ~ View,. Since View, is the view that Syay, produces, and Viewy is

the view produced in an execution of I}, we have that IDEALx sua () ~ REALpux 4(2).

RAND»

O
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A.3 Key Combination

Proof of Theorem 7.3:

rupting parties in T' C [N] in Figure 18. We prove that IDEALjsu

We describe the simulator Sgi,¢ for a (static) semi-honest adversary A cor-

SSH o (f) ,é REAL]‘—nyq,-A(f) using

KEYS»

a series of hybrids. The view of the A consists of

. k) ~(k)  ~(k
View = <{Ski}ieT , {pki’eki}ie[N] , { ng) , céyl , ZEZT) }jeTk:e[N]>

Round 1:

Fro-

of Fye.

e Runs params = (a, {afj)ﬂ a’((;)T} ) « Setup(1%, N). When a corrupted party P; calls FL with
' TV dri

sid, sends (sid, params).

e LFor k € [N]v
— Parses ek := {E(()Izvaglz’z(()lz’zglf‘%}de[ ]
o g =) ; zy) = (dy) .
— Verifies that cid = (afz,l), .. )a;,ElOde—lj) and Zg,a)l = (a/:(i,i’ e ’algl,ﬁloqufd)

— For all j €T and k € [N], samples wé{;k) — R,, and sends (sid, j, wg;k)) to A on behalf of

Round 2: Upon receiving (sid,, w,

e For all j € T and k € [N], samples Effl,ig;k) — Rﬁd and sends (sid,j,Eg’Tk),'szf;’Tk)) to A on behalf

Output whatever A outputs.

3 SH
Simulator Sij ¢

(4,k)

)
,T

) from Fy for all i € T,k € [N],d e [D], 7 €{0,...,|logqs—1]}:

Figure 18: Simulator S{i . for (static) semi-honest adversary A corrupting parties in 7 C [N] in

protocol II .«

We simply prove that the joint distribution of these variables in the simulation is computationally
indistinguishable from the joint distribution of the same variables in a real-world execution of protocol
I .. We further prove that the distribution of ek as output by the simulator is computationally
indistinguishable from the output of the algorithm CombineKeys. We let View; be the joint distribution
of these variables in hybrid .

Hybrid 0: This is a real-world execution of II}},s. We have

{wil) =

() G) | 9,Gik)

¢ %) | Enc, (0
Qa,r5d dyr }jefke[N] ’ {c‘“ Xz + Encok( )}jeTJcE[N]

~(j,k ~(j.k
{ZSIJ,T) - ygljn' ) + Encpk(o) }jET ke[N]

Hybrid 1: We change how we compute z;". We now choose each pair uniformly at random from

2
Ry,

{wi:

= 0475

B9 1 2 {5 Ene0))

}jeT,ke[N] JET,kE[N]
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N(]vk) — 2
{ZdvT Ry, }jeT,ke[N]

Viewg & View; because the ciphertext Encp(0) added to ?flj;k) in Hybrid 0 is pseudorandom, and

therefore Eg;k) in Hybrid 0 is pseudorandom as well.

(k)

Hybrid 2: We change how we compute c; .. We now choose each pair uniformly at random from
RZ .
ad

{uffd) = ol 42t (@-m) . {0 em

View; ~ Views because the ciphertext Ency(0) added to ig? in Hybrid 0 is pseudorandom, and
(k)

therefore Ed7 . in Hybrid 0 is pseudorandom as well.

Hybrid 3: We change how we compute w((j Tk) We now choose it uniformly at random from R,,.

} JET,kE[N] }j €T k€[N]

{wfi’f) - R%} jeT.ke[N] {Eg? - Rgd} ’ {ng) - R‘?d}jefke[l\f]

The fact that Views ~ Views follows from a series of hybrid arguments, one per each s((ij ), in which

we use the fact that wc(l ';_k) is a PLWE sample with secret sl(jj ) and is therefore pseudorandom.

We have proved that Viewg ~ Views. Since Views is the view that Sinys produces, and Viewg

is the view produced in an execution of II}},¢, we have that IDEALz s (Z) & REALpsu  A(Z).
Furthermore, the distribution of ek as output by the simulator is computationally indistinguishable
from the output of CombineKeys. This again follows from a series of hybrid arguments, all based on
the PLWE assumption with secret sg.

O

Proof of Theorem 7.4: We describe the simulator S¥inl for a (static) semi-honest adversary A cor-
rupting parties in 7' C [N] in Figure 19. We prove that IDEALa sua () ~ REALze 4(Z) using
a series of hybrids. The view of the A consists of

) ik k) ~(k k) ~(k) j k)
VIeW = <{Ski}i€T ? {pkﬂekz}ZE[N] ? {w((i],T) ? Trc(l]ﬂ' ? C((Il,ﬂ)' ? Ei,ﬂ)' ? Zz(iJ,T ? SOt(ijT }jGT,kG[N]>

We simply prove that the joint distribution of these variables in the simulation is computationally
indistinguishable from the joint distribution of the same variables in a real-world execution of protocol
I .. We further prove that the distribution of ek as output by the simulator is computationally
indistinguishable from the output of the algorithm CombineKeys. We let View; be the joint distribution
of these variables in hybrid i.

Hybrid 0: This is a real-world execution of ITI}/a%,. We have

Gk) . () () | o ik Gk E k) GR) () G
{wdjﬁ = ags] +2€d]77)}j€fke[N] ’ {”djﬁ)%Pro"e nc((ngﬁ)’agjﬁ))’(sd]’ed]vT)))}jeT,ke[N}

(k) ~(k k k nd~(k) ~(k k
{c((i,_r — xg; + Encpk (0 ;Tg’T))}jeT,ke[N] , {gf)g; — Prove®® d((cg;,X&;), (1’Tg73)))}jef,ke[N]
~(k) | ~(k Gk j ko and [~ (k) ~(k )Gk
{7 =3 + Enea0 101} jeThelN] {eit? = proveer (@D ). ) i) ) JET ke(N]
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3 MAL
Simulator Sy

Round 1:

e Runs params = | a, a’) ,a/(i) « Setup(1*, N). When a corrupted party P; calls FL . with
d, 7 d, T dori CRS

sid, sends (sid, params).

e For k € [N],
— Parses ek := {ngc)l,Eg’f;,%gf;,%%}de[[)].
. ~(k k k ~(k k k
— Verifies that cg,; = (a((m), o ,a&‘floquiﬂ) and zg)c)l = (a’éyi, . 7a,51,iloqu,1j)

— For all j € T and k € [N], samples wg;k) — Rg, and computes 7k SimE"( (3:) (k)).

; / d,T wd,‘r ’a’d,T
Sends (sid, 7, wfl]’;k), ﬂc(lj”rk)) to A on behalf of F,..
Round 2: Upon receiving (sid,z’,w((z’f)) from F, for all i € T,k € [N], d € [D], 7 € {0,...,|logqa-1]},
forall j € T and k € [N]:
o Samples ¢,z — R,

e Computes gbg)? — SjmRand (E((fz, ig?) and @é{’f) «— Sim
e Sends (sid,j,E&j’Tk),E&{’Tk), fikl, gp((i{’f)) to A on behalf of F..

oz %)),

Output whatever A outputs.

Figure 19: Simulator Sy for (static) malicious adversary A corrupting parties in 7' C [N] in protocol
v

Hybrid 1: We change how the proofs d)gkz, gpgjf) are created. Instead of computing them honestly

using the Prove®e" algorithm, we compute simulated proofs using the SimR" algorithm.

k) . (k) G k) (4,k) Enc((, (k) (k) ( G) 0G7)
{“’c(i]w) = aglsi + 20 }jeT,ke[N] ’ {deﬁ = Prove™((w;" agy ), (s iy ))}jeme[m

<k x() (k) (%) . Rand ~(k) ~(k)
{cd,T — Xa,r + Encpk(O Tdr ’ {¢d,7’ « Sim (cd’T7Xd’T)}j€T,k€[N}

~(4,k ~(5,k . (G.k i,k . and ~(7,k) ~(k
{z‘(ijf) - y‘(jjvT) T Encpk(O ’r‘(l]’T ))}jeT ke[N] ’ {('02]’7) — Sim" d(z‘(ijf )’X‘g’z)}jef ke[N]

) }jeT,ke[N]

Viewg 5 View; by the zero-knowledge property of II1("and)

Hybrid 2: We change how we compute E&j;k). We now choose each pair uniformly at random from
2
R,
k) . (k) () (5,%) (5,%) E (k) (4:k) (4 G
{wd]’T T adstd] +2ed]’T }jeT,ke[N] ’ {de’T — Prove nC((deJ ’adj’f )’(Sd] ’edj’T ) }jeT,ke[N}
~(k) (k) . (k) (k) :Rand (k) (k)
{cd7T =Xyt Encpk(0 ’Td’T)}jeT,k:e[N] , {¢d,7 «— Sim™a" (CdvT’deT)}jeT,ke[N}

AR

(4.k) . _Rand /5(5,k) (k)
qd}jeT,ke[N] ’ {Sodﬁ = SImT(z X

T 2y }jeT,ke[N]

View; ~ Views because the ciphertext Encpi(0) added to ?fij’f) in Hybrid 1 is pseudorandom, and

therefore ~¢(1'7Tk) in Hybrid 1 is pseudorandom as well.
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(k)

Hybrid 3: We change how we compute c; .. We now choose each pair uniformly at random from
R? .
qd

Gk) ._ (k) (4) (4. (5.k E k) Gk () U
{wd]ﬁ) T ad;sgl] +2ed]’T)}j€T,k€[N] ’ {deﬁ) — Prove nc((wgljﬁ)’afijﬁ))’(Sd])’ed]vT)))}jeT,ke[N}

~(k) 2
{CdvT = iy, }jeT,ke[N]

{7 — R}
(k)

Views ~ Views because the ciphertext Encpi(0) added to x;” in Hybrid 2 is pseudorandom, and
(k)

therefore ¢ dr 10 Hybrid 2 is pseudorandom as well.

(k) . _Rand =(k) =(k)
’ {¢d,’r « Sim (Cd,T7 Xd’T)}jET,kE[N]

{QO(j’k) - SimRand(iglj’k) ;{(k)

JET,kE[N] d,7 T d7T)}jeT,ke[N}

Hybrid 4: We change how the proofs ¢¢(1k2a Trg;k) are created. Instead of computing them honestly

Enc

using the ProveEne algorithm, we compute simulated proofs using the Sim="¢ algorithm.
{wg;m = agflséj) T 262{;k)}jefke[N] ’ {ﬂé{;k) - SimEnc(wé{;’k)’ aé{;k))}jefke[N]
e I (R G ]
{7~ Rgd}jeT,ke[N] o {ell? o simteneEe ig@)}jeike[m

(enc)

Views ~ View, by the zero-knowledge property of I1 .

Hybrid 5: We change how we compute w((j Tk) We now choose it uniformly at random from R,,.

(]7]{/,) (j,k') . Enc (]7k) (]7k)
{wd” g }jeT,ke[N] 7 {ﬂd’T < Sim (wd’T ;7 )}jGT,kG[N]
(k) 9 k . _Rand ~(k) (k)
{cd,r — Iy, }jeT,ke[N] ’ {qsd” = SImE(EG Xd’T)}jeT,ke[N]
(k) 5 (k) . Rand 5 (j,k) =(k)
{Zd,r — Ry, }jeT,ke[N] ’ {Sod” = SImT(z ’Xd’T)}jeka[N}

The fact that Viewy ~ Views follows from a series of hybrid arguments, one per each s&j ), in which

we use the fact that wc(l "Tk) is a PLWE sample with secret s((ij ) and is therefore pseudorandom.

We have proved that Viewy ~ Views. Since Views is the view that SMAL produces, and Viewg

is the view produced in an execution of ILjyg, we have that IDEALf sua () ~ REALmu A(Z).
Furthermore, the distribution of ek as output by the simulator is computationally indistinguishable
from the output of CombineKeys. This again follows from a series of hybrid arguments, all based on

the PLWE assumption with secret sq.
O
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