Achieving Short Ciphertexts or Short Secret-Keys
for Adaptively Secure General Inner-Product
Encryption®

Tatsuaki Okamoto
NTT

okamoto.tatsuaki@lab.ntt.co.jp

Katsuyuki Takashima
Mitsubishi Electric
Takashima.Katsuyuki@aj.MitsubishiElectric.co.jp

July 11, 2012

Abstract

In this paper, we present two non-zero inner-product encryption (NIPE) schemes that are
adaptively secure under a standard assumption, the decisional linear (DLIN) assumption, in
the standard model. One of the proposed NIPE schemes features constant-size ciphertexts
and the other features constant-size secret-keys. Our NIPE schemes imply an identity-based
revocation (IBR) system with constant-size ciphertexts or constant-size secret-keys that is
adaptively secure under the DLIN assumption. Any previous IBR scheme with constant-
size ciphertexts or constant-size secret-keys was not adaptively secure in the standard model.
This paper also presents two zero inner-product encryption (ZIPE) schemes each of which
has constant-size ciphertexts or constant-size secret-keys and is adaptively secure under
the DLIN assumption in the standard model. They imply an identity-based broadcast
encryption (IBBE) system with constant-size ciphertexts or constant-size secret-keys that is
adaptively secure under the DLIN assumption. We also extend the proposed ZIPE schemes
into two directions, one is a fully-attribute-hiding ZIPE scheme with constant-size secret-keys,
and the other a hierarchical ZIPE scheme with constant-size ciphertexts.

*This is the full version of a paper appearing in CANS 2011, the 10th International Conference on Cryptology
and Network Security, December 10-12, 2011, Sanya, China.
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1 Introduction

1.1 Background

Functional encryption (FE) is an advanced concept of encryption or a generalization of public-
key encryption (PKE) and identity-based encryption (IBE). In FE systems, a receiver can
decrypt a ciphertext using a secret-key corresponding to a parameter v if v is suitably related
to another parameter x specified for the ciphertext, or R(v,x) = 1 for some relation R (i.e.,
relation R holds for (v,x)) .

The first flavor of functional encryption traces back to the work of Sahai and Waters [20],
which was subsequently extended in [4, 10, 13, 18]. In their concept called attribute-based
encryption (ABE), for example, parameter v for a secret-key is an access control policy, and
parameter x for a ciphertext is a set of attributes. Decryption requires attribute set x to satisfy
policy v, i.e., relation RABE(v, ) = 1 iff 2 satisfies v. Identity-based broadcast encryption
(IBBE) [1, 5, 6, 9, 21] and revocation (IBR) [14] schemes can also be thought of as functional
encryption systems where a ciphertext is encrypted for a set of identities S = {IDy,...,ID,}
in IBBE (resp. IBR) systems, and to decrypt it by a secret-key associated with I D requires
that ID € S (resp. ID ¢ S), i.e., relation R'®BE(ID,S) =1 (resp. RBR(ID,S)=1)iff ID € S
(resp. ID ¢ S).

Katz, Sahai and Waters [12] introduced a functional encryption scheme for zero inner prod-
ucts, zero inner product encryption (ZIPE) where a ciphertext encrypted with vector & can be
decrypted by any key associated with vector @ such that ¥+ # = 0, i.e., relation R*'PE(7, ) = 1
iff ¥-Z = 0. Their scheme is selectively secure in the standard model and the ciphertext size
is linear in the dimension of vectors, n, although it achieves an additional security property,
attribute-hiding, in which & is hidden from the ciphertext. As shown in [12], ZIPE provides
functional encryption for a wide class of relations corresponding to equalities, polynomials and
CNF/DNF formulae.

Attrapadung and Libert [2] proposed a ZIPE scheme as well as a non-zero IPE (NIPE)
scheme, where NIPE relation RNPE(7, %) = 1 iff - Z # 0. NIPE supports a wide class of
relations corresponding to the complement of those for ZIPE. In their ZIPE and NIPE schemes,
without retaining the attribute-hiding property, the ciphertext size reduces to a constant in n
(the dimension of vectors, ¥ and Z), as long as the description of the vector is not considered a
part of the ciphertext, which is a common assumption in the broadcast encryption/revocation
applications. Hereafter in this paper, “constant” will be used in this sense. In addition, the
number of pairing operations for decryption in [2] is constant. Their ZIPE system is adaptively
secure in the standard model, but the NIPE scheme is not adaptively secure (co-selectively
secure) in the standard model.

The ZIPE system [2] implies an adaptively secure identity-based broadcast encryption (IBBE)
scheme with constant-size ciphertexts in the standard model, while previous IBBE schemes with
constant-size ciphertexts were either only selective-ID secure [1, 5, 6] or secure in a non-standard
model [9, 21]. Among IBBE systems with short ciphertexts (including selective-ID secure ones),
the IBBE scheme [2] is the only one relying on standard assumptions, DBDH and DLIN assump-
tions. The NIPE scheme [2] implies a co-selectively secure (not adaptively secure) identity-based
revocation (IBR) system [14] with constant-size ciphertexts in the standard model. Lewko, Sa-
hai and Waters [14] presented IBR systems with constant-size public and secret keys that are
not adaptively secure. Hence, the following problems are still remained.

1. No NIPE scheme with constant-size ciphertexts is adaptively secure in the standard model,
and no IBR scheme with constant-size ciphertexts or constant-size secret-keys is adaptively
secure in the standard model. No NIPE scheme with constant-size secret-keys has been



presented.

2. No ZIPE (or no IBBE) scheme with constant-size ciphertexts is adaptively (or selectively)
secure under a single standard assumption in the standard model. No ZIPE scheme with
constant-size secret-keys has been presented.

1.2 Our Result

1. This paper presents the first NIPE scheme that has constant-size ciphertexts or constant-
size secret-keys and that is adaptively secure in the standard model (Sections 6 and 7).
The security assumption is a standard one, the decisional linear (DLIN) assumption. This
implies the first IBR scheme with constant-size ciphertexts or constant-size secret-keys
that is adaptively secure in the standard model.

2. This paper also presents the first ZIPE scheme that has constant-size ciphertexts or
constant-size secret-keys and is adaptively secure solely under a single standard assump-
tion, the DLIN assumption, in the standard model (Sections 8 and 9). This implies the
first IBBE scheme with constant-size ciphertexts that is adaptively secure solely under a
single standard assumption in the standard model.

3. We present two extensions of the proposed ZIPE schemes. One is a fully-attribute-hiding
ZIPE scheme with constant-size secret-keys (Section 10). It is obtained by applying the
technique of the fully-attribute-hiding ZIPE scheme in [19] to the proposed ZIPE scheme
with constant-size secret-keys in Section 9, while the ZIPE scheme in Section 9 is weakly-
attribute-hiding. The other extension is a hierarchical ZIPE scheme with constant-size
ciphertexts (Section 12). These schemes are adaptively secure under the DLIN assumption
in the standard model.

The number of pairing operations for decryption is constant in all the proposed schemes.
We summarize a comparison of our results with those of [2] in Table 1 in Section 11 (see the
items of ‘Security’, ‘Assump.’, ‘CT Size’ and ‘SK Size’ in Table 1, for the features discussed in
Sections 1.1 and 1.2).

1.3 Related Works

Several ABE schemes [3, 7, 11] with constant-size ciphertexts have been proposed. Among them,
[7, 11] only support limited classes of predicates that do not cover the classes supported by ZIPE
or NIPE, while [3] supports a wider class of relations, non-monotone predicates, than those by
ZIPE or NIPE. All of these ABE schemes, however, are only selectively secure in the standard
model. Adaptively secure and attribute-hiding ZIPE scheme under the DLIN assumption has
been presented [18], but the ciphertext-size is linear in n (not constant), while our ZIPE scheme
has constant-size ciphertexts and is adaptively secure but not attribute-hiding.

1.4 Key Techniques

All of the proposed schemes in this paper are constructed on dual system encryption [22, 15]
and dual pairing vector spaces (DPVS) [17, 13, 18]. See Section 1.5 for some notations in this
section. In DPVS, a pair of dual (or orthonormal) bases, B and B*, are randomly generated using

a fully random linear transformation X & GL(N,F,) (N: dimension of span(B) and span(B*))

such that B and B* are transformed from canonical basis A by X and (X ~!)7, respectively (see
Section 2 and [17, 13, 18]). In a typical application of DPVS to cryptography, a part of B (say



I@) is used as a public key and the corresponding part of B* (say I@%*) is used as a secret key or
trapdoor.

In this paper, we develop a novel technique on DPVS, where we employ a special form of
random linear transformation X € GL(N,F,), or X € L(4,n,F,) of Eq. (3) in Section 6.2, in

place of fully random linear transformation X & GL(N,F,). This form of X provides us a
framework to achieve short ciphertexts or short secret-keys as well as a small number of pairing
operations in decryption. It, however, is a challenging task to find such a special form of X like
Eq. (3) that meet the several requirements for the dual system encryption method to prove the
adaptive security of ZIPE and NIPE schemes under the DLIN assumption. Such requirements
are given hereafter. To reduce the security of our schemes, especially Problems 1 and 2 in this
paper, to the DLIN assumption, the form of X should be consistent with the distribution of
the DLIN problem. The form of X should be sparse enough to achieve short ciphertexts or
secret-keys. We should also have a special pairwise independence lemma, Lemma 6 in Section
6.4, that is due to the special form of X, where linear random transformations U and Z are
more restricted (or specific) than those of previous results, e.g., [18], with fully random X. See
Section 6.1 for more details.

1.5 Notations

When A is a random variable or distribution, y & A denotes that y is randomly selected from A

according to its distribution. When A is a set, y & A denotes that y is uniformly selected from
A. A vector symbol denotes a vector representation over Fy, e.g., & denotes (z1,...,2z,) € F ¢
For two vectors Z = (x1,...,xy) and ¥ = (v1,...,v,), Z- U denotes the inner-product Y 1 | z;v;.
The vector 0 is abused as the zero vector in F, for any n. X T denotes the transpose of matrix
X. I; denotes the £ x £ identity matrix. A bold face letter denotes an element of vector space
V,eg,x € V. When b; € V (i = 1,...,¢), span(by,...,by) C V (resp. span(Zi,...,Ts))
denotes the subspace generated by by, ..., by (resp. Z1,...,Z). For bases B := (by,...,by) and
B* := (b},...,bY), (z1,....2Nn)B := Zfil x;b; and (y1,...,yN)p* := Zfil y;b;. For dimension
n of vectors, €; denotes the canonical basis vector (0---0,1,0---0) € Fg for j =1,...,n.
GL(n,F;) denotes the general linear group of degree n over F,. For a linear subspace V' C F,
V+ denotes the orthogonal complement, i.e., V= := {1 € F|w- o= 0 for all ¥ € V'}.

2 Dual Pairing Vector Spaces by Direct Product of Symmetric
Pairing Groups

Definition 1 “Symmetric bilinear pairing groups” (q,G,Gr,G,e) are a tuple of a prime ¢,
cyclic additive group G and multiplicative group Gp of order q, G # 0 € G, and a polynomial-
time computable nondegenerate bilinear pairing e : G x G — Gr i.e., e(sG,tG) = e(G, G)*t and
e(G,G) # 1.

Let Gypg be an algorithm that takes input 1% and outputs a description of bilinear pairing
groups (q,G,Grp, G, e) with security parameter \.

Definition 2 “Dual pairing vector spaces (DPVS)” (q,V,Gr, A, e) by a direct product of sym-

metric pairing groups (¢,G,Gr, G, e) are a tuple of prime q, N-dimensional vector space V :=
N

y% . . .

G x---xG over Fy, cyclic group Gr of order q, canonical basis A = (ai,...,an) of V,
. N

where a; = (0,...,0,G, 0,...,0), and pairing e : VXV — Gp. The pairing is defined by



e(x,y) = Hf\il e(Gi, H;) € Gr where x := (G1,..., Gy) € V and y := (Hy,...,Hy) € V.
This is nondegenerate bilinear i.e., e(sx,ty) = e(x,y)* and if e(x,y) =1 for ally € V, then
x = 0. For alli and j, e(a;,a;) = e(G, G)%5 where 0i; = 1ifi =7, and 0 otherwise, and
e(G,G) #1 € Grp.

DPVS also has linear transformations ¢; j on'V s.t. ¢; j(a;) = a; and ¢; j(ar) =0 if k # j,

i—1 N—i

which can be easily achieved by ¢; j(x) = (0,...,0,G;,0,...,0) where x := (G1,...,Gn). We
call ¢; ; “canonical maps”.

DPVS generation algorithm Gqpys takes input 1* (A €N) and N € N, and outputs a descrip-
tion of paramy := (q,V,Gr, A, e) with security parameter A and N-dimensional V. It can be

constructed by using Gppg.

For the asymmetric version of DPVS, (¢, V,V* Gr, A, A* e), see Appendix A.2 in [18].

3 Definitions of Zero and Non-zero Inner-Product Encryption
(ZIPE / NIPE)

This section defines zero and non-zero inner-product encryption (ZIPE / NIPE) and their
security. The relations RZPE of ZIPE and RN'PE of NIPE are defined over vectors Z € Fai\ {0}
and v € F' \ {0}, where RZPE(G, %) := 1if Z-7 = 0, and RNPE(G,7) := 1 iff - T # 0,
respectively

Definition 3 (Zero and Non-zero Inner-Product Encryption: ZIPE / NIPE) Let a re-
lation R be R*'PE or RNPE A zero (resp. non-zero) inner-product encryption scheme consists
of four algorithms with R := R*PE (resp. R := RNIPE),

Setup This is a randomized algorithm that takes as input security parameter. It outputs public
parameters pk and master secret key sk.

KeyGen This is a randomized algorithm that takes as input vector v, pk and sk. It outputs a
decryption key skg.

Enc This is a randomized algorithm that takes as input message m, a vector, Z, and public
parameters pk. It outputs a ciphertext ctz.

Dec This takes as input ciphertext cty that was encrypted under a vector T, decryption key skz
for vector ¥, and public parameters pk. It outputs either plaintext m or the distinguished
symbol 1.

A ZIPE (or NIPE) scheme should have the following correctness property: for all (pk,sk) &

Setup(1%), all vectors ¥, all decryption keys sky X KeyGen(pk, sk, ¥), all messages m, all vectors

Z, all ciphertexts ctz K Enc(pk, m, Z), it holds that m = Dec(pk,skg, ctz) with overwhelming
probability, if R(U, %) = 1.

Definition 4 (Adaptively Payload-Hiding Security) The model for proving the adaptively
payload-hiding security of ZIPE (or NIPE) under chosen plaintezt attacks is given hereafter.

Setup The challenger runs the setup algorithm, (pk,sk) & Setup(lA), and gives public param-
eters pk to the adversary.



Phase 1 The adversary is allowed to adaptively issue a polynomial number of queries, ¥, to
the challenger or oracle KeyGen(pk,sk, ) for private keys, skg, associated with v.

Challenge The adversary submits two messages, m(© and m(Y), and a vector, &, provided that
no U queried to the challenger in Phase 1 satisfies R(U,Z) = 1. The challenger flips a coin

() ()

b2 {0,1}, and computes ct, R Enc(pk,m®), ). It gives ct..’ to the adversary.

Phase 2 The adversary is allowed to adaptively issue a polynomial number of queries, ¥, to
the challenger or oracle KeyGen(pk, sk, -) for private keys, skg, associated with ¥, provided
that R(V, %) # 1.

Guess The adversary outputs a guess b’ of b.

The advantage of adversary A in the above game, AdeIPE PH( A) (or Adv NIPE PH (A)), is
defined by Pr[b/ = b]—1/2 for any security parameter \. A ZIPE' (or NIPE) scheme is adaptively
payload-hiding secure if all polynomial time adversaries have at most a negligible advantage in
the game.

Definition 5 (Adaptively Weakly-Attribute-Hiding Security) The model for proving the
adaptively weakly-attribute-hiding security of ZIPE under chosen plaintext attacks is obtained
from the above game by replacing Challenge and Phase 2 steps by the following:

Challenge The adversary submits two messages, (m(o),m(l)), and two vectors, (a‘:’( ), 7 ), pro-
vided that no U queried to the challenger in Phase 1 satisfies R(7, ZL'( N=1or R(ﬁ' ) =
1. The challenger flips a coin b 4 {0,1}, and computes ctyw) il Enc(pk, m®, ). It

gwes Ctyw) to the adversary.

Phase 2 The adversary is allowed to adaptively issue a polynomial number of queries, ¥, to
the challenger or oracle KeyGen(pk,sk, -) for private keys, skg, associated with ¥, provided
that R(¥, 7)) # 1 and R(¥,71) # 1.

The advantage of adversary A in the above game, AdeIPE WAH()\), is defined by Pr[b) =
b] — 1/2 for any security parameter \. A ZIPE scheme is adaptively weakly-attribute-hiding
secure if all polynomial time adversaries have at most a negligible advantage in the game.

Informally, in adaptively fully-attribute-hiding security game, adversary is allowed to issue
both types of key queries, R(%, 7)) = 0 and R(%,Z") = 1, in a single security game. It gives
a strong security than Definition 5 and is given in the following Definition 6.

Definition 6 (Adaptively Fully-Attribute-Hiding Security) The model for proving the
adaptively fully-attribute-hiding security of ZIPE under chosen plaintext attacks is obtained
from the above game by replacing Challenge and Phase 2 steps by the following:

Challenge The adversary submits challenge attribute vector (f(o), a_c'(l)) and challenge plaintexts
(m©, mMW), subject to the following restrictions:

o -7 £0 and 7- 7V £ 0 for all the key queried predicate vectors, ©.
o Two challenge plaintexts are equal, i.e., m© =m® and any key query U satisfies
R(7,#9) = R(7,Z1), i.e., one of the following conditions.
— 770 =0 and v- 7V =0,
70 £ 0 and 7- 71 £ 0,

- U-



The challenger flips a coin b M {0,1}, and computes ctzw) X Enc(pk,m(b),f(b)). It gives
Ctyw) to the adversary.

Phase 2 The adversary is allowed to adaptively issue a polynomial number of queries, U, to
the challenger or oracle KeyGen(pk,sk,-) for private keys, skg, associated with U, subject
to the restriction given in the challenge step.

The advantage of adversary A in the above game is defined as AvaZL‘IPE’AH(/\) := Pr[A wins | —1/2

for any security parameter \. An IPE scheme is adaptively fully-attribute-hiding (AH) (against
chosen plaintext attacks) if all probabilistic polynomial-time adversaries A have at most negli-
gible advantage in the above game.

For each run of the game, the variable s is defined as s := 0 if m© % m®) for challenge
plaintezts m® and mV, and s := 1 otherwise.

4 Decisional Linear (DLIN) Assumption

Definition 7 The DLIN problem is to guess 3 € {0, 1}, given (paramg, G, £G, kG, 66G, 0kG,Y})
R GOUN(IN) where GBUN(1Y) : paramg = (¢, G, Gr, G, e) <~ Gopg(1), £, 8,6,0 < Fy, Yy =
(0 +0)G, V1 2 G, return (paramg, G,EG, kG, 66G,0kG,Y3), for B S {0,1}. For a prob-
abilistic machine £, we define the advantage of £ for the DLIN problem as: Adv?L'N(A) =
’Pr [8(1’\, 0) — 1o <—RQOD'-'N(1)‘)} —Pr [5(1)‘, o) — 1o <—RQ'13L'N(1/\)} ‘ . The DLIN assumption is:

For any probabilistic polynomial-time adversary &, the advantage Adv?LlN()\) is negligible in \.

5 Special Matrix Subgroups

Lemmas 1-3 are key lemmas for the security proof for our (H)IPE schemes. For positive integers
w and n, let

u u) ,
) . u,uy € Fg for i =1,...,n,
H(n,Fy) == : ; a blank element in the matrix  , (1)
4 Una denotes 0 € I,
\ u'rL

u) ,

v w u,uy € Fg forl=1,...,n,
=~ 2 . .
H(n,Fq) == ) ) a blank element in the matrix (2)

: B denotes 0 € IF,
ul, u

Lemma 1 H(n,F,) N GL(n,F,;) and ﬁ(n,Fq) N GL(n,Fy) are subgroups of GL(n,Fy).

Lemma 1 is directly verified from the definition of groups. O
L(w,n,Fy) =
!/
i g W

Xig o Xiw v V) € H(n,F,)

X = : : Xij = B : for i,j =
' ' Pij  Hijn1 1
Xw’1 ce Xw’w »J 17‘27’”’ g ooy w
Hijm



L(w,n,Fy) =

!/
Hig1 ~
X o X J
.171 %,w 'u;',j,Q 1hi S H(n,Fq)
X = : : Xij = : . for i,j =
Xp1 - Xuww ) : 1,...,w
i jm Hij
() GL(wn,F,). (4)
Lemma 2 L(w,n,F,;) and E(w,n,Fq) are subgroups of GL(wn,Fy).
X%O X0,1€n **  X0,w€n Xi; € H(n,F,),
X X e X 2 ()
L (w,n,Fy) i= X = X%’O .171 %’w Xio = (Xi0d)i=1,..m € Fy,
: : : X0,0, X0, € g
XE,O X1 - Xow fori,j=1,...,w
() GL(wn +1,F,). (5)

Lemma 3 L1 (w,n,F,) is a subgroup of GL(wn + 1,F,).

Proofs of Lemmas 2 and 3 are given in Appendix A.1.

6 NIPE Scheme with Constant-Size Ciphertexts

6.1 Key Ideas in Constructing the Proposed NIPE Scheme

In this section, we will explain key ideas of constructing and proving the security of the proposed
NIPE scheme.

First, we will show how short ciphertexts and efficient decryption can be achieved in our
scheme. Here, we will use a simplified (or toy) version of the proposed NIPE scheme, for which
the security is no more ensured in the standard model under the DLIN assumption.

A ciphertext in the simplified NIPE scheme consists of two vector elements, (cg,c1) € G® x
G", and c3 € Gr. A secret-key consists of two vector elements, (kj, k}) € G® x G™. Therefore,
to achieve constant-size ciphertexts, we have to compress ¢; € G" to a constant size in n. We

[ 11
now employ a special form of basis generation matrix, X := /: € H(n,Fy)
B g
Hin
of Eq. (1) in Section 6.2, where p, i}, ..., u, & [, and a blank in the matrix denotes 0 € F,.
b pG w G
The system parameter or DPVS public basis is B := : = ' . :
/LG iun—lG
b, pinG
Let a ciphertext associated with & := (x1,...,2,) be ¢; = (W¥)p = w(z1b1 + -+ + x,by) =
(T1wpG, ..., pwpG, WO xip;)G), where w J [F,. Then, ¢; can be compressed to only

two group elements (Cy := wpG, Co:=w(d i, z;p;)G) as well as Z, since ¢; can be obtained
by (z1C4, ..., £,—1C1,C2) (note that x;Cy = z;wuG for i =1,...,n—1). That is, a ciphertext
(excluding Z) can be just two group elements, or the size is constant in n.



Let B* := (b}) be the dual orthonormal basis of B := (b;), and B* be the master secret
key in the simplified NIPE scheme. We specify (co, k§, c3) such that e(co, kj) = g% - g%% and

c3 = g%m € Gr. We also set a secret-key for ¢ as ki := (00)p- = d(vib] + -+ + vpb}).
From the dual orthonormality of B and B*, it then holds that e(ei, kj) = g;é(f'ﬁ). Hence,
a decryptor can compute g%‘s if and only if & -7 # 0, i.e., can obtain plaintext m by c3 -
e(eo, kf)~t - e(cl,kz’f)(f'ﬁ)il. Since ¢; is expressed as (z1C4,...,2,—1C1,C2) € G" and ki is

parsed as a n-tuple (K7,. .., K,) € G", the value of e(cy, k%) is [[12) e(x;C1, K;) - e(Cy, Kp,) =
[T e(Ch, 2:K5)-e(Cy, Ky) = e(Cr, Y0 i K;)-e(Ca, Ky). That is, n—1 scalar multiplications
in G and two pairing operations are enough for computing e(ci, kj). Therefore, only a small
(constant) number of pairing operations are required for decryption.

We then explain how our full NIPE scheme is constructed on the above-mentioned simplified
NIPE scheme. The target of designing the full NIPE scheme is to achieve the adaptive security
under the DLIN assumption. Here, we adopt a strategy similar to that of [18], in which the
dual system encryption methodology is employed in a modular or hierarchical manner. That
is, two top level assumptions, the security of Problems 1 and 2, are directly used in the dual
system encryption methodology and these assumptions are reduced to a primitive assumption,
the DLIN assumption.

To meet the requirements for applying to the dual system encryption methodology and
reducing to the DLIN assumption, the underlying vector space as well as the basis generator
matrix X is four times greater than that of the above-mentioned simplified scheme. For example,

X110 Xia
ki = (67, 0™, Gy, O™ )]B*, c1 = (wa_c', 0™, 0™, mZ)p, and X := S [,(4,77,,Fq)
X1 - Xua
of Eq. (3) in Section 6.2, where each Xj ; is of the form of X € H(n,F,) in the simplified scheme.
The vector space consists of four orthogonal subspaces, i.e., real encoding part, hidden part,
secret-key randommness part, and ciphertext randomness part. The simplified NIPE scheme
corresponds to the first real encoding part.

A key fact in the security reduction is that £(4,n,Fy) is a subgroup of GL(4n,F,) (Lemma 2),
which enables a random-self-reducibility argument for reducing the DLIN problem to Problems
1 and 2 in this paper. The property that H(n,F,) N GL(n,F,) is a subgroup of GL(n,F,) is
also crucial for a special form of pairwise independence lemma in this paper (Lemma 6), where
H(n,F,) is specified in £(4,n,F,) or X. Our Problem 2, which is based on this lemma, employs

special form matrices U & H(n,F,) N GL(n,F,) and Z := (U~!)T. Informally, our pairwise
independence lemma implies that, for all (Z, ¥), a pair, (ZU, ¥Z), are uniformly distributed over
(span(Z, €n) \ span(é,)) x (Fg' \ span(é,)') with preserving the inner-product value, & - 7, i.e.,
(ZU,vZ) reveal no information but & and & - v.

A difference of matrix X with the ZIPE scheme will be noted in Remark 9.

6.2 Dual Orthonormal Basis Generator

We describe random dual orthonormal basis generator gQ';PE:CT below, which is used as a sub-

routine in the proposed NIPE scheme.
R
gc',\‘bIPE’CT(lA,Zlm) : paramg = (¢,G,Gr,G,e) — gbpg(l)‘), Ny :=5, Ny :=4n,
paramy, := (¢, Vy,Gr, Ay, e) := gdpvs(l)‘, Ny, paramg) for t = 0,1,
U
%Z) — qua gr ‘= €(G, G)wa param,, = ({parath}tZO,b gT)a
X0 := (X0.44)ij=1...5 Y GL(Ny,F,), X, & L(4,n,F,), hereafter,

10



{1ij, :U’;‘,j,l}i,jzl,..,4;l:1’m,n denotes non-zero entries of X; as in Eq. (3),

bo,i = (X0,i,15 - X0.i5)A = D091 X0.i,j@; for i =1,..,5, B := (bo,1, .., bo5),
B;j = i ;G, Baj’l = M;,j,zG fori,j=1,...,41l=1,...,n,

for t = 0,1, (Vyi)ij=1,..N, =V (X)),

by s o= (Dri1, o Veiv,)a = Yooy Veigay for i =1,.., Ny, Bf := (b} 1, ., b} ),

* ! *
return (param,,, Bo, By, { Bi j, B; ;1 }Vij=1,.. 41=1,...n, B1)-

Remark 1 Let

. / . /
b Bul i,1,1 Bz,4 4,1
1,(i—1)n+1
b Bz,l i,1,n—1 Bz,4 Bi,4,n—1 (6)
1,in B B
i,1n ,4.n
fori=1,...,4,
Bl = (b171, ey b174n), )

where a blank element in the matrix denotes 0 € G. B; is the dual orthonormal basis of B7,
Le., e(b1, b7 ;) = gr and e(b1;,b] ;) =1for 1 <i#j <d4n.

6.3 Construction

In the description of the scheme, we assume that input vector, ¥ := (x1,...,x,), has an index
[ (1<1<n-—1)with z; # 0, and that input vector, ¥ := (vy,...,vy), satisfies v, # 0.

. « R LNIPECT
Setup(l)‘, n) : (paramn,IB%o,IB%O,{Bi,j,BZ{’M}i7j:17..,74;l:1’m,n,Bl) — Qob (1)‘,4,n),

By := (b0717b073’b075)’186 = (bg,la b8,3a ba4)a T = ( T,la = T,n’ T,Qn—i—l’ ! T,?m)a
return pk == (1%, param,,, Bo, {B; j, B} j; }i=1,4j=1,...41=1,...n), sk = {B} }i=0.1.
KeyGen(pkv Skv 17) : 55 ®0 (H an 351 (B ]F;L, ka = (57 Oa ]-a ©0, O)EE‘)’
n n n n
P N -
1=(060, 0", @1, 0" )ps, return sky:= (¥, kg, k7).
_, U
Enc(pk, m, Z): w,m0,m,( — Fqy €= (—w, 0, ¢, 0, no)mo, €3 := g5m,
Clvj = wBl,j + 771347]‘, CQJ’ = Zlnzl xl(wBLj,l + nlell,j,l) forj=1,...,4,
return ctgz ;= (f, Co, {Cl,j, 027‘7‘}‘7‘:17._.74, Cg).
Dec(pk, sky := (?7, kg, ki), cty := (f, Co, {Cl,j, 027]'}]‘:17_._74, 63)) :
Parse k} as a 4n-tuple (K7,..., K} ) € G,
I
Dj =332 (7 0) 1xl)K€<j—1)n+l
F:=e(co, k) - H?Zl (e(C’l,j,D;) : e(ngj,K;-‘n)> , return m':=c3/F.

for j=1,..,4,

Remark 2 A part of output of Setup(1*,n), {B’i,ﬁBz{,j,l}izl74;j:17---,4§l:17---7n’ can be identified

with @1 = (b1,1,...,b1,n,b13n+1, .., b1,4n) through the form of Eq. (6), while By := (b1 1,...,
b1 4n) is identified with {B; ;, ngl}i’jzl’nA; 1=1,.n by Eq.(6). Decryption Dec can be alterna-
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tively described as:

Dec,(pka Skﬁ = (Ua ks, ki()a th = (fa Co, {Cl,ja CQ,j}j:l,...,4aC3)) :

n n
C| = ( $1Cl71,..,xn_1017170271, NN .T1C174,..,33n_10174,0274 ),

. /-’n:\ /JL\ A fjl\_’\ " 1
that is, ¢ = ( wZ@, 0", 0", mZ )p,, F :=e(co, kp) - e(e, (Z-0) kY),

return m’ := c3/F.

[Correctn?is] _ Using the alternate decryption Dec’, F = e(co,ky) - e(er, (T - 0)7Lky) =
g;w§+Cg;5(x'v)/(x'v) _ g,% if 77 +#0.

6.4 Security
The proofs of Lemmas 4-12 are given in Appendix A.2.

Theorem 1 The proposed NIPE scheme is adaptively payload-hiding against chosen plaintext
attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines €1, o1 and Eso whose running times
are essentially the same as that of A, such that for any security parameter X, AdvﬁlPE’PH (N
AdveHN () + 30 (AdvgEN () +AdvEEN (V) e, where Expa () == Exa(h,), Expal’)

Exa(h,-), v is the maximum number of A’s key queries and € :== (11v 4 6)/q.

I

6.4.1 Lemmas for the Proof of Theorem 1

We will show Lemmas 4—6 for the proof of Theorem 1.

Definition 8 (Problem 1) Problem 1 is to guess (3, given
=~ =~ R
(param,,, Bo, By, €50, {Bij, Bl }ij=1..a0=1,..n, B}, {Ep.j, Ej 1 Yi=1,.. ai=1..n) <= G5+ (1,n), where

= R LNIPE,CT
g,gpl(1>\7 n) : (Paramn,BoaBS, {Bi,ja Bg%l}i,j:l,...,4;l:l,...,naBT) — gob (1>\7 4; n),

I/B\BS = (bé,u b?],S? R b8,5)7 @T = ( T,lv R T,n? b:,2n+17 cee 7b>tk,4n)v
W, T, M0, M & F,, U & H(n,F,) N GL(n,F,), hereafter, u,u, € F,
ul,...,u,_; € F, denote non-zero entries of U, as in Eq. (1),
€00 = (w,0,0,0,m0)B,, €10 :=(w,7,0,0,M0)B,,
forj=1,...,4;
Eyj = wB1; +mByj, E(/),j,l = WBi,j,l + nlBZLJ}l forl=1,...,n,
E1j:=wBj+TuBsj +mByj,
Ei’j’l = wBi’j’l + TuBQJ-J + TuEBé’j’n + mle,j,l
forl=1,...,n—1, and B} ;,, :=wBj ;, + Tuy, By ; , + mBy j s
return (param,,, By, @3, €s,0:{Bij, Bé,j,l}i,j=1,...,4;z=1,...,n, AT,

{Esj, B 1} j=1,...a51=1,...n);

for B J {0,1}. For a probabilistic machine B, we define the advantage of B as the quantity
Advgl()\) = ‘Pr [B(l/\, o) —1lo i ggl(l/\,n)} — Pr[[}’(l’\, o) —1lo i gfl(l)‘,n)} ‘ :
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Remark 3 A part of output of ggl(ﬁ,n), {Bi;, Blf].l}i7j:17...’4;l:17_“,n, is identified with B; :=
(bi1, ...,b14n) (Eq.(6)). If we make eg1;, €V for =0,1;1=1,...,n as:

n n
egri= (0% Egy, 0" By 07 By, 0" B, )
fori=1,...,n—1,
esin = ( 0" By 0" ),

they are expressed over B; as:

n n n n
% —N— ——
e1:= (  we, 0", 0", me ), forl=1,...,n,
e = ( we, TeU, 0", 1€ B, forl=1,...,n.

Using these vector expressions, the output of ggl(l’\, n) is expressed as (param,,, By, I@%E‘), es0,B1,
BY, {es1,1}i=1,....n)-

Lemma 4 For any adversary B, there exists a probabilistic machine £, whose running times
are essentially the same as that of B, such that for any security parameter A, Advlpgl()\) <
AdvEEN(N) +5/¢.
Definition 9 (Problem 2) Problem 2 is to guess [3, given

R

(param,,, Bo, By, hj o, €0, { Bij. B ;1 }i=1,3,455=1,..410=1,...n, BT, {Rf 1 1 By B b1 aii=1,n)
gg2(1k,n), where

G (10 ,n) - (param,, Bo, B, {Bij. Bl bijot...aimt. B) < G = T(1, 4,m),
@0 = (bo,1,b0,3,--,b05), 6, p,0,w, T Y Fq, &1 Y FZ forl=1,...,n,
U< Hn,F)NGL(n,F,), Z = U,
hereafter, u,u, € F,uy,...,u;, 1 € Fgand 2,2, € F S 2,...,2, ; € F,
denote non-zero entries of U and Z7T, as in Eq. (1), respectively,
hoo = (6,0,0,¢0,0)8;, hig:= (5, p,0,00,0)8:, €0 := (w,7,0,0,0)m,,
& = (071 1,0m e Fjoforl=1,...,n;

n

n n n
o1, = (  de, 0", a1, o )B:  forl=1,...,n,
T,l,l = ( 5€l7 P€IZ> 95l7 o" )]BT for | = 1, e, n,

forj=1,...,4; FE; :=wbBi;+1ubByj,
E;»,l = wBi’j,l + TuBéd-J + ru;B;m foril=1,...,n—1,
E;n = wBiJ’n + Tu;Bé,j’n,
return (param,,, Bo, By, h30,€0,{Bij, B 1 }i=134=1,...451=1,...n> BI,
{510 Ej EjpYj=t,..a0=1,..n)

for B & {0,1}. For a probabilistic adversary B, the advantage of B for Problem 2, Advlpgz()\), is
similarly defined as in Definition 8.
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Remark 4 A part of output of Qﬁpz(l)‘,n), {Bi,jaBz/'jl}i:1,3,4;j:1,--.,4;1:1,..-7717 can be identified

with By := (b11,..., b1, b12041, -, b1.4n) in the form of Eq. (6), while By := (by1,.., by n) is
identified with {B; j, Bz{,j,l}i7j=17~~-74;l=17-~~7n by Eq. (6). If we make e;; € Vy for [ =1,...,n as:

n n
€1, ‘= ( Olil? Ey, Onililv Ei,b SRR Olil) Ejy, Onilila Ez/Ll )
forl=1,...,n—1,
ein = ( 0", B, (TR 5/ ),

they are expressed over B; as:

n n n n

—_—N— ——
el = ( wey, TeU, 0", o" B, forli=1,....n

Using these vector expressions, the output of Qﬁpz(l’\, n) is expressed as (param,,, By, B, ki 0, €0,
By, BT, {h} 1. €1iti=1,..n)-

Lemma 5 For any adversary B, there exists a probabilistic machine £, whose running time
is essentially the same as that of B, such that for any security parameter X, Advgg()\) <
Adv2YN(X) +5/¢.

Lemma 6 Let &, := (0,...,0,1) € F. For all ¥ € F} \ span(€,) and m € Fy, let Wz =

{(7, W) € (span(x €n \span(en>) (F"\span(en> )| 7edl =7}
For all ( € (F,"\ span(e, ) (F?\span(é’@ﬂ, for all (7,wW) € Wy (z.5), Pr[ZU = 7N

UZ =] = 1/j:t Wf (&-5), where U & H(n,Fy) NGL(n,F,) and Z := (U1)T.

6.4.2 Proof Outline

At the top level of strategy of the security proof, we follow the dual system encryption method-
ology proposed by Waters [22]. In the methodology, ciphertexts and secret keys have two forms,
normal and semi-functional. In the proof herein, we also introduce other forms of secret keys
called 1st-pre-semi-functional and 2nd-pre-semi-functional. The real system uses only normal
ciphertexts and normal secret keys, and semi-functional ciphertexts and semi-functional/1st-
pre-semi-functional /2nd-pre-semi-functional keys are used only in a sequence of security games
for the security proof. To prove this theorem, we employ Game 0 (original adaptive-security
game) through Game 3. In Game 1, the challenge ciphertext is changed to semi-functional.
When at most v secret key queries are issued by an adversary, there are 3v game changes from
Game 1 (Game 2-0-3), Game 2-1-1, Game 2-1-2, Game 2-1-3 through Game 2-v-3.

In Game 2-h-1, the first (h — 1) keys are semi-functional and the h-th key is 1st-pre-semi-
functional, while the remaining keys are normal, and the challenge ciphertext is semi-functional.
In Game 2-h-2, the first (h — 1) keys are semi-functional and the h-th key is 2nd-pre-semi-
functional, while the remaining keys are normal, and the challenge ciphertext is semi-functional.
In Game 2-h-3, the first h keys are semi-functional (i.e., and the h-th key is semi-functional),
while the remaining keys are normal, and the challenge ciphertext is semi-functional.

The final game (Game 3) with advantage 0 is conceptually changed from Game 2-v-3. As
usual, we prove that the advantage gaps between neighboring games are negligible.

When at most v key queries are issued by an adversary, we set a sequence of sk := skz’s,
ie., (sk(l)*,...,sk(”)*), in the order of the adversary’s queries. Here we focus on Eéh)* =

(k:(()h)*, kgh)*), and €z := (co,{C1,j,C2,}j=1,..4, c3), and ignore the other part of skz (resp.ctz),
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i.e., U (resp.i.e., T), and call them secret key and ciphertext, respectively, in this proof outline.
In addition, we ignore a negligible factor in the (informal) descriptions of this proof outline. For
example, we say “A is bounded by B” when A < B + €(\) where €(\) is negligible in security
parameter A.

A normal secret key, k(h)*norm, is the correct form of the secret key of the proposed NIPE
scheme, and is expressed by Eq.(7). Similarly, a normal ciphertext €™, is expressed by

Eq. (8). A Ist-pre-semi-functional secret key, Egh) Lst- psem', is expressed by Eq.(10), a 2nd-

h)* 2nd-psemi

pre-semi-functional secret key, k( , is expressed by Eq. (11), a semi-functional secret

semi

key, k(h)* semi , is expressed by Eq. (12), and a semi-functional ciphertext, ¢°™, is expressed by

Eq. (9).
To prove that the advantage gap between Games 0 and 1 is bounded by the advantage of
Problem 1 (to guess 5 € {0,1}), we construct a simulator of the challenger of Game 0 (or 1)

(against an adversary A) by using an instance with (3 J {0,1} of Problem 1. We then show
that the distribution of the secret keys and challenge ciphertext replied by the simulator is
equivalent to those of Game 0 when § = 0 and Game 1 when § = 1. That is, the advantage
gap between Games 0 and 1 is bounded by the advantage of Problem 1 (Lemma 7). The
advantage of Problem 1 is proven to be bounded by that of the DLIN assumption (Lemma 4).
The advantage gap between Games 2-(h — 1)-3 and 2-h-1 is similarly shown to be bounded by
the advantage of Problem 2 (i.e., advantage of the DLIN assumption) (Lemmas 8 and 5). The
distributions of 1st-pre-semi-functional secret key Eéh)* 1st-psemi (Eq. (10)) and 2nd-pre-semi-

functional secret key E(h)* 2nd-psemi (Eq. (11)) are distinguishable by the simulator or challenger,
but the joint distributions of (k(h)* 1st-psemi , €M) and (k(h)* 2nd- psem',Esem') along with the
other keys are (information theoretically) equlvalent for the adversary’s view, when Z - ¥ = 0,

e., RNPE(Z %) # 1. Therefore, as shown in Lemma 9, the advantages of Games 2-h-1 and
2—h—2 are equivalent. The advantage gap between Games 2-h-2 and 2-h-3 is similarly shown to
be bounded by the advantage of Problem 2 (i.e., advantage of the DLIN assumption) (Lemmas
10 and 5). Finally we show that Game 2-v-3 can be conceptually changed to Game 3 (Lemma

11) by using the fact that basis vectors by 2 and bj 3 are unknown to the adversary.

6.4.3 Proof of Theorem 1

To prove Theorem 1, we consider the following (3v + 3) games. In Game 0, a part framed by
a box indicates coefficients to be changed in a subsequent game. In the other games, a part
framed by a box indicates coefficients that were changed in a game from the previous game.

Game 0 : Original game. That is, the reply to a key query for ¥ is
kg = (67 @7 17 ©0, 0)1387 kl - 5U - @17 IBI, (7)

where 6, g & Fy, o1 J Fy and @ := (v1,...,v,) € F' with v, # 0. The challenge ciphertext
for challenge plaintexts (m(o), m(l)) and Z, (%, co, {C1,5,C2,}j=1,.4,c3), which is identified with
(Z, co, €1, c3) in Remark 2, is

co = (—w, [0] 7 0, 70)B, €1 := (WZ, [0"], 0", m@)g,, c3:= gym, (8)

where b < {0,1};w,¢,m0, m J Fy and 7 := (21,...,2,) € F with x; # 0 for some [ €

{1,..,n—1}.

Game 1 : Same as Game 0 except that the challenge ciphertext for challenge plaintexts
(m©,m™M) and 7 is
~w, [=7], ¢, 0, m)my, €1 := (Wi, 72U, 0", md)p,, 3 := gpm, 9)
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where 7 <> F,, U & H(n,F;) NGL(n,F,), and all the other variables are generated as in Game
0.

Game 2-h-1 (h = 1,...,v) : Game 2-0-3 is Game 1. Game 2-h-1 is the same as Game
2-(h — 1)-3 except that the reply to the h-th key query for v, (k§, k7), is

kg = (67 a ]-a ®o, O)Ega kT = (5177 7 9515 On)BTv (]‘0)

where p & Fy, Z := (U HT for U & H(n,Fq) N GL(n,Fy) used in Eq.(9) and all the other
variables are generated as in Game 2-(h — 1)-3.

Game 2-h-2 (h =1,...,v) : Game 2-h-2 is the same as Game 2-h-1 except that a part of
the reply to the h-th key query for v, (k§, k7), is

ks = (5’ a 1) ©0, O)IBS? ki = (667 pﬁZ? 9317 On)BiW (11)

where w <2 F, and all the other variables are generated as in Game 2-h-1.
Game 2-h-3 (h =1,...,v): Game 2-h-3 is the same as Game 2-h-2 except that the reply
to the h-th key query for v, (k§, k7), is

k= (6, w, 1, go, 0)zz, ki := (67, [0"], F1, 0™, (12)

where all the variables are generated as in Game 2-h-2.
Game 3 : Same as Game 2-v-3 except that ¢y and c3 of the challenge ciphertext are

Cy = (_wv -7, 7 07 770)]3307 C3 1= g’%m(b)p

where ¢’ s [F, (i.e., independent from ¢ s [F,), and all the other variables are generated as in
Game 2-v-3.
Let Adv( (0), Adv( (M), AdVE™(\) (h =1,..., ;0 = 1,2,3) and Adv'¥ ()) be the advan-

tage of A in Game 0, 1,2-h-¢ and 3, respectively. Advﬁ))()\) is equivalent to AdvﬁlPE’PH(A) and

it is obtained that Advfj’)()\) = 0 by Lemma 12. We will show five lemmas (Lemmas 7-11) that

evaluate the gaps between pairs of Advfg)()\), Advfi)()\), Advf'h'L)()\) forh=1,...,v;0=1,2,3
and Advg’)(}\). From these lemmas and Lemmas 4 and 5, we obtain Theorem 1. O

Lemma 7 For any adversary A, there exists a probabilistic machine By, whose running time

is essentially the same as that of A, such that for any security parameter X, \Advg‘))()\) —
1

Advi (V)] < AdvEL(N).

Lemma 8 For any adversary A, there exists a probabilistic machine Bo.1, whose running time

is essentially the same as that of A, such that for any security parameter A, \Advf'(h_l)_?’)()\) —
_h-

AV )] < AdVE2(N), where By () i= Bai(h, ).

Lemma 9 For any adversary A, for any security parameter X, ]Advf'h_l)()\) — Advf_h'z)()\)\ <
1/q.

Lemma 10 For any adversary A, there exists a probabilistic machine Ba o, whose running time
(2-h-2)

is essentially the same as that of A, such that for any security parameter X, |Adv (A) —
AV )] < AdVE2(N), where Bayo(-) i= Baa(h, ).

Lemma 11 For any adversary A, for any security parameter X, |Advﬁ'y'3)()\) - Advf)()\ﬂ <
1/q.

Lemma 12 For any adversary A, for any security parameter X, Advf)()\) = 0.
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7 NIPE Scheme with Constant-Size Secret-Keys

7.1 Dual Orthonormal Basis Generator

We describe random dual orthonormal basis generator QL\LIPE’SK below, which is used as a sub-
NIPE,CT

routine in the proposed NIPE scheme, where G_, is given in Section 6.2.
NIPE,SK R ,NIPE,CT
gob ’ (1>\7 4, n) : (paramm Do, Dav {Divj’ Dé,j,l}ivj=17-~74;l=1,~~-7”7 DT) A gob 7 (1/\’ 4, TL),
By := D, B := Dy, B; :=DJ, sz =D ;, gj;’, = Dfi’j’l
fori,j=1,....40=1,...,n,

*

* IE3
return (paramn,Bo,Bo,Bl,{BZ,]WBZ'J'J}i,j:l,.‘.A;l:l,...,n)'

Remark 5 From Remark 1, {B;‘J-7 BZ’Z Yij=1,...41=1,....n is identified with basis B} := (b7 15+,
b 4,,) dual to B;.

7.2 Construction and Security

In the description of the scheme, we assume that input vector, ¥ := (v1,...,v,), has an index [
(1 <l<n-—1)with v; # 0, and that input vector, ¥ := (x1,...,zy), satisfies x,, # 0.

R

* NIPE,SK
Setup(1*, n) : (param,,, Bo, By, B, { B}, Bi% }iie1. a1=1..n) < Gop (1%, 4,n),

7/7].’ s»Js
~ ™* . (B* * *
]BO = (b0717 b0,37 b075)7 BO T (bovl’ b0737 b0’4)7
By := (b1,1, -, 01,0, 01,3041, - b1an),

return pk:= (1/\, param,,, {B;}1=0,1), sk:= (By, {Bi*,ja B;;,l}izl,?);jzl,..A; I=1,..n)-

KeyGen(pk, sk, ¥): 0, p0,¢1 <—UIFq, ko= (4, 0, 1, o, O)gy,
Ki;=0B]; +¢1Bs;, Kj;:=>,u(0By, +¢1B35,) forj=1,..4,
return sky := (7, kg, { K7 j, K3 ;}j=1,..4)-

Enc(pk, m, ) : w,no,C<—UFq, il <—UIF2, co = (—w, 0, ¢, 0, n0)By,

c = (w@, 0", 0", M)B,, C3:= g%m, return ctz := (&, g, €1, ¢3).

Dec(pk, skg := (¥, ko, { K7 j, K3 j}j=1,..4), ctz == (T, co,c1,c3)) :

Parse ¢; as a 4n-tuple (Cy,...,Cup) € G*",
D; =7 N (&@- 7)) Clij—tynsr forj=1,..4,

F = e(co, k) - H?:l (e(Dijik,j) : e(Cjn,K;j)) , return m':=c3/F.

Remark 6 A part of output of Setup(1*,n), {Bgij,B{’;l}¢:1,3;j:1,...,4;z:1,“.,n, can be identified

with Bf := (b} 1.+, b7, bl 9 i1s- -+ bl 3,), while Bf == (b7 ..., b} 4,) is identified with {B7,

BZ}J}i,jzl,...A;l:l,...,n in Remark 5. Decryption Dec can be alternatively described as:

Dec’(pk, skg 1= (?7, ké, {Kik,ﬁ Kék’j}j:l’m,zl), ctz := (f, cp, C1, Cg)) :

n n
I * * *
kii= ( oKy oK, Ksy, o, wiK g e v K Koy ),

that is, kf = (65, 07, 0", ¢19)m:, F = e(co, k) - e((F - 5) e, k),

return m’ = c3/F.
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Theorem 2 The proposed NIPE scheme is adaptively payload-hiding against chosen plaintext
attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines €1, o1 and Es.o whose running times
are essentially the same as that of A, such that for any security parameter \, Adv NIPE PH N\ <
AdvEEN () + SThy (AdVEEN (A) + AdVEEN (V) +e, where Expa() = Eaa(h,), 52_h_2(.) =

Eap Eap-2

Eoo(h,-), v is the maximum number of A’s key queries and € := (11v + 6)/q.

Theorem 2 is proven similarly to Theorem 1.

8 ZIPE Scheme with Constant-Size Ciphertexts

8.1 Dual Orthonormal Basis Generator

We describe random dual orthonormal basis generator QZIPE T below, which is used as a sub-
routine in the proposed Zero IPE scheme. Since the deﬁnltlon is employed for the scheme with
w =5 in Section 10, we describe QZIPE T for general w. (We use only the cases with w = 4,5).

gfllplic—r(]')\?w?n) : param@ = (q7 G,GT,G, 6) (B gbpg(l)\), N = wn + 1,
(0 S Fq , g7 = e(G, G)w7 paramy := (¢, V,Gr, A e) := gdpvs(l/\7N, paramg),

param,, := (paramy, gr), X J LT (w,n,F,), hereafter,

{X0,05 X0,55 X4,0,05 i, M;,j,z}z‘,j:l,..w;l:l,...,n denotes non-zero entries of X,

where {4, t; ;;} are non-zero entries of submatrices X; j of X

as given in Egs. (5) and (1), ()i =0, wn == - (x5,

Boo := x00G, Boj = x0,;G, Biog = xi01G, Bij:=pi;G, B, = p;;,G
fori,7=1,...,w;l=1,...,n

b;k = (191',1, ey 19@',N)A = Z’szno 191‘7]'01]' for i = 0, Lo, wn, B* .= (bS, ey b;kun)

/ *
return (pal’amn,{B[L(),BQ,]‘,BL(]’[,Bz‘,j,Bi’j’l}i,j:l,...,w;l:l,...,nvB )-

Remark 7 {Bo,o,Bo,j,Bi,o,l,B,j,B”l}z,g 1,..wi=1,.n is identified with basis B := (by,...,
byr) dual to B* as in Remark 1.

8.2 Construction and Security

In the description of the scheme, we assume that input vector, ¥ := (x1,...,x,), has an index
[ (1 <1<n-—1)with 2; # 0, and that input vector, ¥ := (v, ..., vy,), satisfies v, # 0.

Setup(1*, n) :
ZIPE,CT
(paramn,{Bo 0,BOj,Bi7OZ,B J)B Jl}z,] 1,....4;1l= 1,...,na ) g (1)\ 4 )7
B* := (bgy,..., by, b5, ,1,...,b3,),
return pk := (1*, param,,, { Bo.o, Bo j, Bio1, Bij, Bi 1 Yim1,45=1,...40=1,..n), Sk :=B".

U v . S Y )
KeyGen(pk, sk, ¥): 0 « Fy, g Fy, k" :=(1, (51) 0", @, 0" )p«, return sky:= k™.

Enc(pk, m, #): w1, < Fy,  Co:=CBog+ S, @1(wBiog + nBaoy),
c3 = g%m, Chj :=wB1; +nBy,
Coj = (Boj + Yoy m(wBy ;, +nBy,,) forj=1,...,4,
return cty := (&, Co, {C1;,C2}j=1,..4,¢3).
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Dec(pk, Skg = k*, cty := (f, Co, {CL]" 02’]'}]':17”.,4,03)) :
Parse k* as a (4n + 1)-tuple (K¢,...,K},) € G,

* . -1 * -
D‘7 — Z;L:l le(]—l)n—H fOI' j - 17 e ,4,

F :=e(Cy, K}) - H?:l <e(CLj, D7) - e(Ca, K]*n)) , return m':=c3/F.
Remark 8 A part of output of Setup(l/\, TL), {B(),U, BO,j, Bi,O,h Bi,ja Bz{,j,l}i:174§j:17--74;l:17--7n7 can
be identified with B := (bo, .., by, bsnt1, .., bap), while B := (bg,...,byy,) is identified with
{Bo.,0, Bo,j, Bi o, Bijs Béjl}i7j:17._74;l:1,,.7n in Remark 7. Decryption Dec can be alternatively
described as:

Dec’(pk, sky := k*, cty := (f, C(), {Cljj, CQ,j}j:Lu-A? 03)) :
n

n
A

c:= ( Co, 21Ci1,.,0n-1C11,Co1, ...,  21C14,..,2p—1C14,Co4 ),

n n n n
. — — * !
that is, ¢ = (¢, wZ, 0", 0", nZ )p, F:=e(c, k"), return m’ := c3/F.

[Correctness] Using the alternate decryption Dec’, F' = e(c, k) = g%ﬂ“mﬁ = g% it ¥-0=0.
Remark 9 The proposed ZIPE in this section employs a single basis, B, generated by X &
GL(4n+1,F,) (or X € LT (4,n,F,) of Eq. (5)), and a ciphertext can be expressed as (c,g%m)
with ¢ = (¢, wZ, 0%", ) as shown in Remark 8. The proposed NIPE scheme in Section 6.3
employs two bases, By and By, generated by Xo € GL(5,F,;) and X; € GL(4n,F,), and a cipher-
text can be expressed as (¢, cl,ggpm) with ¢p := (—w, 0, ¢, 0, no)B, and ¢; = (W, 02", N1 T)p, .
Hence, the ciphertext and secret key of the ZIPE scheme are shorter than those of the NIPE
scheme (see Table 1 in Section 11). It is due to the difference of the decryption tricks in the
ZIPE and NIPE schemes. Similarly to the fact on £(4,n,F,) (for the security of the NIPE
scheme) shown in Section 6.1, it is crucial for the security of the ZIPE scheme that £ (4,n,F,)
is a subgroup of GL(4n + 1,F;) (Lemma 3), and its security proof is made in the essentially
same manner as explained in Section 6.1.

Theorem 3 The proposed ZIPE scheme is adaptively payload-hiding against chosen plaintext
attacks under the DLIN assumption. For any adversary A, there exist probabilistic machines &1
and &, whose running times are essentially the same as that of A, such that for any security
parameter X, AvaZL‘IPE’PH()\) < Adv?lLIN()\) + 30 AVEEN(N) + €, where Eop () = Ea(h, ), v is

Eap
the mazimum number of A’s key queries, and € := (11v + 6)/q.

Proof. To prove Theorem 3, we consider the following (v+3) games. In Game 0, a part framed
by a box indicates coefficients to be changed in a subsequent game. In the other games, a part
framed by a box indicates coefficients that were changed in a game from the previous game.

Game 0 : Original game. That is, the reply to a key query for ¥ is
k* = (1, 67, [0"], & 0" ),

where § < Fg, & Fy and @ := (v1,...,v,) € F with v, # 0. The challenge ciphertext
for challenge plaintexts (m(o), m(l)) and , (&, co, {C1,5,C2,}j=1,..4,c3), which is identified with
(Z, ¢, c3) in Remark 8, is

c:= ( 7 wi, [07], 07, @ ), 3= g5m,

19



where b < {0,1};w,¢,n J Fy and 7 := (z1,...,2,) € Fy with 2; # 0 for some | € {1,..,n —1}.
Game 1 : Same as Game 0 except that the challenge ciphertext for challenge plaintexts
(m©,m™M) and 7 is

C:= ( C? Wfa 7 On) 77'7_’:)1537 C3 = g%m7

where 7 <2 span(Z, €,), and all the other variables are generated as in Game 0.
Game 2-h (h =1,...,v): Game 2-0 is Game 1. Game 2-h is the same as Game 2-(h — 1)
except that a part of the reply to the h-th key query for v, k*, is

K*:= (1, 67, [@], @, 0" ),

where @ < [y and all the other variables are generated as in Game 2-(h — 1).
Game 3 : Same as Game 2-v except that ¢ and cs of the challenge ciphertext are

c:= ( a ny 77, On, 7’]52”)[3, c3 = ggm(b)’

where ¢’/ s [F, (i.e., independent from ¢ M [Fy), and all the other variables are generated as in
Game 2-v.

Let Adv(Y (1), Adv{! (\), AVE™ (A) (b = 1,..., 1) and AdvP(\) be the advantage of A in
Game 0,1,2-h and 3, respectively. Advffl))()\) is equivalent to AdvﬂPE’PH(A) and Advf)()\) =0.
We can evaluate the gaps between pairs of Advfg)()\),Ade)()\),Advf_h)()\) for h = 1,...,v
using (variants of) Problems 1 and 2 as in the proof of Theorem 1. The following Lemma 13
gives a gap evaluation between Advf%z) (M) and Advfi’) (M), which requires a detailed proof for
our ZIPE with constant-size ciphertexts (see Appendix A.3 for the proof). Combining the gap
evaluations, we obtain Theorem 3. O

Lemma 13 For any adversary A, for any security parameter A, |Advf_y)(A) fAdij)(A)] <1/q.

9 ZIPE Scheme with Constant-Size Secret-Keys

9.1 Dual Orthonormal Basis Generator

. . ZIPE,SK D
We describe random dual orthonormal basis generator G_ S below, which is used as a subrou-

tine in the proposed ZIPE scheme, where gngE’CT is defined in Section 7.1. Since the definition

is employed for the scheme with w = 5 in Section 10, we describe gngE’SK for general w. (We

use only the cases with w = 4,5).

ZIPE,SK
G (1’\,w,n) :
R

p . ZIPE,CT /()
(param,,, {Do.0, Do.j, Di 015 Dij, Di j i Yijj=1,...wii=1,...n, D) < Gg (1% w,n),
— * * o o . * .— i * o .. koL /
B:=D", By := Doo, By, := Do, Bio;:=Dios, Bij:=Dij, B =D,
for i,7=1,...,w;l=1,...,n,

7j7l
* * * * ! *x
return (param,, B, {30,0730,]'7 i,O,l>Bi,jvBi,j,l}i7j=17-~~7w§l=17--~7n)'

Remark 10 {Bj, B ;, B, B

i Bg;l}iyjzl,_,”w;l:l,_,,’n is identified with basis B* := (b}, .. .,
b:,,) dual to B as in Remark 5.
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9.2 Construction and Security

In the description of the scheme, we assume that input vector, ¥ := (vy, ..., v,), has an index [
(1 <1< n-—1)with v; # 0, and that input vector, Z := (x1,...,x,), satisfies z,, # 0.

ZIPE,SK
Setup(l)\a n) : (paramna]B7 {B(Jk,O? Ba:jv z(] B B';k]7 Bé;’,l}i,j:l,...A;l:l,...,n) <_ gob (]-)\ 4 )7

E = (b07 ey bn) b3n+17 L) b4n)a
return pk := (1)‘, param,,,B), sk := {BS,OaBS,y ZOZ,Bf], jl}Z 1,3=1,...40=1,....n-
— U * * * *
KeyGen(pk, sk, ¥): &, < Fq, K :=Bgjo+ >, (0B o, +¢B3g,),
Ki] = 6BT7]+90B§,], KS,] = BS,] +Z’IFL:1 Ul(éB, l+gOB3]l) forj - ].,...,4,
return sky := (0, K, {K7 ;, K3 j}j=1,..4)-

Enc(pk, m, ¥): w,C <—UIE‘q, 77’<E F/, e:= (¢ w¥, ,6"\, ,-6"\,
return ctz := (¢, c3).
Dec(pk, sk := (v, Kg,{K7 j, K3 j}j=1,..4), ctz = (c,c3)):
Parse ¢ as a (4n + 1)-tuple (Cp,...,Cy,) € G
=3 vlC Dngt forj=1,....4,
F :=e(Cy, Kj) - Hj:1 (e(Dj,Kij) . G(ijKij)) , return m':=c3/F.

Remark 11 A part of output of Setup(lA,n), {B(’)"O,BSJ,B;‘OZ,B;‘], z/';,l}i:173§j:17---14?5117---771’

can be identified with B* := (b5, -+, b5, b5, 415, b5,), while B* := (bf, ..., b}, ) is identified
with {Bg, B 0.0 Biow By z{;’,l}i_lw-/l%]:lv 4i0=1,..n in Remark 10. Decryption Dec can be

alternatively described as:

Dec’(pk, sky 1= (U’ Kga {Kik,yK;,j}j:l:-nA)? ctz == (C’ 03)) :

n n

* L * * * * * * *
k -— ( Ko, UlKl,l""/UnflKl,l’KQ,l’ ey ’U1K174,..,U7171K174,K274 ),

n n n n

that is, k* = (1, 6v, 0", v 0" )+, F:=e(c, k"),
return m’ := c3/F.
[Correctness] Using the alternate decryption Dec’, F' = e(c, k) = g%ﬂmﬁ = gicr if 7-7=0.

Theorem 4 The proposed ZIPE scheme is adaptively weakly-attribute-hiding against chosen
plaintext attacks under the DLIN assumption. For any adversary A, there exist probabilistic
machines &1 and &, whose running times are essentially the same as that of A, such that for
any security parameter A, Adv/z“IPE WA\ < Adv?lL'N()\) +> Advgj'hN(/\) +e, where Eop(+) ==
Ex(h,-), v is the mazimum number of A’s key queries, and € := (11v 4 6)/q.

Proof. To prove Theorem 4, we consider the following (v+3) games. In Game 0, a part framed
by a box indicates coefficients to be changed in a subsequent game. In the other games, a part
framed by a box indicates coefficients that were changed in a game from the previous game.

Game 0 : Original game. That is, the reply to a key query for ¥ is

k" = ( 17 567 7 gpfl_f’ 0" )B*
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where 4, ¢ J Fg and @ := (v1,...,v,) € Fy with v, # 0. The challenge ciphertext for challenge
plaintexts (m(o),m(l)) and Z, (%, co, {C1,C2,j}j=1,.4,c3), which is identified with (Z,c,c3) in

Remark 8, is
C = ( 7 a 7 On) ﬁ)]Ea C3 1= gg“m)

where b <2 {0,1};w,¢ J Fo, 7 & Fy and & := (21,...,2,) € F with 2y # 0 for some
le{l,.,n—1}.
Game 1 : Same as Game 0 except that the challenge ciphertext for challenge plaintexts

(m©® m) and 7 is
c:=((, wi, , 0", 7)B, c3:= g%m,

where 7 <2 F,', and all the other variables are generated as in Game 0.
Game 2-h (h=1,...,v): Game 2-0 is Game 1. Game 2-h is the same as Game 2-(h — 1)
except that a part of the reply to the h-th key query for @, k*, is

k*:= (1, 07, , v, 0" )p-,

where @ <> span(¥, €,) and all the other variables are generated as in Game 2-(h — 1).
Game 3 : Same as Game 2-v except that ¢ and c3 of the challenge ciphertext are

c:=( , , 70", 7 )e, 3= g%m(b),

—

where ¢’ J F, (i.e., independent from ¢ J F,), & S Iy (i-e., independent from & J ), and
all the other variables are generated as in Game 2-v.

Let Adv(Y (1), Adv{! (\), AvZ™ (A) (b = 1,...,v) and AdvP(\) be the advantage of A in

Game 0,1, 2-h and 3, respectively. Advfg)()\) is equivalent to AvaZL\IPE’WAH (\) and Advf)()\) =0.
We can evaluate the gaps between pairs of Advgg)()\),Adin)()\),Advf_h)(/\) for h = 1,...,v
using (variants of) Problems 1 and 2 as in the proof of Theorem 1. The following Lemma 14

gives a gap evaluation between Advf'y)()\) and Advf)()\), which requires a detailed proof for

our ZIPE with constant-size secret-keys (see Appendix A.4 for the proof). Combining the gap
evaluations, we obtain Theorem 4. O

Lemma 14 For any adversary A, for any security parameter A, ]Advf_u)()\) —Advf)(/\)] <1/q.

10 Fully-Attribute-Hiding ZIPE Scheme with Constant-Size
Secret-Keys

By applying our technique to the fully-attribute-hiding ZIPE scheme in [19], we obtain a fully-
attribute-hiding ZIPE scheme with short secret-keys.

10.1 Construction and Security

In the description of the scheme, we assume that input vector, ¥ := (v1, ..., v,), has an index [
(1 <1<n-—1)with v; # 0, and that input vector, & := (x1,...,z,), satisfies x,, # 0.
Setup(1*, n) : (param,,, B, {B; o, B; ;, Bfo., By

R ZIPE,SK
F i Bisaig=1,50=1,.n) < Gap (1*,5,n),

~

B:= (b07’ . '7bn7b4n+17 .. ‘7b5n),

(1A ™ L * * * * /%
return pk := (1%, param,,,B), sk:= {Bo,OaBo,jy i,O,l?Bi,j7Bz’,j,l}i=1,4§j=17~--,5;l=1r~~:n'
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KeyGen(pk, sk, 7): 0, < Fy, Kg:=Bjo+ 0, u(dBlg, + 0B,
K}, = 0B}, + @By, K3, =By, + X0 u(SB, + ¢By,) for j=1,....5,
return sk := (0, K, {KijaK;,j}j:Lmﬁ)'
W2 g
Enc(pk, m, ¥): w,( <—UFq, 77’<—U Fy, ¢:=(¢, ,o::?, f(‘)?"\, ,-6"\,
return ctz := (¢, c3).
Dec(pk, sk := (¥, Kg,{K7 j, K5 j}j=1,.5), ctz:=(c,c3)):
Parse c as a (5n + 1)-tuple (Cy,...,Cs,) € G
Dj =37 0l iy for j=1,...,5,

F :=e(Cy, Kp) - ngl <€(Dj,Kik,j) : e(Cjn,KgJ)) , return m':=c3/F.

~~ ¢
7 )B, C3:=gpm,

Remark 12 A part of output of Setup(1*,n), {BS’O,B()‘J,BZOJ,Bi*ﬂ.,BZ’.;-J}i:1,4;j:17.“,5;521"“,”,
can be identified with B* := (bf,..., by, b3, ,...,b},), while B* := (b, ..., b},) is identified
with {BS,O,BSJ, BZO,Z7BZj7Bz{:;',l}izlw-75§j:17~-~75§l:17~-~7n in Remark 10. Decryption Dec can be
alternatively described as:

Dec(pk, skg := (¥, K, {K7,;, K3 }bj=1,..5), ctz = (c,c3)) :

n n

* L * * * * * * *
k — ( Ko, /U]-Kl,l""vnflKl,l’Kz,l’ ey /U]_K175,..,'Un71K1757K275 ),

n 2n n n
AN TN AN AN
that is, k* = (1, 07, 0%, "0 0" -, F :=-e(c,k*),

return m’ = c3/F.
[Correctness] Using the alternate decryption Dec’, F = e(c, k) = g5t°" " = g5 if -7 = 0.
Theorem 5 The proposed ZIPE scheme is adaptively fully-attribute-hiding against chosen plain-
text attacks under the DLIN assumption.
For any adversary A, there exist probabilistic machines Ey.1,Ep-2, E1-1, E1-2-1 and E1.9.2, whose

running times are essentially the same as that of A, such that for any security parameter A,
AdvZTEAT () < AdvREIN() + AdVEEN OO 4+ 300 (AdVREN () + AdVEEN () 4+ AdvRHN ()

Eo-2-h E1-2-h-1 E1.2-h-2

+e, where Eoop(-) = Eoal(h,), E12n1(r) = E121(h,:), E1ana(r) = E1aa(h,-), v is the

mazimum number of A’s key queries and € := (29v + 17)/q.

Proof. Similarly to the proof of Theorem 1 in [19], the proof of Theorem 5 is reduced to that
of Lemma 15.
First, we execute a preliminary game transformation from Game 0 (original security game

in Definition 6) to Game 0’, which is the same as Game 0 except that flip a coin ¢ & {0,1}
before setup, and the game is aborted in the challenge step if t # s. We define that A wins with
probability 1/2 when the game is aborted (and the advantage in Game 0’ is Pr[A wins | — 1/2
as well). Since ¢ is independent from s, the game is aborted with probability 1/2. Hence, the
advantage in Game 0’ is a half of that in Game 0, i.e., Adv'jE’AH’O/()\) =1/2- Adv'jE’AH()\).
Moreover, Pr[A wins| = 1/2 - (Pr[A wins | ¢ = 0] + Pr[A wins | ¢ = 1]) in Game 0’ since ¢ is
uniformly and independently generated.

As for the conditional probability with ¢ = 0, it holds that, for any adversary A, there exist
probabilistic machines & and &, whose running times are essentially the same as that of A,
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such that for any security parameter A, in Game 0’, Pr[A wins | t = 0] — 1/2 < Adv?lL'N()\) +
Sohe1 Adv?Q'j'hN()\) + ¢, where .1, (+) := &E2(h, ) and v is the maximum number of A’s key queries
and € := (6v+5)/q. This is obtained in the same manner as the weakly attribute-hiding security
of the OT10 IPE in the full version of [18]: Since the difference between our IPE and the OT10
IPE is only the dimension of the hidden subspaces, i.e., the former has 2n and the latter has
n, the weakly attribute-hiding security of the OT10 IPE implies the security with ¢ = 0 of our
IPE.

As for the conditional probability with ¢ = 1, i.e., Pr[A wins | ¢ = 1], Lemma 15 holds.

Therefore, AdviIPE’AH(/\) = 2-Adv/Z4IPE"A"_|’0 (A) = Pr[Awins | t = 0]+Pr[Awins [t =1]-1 =
(Pr[A wins | t = 0] —1/2) + (Pr[A wins | t = 1] — 1/2) < Adv?OIj'IN A+ > Adv?oljg_\'h(k) +

AdvEINO) + 307 (AVEEIN (V) + AdvEEN (V) + €, where € := (290 + 17) /q. 0

E12-h1 E1-2-h-2

Lemma 15 For any adversary A, there exist probabilistic machines E1,E9.1 and Ex0, whose
running times are essentially the same as that of A, such that for any security parameter A,
in Game 0’ (described in the proof of Theorem 5), Pr|A wins | t = 1] — % < Adv?lL'N()\) +
Sy (AdvEEN (A) + AdVEEN (X)) + €, where Expa () = Exa(h,-), Exnalr) = Exa(h,-), v is
the mazimum number of A’s key queries and € := (23v + 12) /q.

Proof. To prove Lemma 15, we consider the following 4v 4+ 3 games when ¢ = 1. In Game 0’,
a part framed by a box indicates coefficients to be changed in a subsequent game. In the other
games, a part framed by a box indicates coefficients which were changed in a game from the
previous game.

Game 0’ : Same as Game 0 except that flip a coin ¢ J {0,1} before setup, and the game is
aborted in the challenge step if t # s. In order to prove Lemma 15, we consider the case
with ¢t = 1.

The reply to a key query for o is:
k"= ( 17 6/177 7 ) 90275 0" )B*7

where 9, ¢ J [F,. The challenge ciphertext for challenge plaintext m := m© =m® and
vectors (20, 2D) is:

c:= (¢, wz® ) ,O—n‘v ’O—n‘a 0", 7 ), c3:= 9%”%

where b <2 {0,1} and ¢,w J F, and 77 & ;. Here, we note that c3 is independent from
bit b.

Game 1 : Game 1 is the same as Game 0’ except that c¢; of the challenge ciphertext for
(challenge plaintext m := m(?) = m() and) vectors (2, 7(1) is:

1= (¢ wi®, | F® | 0", 0", 7 s,

where o' < F, and all the other variables are generated as in Game 0.

Game 2-h-1 (h=1,...,v) : Game 2-0-4 is Game 1. Game 2-h-1 is the same as Game 2-
(h — 1)-4 except that ¢; of the challenge ciphertext for (challenge plaintext m := m() =
m®) and) vectors (70, 7)) is:

c1:= (¢, wf(b), W' 7 \ w(’)’f(o) —|—wi’:?(1) , 0", 17 B,

where o', wjj, w/ & [F, and all the other variables are generated as in Game 2-(h — 1)-4.
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Game 2-h-2 (h=1,...,v) : Game 2-h-2 is the same as Game 2-h-1 except that the reply
to the h-th key query for ¥ is:

k* = (1, 0@, [o'5], 0", B, 0" )g-,

where o' F, and all the other variables are generated as in Game 2-h-1.

Game 2-h-3 (h=1,...,v) : Game 2-h-3 is the same as Game 2-h-2 except that ¢; of the
challenge ciphertext for (challenge plaintexts m := m(® = m() and) vectors (2, (1)
is:

c1:= (¢ wi®, |whF® + i d® | wi#® 4z Von) 7 ),

where w(), w} & F, and all the other variables are generated as in Game 2-h-2.

Game 2-h-4 (h=1,...,v) : Game 2-h-4 is the same as Game 2-h-3 except that the reply
to the h-th key query for ¥ is:

k* = (1, o0, 7 7 @v, 0" )p-,

where o/ [F, and all the other variables are generated as in Game 2-h-3.

Game 3 : Game 3 is the same as Game 2-v-4 except that c; of the challenge ciphertext for
(challenge plaintexts m := m(®) = m1) and) vectors ({0, (1) is:

1= (¢, |wod? + w3 | wf)f(o) _,_wif(l)’ ng(o) +W/1/f(1)7 0", 77 ),

where wg, w1y J F, and all the other variables are generated as in Game 2-v-4. Here, we
note that ¢; is independent from bit b & {0,1}.
Let Advd?(A), Advi (0), AdvE "D (1), AdvE™ () and Adv (A) be the advantage of
A in Game 0/,1,2-h-1,...,2-h-4 and 3 when t = 1, respectively. Advffty)()\) is equivalent to the
left-hand side of Eq. (15) and Adv(¥(\) = 0.
We can evaluate the gaps between pairs of neighboring games, Advfgl)()\),Advfi)()\), el

Advg_y_4)(/\), /—\dvff)()\), similarly to [19]. This completes the proof of Lemma 15. O

11 Comparison

Table 1 compares the proposed ZIPE and NIPE schemes (ZIPE with short ciphertexts in Section
8, NIPE with short ciphertexts in Section 6, ZIPE with short secret-keys in Section 9, NIPE
with short secret-keys in Section 7, and fully-attribute-hiding ZIPE with short secret-keys in
Section 10) with the ZIPE and NIPE schemes in [2] that are secure under standard assumptions.
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Table 1: Comparison with IPE schemes in [2], where |G|, |G|, |F,|, P and M represent size
of an element of G, that of Gr, that of Iy, pairing operation, and scalar multiplication on G,
respectively. CT, SK, PH, AH, IP and DBDH stand for ciphertexts, secret-keys, payload-hiding,

attribute-hiding, inner-product and decisional bilinear Diffie-Hellman, respectively.

ALI10 [2] | AL10 [2] || Proposed | Proposed || Proposed | Proposed Proposed
ZIPE with |NIPE with| ZIPE with |NIPE with || ZIPE with |NIPE with |[fully-AH ZIPE
short CT | short CT || short CT | short CT short SK | short SK |with short SK
g it adaptive |co-selective|| adaptive adaptive adaptive adaptive adaptive
Uiyl py PH PH PH weakly-AH PH fully-AH
DLIN & | DLIN &
Assump. DBDH DBDH DLIN DLIN DLIN DLIN DLIN
IP rel. Z€ero non-zero Z€ero non-zero Z€ero non-zero Z€ero
PK (n+11)|G| | (n+11)|G]||(10n+13)|G||(8n+23)|G|||(10n+13)|G||(8n+23)|G]||| (12n+16)|G|
size + |G| + |G| + |G| + |G| + |G| + |G| + |G|
SK (n+6)|G|
size |+(n—1)|F,| (n+6)|G||| (4n+ 1)|G]| |(4n + 5)|G] 9G| 13|G| 11|G|
CT | 9|G|+ |G| 9|G| 9|G| 13|G| (4n+1)|G]| |(4n + 5)|G]|| (Bn+1)|G]
size + Fql | +1Gr| + |Gr| + |Gy + |Gy + |Gr| + |Gl
Dec 9P + 13P + 9P + 13P + 11P +
pime || O MR A RM A M |4 — DM || 40— DM 4t — DM | 5 — DM
12 Hierarchical ZIPE Scheme with Constant-Size Ciphertexts

The proposed hierarchical ZIPE (HIPE) scheme with short ciphertexts is constructed by us-
ing two vector spaces, 5-dimensional Vy and 4n-dimensional Vi, where hierarchical vector
(U, ...,7¢) (resp.(&1,...,Zp)) of secret-key (resp.ciphertext) is embedded in an element in
V1. The delegation mechanism is based on the payload hiding HIPE scheme given in Appendix
H.3 in the full version of [18].

12.1 Dual Orthonormal Basis Generator

We describe random dual orthonormal basis generator Q:'b'PE’CT below, which is used as a sub-
routine in the proposed hierarchical ZIPE scheme.

(dini1,...,ng)): n:= Zfil ng,

paramg := (¢,G,Gr,G,e) R prg(l)‘), Ny =5, Ny :=4n,
paramy, := (¢, Vi, Gp, Ay, e) = de\,s(1>‘7 Ny, paramg) fort =0,1,

HIPE,CT "
Gob (1M, 4,7 =

P Y IF‘qX, gr = e(G, G)w, paramg := (71, {paramy, }t=0,1, 971),
X0 := (X0.)ij=1...5 & GL(No,Fy), X3 Y 2(4, n,IFq), hereafter,

{ijs 15 ;1 }ig=1,..43=1,....n denotes non-zero entries of X as in Eq. (4),
bo,i == (X0,i,15 - X0,i,5)A = Z?:l Xoijaj for i =1,...5, Bo := (bo1, - bos),
Bij = pijG, Bijy =i, G fori,j=1,... . 41=1,...,n,
for t = 0,1, (V4 )ije1,.8, = (X))

by o= (Dri1, Ve )a = Yooy Veijay for i =1,.., Ny, By =

* / *
return (paramﬁ,IB%o,IBéo,{Bm-,Bm-,l}i,j:1,...,4;l=1,...,n7B1)~

(b1, - b v, )
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Remark 13 Let

/ /
by (i Dimat Bi,l,l Bi,4,1
PAC / . / .
G . nt ,1,2 Bz,l Bi,472 Bz,4
b1,in ' ' ’ ‘
) / . / )
Bi,l,n Bz,l Bi,4,n Bz,4
fori=1,...,4,

By :=(bi1,...,b14n),

where a blank element in the matrix denotes 0 € G. B; is the dual orthonormal basis of B7,
Le., e(b1, by ;) = gr and e(b1;,b] ;) =1for 1 <i#j <d4n.

12.2 Construction and Security

In the description of the scheme, we assume that input vector, Z; := (z¢1,...,%¢p,), has an
index (¢,1) # (1,1) with z;; # 0, and that level-1 input vector, 01 := (vi,1,...,01,,), satisfies
vy # 0.

Setup(1, 7 := (d;ny,...,ng)) : n:= Zle ng,
(paramy;, Bo, BY, { Bij, Bl j Vit di=t1,..: B) < Gop =T (1), 4,7),
By := (bo,1,b03,b05), @3 = (bo.1,00.4); AT 1= (b1 15,07 10y BT 2pt1s -5 B1 30),
return pk := (1)‘, paramﬁ,@o, {Bi;, B;,j,l}i:1,4;j:1,--~,4;l:1,..~,n7 {@f}t:(),l), sk := ba3.
KeyGen(pk, sk, (v, ..., 7;) € Fyt x - x Fy*)
St,0¢, 00 & F, fort=1,...,¢, so:= Zle St, 1 &2 Fy,
ko= ( —s0, 0, 1, w0, 0 gy,
n
"321 = ( s1€11 + 601V, ..., se€p1 + Oy, O™, L. 0" 0", G, 0" )BI’
return skg := ((v1, ..., 0¢), kg, kpq)-
Enc(pk,m € Gr, (Z1,...,7) € Fy' x - x F*)

U — — -
W, Mo, N < an Cp ‘= (wu 07 C7O7n0)B07 T = (xl)ZZI,...,TL = ((El? ey Iy, 0n[+17 cee 7Ond) S ]FZ7
CLj = wBLj + 771B4’j, CQJ‘ = Z?:l ml(WBi,j,l + nlBéll,j,l> forj=1,...,4,
c3 1= g%m, return ct = ((&1,...,%), co, {C1,,C2,;}j=1,..4,C3).

Dec(pk, Sk@ = ((’171, ce ,?7@), kZ07 kZ,l)? ct = ((fl, Ce ,fg/), Co, {Cl’j, 027]'}]':17“_74, Cg)) :
if ¢ < /¢, parse ki as a dn-tuple (K7,...,K},) € G*",

T:= (.1‘1, - ,xn) = (fl, e T, QM Ond) S FZ,
Di=3"0m K(*j—l)nH for j=1,..,4,
* 4 * *
F=e(co, kg) - I1;4 (e(C’l’j,Dj) : e(clij(j—l)nH)) , return m':=c3/F,

else, return L.

Delegate,(pk, sk¢, Up41) :

u . 0+1 R u
Sdel,t> Odelt; Pdet0 — Fg fort=1,... 0+ 1, Sdeto:= D ;7| Sdelt, Pdel,1 < Fy,
kéem = ( —Sdel,0, 0, 0, ©del0, 0 )IB%;@
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n

A\

ki1 = ( Sdel,1€1,1 + 0101, ..., Sdel,e+1€041,1 + Odel,e+1U+1,

Qrer2 . 0™,
Onv QBdeLl; On ) Ia
* P * * —_—
k€+1,L = kw + kdel’b for . =0,1,

return skpy1 := ((U1, -+, Uor1), Rpy100Kig11)-

Remark 14 A part of output of Setup(1*,7), {Bm-,Bl’.jl}2-21,43:1’,“’4;121,“.771, can be iden-

tified with Iﬁ%l = (bi,1,...,b1n,b13041,..,b1,4n) through the form of Eq.(6), while By :=
(bi1,...,b14n) is identified with {B; ;, Bz{,j,l}iJ:lw,‘l;l=1,-~7n by Eq.(6). Decryption Dec can
be alternatively described as:

Dec'(pk, Skg = ((171, e ,27[), kz,07 kzl), ct:= ((fl, e ,fg/), Cp, {CL]’, Cg’j}jzl,mA, 05)) .

T = (a:l,...,asn) = (fl,...,fg/,onél‘H,...,Ond) € FZ,
n n
ci:= ( Co1,22C11,..,20C1 1, ey Co4, 2201 4, .., 2nCra ),
n n n n

that is, ¢y = ( w@, 0", 0", ma )p,, F:=e(co, kp) -e(e1, kY),
return m’ = c3/F.
£
[Correctness] Using the alternate decryption Dec’, F = e(co, k)-e(c1, ki) = g7 < g2 L st
=¢S5 <V and F T =0fort=1,...,1

The definition of adaptively payload-hiding security and the advantage AdviIPE’PH(/\) of
adversary A can be obtained through a straightforward extension of that of HIBE, e.g., [8],
with replacing ID-matching by vector-orthogonality.

Theorem 6 The proposed HIPE scheme is adaptively payload-hiding against chosen plaintext
attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines £ and &2, whose running times
are essentially the same as that of A, such that for any security parameter X, AvaTPE’PH N <
Adv?lL'N()\) + > Adv?Q'j'hN(/\) + ¢, where Eyp(+) := Ea(h,-), v is the maximum number of

adversary A’s key queries, and e = (11v + 6)/q.

Theorem 6 is proven similarly to Theorem 3.

13 Concluding Remarks

The technique with using special type matrices shown in this paper can reduce the size of ci-
phertexts or secret-keys of adaptively secure FE schemes in [18] from O(dn) to O(d), where d
is the number of sub-universes of attributes, and n is the maximal length of attribute vectors.
A key-policy attribute-based encryption (ABE) system with constant-size ciphertext [3] is se-
lectively secure in the standard model. Therefore, it is an interesting open problem to realize
an adaptively secure and constant-size ciphertext ABE scheme.
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A Proofs of Lemmas

A.1 Proofs of Lemmas 2 and 3 in Section 5
For a positive integer z, let [x] := {1,...,z}.
Lemma 2 L(w,n,F,) and E(w,n,Fq) are subgroups of GL(wn,F,).

Proof. Below, we will show that £(w,n,F,) is a subgroup of GL(wn,F,). For E(w, n,F,), the
lemma is proven in the same manner as for £L(w,n,Fy).
Based on the block partition on X € F"**" with submatrices X;; € F*", ie., X =

X110 Xiw

(Xig)ijefw) = : : , we will define a permutation matrix II. Since X;; €
Xw,l te Xw,w

F*", each row of X is indexed by a pair (i, k) with i € [w]; k € [n], which is corresponding to

the ((i — 1)n + k)-th row. The swapping of the index pair (i, k) — (k,7) leads to a permutation

7 on the set [wn] as,

T [wn] — [wn]
W W (13)
(i—Dn+k — (E—1w+1

with i € [w];k € [n]. We denote the corresponding permutation matrix by II, i.e., the left
multiplication by II is equivalent to the permutation 7 on rows (of X). II"! = IIT since II
is a permutation matrix, and we see that the right multiplication by II"! is equivalent to the
permutation 7 on columns (of X).

Let the conjugate set P(w,n,F,) := II- L(w,n,F,) - T, Since the rows and columns are

Hi,g M’z‘,j,l
permuted by 7, for X := (X ;); jew) € L(w,n,Fy) with X; ; = . . : ,
Hig Mg 5n—1
Hijm
Yo Y1
. . 1o Plw
Y:=II-X -TI"!isgivenas Y = - 1 , where Y} := : :
YO Yn—l
Y, Hw,1 - Hww
M,1,1,¢ T :U’/l,w,i
and Y; := : : . Therefore, since L(w,n,F,) C GL(wn,F,),
:u;u,l,i o Niu,w,i
Yo Y Yo, Y, € GL(w,F,),
. L ’ Yla"an—le]Févxwa
Plw,n,Fq) = § V= Yo Y4 a blank element in the (14)
Y, matrix denotes 0 € [,

We see that P(w,n,F,) is a subgroup of GL(wn,F,). So, L(w,n,F,) =T P(w,n,F,) - is
also a subgroup of GL(wn,F,). This completes the proof of Lemma 2. O
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Lemma 3 L (w,n,F,) is a subgroup of GL(wn + 1,F,).
Proof. For the proof, we define an injective group homomorphism,

t: GL(wn+1,F;) — GL((w+1)n,F,)
w w

I,-1 O
X — < 0 X ) .
We will show the following claim.

Claim 1 (L1 (w,n,Fy)) = L(w+ 1,n,Fy) No(GL((w + 1)n,Fy)).
This equality is on the right-down corner of the following diagram,

t: GL(wn+1,F;) — GL((w+1)n,Fy)
U U
LY (w,n,Fy) =2 (LT (w,n,Fy)) =L(w+1,nF)Nu(GL((w+ 1)n,Fy,)).

Proof of Claim 1. Since X € L(w+1,n,Fg)Ne(GL((w+1)n,Fy)) is given as (X ;) jefw+1] =

1 i1
X1 - X1 w1 ' l’. ’
: , X11 = ’ ) , Xi1 =
Xw+1,1 T Xw+1,w+1 / /
P11n Hiin
fori =2,...,w+1, and X ; = for j = 2,...,w + 1, where a blank
/
P1jn
element in the submatrices denotes 0 € [F,. That is,
In—l
!/ / = . / =
ul,%,n H1.2nEn K1 w+1,n6n
X = :U/271 Xo.2 T X2 w1 ,
/75-5-1,1 Xw+1,2 T Xw+1,w+1

where 1 := (4] 15+ i 1,,)- This shows that ((LF (w,n,Fy)) = L{w +1,1n,Fy) Ne(GL((w +
1)n,Fy)), ie., Claim 1 holds. 0

Since L(w+1,n,F;) (and «(GL((w + 1)n,F,))) are subgroups of GL((w + 1)n,F,) (Lemma
2), from Claim 1, (LT (w,n,Fy)) is a subgroup of GL((w + 1)n,F,). Therefore, since ¢ is
an injective group homomorphism, £*(w,n,F,)) is also a subgroup of GL(wn + 1,F;). This
completes the proof of Lemma 3. O
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Game 2-0-3

Game Game Game Game | Game Game Game Game Game Game Game
0 1 2-1-1 2-1-2 | 213 2-2-1 2-(v-1)-3 | 2-v-1 2-v-2 2-v-3 3

~
~

| Problem 1 Problem 2
| Basic Problem 1 | | Basic Problem 2 |

- 1

Basic Problem 0 |

A

DLIN

Figure 1: Structure of Reductions for Theorem 1

A.2 Proofs of Lemmas 4-12 in Section 6
A.2.1 Preliminaries

Figure 1 shows the structure of security reduction for Theorem 1, where the security of the
scheme is hierarchically reduced to the intractability of the DLIN problem. Basic Problems 0,
1, 2 are defined below. The reduction steps indicated by arrows will be shown below, and the
step given by dotted arrow can be shown in the same manner as that in (the full version of)
[18].

For the proofs of Lemmas 4 and 5, we give the following intermediate problem, Basic Problem
0 (Definition 10) and Lemma 16. (In [18], an additional element d¢G is included in an output
of Basic Problem 0 for a shorter dimension 3n + 1 than 4n. Here, it is not necessary.)

Definition 10 (Basic Problem 0) Basic Problem 0 is to guess 8 € {0,1}, given (paramgpy,
B,B", y5, f,rG,£G) < GBPO(1Y), where

R
GE™O(1Y) :  paramg := (¢,G, G, G, €) < Gopg(1Y),
paramy := (¢, V,Gr, A e) := gdpvs(ﬂ,?), paramg),

X1 21

= U - _ U
X=Xz | = Waglig = GLB,Fy), (Wigliji=| 92 | = (XN, Kk E<F),

X3 U3

bi .= r(Xi)a Z] 1 Xija; fori=1,3, B:= (b1, b3),
by =& ) = Z 1 Vijar; fori=1,2,3, B*:=(b],bs,b5),
gr = e(G, G)“g, paramgpg = (paramy, gr), 0,0,w Y Fq, p, 7 Y qu,

yE)k : (5707U>B*7 yik = ((57 P7U>B*7 f = (w7T7O)Ba
return (paramgpg, B, B*, yj3, f, kG, £G).
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for B 2 {0,1}. For a probabilistic machine D, we define the advantage of D for Basic Problem
0, Adv%PO()\), is similarly defined as in Definition 8.

Lemma 16 For any adversary D, there is a probabilistic machine £, whose running time
s essentially the same as that of £, such that for any security parameter A, Adv%Po()\) <
AdvBEN(N) +5/4.

Proof. We note that dual bases (B, B*) in Basic Problem 0 are generated by a general linear

matrix X < GL(3,F,), so Lemma 16 is proven in a similar manner to the security proof of
Basic Problem 0 in [18]. 0

The following Remark 15 is for the proofs of Lemmas of 17 and 19.
Remark 15 For matrix W := (x ;)i j=1,..N € IF'qNXN and element v in N-dimensional V, W (v)
denotes ZZ]-V:’JIVjZI Xi,j®i,j(v) using canonical maps {¢;;} (Definition 2). Similarly, for matrix

(1(9i,j) )r? (W=HT, (W) () = 0, 0y (v). Tt holds that e(W(x), (W) (y)) =
e(x,y) for any x,y € V.

A.2.2 Proof of Lemma 4

Lemma 4. For any adversary B, there exists a probabilistic machine £, whose running times
are essentially the same as that of B, such that for any security parameter \, Advgl()\) <
AdvBYN(X) +5/¢.

Proof. At the top level, the proof of Lemma 4 is similar to the security proof of Problem 1 in
[18]. The main difference is that special form matrices Eq. (3) are used for generating master
public and secret keys in our schemes. One key fact for the security reduction is that £(4,n,Fy)
is a subgroup of GL(4n,F;) (Lemma 2).

For the proof of Lemma 4, we give the following intermediate problem, Basic Problems 1
(Definition 11). From Lemmas 16, 17 and 18, we obtain Lemma 4. 0

Based on Remark 3, hereafter, we consider the output of ggl(ﬁ, n) is expressed as (param,,,

Bo,@g,e@g,Bl,@’{, {es1,i}i=1,..n) and also we give the output of Basic Problem 1 as such a
vector form over bases {B;}+—0 1.

Definition 11 (Basic Problem 1) Basic Problem 1 is to guess 3 € {0,1}, given (param,,
~ R
{Btaﬁ;}tzo,b fﬁ707 {f,@,lﬂ'}i:l,..,n) — gﬁBpl(l)\an)7 where

* R
gﬁBP1<1)\7 n) : (param'ru {BtaBt }t:(),l) — g(')\I[)IPE7CT<1)\7 47 n)?

]BS = (bO,la b0,37 ey b0,5)7 ]BT = (bl,h ey bl,’ru b1,2n+17 ey b1,4n)7

U U
W, 70,71 < qu T < qu) .f0,0 = (%070707’70)130, .fl,O = (WaTyo,O,VO)IBéoa

fori=1,...,n;
& = (0"1,1,0"") e F,
n n n n
f071,i = ( wgﬁ On7 On? ’7151 )Blv
fl,l,i = ( wgiv Té;', On7 ’715@ )Blv

return (param,,, {B;, @:}t:O,la f8.0,{Fs1,i}i=1,..n)

for 3 J {0,1}. For a probabilistic machine C, we define the advantage of C for Basic Problem
1, AdvBPY(\), as in Definition 8.
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Lemma 17 For any adversary C, there is a probabilistic machine D, whose running time is es-
sentially the same as that of C, such that for any security parameter X, Advg"+(\) < AdvBO()).

Proof. D is given a Basic Problem 0 instance
(paramBP07 @7 IB*? y2> f7 HG7 gG)
By using paramg := (¢, G, Gr, G, €) underlying paramgpg, D calculates

paramg = (q7V0a GTvAOa 6) = gdpvs(lAv 57 paramG)a
param; := (¢, V1,Gp, Ay, e) := devs(lA,lln, paramg),

param,, := ({param; };—0.1, 97),

where gr is contained in paramgpg.
D generates random linear transformation defined by matrices Wy J GL(5,F,) on Vg and
%% S P(4,n,F,;) on V; as in Remark 15, where P(4,n,F,) is given in Eq. (14). Then D sets

do, := Wo(b7,0,0) for e =1,2, dosz:=Wy(0,0,0,£G,0),

do.4 := Wp(0,0,0,0,£G), dos := Wy(b3,0,0),

dy, == (W5 )T (b,,0,0) forv=1,2, dfz:=(W;")"(0,0,0,xG,0),
dj 4 = (W51)7(0,0,0,0,5G), dj5:= Wy ") (bs3,0,0),

95,0 = Wo(yj3,0,0) + ndo 5 where n 2 Fy,

fori=1,...,n,
Pra(i—1)4. ‘= Wy (02D b7, 0,049 for L = 1,2,
Pragi1)4s = Wl(04(i—1),03’€G’ 04(”—1’))’ PLai = W1(04(i—1)’ b§’0’04(n—i))7
Pi4(i_1)+b = (Wfl)T(04(i_1), bb,0,04(n_i)) for . =1,2,
pi4(i—1)+3 — (Wfl)T(04(i—1)’ 03, k@, 01—, Pl = W1 (016D by, 0, 040y,
gp1i = Wi (04D, 5,0, 04—y,

where (04(i_1),v,0,04(”_i)) = (04(i_1), 61’62763’0’04(71—1')) for any v := (61,62,63) eV =
are dual orthonormal bases, o
Moreover, we see that the distribution of Dy is equivalent to that of bases generated by using

random special type matrix Y J P(4,n,F,). For the permutation 7 given in Eq. (13) and the
associated matrix II, the left multiplication by II gives the permutation 7 of the basis vectors
{pP1,i}i=1,....an and the right multiplication by II-! gives the permutation 7 of the coordinates
of vectors in G**. Therefore, by the conjugate action of the matrix II, we obtain a basis

.....

D can compute Do, Dy, Df := (dalv dEkJ,S’ . ’d8,5)7 D7 = (dil’ R din, d’{72n+1, e d{An)
from B := (b, b3), B*, kG, and {G. D then gives (param,,, {D;, D} }1—0.1,98,0,{95,1,i }i=1,....n) tO
C, and outputs ' € {0, 1} if C outputs f'.

g3,0 is expressed over basis Dy as

go,o = WO(yE;? 07 0) + 77d0,5 = (5a Oa Oa 07 UO)Dm gi1,0 = WO(:’/T» 07 0) + 77d0,5 = (57 P, 07 07 UO)Dov
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with 0g := o + 1, and gg1,; (i =1,...,n) are expressed over bases Py and Dy as
7’L n n ’I’L
go.rs = Wi (016D, g5, 0,010=0) = (0461 5,0,0,0, 01005, = (35, 07, 07, 50 ),
n n n n
gl,l,i - Wl (04(171)7 yi O? 04(7171)) = (04(171)7 57 P, 07 g, 04(n72)) ( 5 /) 0 )D17

where §, p, o, and ¢ are distributed uniformly in F,. Therefore, the distribution of (param,,,
~ : R
{Dy, D} }4=0,1,98,0,{98,1,i }i=1,...n) is exactly the same as {Q ’ 0 — ggpl(ﬁ, n) } O

Lemma 18 For any adversary B, there is a probabilistic machine C, whose running time is
essentially the same as that of B, such that for any security parameter A, AdvBt(\) = AdvEP()).

Proof. Given a Basic Problem 1 instance

(param,,, {B¢, B} }+—0.1, £8,0. {f5.1i fi=1,..n),

U U
/ X / /
C generates u,u,, < F vy, ..., u,_; < F, and
u u) u~!
U:= K . Z=WUhHT.= ,
U Uy u-
/ I \N—=1,./ I \N—=1,,/ 1—1
Up, _(un) CA _(un) Up_1 Uy

T ._ T * * T . * * T
(dl’n+1’ ceey dl,ZTL) — Z'(bl’n+1, “ . ,b172n) and (d17n+1, ey 1,27’l) — U'( 1,TL+17 ey 172n) .
We set

Dy :==(b11,.--sb1n, dint1s -, d120, 012041, -, b1an),

T = ( T,l? et >{,nv ){,n—&-l? R T,Qn? >{,Qn-i-h tet >{7471)'
We then easily verify that D; and D] are dual orthonormal, and are distributed the same as
the original bases, By and Bj. We note that C cannot calculate above dj ; fori =n+1,...,2n
(from B*) and D} is consistent with B}. C gives (paramn,Bo,@S,Dl,@T,f@o, {fs.1,i}ti=1,.n) tO

B, and outputs 5’ € {0,1} if B outputs 3.

Then, with respect to Dq,D (instead of By,Bj), the above answer to B has the same
distribution as the Problem 1 instance, i.e., the above instance has the same distribution as the
one given by generator Q’El(lA, n). O

A.2.3 Proof of Lemma 5

Lemma 5. For any adversary B, there exists a probabilistic machine £, whose running
time is essentially the same as that of B, such that for any security parameter X, Advl';?()\) <
Adv2YN(X) +5/¢.

Proof. Similarly to Lemma 4, we employ the fact that £(4,n,F,) is a subgroup of GL(4n,F,)
(Lemma 2) in the proof. For the proof of Lemma 5, we give an intermediate problem, Basic
Problem 2 below (Definition 12). From Lemmas 16, 19 and 20, we obtain Lemma 5. O

Based on Remark 4, hereafter, we consider the output of g}?(l& n) is expressed as (param,,,

@o,Ba,h;O,eo,@l,B){, {hz,uael,i}i:l,...,n) and also we give the output of Basic Problem 2 as
such a vector form over bases {B;, B} }:+—0 1.
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Definition 12 (Basic Problem 2) Basic Problem 2 is to guess 3 € {0,1}, given (param,,
™ * * * R
{Bta Et }t:(),l) 95707 f07 {yﬁylﬂﬁ fl,i}’i:l,..,n) — ggP2(1A7 ’I’l), where

. R
gﬁBP2(1>\7n) : (paramrn {]BhBt }t:O,l) — gL\EPE’CT(lAaélan)v
Bo := (bo.1,b03, ... bos), Bi:= (b1, b1 brontt,. - bian),

U U x
57507WHFq7 P7THFq )

Yo,0 = (6,0,0,00,0)Bz, Y7o :=(6,p,0,00,0)mz, fo:=(w,7,0,0,0)p,,
fori=1,...,n;
&= (0"",1,0"") e F},

n n n n
Yo = ( dé€j, 0", 00€i, o )B:
yil,i = ( 5527 p€z7 50557 om )]BI
fri= wej, TEj, 0", 0" )B1s

return (paramn7 {Btv BI}t:O,h y;707 fO, {yé,lja fl,i}i:l,..,n>'

for 3 J {0,1}. For a probabilistic machine C, we define the advantage of C for Basic Problem
2, AdvE"2(N\), as in Definition 8.

Lemma 19 For any adversary C, there is a probabilistic machine D, whose running time is es-
sentially the same as that of C, such that for any security parameter X, Advg 2(A) < AdvBO()).

Proof. D is given a Basic Problem 0 instance
(paramBPO, @7 ]B*7 y27 f7 HG? SG)

By using paramg := (¢, G, Gr, G, e) underlying paramgpg, D calculates
paramg := (¢, Vo, Gp, Ay, e) :== gdpvs(l)‘, 5, paramg ),
param; := (q,V1,Gp, Ay, €) := gdpvs(l)‘,éln, paramg ),
param,, = ({paramt}tzo,lagT)a

where g7 is contained in paramgpg.

D generates random linear transformations defined by matrices Wy s GL(5,F,;) on Vi and
Wi 2 P(4,n,F,;) on V; as in Remark 15, where P(4,n,F,) is given in Eq. (14). Then D sets
d0:4 = Wy(b3,0,0), dos:=Wy(0,0,0,0,kG),
dj, = Wy )T (b;,0,0) fore=1,2, ds:=(W;")7"(0,0,0,£G,0),
dgq = (Wy )7 (85,0,0)  dg5:= (W5 )7 (0,0,0,0,¢6),
@0 = Wy ) (95,0,0),  go = Wo(F.0,0),
fori=1,...,n,
Prai—1)+ = W1(0*071 b,,0,0*"7)) for , =1,2,3,
p1ai = W, (040D 03 kG, 04—,
Pi a1y, = VDT, 67,0,0179) for v = 1,2, 3,
Pl i= (W HT M1, 0%, ¢G040y,

do, = Wy(b,,0,0) for:.=1,2, doz:=Wy(0,0,0,kG,0),
)

37



qg,lﬂ' = (Wfl)T(O4(i_1), y} 0, 04(n—i)) + Z?:l Th’,jpy{A(j_l)_’_g
where 7; := (91, .., Min) Y IFZL,
g1i = Wi (0*7Y, £,0,01)

where (0% v, 0,04 "=1) = (04(1'71),61,62,63,0,04(7171')) for any v := (él,ég,ég) eV =
G*. Then, Do := (doi)i=1,..5 and Df := (d§; ;)i=1....5, P1 := (P1i)i=1,...4n a0d P} := (P} ;)i=1,...4n
are dual orthonormal bases.

Moreover, we see that the distribution of P is equivalent to that of bases generated by using
random special type matrix Y J P(4,n,F,). For the permutation 7 given in Eq. (13) and the
associated matrix II, the left multiplication by II gives the permutation 7 of the basis vectors
{p1,i}i=1,...an and the right multiplication by II-! gives the permutation 7 of the coordinates
of vectors in G**. Therefore, by the conjugate action of the matrix II, we obtain a basis
Dy := (d1,).=1.....4n, whose distribution is equivalent to that of bases generated by using random

DACE%H compute ]D)o = (d(),l, d073, . ,d075), Dl = (dl,lj\- cey dl,na d172n+1, ey d174n), D67 ]D)T
from B := (b17 b3)) ]B*v ’iGa and gG D then giVGS (paramnv {]D)ty Dr}t:o,la q;pa 90, {q2717i5 gl,i}i:l,...,n)
to C, and outputs ' € {0,1} if C outputs 3.

qj - 9o are expressed over bases (Do, ;) as

q;,o - (W()_I)T<y870a0) - (57070707 O)]D)Sa in - (W()_1>T(y>1k7070) - (57 p,0,0, O)Daa
go = WO(f: 07 0) = (wa T, Oa Oa O)Dov

and g3 4 ;, 91, (t=1,...,n) are expressed over bases (P1,P}) and (D, D}) as

qg,l,i = (Wlil)T(OZL(i_l)vySa Oa 04(n—i)) + Z?:l "7i,jp>1k,4(j_1)+3
n n n n
; ) AN AN AN AN
= (04(2_1)7 67 07 g, 05 04(’”_1))?? + Z?:l 77i,jpi4(j_1)+3 = ( 561' ) On ) ) On )DT)
gin; = (WrH)TO0 D, y1,0,0009) 570 i 45 1) s
n n n n
_ (04(1'—1) 5 .0 04(n—z)) + Zn ok _ ( 5E. = 30" )
y0,0,0,U, P’f 7=1 771,]1’1740_1)_,_3 - €, P&, Pi, ]D)Ia
n n n n
gl,i - Wl (04(171)7 fu 07 04(%*1)) = (04(271)7(“‘}7 7—7 07 07 04(714*1))[?1 = (Wé; Y Té;' Y On Y On )DU
where @; = o¢€; + 7j;, and 4,p,0,w,7 € Fy, and §; € Fy are uniformly and independently

distributed. Therefore, the distribution of (param,,, {ﬁt, D} =01, 45 0, 90, {qE,M,gl,i}i:l,n_,n) is
exactly the same as {Q ‘ 0 R g§P2(1A,n) } O

Lemma 20 For any adversary B, there is a probabilistic machine C, whose running time is
essentially the same as that of B, such that for any security parameter A, Adez(/\) = Advgm()\).

Proof. Given a Basic Problem 2 instance

(param,,, {By, B} }1=0,1, Y505 o, Y5146 friti=1,.n),
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U
X /
C generates u,u,, < F,uj,...,u,_; < F, and
/ -1
u uy u
: T .
U:= . , 4= (U")" = . ,
R 1 N1 1
/ I \— / I \— / /I—
Up, _(un) LOTEEE _(un) Up—1 Up
T._ T T._ T
(d17n+1, ey dLQn) = Z‘(bl,n-i-h ce ,bLQn) and (dinJrl, ceey di2n) = U'(binJrl, ceey bT,Qn) .

We set

Dy :=(b11,---sb1n, dint1s- -, d120, 012041, -, b1an),
1-— Ly Yln ®lntls %120 Y1 2n+15 -+ > ¥14n /-

We then easily verify that D; and D] are dual orthonormal, and are distributed the same as the
original bases, B; and B}. We note that C cannot calculate above d; ; for i = n+1,...,2n (from
I/B\%l) and Dy is consistent with By. C gives (paramn,I@O,B(’S,El,DT,yao, fo, {yz}’u, friti=1,.n) to
B, and outputs 3’ € {0,1} if B outputs /.

Then, with respect to Dq,D (instead of By,Bj), the above answer to B has the same
distribution as the Problem 2 instance, i.e., the above instance has the same distribution as the
one given by generator G P2(1’\ n). O

Next is a key lemma for applying the proof techniques in [18] to our NIPE (and ZIPE)
schemes, where limited randomness is used in public parameter, e.g., {B; ;, BQ’N}i:1’4;j:1,“74;l:1,“,n,
in the NIPE scheme in Section 6.

A.2.4 Proof of Lemma 6

Lemma 6. Let €, := (0,...,0,1) € F'. For all ¥ € F} \ span(€y,) and 7 € Fy, let Wz, =
(7)€ (span<x en>\span<en>> (B3 \ span (@) | 7+ = m}.

For all ( € (F,"\ span(é,)) x (F;\span( W), for all (7, %) € Wz z.4), Pr[ZU =7 A
vz = _1/ﬁWf 77)> whereUHH(n,F)ﬂGL( F,) and Z := (U1)T.
u u) ut
Proof. Let : = U, =
(R Vi ut
Up, —(uup)tuy o () g ()Tt
(UNHY = Z, and @' := (u),...,u,). For & := (z1,...,2,) and ¥ := (vq,...,v,) with v, # 0,
let
7= ZU = (uxq, UTp_1,T - T) = (ury, uTp—1,p), and
W= 07 = (utvy — uf(uil) o, . o — g (uddd) T, (u)) " toy)
= (u/n)_lvn . (u_l (u'n(vlv,;l) — u'l) Y ,u_l (u%(vn_lvgl) — u;@_l) , 1)
(u%)ilvn (alv 7an 1 1)7
where @, :=u~! <u§l(vjv;1) - u}) forj=1,...,n—1and p:=Z- . Then,
z-v=(u,) o, (Z] 1 (uxy)u; —I-p) =7 - 0. (15)
Case that -7 #0: Since 7 -7 # 0, v and @ can be generated as: (u, Uy, ..., Uyp—1,P) 2

{(u, (@) j=1,..n-1,0) € By x Fy | 3571 (uag)ug +p # 0}, wp, = 0 (3525 (uay)u; + p) /(- 9),
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and u; 1= ul, (vjv, ) —uw; for j = 1,...,n—1. We note that the condition Z;L;ll(u:z])ﬁ] +p#0

among u,u; (j =1,...,n—1) and p is equivalent to the condition w], # 0.
: ~ ~ U ~ _ ~
Since (u, U1, - .., Un—1,p) < {(u, (U))j=1,.n-1,p) € FS X Fy | Z?zll(ux])uj +p # 0} and
u), = Un(zy;ll(uxj)ﬁj +p)/(Z - 7), the pair of 7 := (uz1,...,uz,_1,p) and @ := (u),) vy, -
(a1, ..., Up—1,1) is uniformly distributed in W (z.5).

Case that £-¥=0:  Since ©- ¢ = 0, Eq. (15) is given as Z?;ll(ux])ﬂ] +p = 0. Since
T ¢ span(ey), there exists an index jo € {1,...,n — 1} such that z;, # 0. Using the index

jo, w and 4 can be generated as: u Jpx uj & F, =1,....,50—1L,jo+1,...,n—1),

q )
U _ U _ ~
P Fo = (= 3500 jomt ottt T — u”'D)/@j, up < FJand o) := g (vjvy ') — uiyy
forj=1,...,n—1.
. ~ ~ U ~ _ ~
Since (u, U1, .., Un—1,p) < {(u, (U))j=1,..n-1,p) € F S x Fy | Z;‘zf(ux])uj +p =0} and
ul, & ¢, the pair of 7" := (ux1,...,ur,—1,p) and ¥ := (W) on - (W, ... Up—1, 1) is uniformly

distributed in Wg . O

A.2.5 Proof of Lemma 7

Lemma 7. For any adversary A, there exists a probabilistic machine By, whose running
time is essentially the same as that of A, such that for any security parameter \, |Adv£2)()\) —

Advi (V)] < AdvEL(N).

Proof. Lemma 7 is proven by the same manner as the proof of Lemma 4 in [18].
In order to prove Lemma 7, we construct a probabilistic machine 1 against Problem 1 using
an adversary A in a security game (Game 0 or 1) as a black box as follows:
1. By is given a Problem 1 instance, (paramn,IB%O,I/B%a, €30, {Bi;, Bzﬁj?l}2-734:17,”74;;:1,,_,,”, @*{, {Es,;,
E,Z?,j,l}j=17-~~74§l:17---7n)7 which is identified with (param,,,Bo,Bj, ego,B1, B}, {€eg1,1}i=1...n)
(Remark 3).

2. By plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, B; provides A a public key pk := (1%, param,,, {I@t}tzo,l) of
Game 0 (and 1), where By := (bg1,bo3,b05) and By := (b1,1,..,b10,b1 3041, -.,b1.4n),
which are obtained from the Problem 1 instance.

4. When a key query is issued for vector ¢, B; answers normal key (k§,k}) with Eq. (7),
which is computed using {Bj };—o,1 of the Problem 1 instance.

5. When Bj receives an encryption query with challenge plaintexts (m(o), m(l)) and vector
Z:=(x1,...,2,) from A, By computes the challenge ciphertext (&, co, {C1;,C2;}j=1,.. 4,
c3) which is identified with (Z, cg, €1, c3) in Remark 2 such that ¢p := —ego+(bo 3, ¢1 =
Yo Ties i, €3 = g%m(b), where b < {0,1}, ¢ Y Fy, and (ego,bo3,{eg1,}i=1,..n) is a
part of the Problem 1 instance.

6. When a key query is issued by A after the encryption query, B executes the same proce-
dure as that of step 4.

7. A finally outputs bit ¢/. If b =/, By outputs 3 := 1. Otherwise, B; outputs ' := 0.

Claim 2 The distribution of the view of adversary A in the above-mentioned game simulated
by By given a Problem 1 instance with 3 € {0,1} is the same as that in Game 0 (resp. Game

1)if =0 (resp. =1).
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Proof. Since the public key pk and secret keys sky answered by A are distributed as in Game
0 and 1, we consider the distribution of challenge ciphertext ctz := (Z, co, {C1,j, C2,j }j=1.....4,C3)
which is equivalent to (Z, co, c1, c3) under the identification Eq. (6).

When § = 0, ciphertext ctz generated in step 5 is

Co = —€0,0 + Cb0,3 = (_wa 07 C? 07 —770)807 c3 = g%m(b)a

C1 = E?:l Tieo,1, = (Wfa Ona Ona "7137)11’51,

where variables w, (, 70,71 € Fy are uniformly and independently distributed. Therefore, gen-
erated ctz and sky have the same distribution as in Game 0.
When § =1, ciphertext ctz generated in step 5 is

Co = —€10 + Cb0,3 = (_wv =T, Cv 07 _770)507 C3 = g’%m(b)a

C1 = Z?:l $lel,l,l = (wf, Tf, On, U1f>15;1,

where variables w,7,(,m0,m € F, are uniformly and independently distributed. Therefore,
generated ctz and skz have the same distribution as in Game 1. O
This completes the proof of Lemma 7. O

A.2.6 Proof of Lemma 8

Lemma 8. For any adversary A, there exists a probabilistic machine Bo_1, whose running time
1s essentially the same as that of A, such that for any security parameter A, \Advf(h_l)_?))()\) —

AV )] < AdVE2 | (N), where By () i= Baa(h, ).

Proof. Lemma 8 is proven by the same manner as the proof of Lemma 5 in [18].
In order to prove Lemma 8, we construct a probabilistic machine By against Problem 2
using an adversary A in a security game (Game 2-(h — 1)-3 or 2-h-1) as a black box as follows:

1. Bo.1 is given an integer h and a Problem 2 instance, (paramn,fb\%o,IB%a, hg 0+ €0,

{Bij: Bl ;1 bim13.455=1, 40=1,...0, BT, {RG 1 5 By B bjm1 L ai=1,..n ), Which is identified with
(param,,, Bo, B, h}k},oa eo, B1,B], {h’g,l,l’ €1 }i=1,..n) (Remark 4).

2. By.1 plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, Bo.; provides A a public key pk := (1%, param,,, {I@Q}t:m) of
Game 2—(h—1)—3 (and 2—h—1), where 1536 = (b071, b073, b075) and Bll = (b171, . ,b17n, b173n+1,
ceey b174n).

4. When the «-th key query is issued for ¥ := (vy,...,v,), Ba.y answers as follows:
(a) When 1 < < h —1, By.; answers semi-functional keys of the form Eq. (12), which

is computed using (Bf, B}) of the Problem 2 instance.

(b) When ¢ = h, By calculates (kg, k7) using (h’fy’,oa {hE,u}l:l,-..,n) of the Problem 2 in-
stance as follows: kg := hj (+bf 5, k7 := Yo vhj 4, where (h,g,o’ b; 3, {hEJ,l}l:l,m,n)
is a part of the Problem 2 instance.

(¢) When ¢ > h + 1, By answers normal keys of the form Eq.(7), which is computed
using (B, B}) of the Problem 2 instance.

41



5. When By.; receives an encryption query with challenge plaintexts (m(?), m() and vector
Z:=(x1,...,2,) from A, By computes the challenge ciphertext (&, co, {C1;,C2,;}j=1,. 4,
c3) which is identified with (Z,co,c1,¢3) in Remark 2 such that ¢y := —eo + (b3 +

U U
nobos, €1 :=> 1 xi(er; +mbisntr), c3:= ng(b)v where b < {0,1}, ¢,n0,m < Fg, and

(e0,b03,b05, {€1,1,b1.3n+1}1=1,...n) is a part of the Problem 2 instance.

6. When a key query is issued by A after the encryption query, Bs1 executes the same
procedure as that of step 4.

7. A finally outputs bit . If b =/, By.; outputs ' := 1. Otherwise, By.; outputs 3 := 0.

Claim 3 The distribution of the view of adversary A in the above-mentioned game simulated
by Ba.1 given a Problem 2 instance with € {0,1} is the same as that in Game 2-(h — 1)-8
(resp. Game 2-h-1) if 3 =0 (resp. F=1).

Proof. We consider the joint distribution of ctz and skz. We see that the distribution of
challenge ciphertext ctz := (Z, ¢, {C1,j, C2,j }j=1.....4, c3) is the same as that in Game 2-(h—1)-3
(and Game 2-h-1) similarly to the proof of Claim 2 for the case with § = 1.

When § = 0, the h-th secret key sky := (7, k§, k) generated in case (b) of step 4 or 6 is
ks =hio+b5s=(0,0,1,00,0)m:, ki =73, vhg = (60, 07, @y, 0" )pr, where, variables
S0 € Fo, @) := YL wd) € Ty are uniformly and independently distributed. Therefore,
generated ctz and skz have the same joint distribution as in Game 2-(h — 1)-3.

When 8 = 1, the h-th secret key sky := (0, k§, k}) generated in case (b) of step 4 or 6
is kg = hig+ b3 = (0,p,1,00,0)8;, ki =2 uhi,; = (30, pvZ, &, 0" )p;, where,

z u?

7. — B = (UHT
z u

2y ... 2 2, —(uul) "ty = ()Tl (ul) Y

n—1
for U < H(n,F;) N GL(n,F,) used for challenge ciphertext ctz, variables d,¢0 € Fy, &) =
Y ug € F,;' are uniformly and independently distributed. Therefore, generated ctz and sky
have the same joint distribution as in Game 2-h-1. O
This completes the proof of Lemma 8. O

A.2.7 Proof of Lemma 9

Lemma 9. For any adversary A, for any security parameter X, |Advfj'h'1)(/\) —Advf'ha)()\ﬂ <

1/q.

Proof. We consider joint distribution of the h-th answered key (¥, k, kj) and the challenge
ciphertext (¥, ¢cg, 1) in Game 2-h-1.

kg = ( 9, p, 1, o, 0 )B(’;’ kT = ( ov, pvZ, ¢1, 0" )B{a

co:=(-w, =7, ¢, 0, no )m,, €1 :=(wZ, 7ZU, 0", mT )m,,

where 0, p, o, w, T, (, Mo, M J Fq, &1 J Fr, U 4 H(n,F;) NGL(n,F,) and Z := (U~ 1)T.

By the security definition, it holds that Z - ¢ = 0. From Lemma 6, (72U, pvZ) is uniformly
distributed in W_z . In particular, if 7 # 0, it is uniformly distributed in Wz. That is, coeffi-
cient —7 in kf is independent from all the other variables except with negligible probability 1/¢,
and the joint distribution is equivalent to that in Game 2-h-2 except with negligible probability

1/q. 0

42



A.2.8 Proof of Lemma 10

Lemma 10. For any adversary A, there exists a probabilistic machine By o, whose running
time is essentially the same as that of A, such that for any security parameter X, ]Advf'h_z)()\) —
AT ()] < AdVE? . (N), where Bopo(-) i= Baa(h, ).

Ba.p-o

Proof. Lemma 10 is proven by the similar manner to the proof of Lemma 8. O

A.2.9 Proof of Lemma 11

Lemma 11. For any adversary A, for any security parameter X, \Advf'y_?’)()\) - Advf)()\)\ <
1/q.

Proof. Lemma 11 is proven by the same manner as the proof of Lemma 7 in [18]. O

A.2.10 Proof of Lemma 12
Lemma 12. For any adversary A, for any security parameter A, Advfi’)(/\) =0.

Proof. The value of b is independent from the adversary’s view in Game 3. Hence, Advf)()\) =

0. O

A.3 Proof of Lemma 13 in Section 8

Lemma 13. For any adversary A, for any security parameter X, ]Advf_y)()\) — Advfi’)()\)| <
1/q.
Proof. To prove Lemma 13, we will show distribution (paramv,fﬁ, {kz(j)*}jzly‘_wu, ¢, c3) in Game
2-v and that in Game 3 are equivalent (see Remark 8). For that purpose, we define new bases
D of V and D* of V* as follows:
We generate random 6 s Fy, and set
day, = by, — 0by, dj = b+ 0b3,,
D := (b,...,bap—1,don, bant1,...,bsn), D" :=(dj,b],...,b},).
We then easily verify that D and D* are dual orthonormal, and are distributed the same as the
original bases, B and B*.
Keys and challenge ciphertext ({k:(j)*}j:l’._,’l,, ¢, c3) in Game 2-v are expressed over bases
(B,B*) and (D,D*) as
kW = (1, 6050, W), oWF0), 0" g = (1, 650, 30 g0 on )p.
c:(Ca w‘f7 Fv Onv ﬁ)B:( /7 Wfa Fa Onv ﬁ)B

where
. . L. U o i .
1= poZ + p1€, with po, p1 — Fy, 79 :=ai) — 06, (= +pib.

79 and ¢’ are uniformly, independently distributed since @) J Fy and 0 Jr > €xcept for the
case p; = 0, i.e., except with the probability 1/q.

In the light of the adversary’s view, both (B,B*) and (D,D*) are consistent with public
key pk := (1)‘, paramy, B). Therefore, {k:(j)*}j:l,m’y and ¢ above can be expressed as keys and
ciphertext in two ways, in Game 2-v over bases (B, B*) and in Game 3 over bases (D, D*). Thus,
Game 2-v can be conceptually changed to Game 3. O
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A.4 Proof of Lemma 14 in Section 9

Lemma 14. For any adversary A, for any security parameter X, ]Advf'y)()\) - Advﬁ)()\)\ <
1/q.

Proof. To prove Lemma 14, we will show distribution (paramy, IE%, {k(j)*}jzl,m’,,, ¢, c3) in Game
2-v and that in Game 3 are equivalent. For that purpose, we define new bases D of V and D*

of V* as follows:
u u)

We generate F := : & H(n,F,), 0 4 Fy, and set

dn+i = bn—f—i — ubi for i = 1, ey — 1, dQn = bgn — 9b0 — Z?:l u’LbL

df = b+ 0by,, df = b +ubl,, +ulbs, fori=1,...,n—1, di:=b}+u,b,

Let
by = (by,...,by)T, by = (bpy1,... b)), b= (bF,...,05)T, b) = (b, ..., b5,)7,
dy = (dnt1,- ... d2n)", df = (d],....d})T, 6:=(0,...,0,0) € FL.
That is,
b() 1 0 0 bO
b, = 0 I, On, b ’
dy -6 —FT 1, b,
dy 10 ¢ by
di |=101, F b
b} 00, I b
We set
D= (bo,. - buydnsts .y don, bopi1, .. ban), D= (df, ... do b, bl).

We then easily verify that D and D* are dual orthonormal, and are distributed the same as the
original bases, B and B*.
Keys and challenge ciphertext ({k:(j)*}j:l,,,,,,,, ¢, c3) in Game 2-v are expressed over bases B

and B* as
k)* — (1, 5(]‘)17(3')7 u—j(j)7 SO(J‘){,(J’)7 0" g = (1, 5(]’)17(3'), :y(j)’ (p(j)qj'(j)’ 0" \p-,
c= (¢ wd, 7 0" q)p= (2,7 0" 7)p

c3 = ggpm(b),

where
F0) 1= 50) — (0 — usW o) 4+ 50 S WIu)e, — ugl) o)
¢=C(+0r, T i=wi+r,d +ur

—)

FU) € span(t9),&,),¢ € F,, @ € [y are uniformly, independently distributed since a0 Y

span(79), &,),6 S Fo,d' = (u},...,ul) & 7y except for the case r, = 0, i.e., except with the
probability 1/q.
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In the light of the adversary’s view, both (B,B*) and (ID,D*) are consistent with public
key pk := (17, paramv,@). Therefore, {k:(j)*}j:l,m,,, and c above can be expressed as keys and
ciphertext in two ways, in Game 2-v over bases (B, B*) and in Game 3 over bases (D, D*). Thus,
Game 2-v can be conceptually changed to Game 3. O
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