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Abstract

Multiple key agreement protocols produce several session keys instead of one session key. Most
of the multiple key agreement protocols do not utilize the hash functions in the signature schemes
used for identification. Not using hash function in these protocols causes that the protocols do not
satisfy some requirement security properties. In this paper we review the multiple key agreement
protocols and perform attacks on some of them. Then we introduce a new multiple key agreement
protocol and show that the proposed protocol is more secure than the existent multiple key
agreement protocols.
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1. Introduction

Cryptography helps us to make a secure communication in public networks. The secret key

plays an essential role in the cryptosystems such that revealing the secret key causes the
cryptographic system to be compromised. Therefore how to exchange the secret key is very
important in cryptographic applications. One of the considerable methods for secret key
exchanging is key agreement protocols. These protocols enable two or more users of any public
networks to share a secret common key together.

The first key agreement protocol was introduced by Diffiee and Hellman [4]. But this protocol is
vulnerable to man in the middle attack because two participants of the protocol do not verify
identity of each other. Typical remedy for this problem is to use public key cryptosystems such
as public key infrastructure or identity based cryptography. Menezes et. al. [10] proposed a key
agreement protocol named as MQV that does not use a hash function for making digital
signature. This protocol was standardized in ANSI X9.42 [1], ANSI X9.63 [2] and IEEE [9].
Harn and Lin [5] introduced the first multiple key agreement protocol that is based on the idea of
using the signature without hash functions same as MQV protocol. In multiple key agreement
protocols multiple keys are agreed instead of one key in typical key agreement protocols.
Multiple key agreement protocols are considerable because cost of computation and
communication is less than usual key agreement protocols for one shared key.

Yen and Joye [15] showed that the Harn-Lin protocol is insecure against forgery attack and
introduced an improved protocol. Next Wu et. al. [16] showed that the Yen-Joye protocol is as
insecure as Harn-Lin protocol and then introduced an enhanced protocol which used hash
function in contradiction to Harn-Lin Protocol; nevertheless, the problem still remained in their
protocol. Harn and Lin [6] again proposed an improved protocol to overcome the posed
weaknesses of their first protocol. After that Zhou et. al. [17] claimed that the second Harn-Lin
protocol is insecure against forgery attack.

In this paper we review most of the multiple key agreement protocols that have been introduced
until now and perform attacks on some of them. Finally we introduce a new multiple key
agreement protocol and show that the proposed protocol is more secure than the existent
multiple key agreement protocols.

There are some security properties that are recommended for key agreement protocols [3]. Here
we review them as follows. Let 4 and B are two participants that are intended to share a common
secret key by executing a key agreement protocol.

o  Known-Key Security: This property says that the adversary who has obtained some previous
session keys cannot compute the next session keys.

e Forward Secrecy: This property implies that revealed one or more long-term private keys
of two participants do not cause the previous session keys be obtained for adversary. If this
property only remains for one of the long-term private keys, this property is called partial
forward secrecy. Perfect forward secrecy emphasizes that if both private keys of the
participants are disclosed, the adversary is unable to compute the previous session keys.



o Key-Compromise Impersonation: This property expresses that if the long-term private key
of one entity (e.g. 4) is disclosed, the adversary is unable to impersonate the other entity to
the compromised entity (e.g. B to 4)
o Unknown key security: This property implies that the active adversary C should not enable
to interfere in a key agreement protocol run such that 4 believes that B is her participant
while B believes that he shared the session key with C.
In addition, two essential properties are regarded for key agreement protocols as follows:

o Implicit key confirmation: A key agreement protocol has this property if the both
participants are assured that only the other participant can compute the secret common key.

o  Explicit key confirmation: This means that the both participants are assured that the other
participant have computed the secret common key.

2. Review of the multiple key agreement protocols

In this section we review certificate based multiple key agreement protocols. In these protocols
two participants authenticate each other after sending and receiving a message and agree on
multiple secret common keys. The notations used through this paper are presented in Table 1.
Because the weaknesses of the key agreement protocols reviewed in this paper are arisen from
the utilized digital signature schemes, we only study the digital signature scheme according to
Table 2. Four columns are represented in Table 2, from left hand side, the firs column is the
protocol name, the second column is user's short-term public keys, the third column shows the
digital signature and the signature verification equation is presented in column 4. In Table 3
weaknesses and the number of shared keys of each protocol are represented. Some of these
weaknesses notated by ,*, are introduced by the authors of this paper which are explained in the
next sections.

Table 1. The Notations

Notation Description
g Generator of multiplicative group G with large prime order ¢
X X, Long-term private keys for participants 4 and B.
YiVs Long-term public keys for participants 4 and B.
r,ry Short-term private keys that is generated in each session.
L, Public-term private keys that is generated in each session.
H() One-way hash function
K ,, =g | Long-term private common Diffie-Hellman key.
K Session key




Table 2.Comparison of multiple key agreement protocols

Protocol Number of session keys Weaknesses
HL98 [5] n’ -1 Foraged signature [15]
YJ[15] n? -1 Foraged signature [16]
WHH [16] n? -1 Foraged signature [14]
HLO1 [6] n? -1 Foraged signature [17]
ZFL [17] n? -1 Foraged signature [14]
YSH [14] n? -1 Unknown key attack [14]
Foraged signature [11] and
2 ged sig
Tseng [13] n Key compromise impersonation attack [*]
Shao [11] n? Unknown key attack [12]
HC[7] n? Key compromise impersonation attack [*]
HCH [8] 2 Long-term private keys and one of the four session
n keys give the other three session keys [*]
Table 3. Summarization of multiple key agreement protocols
Protocol Signature Shorf—term Verification
public key
? .
HL98 [5] Sy :xA_gl‘“tAz(rAl"'rAz) Lipn=8"" Yy =g™ -(l‘A]-l‘Az)gtAlu2
YJ[15] Sp=x, =y 1)1y +1y,) tiin =g'“‘2 yAﬁgsA -(tAl-lAz)t“t“
?
WHH[16] SA =XA —H(tAl-tM)(l’Al'i‘VAz) tAl/zzgrAlyz **yAzgsA .(tAl.tAz)h(tAl‘tAz)
HLO1 [6] Sy =Xy Ll —Lpla Lip=8"" Y4 =g" H
ZFL [17] S =X =Ly +1) 7y +7) Ly, =8"" Y, ﬁg'YA -(lAl-tAz)(t““H“)
?
YSH [14] S =%, = ®1) 1y 1) L, =8"" y,=g™ -(tAl-tAz)(t“@t“)
tA :g"/ll+rA2 B B ,
Tseng [13] Syty=x,—t,(r,+r,) 1y =y ty=tn s Ly, =t gt
tA :grAl‘*'rAz R
Shao [11] Sy =Xt =ty +1,) 1y +74) S t, :tﬁ?] 'l‘jg ’yi{* :tj’A'”Az).gSA
A B
S,OK =0, —1,)x, r (tg1~t4) @K (L ®tys)
HC [7] Lap =g |y = g (g ) e
=, 1)1y +14)
h, = g hy =) 1,
HCH 8] T fin =g 7
Sy =x,—h,(ry,+r,) y,=8" '(tAl'tAz)hA




3. The proposed key compromise impersonation attack on Tseng's
protocol

For key compromise impersonation attack on Tseng's protocol [13], the adversary computes

(tBI Ay oSy ) as follows:

o\ (ol
thz(J/BBI) s g1 =Y4 > Sprlpg=—tlp , lp=8yg
Then he sends (t olp »S B) to 4. After receiving these values, 4 verifies the signature as

follow,

-1
X! X! ! ol X4 4 ol
i =tpl =Yy =8 , U=l = (yé”) =yg'

-1

t
lg =ty =8 VE'

t syt G\ s t -t
yB:tBBl,gBB:(g.yBBI) gttt =glny g T =y

As we observed in the above equations the user A verifies message (t ,lp,»S B) have

generated by user B while he has not a role in the protocol. Finally 4 computes the session keys
as follows:

-1\ " -1

— ¢ T — gl — T — Ip1 — ¢im
K =t,"=g" , Ky=t," = (yB ) =14

K. =t Ty — ola K =t Tz — I 2 _tt;l
2=l T EET , By =l =\ Vs =l

Because the adversary knows (f anny 2) , he can easily compute K; andK ,. So Tseng's

multiple key agreement protocol is vulnerable to key compromise impersonation attack.

4. The propose key compromise impersonation attack on HC protocol
The adversary, for key compromise impersonation attack on protocol HC [7], can select
(tB] ’th) such that 5 =f; .Sot, —t, =0,1, ®t, =0 and the verification equation is
as follow:

Sp OK =g —1,)% 5 — (g, O14,) (15, +75,)
=(0)x 5 —=(0)(ry, +75,)=0



Therefore the adversary can sign the equal values (t olp ) by s, =K ,, signature and whereas

he knows A's long-term private key, it is not difficult for him to compute s, =K ,, =y *. So

the HC protocol is insecure against key compromise impersonation attack.

4.1. Review of HCH protocol

As we showed in Table 2, the HCH protocol [8] is the most secure multiple key agreement

protocol. But in the following we show that HCH protocol has the same weakness as what Shim

[12] proposed on Shao protocol [11]. Let the adversary has obtained long-term private key of the
both participants, so he can easily compute the following values:

) -1

(rAl +VA2) = (xA =Sy )(tAlf 'tAz)

-1
(rBl +r32) z(xB —Sp )(t;f 'tgz)

Then he computes the following equations:

tBl(rAl+rA2) =g’i41"31 ,gVAZVBI =K1 .K3 ()
th(mwz) :grAerZ _gr“r“ :K2 -K4 2)
tAl(rEl+rBz) =ng31 .g’Aerz =K1.K2 3)
() grin gt ZK K @

So if the adversary can obtain one of the four session keys, he can compute the other three
session keys. For example if the adversary knows K| he can obtain K,and K, from (1,3) and

then compute K, from (2 or 4).

5. The proposed protocol

5.1. Description of the proposed protocol

The utilized signature in the proposed multiple key agreement protocol is based on the signature
scheme of HCH [8]. Description of the proposed protocol showed in Fig. 1 is as follows:

e A4 generates two random numbers r,, and 7,, and computes the short-term public keys

T41 T4

ty1=€"  ty; =2 " andt,. Thenshesigns f,, and t, as follows:
S4 :xA_(y;Al'tAz)(rAl+rA2)
She sends (tAI,tAZ,tA,SA) to B.

Also B executes the same computation as 4 and sends (l‘ g1:lpaslpsSp )to A.



e A4 upon receiving the message from B verifies B's signature by checking the following
equation:

V, :) gsB '(tB .th)(tf;i.th)
If the above equation verification fails 4 terminates the execution, otherwise she computes
the session keys K, =1, =g"™"™ for i,j €{1,2}
e Also B upon receiving the message from A verifies A's signature as follows:
Y4 = g™ '(tA 'tAz)
If the above equation verification fails 4 terminates the execution, otherwise she computes

the session keys K, =z, =g™" for i,j €{l,2}

i

x
(tA[i ‘t,:z)

A B
(XA,YA) (xB’YB)
Tastas € 2, Ta1:752 €r £,
. -
ty=8" ty,,=g" tgy=8"" ty,=8"
T4 \ _ ”
S4 =Xy _(y/}z1 'tAz)(rAltAl Tryalys, Sp =Xp _(J’AB1 'th)(rBltBl —H’th“)
(tAl’tAZ’SA)
—
(tBlftBZ’SB)
<—
? ‘ (’;i"gz) ? ) thet
vo=g" (1) yaz g (tly ot )
Ty Tyilp: i
Kl/ :tBi Y =g i KU :tAjrBi :grA/rB’
i,j 6{1,2} la.] 6{1:2}

Fig. 1. The proposed multiple key agreement protocol

5.2. Security analysis of the proposed protocol

In the following we discuss security analysis of the proposed protocol to show that it is more
secure than the existent multiple key agreement protocols.

o  Known-Key security: This says that the adversary who has obtained one or more session
keys is unable to compute the next session keys. In the proposed key agreement protocol

suppose that the adversary knows the session keys of a session, K, =17, = g™ for




i,j =12.1Itdoes not give adversary any useful information to compute the next session
keys. Because for computing the session keys short-term private keys 7, ~and Ty, that be

changed in each session are used. So the proposed multiple key agreement protocol is
secure against Known- Key attack.

Unknown key security: In the sectionl we illustrated this attack. The adversary C for
executing this attack on the proposed protocol intercepts the sent message from A. Then

he must sign the values (t Ry 2) by using his private key as follow:

7, 2
Sc =X¢ _(yBH 'tAz)(rAl +rA2)
It is clear that the adversary cannot make this signature because he does not know the
random values 7, or 7, and solving discrete logarithm problem is requirement to obtain

r, or r, . This problem is a hard problem, so the proposed protocol is resistant to

Unknown key attack.
Key compromise impersonation attack: In this attack the active adversary C who knows 4's
long-term private key wants to impersonate B to 4. In the proposed key agreement protocol
if the adversary who knows x , wants to execute this attack, he should make the a signature

on the (tBl,th)as:

7, 2
Sp =Xp _(J’AB] 'th)(rBl +r32)
Because he does not know B's private key ,x  , it is clear that he cannot compute the

signature S 5 . So the proposed multiple key agreement protocol is not vulnerable to key

compromise impersonation attack.
Perfect forward secrecy: This property emphasizes that the previous session key should not
be exposed by revealing the long-term private key of both participants. In the proposed

protocol the adversary who knows both long-term private keys X , and X , cannot compute

the previous session keys because computing the session keys depends on knowing one of
the short-term private keys of participants and this is equal to solving discrete logarithm

problem. In addition the adversary by using both long-term private keys x , and x

cannot obtain the random values 7, or 7, from s, . The equation of used digital

signature scheme is represented in (5).
Sy =Xy _(y;4l'tA2)(rA1+rA2) (%)
The adversary who knows the values (¢,,,¢,,,x ,,X 5,5, ) transforms (5) to (6).

(xA _SA):(rAzl—i—rAZ) (6)

([jlf 'tAz)il



Left hand side of (6) is an obvious value for adversary but obtaining r, or r, is equal to

exhaustive search in the group G and this is equal to solving discrete logarithm problem. So
under the intractability of the discrete logarithm problem assumption, the proposed
protocol satisfies perfect forward secrecy.

5.3. More precise analysis of the proposed protocol

Let adversary in our protocol multiplies S , and S, as follows:

X 4Xp :(SA _(y;,“ 'tAz)(rAltAl +rA2tA2))
'(SB _(y;m '132)(’”311‘31 +rB2tB2))
=5,5p _(SAtBerl +SAtBZrBz)(y;BI 'tﬁz)

_(tAerlSB ol sSp )()’1:;l 'tAz)
Liladpie YT ailg ot p r
+[ (yBAl 'tAz)(yAE] 'th)

T ol aol gV g1 T ol 5ol

Then we have the following equation:

. ) , —s eyttt r —sg(t3B 4y,
gx“,; ZKAB ngAsR '(tggll 'tgz) A(m BZ)‘(IAII ‘tAz) B(A] 4 ) (7)

'y .
g1 '[32)<’A1 "Az)

.(Kl"/ﬂ"ﬂl .K2’.41 ,K;Bl 'K4 )(

Sides of equation (7) are dependent to the both participant's private key. Therefore if the
adversary can obtain all four session keys of a session he cannot compute K ,, without owning

one of the both participant's long-term private key and this means that the participants are
authorized to use all four(n *ina general case) session keys.

Let the adversary has obtained the both participant's long-term private key and wants to make
the discussed attack on HCH protocol in section 2.3. In this case he computes the following
equations:

-1
(i +74) :(xA —S, )(tjf 'tAz)

-1
(), +75,) :(XB —Sg )(t;i' 'tgz)

Then he computes the following equations:
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¢ (rf+ran) _grAzerl
B1 -

Lo 2B — A,
g =K -K,
¢ F+742) _ o T8 L o Ta2T82 =Kn.K
B2 _g g - 2 4

(31 +782) _ o T4 Lo B2 — B1,
L =8 8 =K -K,

(531 +152) _ o Taalin Lo By — T,
L =8 g =K -K,

According to the above equations the adversary who knows the three session keys cannot
compute the fourth session key. Therefore the proposed protocol is more secure than HCH
protocol and is the most secure multiple key agreement protocols (See Table 2). Note that in the
proposed protocol each party generates two random numbers same as the previous multiple key

agreement protocols and the added computation only is computing of ¢, and ?, for 4 and B

respectively.

6. Conclusion

In this paper we reviewed multiple key agreement protocols and made attacks on some of them.
Then we introduced a new and efficient multiple key agreement protocol and we showed that the
proposed protocol is the most secure and efficient multiple key agreement protocols. At the end
we concluded that all key agreement protocols that use digital signature schemes without hash
function do not completely satisfy all security properties and the proposed protocol that is the
best multiple key agreement protocols still has a partial weakness.
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