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Abstract. This paper describes a new method in pairing-based signature schemes for identify-
ing the invalid digital signatures in a batch after batch verification has failed. The method more
efficiently identifies non-trivial numbers, w, of invalid signatures in constrained sized, N, batches
than previously published methods, and does not require that the verifier possess detailed knowl-
edge of w. Our method uses “divide-and-conquer” search to identify the invalid signatures within
a batch, pruning the search tree to reduce the number of pairing computations required. The
method prunes the search tree more rapidly than previously published techniques and thereby
provides performance gains for batch sizes of interest.

We are motivated by wireless systems where the verifier seeks to conserve computations or a
related resource, such as energy, by using large batches. However, the batch size is constrained by
how long the verifier can delay batch verification while accumulating signatures to verify.

We compare the expected performance of our method (for a number of different signature schemes
at varying security levels) for varying batch sizes and numbers of invalid signatures against earlier
methods. We find that our new method provides the best performance for constrained batches,
whenever the number of invalid signatures is less than half the batch size. We include recently
published methods based on techniques from the group-testing literature in our analysis. Our new
method consistently outperforms these group-testing based methods, and substantially reduces
the cost (> 50%) when w < N/4.

Keywords Pairing-based signatures, Batch verification, Invalid Signature Identification, Identity-
based signatures, Short signatures, Wireless networks

1 Introduction

In many network security and E-commerce systems that use batch signature verification, the
verifier does not have the freedom to accumulate arbitrarily large batches of messages and
signatures to maximize the efficiency of the batch verifier. Typically the batch size is con-
strained by how long the verifier can delay verification of early arriving messages while waiting
to accumulate additional messages for the batch. In such applications, whenever a batch fails
verification, the verifier then chooses the best method available to identify the invalid signa-
tures. The choice is determined by the size of the batch, and perhaps based on some belief
about the likely number of, or some estimate of the bound on the number of, invalid signatures.

When the system is part of a data rate limited wireless network, the signature scheme
of choice is often a communication efficient bilinear pairing-based scheme.Some examples of



such systems are: some secure wireless routing protocols [25,41, 33, 26]; secure accounting and
charging schemes or schemes to provide incentives to nodes for exhibiting desirable behav-
ior [31,5,17,28,44]; authenticated localization messages and safety messages (vehicular net-
works) [32, 30, 43]; and authenticating bundled data messages in delay (or disruption) tolerant
networks [10, 37]. This choice is justifiable if the need for communication efficiency justifies the
higher processing costs of these schemes compared to 1) conventional signature schemes such
as ECDSA [13], or 2) signature schemes using implicit-certificates [1,29, 4]. Such pairing-based
schemes include short signature schemes [3, 6] and bandwidth efficient identity-based signature
schemes [7, 6, 40, 6].

When batch verification fails, a number of methods have been proposed, primarily for large
batches, to identify the invalid signatures in batch verifiable, pairing-based signature schemes.
These proposals include “divide-and-conquer” (DC) methods such as Fast DC verifier [27] and
Binary Quick Search [18], and methods that significantly augment DC with other techniques
(i.e., hybrid methods) [21], and some specialized techniques that are practical for batches with
only a very few invalid signatures [18]. Recently, methods based on group testing have been
proposed [42]. However, no methods have been proposed specifically for constrained batches.

Our contribution.

In this paper, we present a new method for finding invalid signatures in pairing-based
schemes based on hybrid divide-and-conquer searching. The method outperforms earlier hybrid
divide-and-conquer methods when N is constrained (16 - 128) and w < N/2. We compare our
method with earlier work for a number of pairing-based schemes and present the results using
cost parameters drawn from a realization of the Cha-Cheon [7] signature scheme at the 80 bit
and 192 bit security levels. Our analysis can be easily applied to other schemes and at other
security levels. Our new hybrid method seeks to identify more invalid signatures in each (sub-)
batch than earlier hybrid methods before resorting to sub-dividing the (sub-)batches. The new
method reduces the number of computations required whenever w < N/2.

Recently group testing algorithms [9] have been proposed for use in identifying invalid
signatures in batches [42]. However, many group algorithms assume that w (or an upper bound)
is known. If the estimate d of w must be precise in order to obtain good performance, then
such methods will not be useful in practice. We compare the expected performance of our
method against the best methods in [42] for use in single processor systems. We find that our
new method, as well as some earlier methods, always significantly outperform the proposed
group testing methods, even when w is precisely known. We also examine the impact of an
inaccurate estimate on the expected performance of the method in [42] which has the best
worse case performance in our setting when w is known precisely. We find that even when the
estimate is good (d, = 2w), the impact on performance is severe when 2 < w < N/2.

2 Notation

In this paper we assume that pairing-based schemes use bilinear pairings on an elliptic curve
E, defined over F,, where ¢ is a large prime. Gy and G2 are distinct subgroups of prime order
r on this curve, where G is a subset of the points on E with coordinates in Fy, and Gz is a
subset of the points on £ with coordinates in F q, for a small integer d (the embedding degree).



The pairing e is a map from Gy X Gs into Gy where Gr is a multiplicative group of order r in
the field Fga.

Once the initial batch verification is performed, the costs of the methods for finding the
invalid signatures in a batch are dominated by the cost of a product of pairings computations,
CstMultPair, and the cost of multiplying two elements of G, CstMultGr. A cost that can be
significant in large batches for some methods is the cost of additions in G;, CstAddGq, (or
additions in Gg). The other operations used in the methods discussed in this paper, such as
exponentiation CstExptGr(t1) in Fya (for small #;), computing an inverse in Gr (CstlnvGr),
multiplying an element of G or Ga by a modest sized scalar ¢, i.e.,c < N, has minimal impact.

3 Background

Fiat [12] introduced batch cryptography, and the first batch verification signature scheme
was that of Naccache et al. [24] for a variant of DSA signatures. Bellare et al. [2] presented
three generic methods for batching modular exponentiations: the random subset test, the small
exponents test (SET), and the bucket test, which are related to techniques in [24, 38].

A number of pairing-based signature schemes have batch verifiers which use the small
exponents test, many of which have the form

N n—1 N
e <Z BZ', S) = H e (Z Di,h7Th> (1)
1=1

h=1 i=1

where S and T}, are system parameters. Examples when i = 2 include Boneh, Lynn and
Shacham short signatures [3], when the batch consists of messages signed by a single signer or
a common message signed by different signers, the Cha-Cheon identity-based scheme [7], and
the scheme of Xun Yi [39] as interpreted by Solinas [35]. Examples of schemes that have this
form with n = 3 include the Camenisch, Hohenberger, and Pedersen (CHP) short signature
scheme (for a common time period [6]) and a recent proposal of Zhang et al. [43] for signing
and batch verifying location and safety messages in vehicular networks.!

3.1 Identifying Invalid Signatures

Methods for identifying invalid signatures fall into three categories: divide-and-conquer meth-
ods [27,18], exponent testing methods [19, 20,36, 18], and hybrid techniques [20,21] which
combine aspects of divide-and-conquer and other methods.

Divide-and-Conquer Methods Pastuszak et al. [27] first investigated methods for identi-
fying invalid signatures within a batch. They explored divide-and-conquer methods for generic
batch verifiers, methods that work with any of the three batch verifiers studied by Ballare
et al. In these methods the set of signatures in an invalid batch is repeatedly divided into
d > 2 smaller sub-batches to verify. The most efficient of their techniques, the Fast DC Verifier

! Some of these schemes are defined for pairings where G; = G. In CHP short signatures one of the pairings
has the form e (Th, Zi\;l Dlh) For simplicity of presentation we ignore such distinctions in the remainder

of this paper.



Method, exploits knowledge of the results of the first d — 1 sub-batch verifications to determine
whether the verification of the d*" sub-batch is necessary. Performance measurements of one of
the methods of [27] for the Boneh, Lynn and Shacham (BLS) [3] signature scheme have been
reported [11].

In [18] a more efficient divide-and-conquer method, called Binary Quick Search (BQS),
for small exponents test based verifiers was presented. In this method a batch verifier that
compares two quantities, X and Y, is replaced with an equivalent test A = XY !, and the
batch is accepted if A = 1. The BQS algorithm is always as least as efficient as any d = 2™ary
DC Verifier [22]. The upper bound of the number of batch verifications required by BQS is
half that of the Fast DC Verifier for d = 2 [18].

Exponent Testing Methods The first exponent testing method, developed by Lee et al. [19],
was capable of finding a single invalid signature within a batch of “DSA-type” signatures. Law
and Matt presented two exponent testing methods for pairing-based batch signatures, the
Exponentiation Method and the Exponentiation with Sectors (EwS) Method, in [18]. Both
methods use exhaustive search during batch verification, resulting in exponential cost.
Ai—1 N
The Exponentiation Method replaces (1) with g = [] e <Z D; p, Th> where D; g = B;

h=0 \i=1
and Tp = —S. If g is equal to the identity, the batch is valid. Otherwise compute «;, for

1<j<w,

A—1 N
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and perform a test on the values o, j_1,...ap. For j = 1, test whether a; = o' has a

solution for 1 < z; < N using Shanks’ giant-step baby-step algorithm [34]. If successful, w = 1

and 27 is the position of the invalid signature. In general the method tests whether

J t—1
o = (a7 (3)
t=1

has a solution where p; is the tth elementary symmetric polynomial in 1 < z; <... < z; < N.
The authors show that the tests can be performed in O(v/N) for j = 1 and O(N7=1/(j — 1)!)
for j > 2 multiplications in F 4. If a test fails increment j, compute «;, and test. When j = w
the test will succeed, and the values of z1, ..., z,, are the positions of the invalid signatures.

The Exponentiation with Sectors Method uses two stages. In the first stage, the batch is
divided into approximately v/ N sectors of approximately equal size and the Exponentiation
Method is used, where each D;j within a sector is multiplied by the same constant to identify
the v invalid sectors. In the second stage, the Exponentiation Method is used to find the invalid
signatures within a batch consisting of the signatures from the v invalid sectors.?

Hybrid DC Methods Lee et al. [20] applied their approach for DSA-type signatures to
identifying a single invalid signature in batches of RSA signatures. They addressed the problem

2 The EwS method is always outperformed by one or more of the other methods we discuss in this section in
our setting; therefore we do not discuss the performance of this method in Section 6.



of identifying multiple invalid RSA signatures by using their RSA method in a DC method.
Each (sub-)batch is tested using their RSA method. If the (sub-)batch has multiple invalid
signatures, it is divided and its child sub-batches are tested. If a (sub-)batch has a single
invalid signature, that signature is identified; if a (sub-)batch has no invalid signatures, that
(sub-)batch is not tested further. Otherwise the (sub-)batch is divided and its child sub-batches
are tested. However, Stanek showed in [36] that their approach for RSA signatures is not secure.

In [22] Matt presented two hybrid DC methods. The first, called Single Pruning Search
(SPS), uses (2) and (3) for 0 < j < 1 to identify single invalid signatures in (sub-)batches
until the root of every maximal sub-tree of the search tree with a single invalid signature is
identified. This method is somewhat similar to the Lee et al. method for RSA signature batches
with multiple invalid signatures.

The second method, Paired Single Pruning Search (PSPS), extends SPS with an additional
test. When a (sub-)batch B has two or more invalid signatures, « f, is computed for the left
child sub-batch of B, and if both child sub-batches have invalid signatures, then ag g = ag-oyy lL
is calculated for the right child sub-batch. Then a1 = aghy, - ag'; is tested for a solution where
the exponents are restricted to the set of ¢’s used in the child sub-batches. A solution will exist
whenever both child sub-batches have a single invalid signature. The additional test determines
if the two child nodes are both roots of maximal sub-trees of the search tree with a single invalid
signature, without computing a1, and aq g.

4 A Hybrid DC Method Exploiting w = 2 Maximal Sub-Trees

Hybrid divide-and-conquer methods operate on (for simplicity) a binary tree 7" with w > 1
invalid signatures whose root node is the batch, and each pair of child nodes represents the
two nearly equal size sub-batches of their parent. The SPS and PSPS methods search down
though T until the roots of the w maximal sub-trees ST;, i = 1, .., w, of T, which represent sub-
batches that have a single invalid signature are reached and tested. The Triple Pruning Search
method we describe in this paper searches down through 7' until the roots of the maximal
sub-trees ST2;, 1 =1,..,v, of T, which represent the sub-batches that have exactly two invalid
signatures, and the maximal sub-trees ST'1;, j = 1,.., w — 2v, which represent sub-batches that
have a single invalid signature and which are not a sub-tree of any of the ST2; sub-trees, are
reached and tested.

Let B be the batch. |X| is the size the (sub-)batch X of B, lowbnd(X) is the index in
B of the lowest position signature in X, w(X) is the number of invalid signatures in X, and
invalid(X) is the set of invalid signatures in X. If T is a binary tree and X is sub-batch, then
X is the sibling of X.

4.1 Triple Pruning Search (TPS) Method.
The recursive algorithm below describes the Triple Pruning Search (TPS) method on a batch

B, which is a list of N = 2" h > 2, randomly ordered message / signature pairs ((m1, s1),. ..,
(mny, sn)), where the signature components are verified elements of the appropriate groups.
On the initial call to TPS(X), X = B.

TPS(X) includes the initial batch verification (lines 2 through 4). When X = B, Gety(B)
computes ag p following the SET algorithm, and then computes a; }3. The test agp = 1
determines whether w(B) = 0. ’



Algorithm 4.1 TPS (X) (Triple Pruning Search)

Input: X — a list of message / signature pairs.
Output: A list of the invalid pairs in the batch.

1: if X = B then

2: Qo [B] < Geto(B)

3 if ap,(p) = 1 then

4: return

5: aiq,[B] Getl(B)

6: z < Shanks(B)

7 if z # 0 then

8 print (m.,s.)

9: return
10: ay,[p) < Geta(B)

11: (21, 22) + FastFactor(B)
12: if 21 # 0 then

13: print (m.,,s.,), (M, Sz,)
14: return

15: (SearchLeft, SearchRight) < T PSQuadSolver(X, Left(X), Right(X)) .
16: if SearchLeft = true then

17: TPS (Left(X))

18: if SearchRight = true then

19: TPS (Right(X))

20: if X = B then

21: PrintList() // Prints the sorted list of invalid message / signature pairs

22: return

Lines 5 through 9 determine whether w(B) = 1, and if so they locate the invalid signature.
Geti(B) computes aq g in about 72 - N - CstAddG + CstMultPair operations using the partial
results from the computation of ag g, and then computes 041_}3' Shanks(B) is used to locate a

single invalid signature. Shanks(X) tests whether a1 y - (ag )¢ = (ap.x ) has a solution with
I <d<s+land 0 <c <t where s = /|X|,t = |X|/s and | = lowbnd(X). If w(X) =1,
Shanks(X) returns d+ ¢+ s, the position of the invalid signature. If w(X) > 1, then it returns
0. Shanks(X) uses the giant-step baby-step algorithm [34].

Lines 10 through 14 determine whether w(B) = 2, and if so they locate the two invalid
signatures. Geta(B) computes ag p in about - N -CstAddG + CstMultPair operations using the
partial results from the computation of a1 g and ag g, and then computes oy ]19. FastFactor(B)
is used to locate the pair of invalid signatures. FastFactor(X) tests whether 0/217 x - (al_j()” .
0‘82)( = ag‘;( has a solution with 2/ +1 < n < 2(l+|X|) —1 and 1 < m < |X| — 1, where
= lowbnci(X); if so, then zo = (n+m)/2 and 21 = (n —m)/2 with z9 > z; are the positions
of the two invalid signatures. If w(X) = 2, FastFactor(X) returns (z1, 22). If w(X) > 2,
FastFactor(X) returns (0,0). See Appendix A.3.

In line 15, the function TPSQuadSolver(X, Left(X), Right(X)) determines whether X
has two or fewer invalid signatures in its left sub-batch Left(X) and two or fewer invalid
signatures in its right sub-batch Right(X). TPSQuadSolver places the locations of the invalid
signature it identifies in a list which PrintList() outputs.



4.2 TPSQuadSolver(Parent, Left, Right)

The algorithm on page 8 describes the T'PSQuadSolver(Parent, Left, Right) function on a
(sub-)batch Parent with |Parent| = 2", h > 2, and w(Parent) > 3. Left and Right represent
the two equal size sub-batches of Parent.

TPSQuadSolver(Parent, Left, Right) uses Geto(Left) to compute o rft (and ozaieft),
which requires a CstMultPair computation as well as some comparatively minor cost computa-
tions in Gj. Lines 3 through 8 determine whether all of the invalid signatures in Parent are in
either Left, Right, or are divided between the two. If both Left and Right have at least one
invalid signature then Gety(Right) is used to compute ag right (O‘a,}%z‘ght) with negligible cost.?

If T'Scap > |Parent| > 4, TriFactor(Parent) is used (line 11) to determine whether case
1) w(Left) = 2 and w(Right) = 1, or case 2) w(Left) = 1 and w(Right) = 2; otherwise it
fails. T'riFactor(Parent), see Appendix A.4, uses the function TriSolver to test case 1 and if
that fails, case 2.

Case 1) TriSolver(P = Parent, L = Left, R = Right)

If o p - (ao—j%)zg . (al_jg)”L - (g g)" - agf; = 048%2 has a solution with 2l; +1 < ny <
2l + L)) = 1,1 < mp < |L| =1 and lg < 23 < lg + |R|, where [, = lowbnd(L) and
lr = lowbnd(R), then zo = (nr, +myz)/2 and z; = (ny, —mp)/2 where zo > z; are the positions
of the two invalid signatures in L, and z3 in R.

Case 2) TriSolver(P = Parent, R = Right, L = Left)

If 0/21713 . (ozai)z% . (ai}i)”R . (aévL)"R'zl . agf; = ozglg has a solution with 2lp + 1 < ng <
20lg+ |R|) = 1,1 <mp < |R|—1and I < 2z < lp + |L|, then z3 = (ng + mg)/2 and
zo = (nr — mpg)/2 where z3 > z9 are the positions of the invalid signatures in R, and z; in L.

If w(Parent) = 3, TriFactor(Parent) returns the positions of the three invalid signatures,
which are added to the list of invalid signatures (line 13).

If |Parent| = 4 and TriFactor(Parent) fails, then the positions of the four signatures in
Parent are added to the list of invalid signatures (line 16).

If |Parent| > 4 and TriFactor(Parent) failed (or was not used), then Get; is used to
compute a1 reft (and al_ieft) as well as ai gigne (and ai}%ight) with approximate total cost
CstMultPair (line 19).

If the following Shanks(Left) test succeeds, then Gety(Right) can compute g right =
Qg pa,«ent-af’lL oft and its inverse efficiently with cost 2 CstMultG +2 CstlnvG + CstExptGr(t1),
where t; < [loga(N)]. This cost is much less than CstMultPair, we ignore this cost in Sec-
tion 5. Next if T'riFactor(Parent) was not used, then FastFactor(Right) is used (line 24)
to test whether w(Right) = 2 and if so, identify the two invalid signatures in Right. If
TriFactor(Parent) was used, it must have failed, and so would FastFactor(Right).

If the Shanks(Left) test (line 20) fails, then Shanks(Right) (line 30) is used to test the
right sub-batch. If that test succeeds, then by exchanging Left and Right, the preceding
paragraph describes the function of lines 31 through 38.

If w(Left) > 2 and w(Right) > 2, then Gety is used to compute o repr and oo pight and
their inverses, with approximate total cost CstMultPair (line 40), followed by tests of Left and
Right using FastFactor.

3 . . . . . 1
i, right where 4 = 0,1,2 can be computed inexpensively if a; ref: is known by o right = @i, Parent QG Leftr

7



Algorithm 4.2 TPSQuadSolver(Parent, Le ft, Right)

Input: Parent, Left, Right — the lists of message / signature pairs.
Return: (SearchLeft, SearchRight) — control behavior of TPS
1: (Z1, 22,23, Z4) — (0, 0,0, 0)

2: ag,[pefy <+ Geto(Left)

3: if ag [Lefy = 1 then

4: copyAlphasAndInverses(Right, Parent);

5: return (false, true)

6: if Qo [Left] = Xo,[Parent] then

7 copyAlphasAndInverses(Left, Parent)

8: return (true, false)

9: ag,[right) < Geto(Right)

10: if T'Scap > |Parent| > 4 then // T'Scap = 8, see Section 6

11: (#1, 22, 23) < TriFactor(Parent)

12: if z1 # 0 then

13: AddTOLiSt(Zl7 22, 23)

14: return (false, false)

15: if |Parent| = 4 then

16: 1 < lowbnd(Parent); AddToList(z,7 + 1,4 + 2,43 + 3)
17: return (false, false)

18: SearchLeft « false; SearchRight + false

19: i (refy ¢ Geti(Left); oq (righy < Geti(Right);
20: z, < Shanks(Left)

21: if z; # 0 then // w(Left) =1

22: Q2 [Right] Gets (R’Lght)

23: if |Parent| > T'Scap then

24: (#3, z4) < FastFactor(Right)

25: AddToList(z1, 23, 24) // zeros are not added to the list

26: if 23 = 0 then

27: SearchRight < true

28: return (false, SearchRight)

29: else // w(Left) > 2

30: z3 < Shanks(Right)

31: if 23 # 0 then // w(Right) =1

32: Q2 [Left] < Getg(Left)

33: if |Parent| > T'Scap then

34: (21, 22) + FastFactor(Left)

35: AddToList(z1, 22, 23) // zeros are not added to the list
36: if z1 =0 then

37: SearchLeft < true

38: return (SearchLeft, false)

39: else // w(Left) > 2 and w(Right) > 2

40: ag [ref] < Geta(Left); as [righy < Geta(Right)

41: (21, 22) < FastFactor(Left); (23, z4) < FastFactor(Right)
42: AddToList(z1, 22, 23, 24) // zeros are not added to the list
43: if z1 =0 then

44: SearchLeft < true

45: if z3 =0 then

46: SearchRight < true

47: return (SearchLeft, SearchRight)




5 Expected Cost of the New Method

TPS requires that initial batch verification is performed using the Small Exponents Test. For
simplicity, we assume that the batch verifier is of the form app = H,ﬁl;o e (Zfi 1 Diyh,Th>.
The cost of this process for Cha-Cheon signatures (i = 2) includes first checking that the
signature components are in G, (and that the authenticated system parameters T}, are in Gg)
then computing the terms Zfil D;p,h = 0,1 1in G1, and finally computing o p and testing
whether ag g = 1. If ag g # 1 compute 0‘(7,}3-

If ag,p # 1 (and all D;p € G1), then assuming that the intermediate values D; ) are re-
tained, the cost of computing a; p and the cost of computing oo p are each i - |B| - CstAddG,
+ CstlnvGt + CstMultPair. Since CstinvGt < CstMultPair, we ignore the cost of computing
the inverses.

If w = 1, the cost of TPS, not including initial verification, is | B|-CstAddGy + CstMultPair
plus the average cost of a successful Shanks(B), which is 31/|B| CstMultGr.

If w = 2, the cost is 2(A-| B|-CstAddG; + CstMultPair)+2+/|B| CstMultGr +} | B| CstMultGr),
which is the cost of computing the two products of pairings, including their inputs, a failed
Shanks(B), and the average cost of a successful FastFactor(B).

If w > 2, the cost includes the term 2(7 - | B| - CstAddG + CstMultPair) +2+/|B| CstMultGt
+3|B| CstMultGr, which is two products of pairings computations, a failed Shanks(B), and
a failed FastFactor(B). In addition the cost includes the cost generated by the recurrence
relation R(rpg)(w, M) below, with |B| = 2" where h > 2, and on initial call M = |B| and
w(B) > 3.

R(TPS)(wa M) =

(

0, w=0,1,2,
w > M,

i (M2 (M) (R rps)(w — 4, M/2) + Rrps) (i, M/2)

1=0
+ C(TPS) (’U) - 7:’ 7:7 M/Q))
(]\/[) 9

where the cost functions Cpg) (-, -, ) are given in the following table. Note that CstMultGt <
CstMultPair, so we ignore small numbers of CstMultGy. For both T'Scap > M > 4 and
for M > TScap, Crpgy(w,0,M/2) = Cpg)(0,w, M/2) = CstMultPair, Cppg)((w —2) >
Q,Q,M/Q) = C(TPS)<27 (w - 2) > 2,M/2) and C(Tps)(<w — 7,) > 2,1 > 2,M/2) = C(TPS)(i >
2, (w—i) > 2, M/2).



Costs
Argument CstMultPair CstMultGr
M=4 C(res)(1,2, M/2) 1 20+ 14V2 pp 4 953V2 2
Caro@LM/2)| 1 B B
Crrps) (2,2, M/2) 1 U4 3 M2
TScap > M > 4 C(rps) (1,2, M/2) 1 40+3124\/§M n 9+§’2‘/§M2
C(rps)(2,1, M/2) 1 1282%4\@]\4 + 33+3:;\/§M2
Cerpg)(1, (w —1) > 2, M/2) 2 4V + UM + 22
Cerps)((w = 1) > 2,1, M/2) 2 0 /M + UM + M2
Crres) (2,2, M/2) 3 AV/M + 11M + 32
Crps)((w —2) > 2,2, M/2) 3 4/ M +123M + 3 M2
Crrps)(w — i) > 2,i > 2, M/2) 3 AV/M + 141 M + 302
M > TScap C(rps) (1,2, M/2) 2 g\/ﬂ+ %M
Crps)(2,1, M/2) 2 10/37 + U
C(TPS)(la(w—l) > 2,M/2) 2 4N+ M
Cirps)((w —1) > 2,1, M/2) 2 /M + M
Crps) (2,2, M/2) 3 A/M + UM
Crrps)((w = 2) > 2,2, M/2) 3 AWM +T7iM
Crps) ((w — i) > 2,i>2,M/2) 3 AN/ + OM

6 Performance

All of the methods discussed in this section perform initial batch verification in a similar
manner. For Cha-Cheon signatures, they all check that the signature components are in Gy,
then compute g for the batch, and then test whether ag = 1. There are some slight variations
in how the terms ZZ]\L 1 Di » are summed, but the cost in each case is the same. In Sections 6.1
we compare the expected performance of TPS against the methods discussed in Section 3.1
and in Sections 7.1 against the group testing based methods, once the initial batch verification
has failed. See Section 5 and Appendix A for the derivations of the costs presented below and
additional discussion of the performance of the methods.

We use Cases A and E of [14] for Cha-Cheon signatures to give an indication of how our
results change with variations in the relative cost of operations.* In Case A, the group order
r is a 160-bit value, the elliptic curve E is defined over F,, where ¢ is a 160-bit value, and the
embedding degree d = 6. In Case E, the group order r is a 384-bit value, g is a 384-bit value,
and the embedding degree d = 12. All costs are given in terms of the number of multiplications
(m) in F,, assuming that squaring has the same cost as multiplication, using the following
estimates from Granger, Page and Smart [14], Granger and Smart [15], and Devegili et al. [8].

4 The most important factor in the relative performance of all the methods is the ratio of CstMultPair to
CstMultGr. The ratio of CstMultPair to 7 - |B| - CstAddG is much less significant in our setting.
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— For Case A, 1 double product of pairings = 14,027m, 1 multiplication in Fye = 15m, 1
addition in Gy = 11m.

— For Case E, 1 double product of pairings = 104,316m, 1 multiplication in F12 = 45m, 1
addition in G; = 11m.

6.1 Peformance TPS vs Earlier Methods
Figures 1 through 4 show the expected cost of TPS, PSPS, SPS and BQS, the Exponential
method, as well as testing the signatures individually, in units of multiplications in .

221 €1 224 €1

2% Key

—_—TPS
— PSPS
—— SPS
Expon.
—— BQS

— — N individual

Multiplications 1n Iy

13 | | | | | Il | | 16 | | | | | | | Il
2 T T T T T T T T 2 T T T T T T T T
20 9l 92 93 9t 925 96 o7 98 20 9l 92 93 9t 925 96 9T 98
Invalid Signatures Invalid Signatures
(a) Case A (b) Case E

Fig. 1: Number of multiplies in F,, N = 16.

g2t 1 924 1
923 L
1—?
- 922 L
z 21
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5 910
=
= 18
917
1 1 1 216 1 1 1 1 1 1 1 1
26 27 28 20 28 22 2% 2t 2% 26 o7 98
Invalid Signatures Invalid Signatures
(a) Case A (b) Case E

Fig.2: Number of multiplies in Fy, N = 32.
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Fig. 3: Number of multiplies in F,, N = 64.
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28

Invalid Signatures
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Fig. 4: Number of multiplies in F,, N = 128.
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6.2 Percent Difference Comparison of TPS with Earlier Methods

Figures 5 through 8 compare methods relative to PSPS, previously the best performing method
for our setting. We also include two additional divide-and-conquer methods, SPS and BQS,
the Exponential method, as well as testing the signatures individually.

30 + 30 +
25 + 25 +
20 + 20 +
g 15 + 15 +
£ 10+ Key 10 +
£ 5 — TPS 5
?‘QE 0 - 0
~ —5 —— PSPS —5
g-10 4 / —10 +
<]
5715 -+ | — SPS —-15 4+ /
A —20 -20 + /
_o5 | i Expon. _o5 |
—30 BQS —30 /
=35 | —35 + |
—40 + — — N individual —40 +
—45 + | —45 + (
—50 % % % % % % % % —50 % % 1 % % % % %
20 2t 22 28 2t 25 96 o7 98 20 2t 92 28 2t 25 96 o7 98
Invalid Signatures Invalid Signatures
(a) Case A (b) Case E
Fig. 5: Percent Difference Comparison with PSPS, N = 16.
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20 2t 92 93 ot 95 96 o7 98 20 9t 92 23 9% 95 96 o7 98
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(a) Case A (b) Case E

Fig. 6: Percent Difference Comparison with PSPS, N = 32.
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TPS uses successful T'riSolver tests to avoid computing CstMultPair for a’s (and perhaps)
ag’s for child sub-batches. We observe that the O(N?) cost of these tests requires that we
restrict the use of TriFactor to parent batches of size less than or equal to T'Scap (line 10
of Algorithm 4.2); otherwise for larger batches the cost of TriFactor, even when successful,
would become greater than the cost of the a’s and their associated Shanks and FastFactor
tests. In Figures 1 through 8 above, and Figures 9 through 16 in Section 7, T'Scap = 8 which
limits the cost of TriFactor to no more than ~ 140 CstMultGr. Since the ratio of CstMultPair
to CstMultGr for Case A is 1275 : 1 and Case E is 2318 : 1, the cost of TriFactor does not
significantly impact the overall cost of TPS in these figures. However, setting T'Scap = 8 rather
than T'Scap = |B| increases the number of product of pairing computations used by TPS.

7 Group Testing Based Methods

Zaverucha and Stinson [42] recently examined algorithms from the group testing literature for
use in identifying invalid signatures in batches. Like Pastuszak et al., they work with generic
batch verifiers. Zaverucha and Stinson state that for single processor systems, identifying in-
valid signatures using Binary Splitting (same method as the Fast DC-verifier of Pastuszak et
al. [27]) and Hwang’s Generalized Binary Splitting (HGBS) methods have the lowest bounds
on the worse case number of verifications. Here we examine the expected performance of these
algorithms.

Binary Splitting tests an invalid (sub-)batch of size M by first testing L%J signatures
from the (sub-)batch. If this test indicates an invalid signature, a test of the remaining [%1
signatures is required, and the method is applied to both sub-batchs; otherwise the test is not
performed on the sub-batch with the (%1 signatures and the method is applied only to that
sub-batch. Binary splitting is the same method as the Fast DC-verifier of Pastuszak et al. [27].

The HGBS method [16] requires an estimate d,, of the number of invalid signatures in a
batch of size M. The descriptions of the HGBS method which have appeared in the literature
differ slightly. Here we describe the version of HGBS which appears in [16].

G1:
If M < 2(dy — 1) verify the M signatures individually, otherwise compute a € N s.t.
20t > (M — dy +1)/d > 2% and goto G2.

G2:
Test a sub-batch X of size 2¢. If all are valid M < M — 2% and go to G1 for the other
signatures. If X is invalid find one invalid signature in X using a tests via binary search
and dispose of the invalid signature and all valid sub-batches identified during the search.
Create a new batch consisting of all the remaining sub-batches. Set M to the size of this
batch and d,, < d,, — 1 and go to G1.

Note that d,, must be greater than or equal to w, otherwise the method is undefined.’

7.1 Comparison of TPS with Group Testing based Methods

In Figures 9 through 16 we compare the performance of TPS against two group testing methods,
Binary Splitting and HGBS, relative to BQS. We use BQS since it only requires that a batch

5 In [16] d is an upper bound, in [9] it is the known number of invalid signatures.
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verifier that compares two quantities, X and Y, can be replaced with the test A = XYL
BQS is intermediate between the more signature scheme specific TPS method and the general
group testing methods. We also show the extent to which uncertainty in the estimated (or a
bound of the) number of the invalid signatures in a batch degrades performance of HGBS.
Binary Splitting does not use such an estimate.

8 Conclusion

We presented the TPS method for identifying invalid signatures in pairing-based batch sig-
nature schemes using SET, and have analyzed its expected performance. The new method
provides improved performance for 1 < w < N/2, for the range of batch sizes of interest. The
new method is the best available for our setting, constrained sized batches verified by single
processor systems, when the number of invalid signatures in a batch can vary considerably
but does not exceed N/2. The method is applicable to a number of batch verified signature
schemes, those presented in [11] and that of Zhang et al. [43].

In [42] the authors investigated using generic verifier methods derived from group testing
algorithms for invalid signature identification. Of the five methods they discussed, two —
Binary Splitting and HGBS — were identified as the best methods for single processor verifiers.
A number of group testing algorithms such as HGBS rely on an estimate, d,, of the number
of invalid signatures. In [42] the authors state that when d,, differs from w “it is unclear to
what extent this will hurt the performance of the algorithm.” We investigated this issue for
the expected performance of HGBS and showed that the impact can be severe.

The authors also observed that more restrictive verifiers such as the Exponentiation and
EwS methods of Law and Matt [18] and the hybrid methods of Matt [21] (and by extension
ours) will outperform their generic verifiers for the class of signature schemes to which these
methods apply. We observe that BQS assumes only a common feature of many batch verifiers,
yet outperforms the generic group testing based verifiers, especially when the choice of value
of d is uncertain.
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A Auxiliary Algorithms for TPS

This section describes the new tests used by the TPS method in Section 4, FastFactor(X),
and TriFactor(Parent). and the functions Geta(X) and Get;(X). 6

Al Get2 (X)

TPS uses Geta(X) to obtain as x (and ;) for the (sub-)batch X. Algorithm A.1 presents

A—1 N
Gety for batch verifers of the form oy = [] e (Z Di,h,Th>. In Algorithm A.1, VO0;; =
h=0 \i=1
> Djn computed by Geto(B), and V1, = i3 50 Djn + 325 jDjp by Gety(B). The
cost to compute ap p and its inverse is 7 - |B| - CstAddG; + CstlnvGt + CstMultPair. We use
n - |B| - CstAddG + CstMultPair for this case in Appendix 5.

When X is a left child the cost is no more than 3 - CstAddGq + 2 - CstSubG; + CstinvGT +
CstDIbMultG1 (t1, t2) + CstMultPair with ¢1 < [loga(IN) + 1] and t2 < [2log2(N)]. We estimate
the cost of Geta(X) in this case as CstMultPair. If X is a right child and aq for its sibling has
been computed, the cost is at most 2 CstMultGt which we ignore. If the position of the single
invalid signature in the sibling of X is known then the cost of computing g x and its inverse
is 2 CstMultG + CstinvG + CstExptGr(t1) where t1 < [log2(N)|. We use CstExptGr(t;) for
this case in Appendix 5. Since CstExptGr(t1) < CstMultPair we could ignore this cost as well.

A2 Get1 (X)

TPS uses Geti(X) to obtain aq x (and 0‘1_5() for the (sub-)batch X. Algorithm A.2 presents

il /N
Gety for batch verifers of the form oy = [] e (Z Di,h,Th>. In Algorithm A.2, V0;; =
h=0 \i=1
> j=n Djn computed by Geto(B). The cost to compute ai,p and its inverse is 7 - |B] -
CstAddGq + CstinvGt + CstMultPair. We use 7 - | B| - CstAddGy + CstMultPair for this case in
Appendix 5.

When X is a left child the cost is no more than 3 - CstAddG; + 2 - CstSubGq + CstlnvGT +
CstDIbMultGy (t1, t2) + CstMultPair with ¢1 < [loga(IN) + 1] and t2 < [2log2(N)]. We estimate
the cost of Geta(X) in this case as CstMultPair. If X is a right child and «ay for its sibling has
been computed, the cost is at most 2 CstMultG which we ignore.

6 TPS uses a modified version of Geti(X) which orginally appeared in [22], as well as Geto(X) which also
appeared in [22].
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Algorithm A.1 Gety(X) (Obtain ap (and ay') )

Input: X a list of message / signature pairs.
Output: None.
Return: The value ay [x) for X.

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:

28:

29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:

42:

43:
44:

P « Parent(X); L + Left(P); R < Right(P); X « Sibling(X)

o if (ag,x7) then // True if oy (x) has been computed

return (as,[x])

1
2
3
4: else if (ag,x] = ag,p]) then
5:
6.
7
8
9

Qz,[X] € Q2,[P]
MU [x] < 1NV [P
return (as[x])

. else if (ses[X] # 0) then // Shanks found @, [x) and stored the position of the invalid signature in ses[X]

Qg [x]  Q2,[X] -inva‘i’e[s)g]q
NV [x] < a;?x]
return (as,[x)])
else if (X = R) then // Right child
Qg [R] < Q2 [P] * z‘nvaZ[L]
INVQ [R] ¢ INVAQ3 [P * Q2 (L]
return (as (g))
else if (X = L) then // Left child
l < lowbnd(L); u + upbnd(L)
for h=0ton—1do
W2iun < V2ih — (2-V2us1n + (2u—1) - Vlgrn +u* - VOug1,n)
if (1 #1) then
if (W21,-1) then // Test whether W24 ;_; p—{0,s—1} has been computed
for h=0ton—-1do
W2 un W2 un—W211-1,n
else
for h=0ton—1do
W21,l_1,h — V21,h — (2 . V21,h =+ (2l — 3) . Vll,h + (l — 1)2 . VOl,h)
W2 un <= W2 un—W2i1-1,n
i1

ozgy[L] < hl:IO e (V[/Ql,u,]17 Th)

if ( Oégy[L] 7& agy[p]) then
MU (1) a;m
else
MVQe (1] < NV [P
return (as())
else // Root node, compute oy |5
for h=0ton—1do
Vz\X|,h — Vl‘x|’h
fori=|X|—1to1ldo
for h=0ton—1do
V2%h <~ V21 n+ V1
for h=0ton—1do
V21 h < V21 + V2

n—1
ag,[B] < H €(V21,h,Th)
h=0

MVa [B] 052_}%3]
return (ay,(p))
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A.3 FastFactor(X)

FastFactor(X) shown in Algorithm A.3 below tests whether the equation

_ 2 2
a%,x ‘ (a1,§()n g x = 0gx (4)
has a solution when with 2/+1 <n < 2(I+|X|)—1 and 1 < m < |X|—1 where | = lowbnd(X).
If a solution exists then zo = (n +m)/2 and z; = (n — m)/2 where 22 > 2 are the positions
of the two invalid signatures. The algorithm is an improved version of the Factor Method [18].
Since 2|n <= 2|m, a solution to (4) can be found by searching for a solution to (5) and (6).

()

_ - 52 52
0/21,)( ) (041,‘)1()2” ) (aé,x)n = (ag,x)m

In (5) n = 27 and m = 2/m and the algorithm tests whether a solution exist such that
I+1<n<(+]|X]|)—2and 1 <m <|X]|/2 -1
a%,x ) (aiz);()zﬁﬂ ) (a37x)ﬁ2+ﬁ+1 _ (aé,X>m2+m+1 (6)

In (6) n=2n+1 and m = 2/ + 1 and the algorithm tests whether a solution exist such that
I<n<(+]X])—2and 0 <m < |X|/2—1.

In the algorithm the function findMatch(leftside,rightside, Parent, flag) searches for a
match between the used locations in the lists le ftside and rightside and returns the positions
of the invalid signatures in B or (0,0).

When [ # 1 the worse case cost of the algorithm is 3 CstExptGr(t1) and (4.5/X|) CstMultGr.
When [ = 1 the cost is about 4.5/ X|CstMultGt compared to the worse case cost 8| X| of
the original Factor Method [18]. The average cost of the algorithm is 3 CstExptGr(t1) when
[ # 1, plus approximately 2% | X | CstMultGt compared to approximately 4.8 |X|CstMultGp
to 4.3|X| CstMultGr of the original [22]. Since CstMultPair >> CstExptGr(t;), we ignore the
3 CstExptG(t1) cost as well as the cost of the small constant number CstMultG in Appendix 5.
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Algorithm A.2 Get;(X) (Obtain oy (and a;?') )

Input: X a list of message / signature pairs.
Output: None.

Return: The value oy x) for X.

1: P« Parent(X); L + Left(P); R + Right(P); X « Sibling(X)
2: if (ay,[x]) then // True if a; [x] has been computed

3 return (oq,[x))

4: else if (ag,[x] = ao,(p]) then

5: Qq,[x] € Q1,[P)

6: nVay [x] ¢ 1NVAq [P

7 return (oq,x)])

8: else if (X = R) then // Right child

9: Qi [R] < Q1,[P] * im}al,[L]
10: NVQ [R] ¢ 1NVQY [P Q1,[L)]
11: return (ay (g
12: else if (X = L) then // Left child
13: l < lowbnd(L); u < upbnd(L)
14: for h=0ton—-1do
15: Wll,u,h — Vllﬁh, — (V1u+1,h +u- V0u+1,h)
16: if (I #1) then
17: if (W11,-1) then // Test whether W1y ;_; p—{0,s—1} has been computed
18: for h=0ton—1do
19: Wll,u,h < Wll,uyh — W11,171,h
20: else
21: for h=0ton—1do
22: W11,171,h — V117h — (Vll,h + (l — 1) . VOl,h)
23: Wll,u’h < Wll,u’h — Wllylfl,h
Aol
24: QL] < hH e (Wll,u,hyTh)
=0
25: if (ai,[z) # a1,(p)) then
26: muay () < O‘;,%L]
27: else
28: nvay () ¢ NVag [P
29: return (ayz7))
30: else // Root node, compute oy, (g
31: for h=0ton—1do
32: V1ix|,n < VOx|n
33: for i=|X|—1to1ldo
34: for h=0ton—1do
35: Vliyh — V1i+1,h + VOZ',;L
A1
36: Q1,(B] «— hH e (Vll,h7Th)
=0
37: Vo [B] 0‘17,%3]
38: return (oy(p))
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Algorithm A.3 FastFactor(X) (Identify two invalid signatures in X)

Input: X a list of message / signature pairs.

Output: None.

Return: The indexes in B of both invalid signatures in X or (0, 0).

I + lowbnd(X)

rightsideODD[0] < rightside EVEN([1] « 1 + aé.i’[X]

leftsideODDIl] « a%,[x] * (invaf[X])m“ * (61)12“+1

0p < invai[x] * (B1)!

leftsideEVEN[l + 1] < leftsideODDIl] % ¢,

B2 = Pr*

rightsideODD[1] < rightside EVEN(1] * 32

5z+2 — 0y * 52

9: leftsideODDI[l 4 1] + leftsideEVEN|[l + 1] % 6142

10: if (((z1,22) < findMatch(leftsideEV EN,rightsideEV EN, X, even)) # (0,0)) then
11: return (z1, 22)

12: if (((z1, 22) < findMatch(leftsideODD, rightsideODD, X, odd)) # (0,0))) then
13: return (z1, 22)

14: 6l+1 < (51 * [‘31

15: for i = 2 to —X—1 do

16: if i <= (]X]/2) — 1 then

17: rightside EV ENi] < rightsideODDIi — 1] % ;1

18: leftside EVEN|l + i < leftsideODD[l + i — 1] % 6141

19: if (((21, 22) + findMatch(leftsideEV EN,rightside EVEN, X, even)) # (0,0)) then
20: return (z1, 22)

21: if i <= (]X]/2) — 1 then

22: Bi+1 < Bi * f1

23: rightsideODDIi] < rightside EV ENi] * Bi+1

24. 6l+i+1 — 6l+i * ﬂl

25: leftsideODDI[l + i) < leftside EVENIl + i * 01441

26: if (((z1, z2) < findMatch(leftsideODD, rightsideODD, X, 0dd)) # (0,0))) then
27: return (z1, 22)

28: return (0,0)
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A.4 TriFactor(Parent)

The algorithm for T'ri Factor(Parent) shown on page 29 uses TriSolver(Parent, Left, Right)
to test whether equation

_ 2 — Lz 2
az g (agp)™ - (arp)"™ - (agR)™™ - g = ag't (7)

has a solution with 2y, + 1 <np <2(lp +|L|)—1,1 <mp <|L|—1and I < 23 < lg+ |R)|,
where [, = lowbnd(L) (L is Left the left child of Parent) and similarly for Iz (and R). If the
test succeeds then zo = (ng, +myr)/2 and 21 = (ng, —myg)/2 where zo > z; are the positions of
the two invalid signatures in L and zj3 is the position of the invalid signature in R. If the test
fails then T'riSolver(Parent, Right, Left) is used to test whether
of - (g 1) - ()™ - (ad )" - oy = o' ®)
has a solution with 2l +1<nr <2(lr+|R|)— 1,1 <mpr < |R|—1and l; <z <l + |L|.
If the test succeeds then z3 = (ngp + mpg)/2 and zo = (ng — mp)/2 where z3 > zy are the
positions of the two invalid signatures in R and z; is the position of the invalid signature in L.
Similar to FastFactorMethod, the TriSolver algorithm exploits the observation that
2lnx <= 2|mx where X = L or X = R. If the test of (7) is successful the expected
cost of TriSolver(Left, Right) is approximately

1

3 (40 +14v2 43 (3 n \/i) M) M CstMultGrp

where M = |P|, otherwise the cost of the failed call to TriSolver(Left, Right) is +(11 +
3M)M CstMultGr.
If the test of (8) is successful, then cost is the sum of the failed T'riSolver(Left, Right), plus
a successful TriSolver(Right, Le ft) which is ¢ (2 (64 + 7v2) + 3 (11 + v/2) M) M CstMultGr.
Therefore the expected approximate cost of successful call to TriFactor(Parent) is
+ (14 (6 + v2) + 3 (74 v2) M) M CstMultGr and a failed call is 1(11 + 3M )M CstMultGr.
The function findMatch(left,right, Parent, Childl, Child2, z, flag) searches for a match
between the used locations in the lists left and right and returns the positions of the invalid
signatures in B or (0,0).
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Algorithm A.4 TriFactor(Parent) (Identify three invalid signatures in Parent)

Input: Parent, a list of message / signature pairs.
Return: The indexes (zq, 2p, 2c) in B of three invalid signatures in Parent

1
2
3
4:
5
6

S.t. zq < 2p < 2zc and z, is in Left and z. is in Right, or return (0,0).
Left < Left(Parent); Right < Right(Parent);

: (%1, 22, 23) < TriSolver(Parent, Left, Right)
: if z; # 0 then

return (z1, 22, 23)

¢ (z1, 22, 23) < TriSolver(Parent, Right, Le ft)
: return (zs, 21, 22)

Function TriSolver(P, X, Y)
Input: X, Y sibling lists of message / signature pairs.
Return: The indexes in B of three invalid signatures, two in X and one in Y.

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:

Ix + lowbnd(X); ly + loujbnd(Y)
b+ (invay [p) * a07[y])ly; b+ (ao,v7)
a <+ (im}aoy[y])l%’ w pHXFL g (im)oq)’[y])%”H * (ao,[y])mx“; Q@ (invoco,[y])2
d + (ag,px)) X HxH!
e < (ao’[x])lx
B1 < ao,[x1; B2 < B1* B
rightside EVEN([1] < (1
rightsideODDI[1] < rightside EVEN][1] * B2
J+—2
for z=1ly toly +|Y|—1do
if j < (]Y]/2) — 1 then
rightside EV EN|j] + rightsideODD[j — 1] x ;-1
if (((za, 20) < findMatch(leftsideEV EN,rightside EVEN, P, X,Y, z,even) # (0,0))) then
return (z, zq, 2p)
Bj+1 < Bj x B
rightsideODD]j] < rightside EV EN[j] * Bj4+1
j—J+1
if (((2za,20) < findMatch(leftsideODD,rightsideODD, P, X,Y, z, odd) # (0,0))) then
return (z,zq, 2)
leftsideODDllx, z] < ag p) * a*d
5[ <—b*6; 5l+1 <—(5l*51; (51+2 <—5l *ﬂg
leftsideEVEN|lx + 1, z] + leftsideODD|lx, z] x 0,
leftsideODDllx + 1, z] < leftside EVEN[lx + 1, 2] * di42
if (((za,2p) < findMatch(leftsideEV EN,rightsideEVEN, P, X,Y, z,even) # (0,0))) then
return (z, zq, )
if (((#a,2p) < findMatch(leftsideODD,rightsideODD, P, X,Y, z,0dd) # (0,0))) then
return (z, zq, )
fori=2to |X|—1do
leftsideEVEN|[lx + 1, 2] < leftsideODDI[lx +1i— 1, z] % 01451
if (((za,20) < findMatch(leftside EV EN,rightside EVEN, P, X,Y, z, even) # (0,0))) then
return (z, zq, 2p)
Ol4it1 < 0144 * P
leftsideODD[lx + i,z] < leftside EVEN|lx + i, 2] * 01441
if (((za,2) < findMatch(leftsideODD,rightsideODD, P, X,Y, z, odd) # (0,0))) then
return (z, zq, 2p)
a+axa; a<+ ax a
b bxb
return (0,0,0)
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