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Abstract. We define a new black-box property for cryptographic hash function families H :
{0,1}* x {0,1}* — {0,1}¥ which guarantees that for a randomly chosen hash function Hx from
the family, everything “non-trivial” we are able to compute having access to the key K, we can
compute only with oracle access to Hk. If a hash function family is pseudo-random and has the
black-box property then a randomly chosen hash function Hg from the family is resistant to all
non-trivial types of attack. We also show that the HMAC domain extension transform is Prf-BB
preserving, i.e. if a compression function f is pseudo-random and has black-box property (Prf-BB
for short) then HMAC/ is Prf-BB. On the other hand we show that the Merkle-Damgard con-
struction is not Prf-BB preserving. Finally we show that every pseudo-random oracle preserving
domain extension transform is Prf-BB preserving and vice-versa. Hence, Prf-BB seems to be
an all-in-one property for cryptographic hash function families, which guarantees their “total”
security.

1 Introduction

The primary security property for cryptographic hash functions has historically been collision
resistance. For a collision resistant hash function F': {0,1}* — {0,1}V it is hard to find a pair
of messages (M, M') such that F(M) = F(M’). Currently used hash functions, such as the
SHA family or MD5, are designed using the Merkle-Damgard (MD) construction [7,10]. The
MD construction is a domain extension transform, i.e. it extends a domain of a fixed-input-
length (FIL) compression function f : {0,1}+4) — {0,1}¥ to a variable-input-length (VIL)
hash function F'. The key security feature of the MD construction is that it preserves collision
resistance. If the compression function f is collision resistant, then so is the resulting hash
function F'.

However, collision resistance is not enough to prove the security of many important appli-
cations which involve hash functions. A cryptographic hash function should have “random”
behavior, which collision resistance alone cannot ensure. Moreover, for several of the applica-
tions (e.g. RSA-FDH) no standard model security property sufficient for proving their security
has been found. On the other hand, no realistic attacks against these applications have been
found. Hence, Bellare and Rogaway [4] introduced a so called random oracle model, which
models a hash function as a publicly available random function (random oracle). Using this
framework, one can prove the security of many important schemes. A proof in the random
oracle model does not guarantee security when we replace the random oracle with a real hash
function [5]. However, such a proof is believed to ensure that there are no structural flaws in
the scheme and thus one can heuristically hope that the scheme remains flawless when the
random oracle is replaced with a “well designed” hash function.
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Real hash functions are often built using some smaller components such as compression
function in the case of the MD construction. On the other hand, in the random oracle model,
hash functions are modeled as a monolithic oracle without any subcomponents. In order to
avoid such a contrast between theory and practice, Maurer, Renner and Holenstein introduced
the indifferentiability framework [9] and consequently Coron et. al defined a property for hash
functions called pseudo-random oracle [6]. If a hash function F' is pseudo-random oracle then it
is indifferentiable from the random oracle. Hence, F' can be used in any cryptosystem instead of
the random oracle without loosing the security. The pseudo-random oracle property assumes
that a hash function is built from a publicly available FIL random function f (compression
function). Thus, the pseudo-random oracle property still requires the random oracle model.

It is hard to define collision resistance for hash functions in the standard model. Due to
the pigeonhole principle, each hash function with domain greater than its range has a pair
of messages which map to the same image. A potential adversary attacking a hash function
can have such a pair hardwired into its code, so that its description is simple and it runs
very fast. Hence, formal definitions of security properties for cryptographic hash function are
often made in the dedicated-key settings [2, 11]. A hash function with a dedicated-key input is
called a hash function family (i.e. H : {0, 1}* x {0,1}* — {0,1}¥), a particular hash function
from the family is selected by a key K (K € {0,1}%). In the dedicated-key settings, a potential
adversary has to find a collision for a hash function Hx randomly chosen from the family.

Our contributions. In this paper we introduce a black-box (BB) property for hash function
families. If a hash function family H : {0,1}* x {0,1}* — {0,1}¥ has the BB property, then
everything “non-trivial” we are able to compute having access to the randomly chosen key
K, we are able to compute only with oracle access to the hash function Hg. A “non-trivial”
thing we define as an information which is hard to compute for a random oracle. Clearly,
the BB property is not sufficient for “good” cryptographic hash functions. Moreover, the
BB property can be easily achieved by a hash function family, which “reveals” its key (e.g.
a family for which Hg(0) = K). On the other hand, we show that a pseudo-random hash
function family with the BB property (a Prf-BB hash function family for short) is resistant to
all “non-trivial” attacks. For a Prf-BB hash function family, the pseudo-randomness ensures
that without access to a randomly chosen key K, one cannot distinguish Hg from a random
oracle. Additionally, the black-box property ensures that access to the key K does not reveal
any “useful” information about the structure of Hy.

We show that the MD construction does not preserve the Prf-BB property. On the other
hand, we show that the HMAC construction [1,6] is Prf-BB preserving. Moreover we show
that every pseudo-random oracle preserving domain extension transform is Prf-BB preserving
and vice-versa. Hence Prf-BB property can be seen as a replacement of the pseudo-random
oracle property for the standard model and can become a new primary security goal for hash
function families.

Organization. In Section 2 we introduce some useful notations and definitions. In Section
3 we define the black-box property and show that a randomly chosen hash function from a
Prf-BB hash function family is resistant to all “non-trivial” types of attack. Next, in Section
4 we show that the MD construction is not Prf-BB preserving. The proof that the HMAC
construction is Prf-BB preserving is in Section 5. In Section 6 we show the equivalence between
pseudo-random oracle preserving domain extension transforms and Prf-BB preserving domain
extension transforms.



2 Preliminaries

We write M iS for the uniform random selection of M from the finite set S. Concatenation
of finite strings M; and Moy is denoted by M;||Ms or simply MjMo, M denotes bitwise
complement of the string M. The i-th bit of a string M is M[i|, thus M = M[1]||---||M[|M]].

By My,..., M, Ly , where M is a string, is denoted the following semantics:

1. Pad M with the suffix pad := 1[|0¢=((IMI|+1) mod d)
2. Parse the string M||pad into My, Ma, ... M;, where |M;| = d for 1 < i < [. It must hold
that M ||Ma]|...||M; = M||pad.

Let Func(D, R) represent the set of all functions p : D — R and let RFp r be a function

chosen randomly from the set Func(D, R) (i.e. RFp, RiFunc(D,R)). We sometimes write
RFE,, or Func(d,r) when D = {0,1}% and R = {0, 1}". Similarly, we write RF, , or Func(*,r)
when D = {0,1}* and R = {0,1}". If 7 is an integer, then (i), is r-bit string representation of
i. If r is omitted, then (i) is the shortest string representation of 7 (e.g. if i = 3, then (i) = 11).

Hash function family. Let n € N be a security parameter. A variable input length hash
function family is a function H : {0,1}* x {0,1}* — {0, 1}¥ computable in a polynomial time,
where k,y € N. In the rest of this paper we assume that k,y are polynomially related to the
security parameter n (i.e. k = pi(n) and y = pa(n) for some polynomials pq,p2). We will
often write the first argument to H as a subscript, i.e. Hx(M) := H(K,M). A fixed input
length hash function family is a function H : {0,1}* x {0,1}™ — {0,1}¥, where k,m,y € N
are polynomially related to the security parameter n.

Negligible function. A function f is negligible if for every polynomial p(-) there exists NV such
that for every n > N it holds that f(n) < ﬁ. Negligible functions are denoted as negl(-).
Interactive Turing machines. An interactive Turing machine (ITM) T accepts inputs via input
tape, performs some local computations and outputs via output tape. An I'TM T can have
“oracle” access to several other ITMs T7,...,T;. The communication between T and T4, ...,T;
is performed via “oracle” input tapes t1,...,t; and output tapes t},...,t;. Whenever T writes
some input on the tape t;, the ITM T; is invoked on that input and its output is written
on the oracle output tape t;. We call such operation a query to the oracle T;. All queries
are performed in unit time (i.e. computation of 7; is not counted into 7’s running time). By
TTiTi we denote that the ITM T has oracle access to 11, ..., 1.

Each ITM can implement various interfaces (f1, fo,...). An interface specifies what needs
to be written on the input type to invoke particular functionality of the ITM. We write
T = (f1, f2,-..) meaning that T" implements interfaces f1, fo,....

We sometimes distinguish between private and public interfaces of an I'TM T'. In this case
we write T' = ((f1, fo,...), (f1, f5,...)), where f1, fa,... are private interfaces and f1, f3,...
are public. We write PTru to denote that an ITM P has oracle access only to public interfaces
of an ITM T.

Adversary. An adversary is a probabilistic polynomial-time ITM. Running time of an adver-
sary A is the expected running time of A plus the description size of A (hence one cannot
precompute some large amount of information and store it into A’s description). Running time
of an adversary is polynomial in length of its inputs and the security parameter n. Without
loss of generality we assume that an adversary always stop and returns some output.



Games. A game GO is a probabilistic polynomial ITM which output is always a bit b €

{0,1}. If b = 1 we say that the adversary A won the game G for the oracle O. If b = 0 we
say that A lost the game G for O. In this paper we focus on the games with the first oracle
being a hash function or a hash function family.

Ezample 1. Let H : {0,1}* x {0,1}* — {0,1}¥ be a hash function family, and let G¢cr be the
following algorithm:

Game Gcp
Gcr has access to H(+,-) and adversary A(-)

1. choose Ki{O,l}k

2. query A(K) — (M, M’)

3. if M # M'" and H(K,M) = H(K,M’) return 1
4.

otherwise return 0.

The game G g represents the well known collision resistance experiment for the hash function
family H. If no polynomial adversary A can win the game G¢g for H with non-negligible
probability we say H is collision resistant. Note that we can define games also for all other
standard properties of hash function families like preimage resistance, second-preimage resis-
tance, their everywhere and always versions [11], unforgeability, etc.

Ezample 2. The following game Gogrp for a hash function F' : {0,1}* — {0,1}Y is an “un-
keyed” adaptation of the game Gopr from the Example 1.

Game Gcgrr

Gcorr has access to F(-) and adversary A
1. query A — (M, M)

2. if M # M'" and F(M) = F(M’) return 1
3. otherwise return 0.

Note that for all hash functions F' there exists an efficient adversary A which returns a collision
for F'. Since there exists collisions in F', A just needs to have one of the collisions hardwired
into its description. Hence, we cannot define collision resistance for hash functions.

A hash function F : {0,1}* — {0,1}¥ and a hash function family H : {0,1}* x {0,1}* —
{0,1}¥ can represent the same function p(K,M) = F(K||M) = H(K,M). Hence, when
considering an arbitrary game G, we cannot tell whether it treats it’s oracle as a hash function
(e.g. Gogrr) or hash function family (e.g. Gog). This is undesirable in some cases, where we
want to utilize advantages of hash function families (e.g. ability to define collision resistance).
Because of this, in the following definitions of a non-trivial game and the black-box property,
we make a random choice of a key before the game starts. Then the game G is given access to
the hash function Hy chosen randomly from the family H : {0,1}* x {0,1}* — {0,1}¥ (but
K is not given to GG). Thus, we can utilize the advantages of hash function families and we
don’t restrict how games should treat their oracle.

Non-trivial games. There are games, which are easy to win (e.g. a game which always returns
1) and games which cannot be won (a game always returning 0). Informally, a trivial game G
is a game, which utilizes adversary’s knowledge of the key so that it can be won for a keyed
random function. Our formal definition follows.



Definition 1 (Non-trivial game). Let F : {0,1}¥ x{0,1}* — {0,1}¥ be a publicly available
random function. Game G is non-trivial if for all adversaries A there exists a simulator S
and a negligible function negl such that

negl(n) > ‘Pr [_7—' — RFk;X*,y;Ki{O, 1}k:;GfK,AK _ 1]
—br [F — RFpsy; KE{0,1}%; 6710578 1} ’

Where the probabilities are taken over random choice of F, random selection of the key K
and random coins of G and A (S in the second experiment). If F is a fized input length (FIL)
keyed random function (F : {0,1}* x {0,1}™ — {0,1}¥) then we say that G is non-trivial for
FIL hash functions.

Note that the game Gorp defined in the Example 2 is non-trivial. The game G g expects its
oracle H to be a hash function family, i.e. a function with two inputs K and M. If we modify
the game G¢r so that it expects H to be a function only with one input K||M then G¢rg is
also non-trivial.

Example 3. The following game GjeyGuess is an example of a trivial game (i.e. a game which
is not non-trivial). The game is parametrized by a hash function family H : {0,1}¥ x {0, 1}* —
{0,1}¥, from which a hash function Hg is chosen uniformly randomly.

Game eryGuess(H)

GreyGuess has access to Hg (-) and adversary AKX for randomly chosen key K 3{0, 1}
1. query AX — K’

2. choose Mﬁ{o, 1}™ for some integer m.

3. if Hx(M) = Hg/(M) return 1.

4. otherwise return 0.

There exists an adversary A% which finds the correct key for all functions Hy. The adversary
AK asks its oracle for the key K and outputs the same. Hence, AX wins GreyGuess(F) for
random function F and thus violates the first statement from the Definition 1.

3 The Black-box Property

Let H :{0,1}*¥ x {0,1}* — {0,1}¥ be a hash function family, G be a game, A an adversary
and S a simulator. We define the following experiment:

Experiment HashBB(H, G, A, S)
1. choose Ki{O,l}k

2. tun GHr:A® i p

3. run GHrS"E

4. if b # b return 1

5. otherwise return 0

Definition 2 (Black-box property). We say that the hash function family H : {0,1}* x
{0,1}* — {0,1}Y has the black-box property if for all non-trivial games G, all adversaries A
there exist a polynomial simulator S and a negligible function negl, such that

Pr [HashBB(H, G, A, S) = 1] < negl(n).



Remark 1. Informally, if a hash function family H has the black-box property, everything
“non-trivial” we are able to compute having access to the randomly chosen key K, we are
able to compute only with oracle access to the hash function H.

There exist hash function families, which have the black-box property “trivially”. Let H :
{0,1}* x {0,1}* — {0,1}¥ be a hash function family and let H' be defined as:

L (K ifM=0
Hi (M) = { Hg (M) otherwise

Hence, a simulator S¥& can query Hg(0) and it receives the key K. If S knows the key K,
it can simulate an adversary A and thus it can compute the same as AX can. Therefore the
black-box property alone is not enough for “strong” cryptographic hash function family.

Pseudo-randomness. A hash function family is pseudo-random, if a randomly chosen hash
function from the family is indistinguishable from the random function. More formally, let
H :{0,1}* x {0,1}* — {0,1}¥ be a hash function family and let

Advi(4) .= ‘Pr [Kﬁ{o, 11k, AK 1} ~Pr {fiRF*,y;Af - 1} ‘

We say that the hash function family H is a pseudo-random function (Prf), if for all adversaries
A there exists a negligible function negl, such that

AdvP(A) < negl(n).

Definition 3. We say that a hash function family H is Prf-BB if it is a pseudo-random
function and has the black-box property.

Remark 2. Tt remains an open problem, whether Prf-BB hash function family exists. However,
for the existence of a Prf-BB hash function family it is crucial that games like the key guessing
game GreyGuess defined in the Example 3 are not non-trivial. If games, which can be won only
by “simple utilization” of knowledge of the key K (e.g. GreyGuess), would be non-trivial, then
no hash function family with black-box property could be pseudo-random. Let H be hash
function family with the black-box property and assume that Geyguess is non-trivial. Since
H has the black-box property for all adversaries A there exists a simulator S such that for a
randomly chosen key K with a non-negligible probability holds

Hy AKX Hg SHK
eryGuess - eryGuess‘

K
However, there exists an adversary AX which wins the game GHrA” for all keys K (it

keyGuess
just outputs the key it has as an oracle). Hence there exists a simulator S5 which wins the
H H
game GkHer(égu efs with non-negligible probability. But then, the algorithm D := GkHer(égu efs can

distinguish Hg from a random function. What means that H cannot be pseudo-random.

In the following theorem we show, that a randomly chosen hash function Hg from the
Prf-BB hash function family is as resistant as the random oracle to all types of attacks which
can be represented by a non-trivial game G



Theorem 1. Let H : {0,1}* x {0,1}* — {0,1}Y be a Prf-BB hash function family and G
be a non-trivial game. Then for all adversaries A there exists a polynomial simulator S a
negligible function negl such that

‘Pr {Kﬁ{o, 1}% GHoA™ 1} —Pr [fiRF*,y; GFST 1” < negl(n).
Proof. Fix some adversary A and let
e(n) := Pr[K {0, 1}k, gHrA™ ).
Let S be some polynomial simulator.

e(n) = PrKE{0, 115 GHoA™ 1 A GHS™6 _ ]
+Pr[K {0, 115 GHeA™ 1 A gHoS™ )
< Pr[K {0, 1}%; @A 1 @lTieS™ )
4 PrKE {0, 1)k, gHRS"E )
< Pr{KE{0, 1}F; GHIoAR _ p p GHIOS™ 4 n £ ]
+Pr{K {0,115 ¢MoS™ 1),

Since H has the black-box property, there exists a simulator S and a negligible function negl,
such that

e(n) < negly(n) + Pr[K&-{0, 1}1F; GHxS™8 ). (1)

The hash function family H is pseudo-random, hence for all adversaries D there exists a
negligible function negl;, such that

‘Pr[Ki{o, 1}k DHx 1] — Pr [fﬁRF*,y;Df - 1} ‘ < negl, (n).

The statement above holds also for the adversary D%, which simulates G¥ ’SX, where X is an
arbitrary I'TM. Thus

| o240, 15 G5 1] — Py [FERF. ;6757 — 1] | < negly ().
Hence,

)Pr [Ki{o, 1 GHeA 4] py [fiRFw; GFST 1} ‘ < negly(n) + negl, (n).

4 Merkle-Damgard and the Black-box Property

In this section we show that the well known Merkle-Damgard domain extension transform
does not preserve the black-box property.



Merkle-Damgard construction. The strengthened Merkle-Damgard (SMD) domain extension
transform operates in the following way (see fig. 1).

Algorithm SMD/ (K, M)

the algorithm has oracle access to f : {0,1}* x {0,1}¥ x {0,1}¢ — {0,1}Y.
1 (My,..., M) & M

2. Myyy — (|M|)q

3. Yy IV

4. fori=1tol+1do

5. Y — fr(Yic1,my)

6

. return Yy

By SMD/ we denote the hash function family created by the SMD domain extension transform
from the compression function f : {0, 1}*x{0,1}?x{0,1}¥ — {0,1}¥. We often write SMDQ()
instead of SMD/ (K, ). If g : {0,1}¢ x {0,1}¥ — {0,1}¥ is an unkeyed compression function,
then SMDY denotes a hash function created by the unkeyed SMD construction.

Note that SMD/ as defined above can process messages only of length up to 2¢ bits. We
can modify the algorithm SMD/ so that it can process messages of arbitrary length (we just
need to parse | M| into several blocks, if needed). In the rest of this section we will assume that
SMD/ can process messages of arbitrary length, but to simplify the presentation we consider
that processed messages are of length at most 2¢ bits.

M M M, IM|
I i i
VNI N X o f Y
T T

Fig. 1. Merkle-Damgard domain extension transform

Theorem 2. Let f: {0,1}* x {0,1}F9) — {0,1}¥ be a compression function, which is Prf-
BB. Then the hash function family SMD/ : {0,1}% x {0,1}* — {0,1}¥ does not have the
black-box property.

Proof. We utilize the idea of the extension attack [6,8]. Let G be the following game:

Game G

G has access to Hi (-) and adversary B(-)
1. choose Mi{(), 1}m

2. query Hx(M) - Y

3. query B(Y) — (X,Y”)

4. if Hg(M||X) =Y’ return 1



5. otherwise return 0.

Clearly such a game G is non-trivial. We show that there exists an adversary AX that wins

the game G for SMDQ(-). Moreover we show that no polynomial simulator SSMDL() can win

the game G with non-negligible probability. Consider the following A

Adversary AX(Y)

A has access to the key K

1. Choose Xﬁ{O, 1}4

2. Compute SMD}y, (K, (|M|}a)||X) — Y’
3. Output Y’

Clearly, A runs in a polynomial time and always wins the game G for SMD/. Let S be a
simulator and let

f
g(n) :=Pr [GSMDQ’SSMDK —1].
Consider the following adversary D attacking pseudo-randomness of SMD/:

Adversary D
D has access to oracle O, which is either SMD{((-) or a random function F.

1. choose Mi{O, 1pm

query O(M) - Y
simulate SO(Y) — (X,Y”)
if O(M||X) =Y’ return 1
otherwise return 0.

BRI

Consider that D’s oracle is SMD{((). In this case S’s view is the same as in the game G,
hence

Pr [Kﬁ{o, 15, DSMDL() 1] =e(n).
On the other hand, if D’s oracle is the random function F, then it returns 1 only with negligible
probability. The simulator S does not know the message M, hence the only chance S7 (Y)
returns (X,Y”) for which F(M||X) =Y’ is that it guesses M or Y’. The probability that S
correctly guesses M is O(Qim) and the probability that S correctly guesses Y’ is (9(2%) Thus,

pr !
Adviy (D) =e(n) - O(W>

Since SMD/ is pseudo-random, it must hold that (n) is negligible. O

5 HMAC is Prf-BB Preserving Domain Extension Transform

In this section we show that the HMAC domain extension transform (fig. 2) is Prf-BB pre-
serving.

Algorithm HMAC/ (K, M)

the algorithm has oracle access to f : {0, 1}* x {0,1}¥ x {0,1}¢ — {0, 1}¥.
1. (My,...,M) & M

2. Yo — IVy

3. fori=1tol do



4. Y — fr(Yie1,my)

5. if y < d then Y’ := Y;||0%—¥
6. else Y/ :=Y[0]]|...]|V1[d]
.Y — fr(IVi,Y")

8. return Y

By HMAC/ we denote the hash function family created by the HMAC domain extension
transform from the compression function f : {0,1}* x {0,1}% x {0,1}¥ — {0,1}¥. We often
write HMACJ;((-) instead of HMAC/Y(K,-). If g : {0,1}¢ x {0,1}¥ — {0,1}? is an unkeyed
compression function, then HMACY denotes a hash function created by the unkeyed HMAC
construction.

M, M, M,
! ! !

LU RPN RER I B O C R T]
| I !
K K K '

IV,

Fig. 2. HMAC domain extension transform

In the Lemma 1 we show that for a Prf compression function f, all games G and all
simulators S there exists a simulator S’ such that G cannot distinguish whether it is interacting
with HMACfK and Sx or HMAC{{ and SMMACK I other words, if f is pseudo-random then

S’ is able to simulate fx using HMAC{( for randomly chosen key K € {0,1}*.

Lemma 1. Let f : {0,1}* x {0,1}%+d) — {0,1}¥ be a compression function which is Prf.
Then for all games G and all simulators S there exists a simulator S’ and a negligible function
negl(n) such that

, f
‘Pr[Ki{o, 1}k, GHMACLLSIK L q)  pr[i S {0, 1}F; GHMACE. ™A%k 1]‘ < negl(n)
Proof. Fix some simulator S and let
, f
e(n) := ’Pr[Ki{O, 1}k GHMAC . /K 1] — Pr[Ki{(), 11k, GHMACT s"MACK 1])

10



Hence,

£(n) < \Pr[K E40,1}F; GIMACKSTK 1] _ Prlg  REF, g, GEMACTS? _ q]

| Prlg = REy 0,3 GMACST 1] = Prg o RFy g, GPIACS )

/HMACT

+‘ Pr[g — RFy 1 ay; GHMACQ,SIHMACQ - 1] _ Pr[Ki{O, 1}k;; GHMAC}’(,S N 1]‘

We show that all three terms on the right-hand side of the equation above are negligible.
Thus, we want to prove the following three statements.

(1) For all simulators S there exists a negligible function negl; such that
‘ Pr[K&{0, 1}F; GEMACKSTI 4] _ Prlg  RF, g, GTMACTS? _, 1]‘ < negl, (n)
(2) For all simulators S there exists a simulator S’ and a negligible function negl, such that
‘Pr[g — RFy1ay; GIMAC?S? 1] = Prlg < RFya,; GHMAC? STNACT 1]) < negly(n)

(3) For all simulators S’ there exists a negligible function negls such that

! g
Prlg « RFy 4 d.y; GHMACY,S HMACY -

f oHMACY
— Pr[Ki{O, 1}k, GHMACKS 5 — 1]| < negly(n)

Statements (1) and (3) are given by the fact that f is pseudo-random. For the case (1) we
create a distinguisher DX, which simulates GHMACT 5%

exists a negligible function negl; such that

. Since f is pseudo-random, there

| Pr[KE{0, 1}%; DX — 1] — Prlg — RF,4,; DY — 1]| < negl, ().

. X oX
However DX simulates GEMACT.5™ hence

I

‘ Pr[Ki{O, 1} GHMACY, s/ _ 1] — Prg « RF,, g,; GHIMAC?S? 1]‘ < negly (n)

Similarly we can prove the statement (3).
For the statement (2) fix some simulator S and consider the following simulator S’.

Simulator S/HMACY ()

S" has oracle access to HMACY and takes on input some string w (w represents a
query asked by G to S’). Let ¢ be the maximum number of queries S asks to g.
S’ maintains a table T of triples (X,Y,Y”){. An entry (X,Y,Y’); means that S’s
i-th query was (X,Y) and S’ responded Y’. S’ also maintains a “chain” list L of

chains (IVO&QYOﬁYl& . ')&Hi)gZO' An entry (chain) in the list means, that S during
its execution asked queries {(Xo,IVy) — Yo, (X1,Y0) — Y1,..., (X}, Y,21) — Y3, }
(queries need not to be asked in the same order).

1. Simulate SY9(w) — o. When S asks a query (X,Y), search T for entry (X,Y,Y”).

11



(a) If such an entry exists, answer Y.
(b) Otherwise:
i, Y # IVy and Y # IV;, chose Y'<-{0,1}¥ and add (X,Y,Y”) to T. Check
if (X,Y) can be added to the end of some chain. If so, add (X,Y) to the
end of that chain. Answer Y.
ii. If'Y = IV}, choose Y’ﬁ{O, 1}¥ and add (X,Y,Y”) to T, create a new chain
IVo5Y") and add it to L. Answer Y.
iii. If Y = IV] search for a chain with the last entry L X. If no such chain

exists, choose Y’i{O, 1}¥ and add (X,Y,Y”) to T.
Xy X,
Otherwise let IVO&QYO)L% L 1Yli,1 “¥ X be the found chain. Query Y’ :=

HMACY(Xy||...||Xy,), store (X,Y,Y”) into the table T' and answer Y.
2. Return o

It is clear that S’ runs in a polynomial time. The view of S in the simulation during execution
of SHMACY (g« RF,,4,) is the same as in the case when S is executed alone. Hence, the
game G can distinguish HMACY, S'HMACY from HMACY, S9 only if output of SHMAC? g
“inconsistent” with G’s first oracle HMACY. Such inconsistency can occur only if S’ is unable
to maintain all chains created by S during its simulation. The simulator S can create a chain
which S’ cannot notice only if S asks a query (X,Y), gets respond Z and it previously asked
a query (X', Y”) with respond Z’ such that (X', Y”’) # (X,Y) and either Z = X' or Z = Z'.
However the probability that such event occurs is negls(n) := (’)(g—i), where ¢ is the maximum
number of queries S asks its oracle.

By combining statements (1), (2) and (3) we conclude that

£(n) < negl; (n) + negly (n) + negly (n).
O

Theorem 3. Let f : {0,1}% x {0,1}W+d) — {0,1}¥ be a compression function, which is
Prf-BB. Then HMACY : {0,1}* x {0,1}* — {0,1}¥ is Prf-BB.

Proof. Let f:{0,1}*x {0,1}4 x {0,1}¥ — {0,1}" be a compression function which is Prf-BB
and HMAC/ : {0,1}* x {0,1}* — {0,1}¥ be a hash function family created by the HMAC

construction from f. We want to show that HMACT is Prf-BB too. Since f has black-box
property there exists a negligible function negly(n), such that

(Vnon-trivial G)(VA)(3S) Pr [KE{0, 1} GIeA™ s b A GIS™ L A b £ 1] < negly(n).
(2)

Let G be some non-trivial game and A some adversary. We want to show that there exists a
simulator S and a negligible function negl; such that

!
GHMACY,

Pr [Ki{o, 1}, GHMAC ARy o GHMACE, — V' Ab#V] <negli(n). (3)

Consider the game G'75-X | which simulates GHMACILX When @ asks its first oracle HMAC}I(
a query M, then G’ computes Y = HMACQ(M ) and answers Y. Since G’ is able to simulate
HMAC% using its oracle fr, it is clear that for all ITMs X and all keys K € {0, 1}" is

Pr[GHMACIX 1] = pr[gX 1],

12



It is also clear that G’ is non-trivial too. Using the equation (2) we have that there exists a
simulator S such that

Pr [KE{0, 1}5; GIeA™ b A GFS™ b A b # 1] < negly(n).
However GHMACQ’X and G'/5:X do the same. Thus
Pr [K&{0, 1} GEMACK AN _ )\ GHMACISTE 3 £ 1] < megly(n).  (4)

By the Lemma 1 for the simulator S there exists a simulator S’ and a negligible function
negly, such that

negly(n) > | Pr[i & {0, 1}%; GHMACKS™S )

/HMACQ

— Pr[K&{0, 1} GIMACKS

1
= |3 X PrlEMACRS y)
Ke{0,1}k

_>1]’

1 ¢ oHMACS
R ekt

Ke{0,1}F

1
negly(n) > | D Pr[GRMACAT o] PrGIMACKS™ ]
Ke{0,1}k

HMAC]
L 3 Pr{GHMACK. AR _, (] . py[GHMAC, 8™ A%k 1]‘ (5)

ok
Ke{0,1}k
_ ‘Pr[Kﬁ{O, 1}k;GHMACf<,AK 0 A QHMACL STk 1]

/HMACT

— Pr[K {0, 1}F; GIMACKAT _, o A GHMACKS - 1], (6)

where the inequality (5) is given by the fact that 0 < Pr[GHMACé’AK — 0] <1 (for all games
G and all adversaries A). The equation (6) holds, because the events GHMACI.AK () and
GHMACY STk GHMACY AK GHMACY ,S7K

— 1or — 0 and — 1 are independent for some fixed

key K (since in both simulations G, A and S use fresh new random coins). Similarly we can
prove the following inequality

s ; oHMACS
negly(n) > Pr[Ki{o’ 1}k; GHMACK,AK 1 A GHMACS K, 0]
—Pr[Ki{O, 1}k‘; GHMAC?,AK 1A GHMACfK7SfK R 0]’
Hence,

/HMACT

2 negly(n) > | Pr{K &{0, 1}k, GEMACL AN _, A GHMAC.S NN

.M

— Pr[KE {0, 1} GIMACIAT p GINACKSTC Ly p g £ i)
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By the equation (4) the second term of the equation (7) is negligible:

, !
2 - negly(n) > ‘ Pr[Kﬁ{O, 1} GHMACK,AK _, p p GHMACL S"MA%K g\ g # U]
—neglo(n)’.

Thus,

/HMACS,

2 - negly(n) + negly(n) > Pr[Ki{O, 1}k GHMACL AR _p) \ GHMACES — b Ab#£.

For the proof that HMAC/ is pseudo-random if f is pseudo-random see [2]. O

6 Prf-BB and Pseudo-random Oracle

Pseudo-random oracle. Pseudo-random oracle [2,3,6] is a property of cryptographic hash
functions based on the indifferentiability framework introduced by Maurer, Renner and Holen-
stein [9]. A hash function FY : {0,1}* — {0, 1}¥ based on an ideal compression function g is
pseudo-random oracle if it is indifferentiable from a random oracle. More formally, let

Advi3(4) = ‘PT [g — RFy 14y, A7 — 1] —br [7 — RF, ,; A" 1} ‘

We say that a hash function F9 : {0,1}* — {0,1}¥ based on an ideal compression function
g is pseudo-random oracle if for all adversaries there exists a polynomial simulator S and a
negligible function negl such that

Adv?fg(A) < negl(n).

The pseudo-random oracle property (Pro) is meaningful only in the random-oracle model.
Since F' is based on an “uncertain” random compression function g, the Pro is rather a
property of domain extension transforms. We say that F' is Pro preserving domain extension
transform if F'9 is Pro. Thus F securely extends the domain of the fixed-input length random
oracle g to the variable-input length pseudo-random oracle. This is also the reason why we
do not define the pseudo-random oracle property for hash function families. Given a domain
extension transform F9 : {0,1}* — {0,1}¥ we can construct a hash function family H :
{0,1}* x {0,1}* — {0,1}¥ by replacing g with a keyed compression function fx. However,
if fx is not random, the security of the resulting hash function family is uncertain [3]. In
this section we show that every Pro preserving domain extension transform is also Prf-BB
preserving and vice-versa. Hence Prf-BB can be seen as an equivalent to the Pro property in
the standard model. We prove this equivalence in the following two theorems.

Theorem 4. Let F' be a domain extension transform, which is Prf-BB preserving. Then F
is Pro preserving.

Proof. Let f:{0,1}* x {0,1}#*49) — {0,1}¥ be a compression function which is Prf-BB, H :
{0,1}* x {0,1}* — {0,1}¥ be a hash function family such that Hx (M) := F/x(M). Clearly,
we just need to consider non-trivial games G (there are no keys in the Pro experiments). Let
G be a non-trivial game.

We prove the following three statements:

14



(1)

There exists a negligible function negly such that
‘ Pr [g — RFy 44, G — 1} —Pr {Kﬁ{(), 1Mk, g e 1} ’ < negly(n).
Since f is Prf, for all adversaries A there exists a negligible function negl, such that
‘ Pr[Kﬁ{O, 1}7; ATK — 1] — Prlg « RF 4 q,; A7 — 1]’ < negly(n) (8)

If we substitute AX := GF**X in the equation 8 we get the statement (1).
There exists a negligible function negl;, and a simulator S such that

‘Pr [Ki{(), 1Mk, g e 1} —Pr [Ki{o, 1}k;GHK’SHK — 1} ‘ < negl; (n).

Since the hash function family Hgx (M) has the black-box property, for all non-trivial
games G and all adversaries A there exists a simulator S and a negligible function negl;
such that

negl, (n) > Pr [Ki{o, 1k, GHAS Ly p GHIOSTI L p A b £ b’]
—Pr [Ki{o, 1} gHoA™ 1 gHioS™s 0]

+Pr [Kﬁ{o, 1}k, GHA™ g p gHSTE 1]

An adversary AX can simulate fg, since it knows the key. Thus for all games G there
exists a simulator S such that

P [KE (01 @I 0 A G ]

> Pr [Kﬁ{o’ 1}k;GHK,fK S1A GHK’SHK . 0}

negl;(n) > 1 Z Pr [GHK’fK — 1] <1 —Pr {GHK’SHK — 1D
Ke{0,1}k

- 2ik 3 (Pr [GHKJK - 1} —Pr [GHvaK - 1} Pr [GHKﬁHK - 1])
Ke{0,1}k

> LS (pefaeis ] - ares 1))

Ke{0,1}*

el o ] el oo

\V)

(3) There exists a negligible function negl, such that

‘Pr [Ki{o, 11k, GHR SR 1] _Pr [,7—“ — RF, ;G5 - 1} < negl,(n).
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From the assumption that F' is Prf-BB preserving we know that the hash function family
Hy (M) := Ffx (M) is Prf. Hence, for all adversaries A there exists a negligible function
negl, such that

Pr[Ki{O, 137 AHK 1] — Pr[F « RF.,; A7 — 1]| < negly(n) 9)

If we substitute AX := GF*X in the equation (9) we get the statement (3).

Hence, for all games G there exists a simulator S and a negligible functions negl,, negl;, negl,,
such that

= ‘Pr 9 Ry @70 — 1] = Pr [ K30, 1) ¢l 1”
] Pr [K 20,135 Gt - 1] pr [KE 0, 13 S ]|
+‘ Pr {Kﬁ{o, 1}k;GHK’SHK — 1} —Pr [f — RF*,y;Gf’Sf — 1”
< negly(n) + negl; (n) + negly(n).
Thus, F'is Pro preserving. O

Theorem 5. Let F' be a domain extension transform, which is Pro preserving. Then F is
Prf-BB preserving.

The proof of this theorem is similar to the proof of the Theorem 3. In the Lemma 2 we
prove that a hash function family H (K, M) := F/& (M) is pseudo-random if the compression
function f is pseudo-random. In the Lemma 3 (generalization of the Lemma 1) we show that
for a Prf compression function f, all games G and all simulators S there exists a simulator
S’ such that S’ is able to simulate S using F[J; for randomly chosen key K € {0,1}*. We
utilize the Lemma 3 to prove that the hash function family H has black-box property if f is
Prf-BB.

Lemma 2. Let f : {0,1}F x {0,130+ — {0, 1}¥ be a compression function which is Prf
and let F' be a Pro preserving domain extension transform. Then a hash function family
H(K,M) := F/x(M) is Prf, i.c. for all adversaries A there exists a negligible function negl
such that

’Pr [Ki{O, 1} Al 1} —Pr {fiRF*yy;A}— — 1” < negl(n).

Proof. The domain extension transform F' is Pro preserving, hence for all adversaries A there
exists a simulator S and negligible function negl; such that

)Pr (9 < REy10y3 AT — 1] = Pr [F - R, ;4757 1] ‘ < negly(n).

The statement above holds also for adversaries A’ which “ignore” their second oracle. Hence,
for all adversaries A’ there exists a negligible function negl, such that

’ Pr [g — RFy4q,; AT — 1] _Pr [f — RF,,; A7 — 1} ‘ < negly(n). (10)
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The compression function f is Prf, hence for all adversaries D there exists a negligible function
negl; such that

’Pr [Kﬁ{o, 11k, Dl 1] ~Pr [giRFy+d,y; DI — 1” < negl, (n).

The statement above holds also for adversaries of the form D := A’F' where A’ is an arbitrary
adversary. Therefore for all adversaries A’ there exists a negligible function negl; such that

‘Pr [Ki{o, 11k, AP 1} —Pr {giRFy+d7y;A’Fg — 1” < negl, (n). (11)

Finally, from the equations (10) and (11) we conclude that for all adversaries A’ there exists
a negligible functions negl, and negl; such that

)Pr [Ki{o, 1}k, AP 1} —Pr []: «— RF, ;A7 — 1} ‘ < negly(n) + negl; (n).
O

Lemma 3. Let f: {0,1}* x {0,139 — {0,1}¥ be a compression function which is Prf-BB
and let F' be a Pro preserving domain extension transform. Then for all games G and all
simulators S there exists a simulator S’ and a negligible function negl(n) such that

‘Pr[Ki{o, 13k, GFIROSTE L q) _ prK &0, 11 GFSTT 1]‘ < negl(n)
Proof. Fix some game G and let
e(n) = | Pr{RE{0, 15 G745 1] - pr{ieE q0, 115 G5
= ‘ Pr[Ki{O, 1} GEFIx.sK 1] = Prlg « RFyyq,; G — 1]‘
| Prlg  RFy i G775 = 1] = Pr[F « R, ;6757 — 1]
+) Pr[F  RF,,; G757 — 1] - Pr[KE{0, 1}k gF /%8 1}).

We prove the lemma in three steps.

(1) For all simulators S there exists a negligible function negl; such that
’Pr[Kﬁ{O, 1}k, GFIE.STKE 1] = Prlg < RFy4a,; GF,% 1]‘ < negl; (n).
(2) For all simulators S there exists a simulator S’ and a negligible function negl, such that
’Pr[g — RFy, 4, G5 — 1] — Pr[F < RF,; GFS7 1]’ < negly(n).
(3) For all simulators S’ there exists a negligible function negly such that

/ 1rf
‘Pr[}" —RF. ;G557 — 1] = Pr[K {0, 1}k P 1]‘ < negly(n).
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The statement (1) is given by the fact that f is pseudo-random. We create a distinguisher
DX which simulates G *.5% Since f is pseudo-random, there exists a negligible function
negl; such that

| Pr[KE{0, 1}%; DX — 1] — Prlg — RF,4,; D? — 1]| < negl, ().

However DX simulates G’ X’SX, hence the statement (1) holds. Similarly we can prove the
statement (3), where we utilize the Lemma 2 which states that F/¥ is pseudo-random.

The statement (2) is given by the fact, that F' is Pro preserving. Hence, for all adversaries
A there exists a simulator S” and a negligible function negly such that

‘ Pr [9 — RFy 4, A7 — 1} —br [j: — RF.; A7 — 1] ) < negly(n)

Now fix some simulator S, the statement above must hold also for all adversaries of the form
AO102 . — Gol’SOQ, where G is an arbitrary game. Hence,

‘Pr {g — RF 44, GFHST 1} —Pr [.7: — RF.y; GF’SSHf — 1” < negly(n).
By a simple substitution "% := S5 we get the statement (2)
‘Pr[g — RFy14,; GFs™ 1] — Pr[F <« RF, ; GFs 1]‘ < negly(n).
By combining statements (1), (2) and (3) we have
g(n) < negly(n) + negly(n) + negls(n).
O

Proof of the Theorem 5. Let f :{0,1}¥x {0,1}%x{0,1}¥ — {0,1}¥ be a compression function
which is Prf-BB. We show that Fx is Prf-BB. Since f has black-box property there exists a
negligible function negl(n) such that

(Vnon-trivial G)(VA)(3S) Pr [KE{0, 1}5; GIoA™ — b A GIoS"™8 i/ Ab # 1] < negl(n).
(12)
Let G be some non-trivial game and A some adversary. We want to show that there exists a
simulator S such that

f
Pr [K&{0,1}5; GFieA o p A GFeS™ 1/ Ab £ 1] < negl(n). (13)

Consider the game G'75-X | which simulates GH5-X, When G asks its first oracle Hx a query
M, then G’ computes Y = F' IJ;(M ) and answers Y. Since G’ is able to simulate F' IJ; using its
oracle fr, it is clear that for all ITMs X and all keys K € {0,1}" is

Pr[GFIJ;’X — 1] = Pr[GeX = 1.

It is also clear that G’ is non-trivial too. Using the equation (12) we have that there exists a
simulator S such that

Pr [Ki{o, 1 @A g A QIS i A b £ B < negl(n).
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However GFIJE’X and G'/©:X do the same. Thus
Pr [KS{0, 11K, GFAAS b A GFRS™ 4/ A b £ 1] < negl(n). (14)

Now by the Lemma 3 for all simulators S there exists a simulator S’ and a negligible function
negl, such that

negly(n) > | PrKE{0, 134 GF/% % 1] — Pk {0, 11k P8 g
glo , ; 7 :

1 , 1 rf
L D DI G T D (L |

2k 2k
Ke{0,1}k Ke{o,1}k
1
> oF Z Pr[GFfK’AK — 0] -Pr[GFfK’SfK — 1]
Ke{0,1}k
1 it
o 2 Pr[GFA 0] prjgF ST 1]) (15)
Ke{0,1}*

= [PrEE {0,115 P A% o p GPIS ]

ol
—Pr{K {0, 1}k GFAT g A gFST Ly

, (16)

where the inequality (15) is given by the fact that 0 < Pr[GF AR, 0] <1 (for all games

GFfK JAK

G and all adversaries A). The equation (16) holds, because the events — 0 and

GRS 1 op GFIAY 0 and GF 5™ 1 are independent for some fixed key K.

Similarly we can prove the following inequality
negly(n) > | PrKE{0, 1}%; GF/F A% 1 p gFEs™ )
— Pr[K &0, 1}k, GFAT 1 A GETRST ). (17)
Hence,
2 negly(n) > | PrK &40, 11E; GFIOAR oy o GFIS™ gy 2 )
—Pr[KE{0, 1}F, GFOAY Ly A GO L ab £ 1)), (18)
By the inequality (12) we know that the second term of the inequality (18) is negligible, hence
2 - negly(n) > ‘Pr[Kﬁ{o, 1k, GEIRAR Ly A GEISTI a2 ]
—negl(n)‘. (19)
Thus,
Pr{KE{0, 114 GFS A Ly A GFS™ A b £ 1] < 2 negly(n) + negl(n),

The fact that F7% is Prf is proved in the Lemma 2.

19



7 Conclusion

In this paper we introduced the black-box property for hash function families, which guaran-
tees that for a hash function family H : {0,1}* x {0,1}* — {0,1}¥ everything “non-trivial”
we are able to compute with access to a randomly chosen key K is possible to compute only
with oracle access to the hash function Hx. We showed that a pseudo-random hash function
family with black-box property (Prf-BB) is resistant to all “non-trivial” types of attack. We
proved that the Merkle-Damgard construction is not Prf-BB preserving and conversely that
the HMAC construction is Prf-BB preserving. Moreover we proved that every pseudo-random
oracle preserving domain extension transform is Prf-BB preserving and vice-versa.

We believe that a Prf-BB property is all-in-one property — it guarantees “total” security of
a hash function family and should be a primary security goal for designers of hash functions.

A natural and interesting question is whether a Prf-BB hash function family exists. A
combination of two hash function families H(K7, Ko, M) := Hy(K;, Ho(K2, M)), where Hy
is pseudo-random and Hs is collision resistant seems to be a good candidate. The collision
resistant hash function family Hs ensures that a potential adversary A is unable to arbitrarily
select inputs to the pseudo-random hash function family H;. Hence Hs minimizes adversary’s
ability to utilize the key K7. The pseudo-randomness of H; guarantees that the output of H;
has random behavior and hides possible “non-random” behavior of Ho.
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