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Abstract

This paper presents a new model of ordinary elliptic curves with
fast arithmetic over field of characteristic two. In addition, we propose
two isomorphism maps between new curves and Weierstrass curves.
This paper proposes new explicit addition law for new binary curves
and prove the addition law corresponds to the usual addition law
on Weierstrass curves. This paper also presents fast unified addition
formulae and doubling formulae for these curves. The unified addition
formulae cost 12M + 2D, where M is the cost of a field multiplication,
and D is the cost of multiplying by a curve parameter. These formulae
are more efficient than other formulae in literature. Finally, this paper
presents explicit formulae for w-coordinates differential addition. In a
basic step of Montgomery ladder, the cost of a projective differential
addition and doubling are 5M and 1M + 1D respectively, and the cost
of mixed w-coordinates differential addition is 4M.

Keywords: Elliptic curve, Edwards curve, Huff curve, scalar multiplica-
tion, unified addition law, differential addition, cryptography



1 Introduction

An elliptic curve over a field K is a smooth algebraic curve of genus 1 having a
specified basepoint. Every elliptic curve can be written as the locus in P? of a
Weierstrass cubic equation with one infinity point (0 : 1 : 0). There are many
other ways to represent elliptic curves such as Legendre equation, Jacobi
quartic equations and intersection of two quadratic surfaces. Several forms
of elliptic curves over finite fields with different coordinate systems have been
studied to improve the computation efficiency of the scalar multiplications. In
2007, a family of special curve named Edwards curves introduced by Edwards
in [6]. Berstein and Lange proposed a general Edwards curves in [2]. In
[4], Berstein, Lange and Farashahi study the Edwards curves over binary
field. Recently, Joye, Tibouchi and VergnaudlIt [10] study the Huff’s curve
introduced by Huff in [7]. Wu and Feng in [20] present a general Huff form.
One of the main operations and challenges in elliptic curve cryptosystem
is the scalar multiplication. The speed of scalar multiplication plays an
important role in the efficiency of the whole system. Therefore, it is an
interesting problem to explore new elliptic curves form with fast group law.
In this paper, we mainly talk about elliptic curves over binary fields.

For a field K with characteristic two, every ordinary elliptic curve an be
written as E : v? + uv = u? + agu + ag with ag # 0. The neutral element
of the general addition law is the point (0 : 1 : 0) and negation is defined as
—(uy,v1) = (u1,u; +vy1). For point (x1,y;) and (29, y2) on curve E, whenever
defined, (z1,y1) + (2, v2) = (x3,¥3), where 13 = A\ + X\ + 21 + 75 + as and
ys = Mx1+z3)+x3+y, A= (yo+y1)/(xa+x1) if 21 # 29, 0r A = 21 +y1 /21
if x; = x9. In [4], Bernstein et al. introduced the binary Edwards curves
over field K. If dy,dy € K with dy # 0,dy # d? + dy, the binary Edwards
curve with coefficients dy, dy is the affine curve

Epayay + di(2 +y) + do(2® + y?) = 2y + ay(z +y) + 2%y,

The addition law is given by (x1,y1) + (z2,v2) = (x3,y3), where

di(x1 + x2) + da(z1 + 1) (22 + y2) + (21 + 23) (@2 (ys + y2 + 1) + v1y2)

I‘ g
3 di + (x1 + 23) (22 + ¥2)

di(yr + y2) + do(@r + y1) (@2 + y2) + (Y1 + yi) (ya(@r + 22 + 1) + z122)

di+ (y1 + vi) (22 + yo)

)



The elliptic curves named binary Huff model curves by introduced in
[10] and [11]. In [11], Julien Devigne and Marc Joye describes the addition
law for binary Huff curves. They presents explicit formulae for dedicated
adding formula and dedicated doubling formula, and the unified point ad-
dition formulae too. A binary Huff curve is the set of projective points
(X :Y : Z) € P?(Fym) satisfying the equation

E:aX(Y*+YZ+27%)=b0Y(X*+XZ+ 7%

where a,b € Fom and a # b. The affine model corresponding to the binary
Huff curve is
ar(y? +y+1) = by(a® +z +1).

Define (0,0, 1) as the identity element, then

—(@1,51) = (

1 (b+aziyr) yi(a+ bw1y1)>
a+briyr b+ arp

and the unified addition formulae are defined by(whenever defined) (z1,y1) +
(x2,y2) = (x3,y3), where
b(xy + x2)(1 4+ z122y1Y2) + (@ + b)x121 (1 + Y1Y2)

€T == )
’ b(1 + z11) (1 + 2122919s)

a(yr + v2) (1 + z122y192) + (a + b)yry1 (1 + z122)
a(l +y1y1)(1 + 21729112)

Y3

This paper explore a new model of binary elliptic curves
S, x*y +ay® +toy+x+y=0.

Define (1,1,0) as the neutral element, then —(x,y) = (y,x). The unified
addition law is defined by

(z3,y3) = (z1,91) + (T2, Y2),

where
I (2122 + y1y2) (1 + y2) + ty1ya (1 4 2122)
3 — )
(2129 + y192) (1 + y1702)
) (2129 + y1yo) (21 + 29) + tz122(1 + y190)
5 )

<2U1.732 -+ y1y2)<1 + 1’1.’13'2)
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If we define (0,0, 1) as the neutral element, then the unified addition law
is defined by

(122 + 11y2) (1 4+ y1y2)
(122 + y1y2) (V1 + 2) + tyaye (1 + z129)

rs =

(w129 + Y192) (1 + z122)
(x129 + y1y2) (1 + T2) + tx1wa(1 + y17y2)

Ys =

Here we give some notations. The trace function Tr: Fom — [y is defined

by
2 am-—1
a—ota”+--ta

Note that Tr(a) = Tr(a?) for all @ € Fym. The quadratic equation 22 4+ x +
a = 0 has solution in Fym if and only if Tr(a) = 0.

2 Special Binary Curve

Let K denote a field of characteristic 2. Consider the set of projective points
(X :Y : Z) € P(K) satisfying the equation

S, XY + XY +tXYZ+XZ2+YZ* =0 (1)

where t € K and ¢t # 0. The tangent line at (1:1:0)is X +Y +tZ =
0 , which intersects the curve with multiplicity 3, so that (1 : 1 : 0) is
an inflection point of S;. The partial derivatives of the curve equation are
Y2 +tYZ + 72, X? +tXZ + Z% and tXY. A singular point (X, : Y1 : 7))
must have Y2 + Y17, + 72 = X? +tX 7, + Z? = tX,Y; = 0, and therefore
X1 =Y, = Z; =0 since t # 0. Therefore, S; is nonsingular. The affine form
of the curve is

S, xfy +ay? +toy+ o +y=0.

We can denote S(K) for a field K as
SIK) = {(z,y) € K*|2’y+ay’+taoy+a+y = 0} J{(1:0:0),(0:1:0),(1:1:0)}

by a light abuse notation.

Note that the variant form z?y + xy? + azy + b(x + y) = 0 is isomor-
phic to 2%y + xy* + txy + (x +y) = 0 via the change of variables (z,y) —
(az/V/b, ay/V/b) with t = a/v/b. The curves 2%y + zy> + zy + b(z +y) = 0
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isomorphic to 2%y + zy? + tzy + (z +y) = 0 by (z,y) — (z/vb,y/V/b) and
t=1/Vb.

The curve 2%y + xy? + xy + b(x + y) = 0 look similar to binary Edwards
curve Ep 4, 4, : di(z+y)+da(22+9?) = zy+zy(z+y) +2?y* without quartic
item with dy = b and dy = 0.

The generalized form S, : 2%y + zy* + axy + (x +y) + b(z* + y*) = 0 of
S; curve isomorphic to v? +uv = u® + (b/a)u* + a~¥(1 + ab). We can change
S,p to the form dy(z +y) + da(2* + y*) = zy + zy(z +y), then it look similar
is the binary Edwards curve of eliminated quartic item.

2.1 First isomorphism
Let S, : 2%y + ay? + tvy + 2 +y = 0 defined over finite field Fom, then S, is

isomorphic to the Weierstrass elliptic curve

1
v v =ud + I
over Fom via the change of variables ¢(z,y) = (u,v), where

T+y T+y+tir+t
—_—, U= .
t2(x+y+1) the+y+1)

The inverse maps is (u,v) = (z,y), where

tho+1l tHu+v)+1

rT = — =
t3u+t’y t3u+t

In projective coordinates, the correspondence projective transformations
from

XY+ XY +i1XYZ+XZ?°4+YZ?°=0
to 1
VW +UVW = U3 + t—8W3
is (X,Y,Z) — (U, V,W) where
U = t*)(X+Y),

V = X+Y +2X +tZ,
W = t"(X+Y +1t2).



The inverse transformations is (U, V, W) — (X, Y, Z) where

X = t'V4+Ww,
Y = t{(U+V)+W,
Z = U +tW.

The above change of variables map the element (1,1,0) on S; to the
identity element (0,1,0) on Weierstrass curve.

Note that curves r?y+zy?+zy+b(z+y) = 0 isomorphic to v2+uv = u3+b*
via the change of variables

u—l—b’v u—+b

Lemma 2.1. An elliptic curve E defined over Fom satisfies 4|4E(Fam) if and
only if E isomorphic to a elliptic curve form xy + xy? +txy +x +y = 0.

v+ b? u—+ v+ b?

Proof. Since for any a € 3., there exist a ¢ such that S; : 2%y +xy? + txy +
x + 1y = 0 isomorphic to v? + uv = u® + a. We need only to prove an elliptic
curve F defined over Fom satisfies 4| £ (Fom) if and only if £ isomorphic to
a elliptic curve form W, : v? + uwv = u® + a.

Assuming that E isomorphic to W, : v? + uv = u® + a, we count the
number of W,. For any point P = (z,y) € S, with P # (0,1,0), (0, /a),
then © # 0. Therefore, W, (Fom) = 2 + 28{t € Fom|t* +t = 2 + %,z # 0}.
The equation ¢* + ¢ = x 4+ ¢ has solution if and only if Tr(z 4+ %) = 0, that
is Tr(z) = Tr(X%). Note that #{z € Fjn|Tr(z) = T'r’(‘/?a)} is an odd since

T — */Ta is an involution on F3, with precisely one fixed point. Actually,
point (/a,+/a) belongs W, and has order 4, hence 4|t E(Fam).

Secondly, if 4|fF(Fam) then E is ordinary, it has an equation after a
suitable choice of coordinates E : y? + xy = 2° + ra? 4+ a with r € Fam. We
can change v? +uv = u® + a to a standard form E, : y? + 2y = 23 + bz? + a
with some b € Fom. E isomorphic to E, if and only if Tr(r) = Tr(b). If E is
not isomorphic to E,, then Tr(r) # Tr(b) and t = a, thus E is a quadratic
twist of F, and $E,(Fyn) + §E(Fom) = 2™ 42 = 2( mod 4). O

2.2 Second isomorphism

Let S; : 2%y + xy* + twy + x + y = 0 defined over finite field Fom, then

Py+ay+trzy+x+y=0
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is isomorphic to Weierstrass elliptic curve
v? +uw = u® + 1
= 5
over Fom via the change of variables p(z,y) = (u,v), where
T4y x4y +toy +ty
u= , U= :
t2(x +y + try) th(x +y + tzy)

The inverse change is ¢(u,v) = (x,y), where

tu+t tu+t
=, Y= ——.
o1 Y tH(u+v)+1

In projective coordinates, the correspondence projective transformations
from

XY+ XY +itXYZ+XZ?°+YZ?°=0

to
1

VEW + UV = U + gW?
over Fom is (XY, Z) — (U, V,W) where
U = (X+Y)Z,
V = (X+Y)Z+tXY +t*YZ,
W = 3 (XZ+YZ+tXY).
The inverse change is (U, V,W) — (X,Y, Z) where

X = BU+tW)-t(U+V)+W),
Y = (BU+tW)- -tV +W),
Z = ("U+V)+W)- 'V +W).

The above change of variables map the element (0,0, 1) on S; to the point
(0,1,0) on Weierstrass curve.

3 The addition law

Let C be a nonsingular cubic curve defined over a field K, and let O be a
point on C(K). For any two points P and @, the line through P and @
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meets the cubic curve C' at one more point, denoted by PQ. With a point
O as zero element and the chord-tangent composition P(Q) we can define the
group law P+Q by P+ Q = O(PQ) on C(K) making C(K) into an abelian
group with O as zero element and —P = P(0O). If O be an inflection point
then —P = PO and OO = O.

Note that (1, 1,0) belong to the curve and is a inflection point. The third
point the line through (1,1,0) and (1,0,0) meets the curve is (0,1,0). The
third point the line through (1,1,0) and (0,1, 0) meets the curve is (1,0,0).
The third point the line through (1,1,0) and (0,0,1) meets the curve is
(0,0,1). The third point the line through (0,1,0) and (0,0,1) meets the
curve is (0, 1,0). The third point the line through (1,0,0) and (0,0, 1) meets
the curve is (1,0,0).

The tangent line at (1,0,0) is Y = 0. The tangent line at (0,1,0) is
X = 0. The tangent line at (0,0,1) is X +Y = 0. The tangent line at
(1,1,0)is X +Y +tZ =0.

The third point the line through (z1,71) and (0,0) meets the curve
< (xl(t+x1 +y1) yilt+ 214+ m)

T+ Y1 ’ T+ Y
(x1,y1) meets the curve is

( t(1+yi) t(1+ %) )

o} +yi 4 23yi + 27 +yt @t + oyt + oty + 2ad + o

). The third point the line tangent at

The third point the line through (z1,4;) and (zs,y2) meets the curve is
(x3,y3) where

| + Y1+ 22+ Yo+ T1ya(T2 + Y2 +1) + 2oyi (71 + 41 + 1)
3 — )
(1 +y2) (21 + 91 + 22+ 12)

and

1+ Y1 + 22+ Yo + 1y(1 + 1 1) + zoyi (22 + Y2 + 1)
(x1 + x2) (1 + Y1 + T2 + Yo)

Ys =

3.1 (1,1,0) as neutral element

Let P = (z1,y1) be a finite point on zy? + yz* + tzy + = +y = 0, then
—P = (y1, m1). After some algebra, we get 2P = (z3,y3) when 22 + y? +
21y? + Py} +yi # 0 and 2% + yf + 2%yl + 22} + 2 # 0, where



t(1+ x%)
22 4y + 22y? + 1222 + 2}’

(2)

t(1+y7)
o+ i+ oty + Pyl
Let P = (x1,11) and @ = (2, ¥y2) be two finite points with P # (). Then

we can get the dedicated point addition formula. That is, whenever defined,
we get P+ @ = (z3,y3), where

Ys =

1+ Y1+ 2o+ Yo+ x1y2(2r + 1 1) + oyi (22 + Yo + 1)
(x1 + 22) (21 + Y1 + T2 + ¥2) ’

r3 =

(3)
- 1+ Y1+ o+ Yo + 21y (2 + Y2 + 1) + xayr (1 + Y1 + 1)
’ (1 + y2) (@1 + 91 + 22 + 1) |

In the projective coordinates, the dedicated law is (X7 : Y7 : Z1) + (Xp : Vs :
Zy) = (X3 :Y3: Z3) where

Xz = NMZy+YoZy) (Z1Z3(X1+ Y1) + Z275( X5+ Y3)
+ XaYoZo(Xa + Y1 +t20) + XoViZ1 (X + Yo + t2,)),

+ X0 YoZi (Xo + Yo +125) + XoY1 Z5( Xy + Y1 + t24)),

Zy = (X1Zy+ XoZy) Y12y + Yo 2 ) (XaZo + Y125 + XoZy + Yo Zh).
(4)

We can delete t from the above dedicated addition formula and get the
following dedicated addition formula independence of the curve parameters.

(1 + y2) (Y122 + Yox1)
ny2(z1 + x2) (21 + Y1 + 22 + y2)’

I3 =
(5)
(21 + 22)(th 22 + Yox1)
r1To(yy + y2) (@1 + 1y + 22+ y2)

Note that (y; + v2)(y12o + y211) = viya(21 + 22) + 2y? + 2192, (21 +
x2) (Y122 + yox1) = T122(Y1 + Yo) + ﬁyz + $%y1, and (y1 + y2) (Y172 + yor1) +

Yys =



(x1 + x2) (Y102 + Yo1) = (1Yo + T2v1)(T1 + Y1 + T2 + Yo).

The addition law for points P = (X : Y : Z) with XY Z = 0 are given by
the following formulae.

—(0,1,0) = (1,0,0),
—(1,0,0) = (0,1,0),
_(0>071) = (070>1)7
2(0,1,0) = (0,0,1),
2(1,0,0) = (0,0,1),
2(0,0,1) = (1,1,0).
(0,1,0)+ (1,0,0) = (1,1,0),
(0,1,0) + (0,0,1) = (0,1,0),
(1,0,0) + (0,0,1) = (1,0,0),
(1,1,0) + (1,0,0) = (1,0,0),
(1,1,0) + (0,1,0) = (0,1,0),
(1,1,0)+ (0,0,1) = (0,0,1).

N

Note that if (xq,9;) on 2%y + zy? + tay + x +y = 0 then so do (x—ll,yl),
(21, yil) (9011 m L) whenever defined. When z; # 0, we have (z;, y1)+(x—11, Y1) =
(07 17 O) When Y1 % 07 we have (15172/1) + (5(71, E) - (17 Oa O)

When P = (z1,y;) is finite and @ is at infinity or (0,0,1), whenever
defined, we have

(1, 91) + (1,0,0) = <y1,xil>,
() +(0.1,0) = (),

hn
t
(xbyl) + (Oa()?l) (%—i_yl
\ 1

, L1 +t).

The following facts will be useful in later sections.

(21 y1)+(i l) — 2 i) _ ((1+yf)(1+x?yf) (1+x§)(1+x§yf))
’ 1 Y "1y tei(1+y2) 7 (14 a3)
and
(e 1) — (=, ) = (0,0,1)
Xy, —(—,—) = ,0, .
1, Y1 z'



After some algebra, we can get the following unified point addition for-

mula. Let (z1,y1) + (72,92) = (73,¥3), then

(122 + y1y2) (11 + y2) + ty1ye(1 + z129)

[L’ _—
’ (122 + 11y2) (1 4+ y1y2)

Y

(122 + y1y2) (1 + x2) + tx122(1 + Y1Y2)
(T122 + Y192) (1 + 2122)

Y3

In the projective coordinates, the unified law is (X7 : Y7 : Z7) 4+ (X5 :

Zy) = (X3 :Y3: Z3) where

Xy = (XiXo+212,) - (XaXo +Y1Y2) (Y122 4+ YaZy) + tY1Ya (2175 + X1 X0)),

Y5 = (NMYa+ Z12y) - (XaXe +Y1Yo)(XaZo + XoZh) + t X1 Xo(Z1 22 4+ Y1Y5)),

Zy = (XiXo+WYo)(XiXo+ Z12:) (V1Yo + 21 25).

(6)

Ys

(7)

We can prove that the addition law corresponds to the usual addition law
on an elliptic curve in Weierstrass form. That is, fix (21, 1), (22, y2), (23,y3) €
Si(K). Assume that (z1,y1)+ (22, y2) = (23, y3). Then o(x1, y1)+p(xa, y2) =
©(z3,y3). A lengthy but straightforward calculation can show it, here is the

corresponding Sage script:
Sage scrip to check P+ @ = R.

R.<t,x1,y1,x2,y2>=GF(2)[ ]

S=R.quotient([

x1*y1"24y1*x1 "2+ t*x1*y1+x1+y1),

x2%y2" 24y2*x2" 24+t x2%y24+x2+y2),

)

x3=(

X1*x2* (y14y2)+y1*y2* (t+yl4y2)+t*(x1*y1*x2*y2)
)/ (x1*x24y1*y24y1"2%y2 " 24+x1*y1*x2%y2)

y3=(

y1*y2* (x14x2)+x1*x2* (t+x14x2)+(a+b) *(x1*y1*x2*y2)
)/ (x1*x24y1*y24x1"2*x2"24+x1*y1*x2*y2)
ul=(x1+4y1l)/(t"2*(x1+yl+t))
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vi=(x1+yl+t"2%x1+t)/(t"4*(x1+y1+t))
u2=(x2+y2)/(t"2*(x24y2+t))
(

v2=(x2+y2+t"2*x24a+b)/(t"4*(x2+y2+t))
u3=(x3+y3)/(t"3*(x3+y3+t))
v3=(x34+y3+t"3*x3+t)/(t"4*(x3+y3+t))
lam=(v14v2)/(ul+u2)
ud=lam”2+lam=ul+u2
vd=vl+lam*(ul+u4)+u4
0==S(numerator(u3-u4))
0==S(numerator(v3-v4))

Completeness of the addition law
Let P = (z1,11) and @ = (w2,%2). Then (z1,y1) + (22,92) = (3,¥3), the
addition law is defined when the denominators (xixs + y1y2)(1 + y1y2) and
(x129 + y1y2) (1 4+ z129) are non-zero.

If 1+y1y2 = 0, then yo = .-, thus Q € {(z1, ), (57, ;o)) I 1+a122 =0,
then z, = o-, thus Q € {(3-, 1), (3, ) }-

ac17y_1
Lemma 3.1. Let P = (x1,y1) and Q = (x4,y2) on the curves S;. If x119 +
Y1y =0, then Q = (1_117 yil) or Q = —P.
Proof. If x1z5 + y1yo = 0 then x129 = y1y2. If 2129 = 112 = 1, then
Q= (yy)- Bz = yiye = a # 0,1, then @ = a/z1,92 = a/y1. Since

1’ Y1
iy + 21y} + teryr + 21+ yp = 0, thus
1 1 t 1 1
3 3 +—4+—=0
Y1 Yy iy 1 Y1
and a? a? ta 1 1
3 5 +—+—=0.
iy 1Yy niyh 1 Y1
Therefore,

1 a? 1 a? t ta

2 2 2 2 +
% Y1 Ty Ty; Ty T

=0.

Thus 1 + a?x; + y1 + a?y; + txys + tazy; = 0 and

tx
1+ = 1 j_y;.
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tx1n

Since x1 4+ y; = , therefore, x1y; = a. From x129 = y12 = a and

T1y1 + .
Ty = a, we get x9 = y; and yp = x4, that is Q = —P. O
Note that P = (z1,41) and Q € {(5;,%1), (x1, yil), (35 i)}, then P+ Q =

(0,1,0), P+ @ = (1,0,0) or P — @ = (0,0,1). Therefore, we have the
following theorem.
Theorem 3.2. Let elliptic curve S; : 2%y +zy* +toy+x+y = 0 defined over

Fom and let G C Sy(Fam) be a subgroup that does not contain points (0,1,0),
(1,0,0) or (0,0,1). Then the unified addition formulae is complete.

In particular, the addition formula is complete in a subgroup of odd order,
since (0,1,0), (1,0,0) and (0,0, 1) are all of even order.

3.2 (0,0,1) as neutral element

Let P = (z1,%1) on 2%y + xy® + toy + z +y = 0, then —P = (y1, ).
After some algebra, we get 2P = (z3,y3) when 1+ y# # 0 and 1+ 23 # 0,
where
22+ y? 4+ ady? + 222 + 2}

S 1+ 22) ’

(8)

o} +yi + 2yt + Pyt + oyl
t(1+yi) '

Let P = (x1,11) and Q = (x2,%2) be two finite points with P # Q.
Then we can get the dedicated point addition formula, whenever defined,
P + @ = (23,y3), where where

(1 + z2) (21 + 11 + 2 + 1)
L1+ Y1+ 2o+ Yo+ 21ye(wr +yr 1) + oy (T +ya 1)

Ys =

r3 =
9)
(y1 + y2) (21 + 11 + 22 + ¥2)
1+ Y1+ 2o+ Yo + T1y2(22 + Y2 + 1) + oyi (21 + Y1 + 1)
Similarly, then unified group law is defined as
(122 + 11y2) (1 4+ y1y2)
(2129 + y1y2) (Y1 + y2) + tyrya(1 + 2122)

Ys =

xs3

(2129 + y192) (1 + 2122)
(Zﬂll'g + ylyz)(ﬂfl -+ $2) + tl’lxg(l + y1y2) .

Yys =
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The addition law for points P = (X : Y : Z) with XY Z = 0 are given by
the following formulae.

),
),
),
),
),
)

Note that if (x1,%1) on 2%y + zy* + try + x +y = 0 then so do (x—ll,yl),
(1, i), <x_11’ yil) whenever defined. When x; # 0, we have (1, y1)+(x—11, Y1) =

(1,0,0). When y; # 0, we have (z1,y1) + (21, yil) = (0,1,0).
When P = (z1, 1) is finite and @ is at infinity whenever defined, we have

¢ I+ txy + 2191 y1(1+m1+x1y1))
x1, +(1,0,0) = ’ |
( 1 ?Jl) ( ) ( ,’1;'1(1+.1'1y1> 1+x1y1
(x1,11) +(0,1,0) = <x1(1+ty1+:v1y1) 1+ty1+9:1y1>
1, Y91 , L — 7 |
1+ 2 (1 + z1y1)
(r1,91) + (1,1,0) = <yl(t+w1+y1) 1’1(75+x1+y1))
\ ’ il 71+ U ) Tt ’

e B B e e

z1 Y T r1+ ’ r1+

The projective coordinates law is
(X3:Y3:Z3)=(X1:Y1:Z1)+ (Xp: Y5 : Z)

where
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X3 = MY+ Z125)(X1Xe + Y1Y5)
(X1 Xo + YY) (X1 2y + XoZy) +t X1 Xo(Z1 25 + Y1Y5)),

Ys = (XiXo+ Z212:)(X1 X+ Y1Y5)
((XaXe + Yo)(YiZy + Yo Zy) + tY1Yo(Z1 25 + X1X5)),

Zs = (X1 Xo +1Y2)(X1Zy + XoZy) +t X1 Xo(Z1 22 4+ Y1Y3))
(XaXo +Y2)(Y1Zy + Yo Zi) + 1Y1Yo (21 25 + X1 X5)).

An inverted Edwards coordinates were introduced by Bernstein and Lange
in [3]. For a point We use three coordinates (X; : Y] : Z;) on Edwards curve
2% +y? =1+ day?, where (X? + Y27} = X2+ Y2 +dZ} and X Y17, # 0,
to represent the point (Z;/X;,Z1/Y1) on the Edwards curve, they refer to
these coordinates as inverted Edwards coordinates. It is easy to convert
from standard Edwards coordinates (X; : Y] : Z;) to inverted Edwards co-
ordinates, simply compute (Y1 7; : X17; : X;Y]) with three multiplications.
The same computation also performs the opposite conversion from inverted
Edwards coordinates to standard Edwards coordinates. Using the inverted
projective coordinates on Sy : %y + zy* + txy + x +y = 0, the point (1,1,0)
correspondence to (0,0, 1), and the group law use (1, 1,0) as neutral element
correspondence to group law use (0,0, 1) as neutral element.

4 Explicit addition formulae

This section presents explicit formulae for affine addition, projective addition,
and mixed addition on S; curves.

4.1 (1,1,0) as neutral element

Affine addition. The following formulae, given (z1,y;) and (z9,y2) on the
curve S; : 2%y + xy® + txy + v +y = 0, use formula (3) compute the sum
(z3,93) = (¥1,91) + (72, y2) if it is defined:

wy =21+ Y+ we =22+ Yo+ 1, A=11Y2, B = 2201,
C=A-w, D=B-wy, E=(A+B) - (w +ws) +C+ D,
F=(xi4x) (n1+y) G=(@1+x)’+F, H=(+y)+F
IL‘3:(U}1+’U}2+C+D)/G, ygz(w1+w2+E)/H

15



These formulae cost 21 +8M + 25, where [ is the cost of a field inversion,
M is the cost of a field multiplication, S is the cost of a field squaring. We
will use D denote the cost of a field squaring and of a multiplication by a
curve parameter. One can replace 21 with 1/ + 3M using Montgomery’s
inversion trick, then the affine addition use 1/ + 11M. Note that the cost of
additions and squarings in Fom can be neglected.

The following algorithm use formula (6) compute the sum (z3,y3) =
(x1,11) + (29, y2) if it is defined:

Ale'l’g, B:yl'yg, C:<A+B)<y1+y2), D:(A+B)(ZL’1+JI2>,
E=A-B,F=B+E, G=A+E, H=A+B+E+ B
J=A+B+E+ A? z3=(C+tF)/H, ys=(D+1tG)/J.

These formulae cost 21 + 7TM + 2D + 25 or 11 + 10M + 2D + 25, The
2D here are two multiplications by ¢.

Projective addition. The following formulas, given (X; : Y} : Z;) and
(Xy : Yy : Zy) on the curve Sy, use formula (4) compute the sum (X3 : Y3 :
Z3)=(X1:Y1:Z1)+ (Xo : Yy i Zy) if it is defined:

A=X1-Zy, B=Xy-Z1, C=Y1-Zy, D=Y5-Zy, E= 7 - Z»,
F=X,-Y;, G=X,Y;, H=FE(A+B+C+D), J=F(A+C+1E),
K=GB+D+1tE), L=(F+G)- (A+B+C+D)+J+K,
Xs=(C+D)-(H+J+K), Y3=(A+B)-(H+ L),
Zy=(A+B)-(C+D)-(A+B+C+ D).

These formulae cost 15M + D. The D here is one multiplication by t.

The following algorithm use unified formula (7) compute the sum (Xj :
Yi:73) = (X1 :Y1:Z1) 4+ (Xs: Ya: Zs) if it is defined:

A=X1-Xy, B=Y1Y,, C =22y,
D=(X1+2) (Xo+ Z2)+A+C,
E=W+2) Yo+ Zy)+B+C,
Xs=(A+C)-((A+B)-E+tB-(A+0()),
Ys=(B+C) - ((A+B)-D+tA-(B+(C)),
Z3y=(A+B)-(A+C)-(B+0C).

16



These formulae cost 13M 42D. The 2D here are two multiplications by t.

Since the squarings in Fom can be neglected, so we have the following
algorithm,

=X1-Xo, B=Y1-Yo, C =22,
=(Xi+21) (Xo+2Z) +A+C,

=M +2) Yo+ 2Z2)+ B+ C,

=(A+0)*, G=(B+C)? H=A-(B+(0),
=B-C, J=A? K= B?
Xs=(J+H+1I)-E+1tB-F,
Ya=(H+K+1I)-D+tA-G,
Zy=(J+H+1I)-(B+0O).

SO

These formulae cost 12M +4S5+2D. The 2D here are two multiplications
by t.

Mixed addition. Mixed addition is compute (X3 : Y3 : Z3) = (X; : Y; ¢
Z1) + (z2,y2) given (X7 : Yy : Z;) and (z2,y2) on the curve S;. From projec-
tive addition algorithm use formula (4) we can get the mixed addition can
be computed use 12M + D since Zy = 1. However, use formula (7) compute
mixed addition cost 11M + 2D.

Comparison with previous work The following comparison shows that
our addition formulae are more efficient than binary Edwards curve and
Weierstrass curves.

The projective addition formulae of binary Edwards curves in [4] use
21M +15+4D, or 18 M +2S5+7D when the curve parameters are small. The
fastest formulae cost 16M + 15 + 4D when the parameters d; = ds of binary
Edwards curves. The best operation counts is 14M + 15 for Weierstrass
curves with projective coordinates reported in Explicit-Formulars Database
of [1]. Therefore, our formulae are more faster than the formulae in literature.

The projective addition formulae of binary Huff curves in [11] use 15M +
25 +2D or 13M + 2S5 4 2D when using (a : b : 0) as neutral element yields.

4.2 (0,0,1) as neutral element

The similarly analysis can be done as use (1,1,0) as neutral element, but
here we neglect the details.
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5 Doubling

This section presents fast doubling formulae on S; in affine coordinates and
projective coordinates.

Affine doubling. Let (z1,y;) be a point on S;, and assume that the sum
2(z1,y1) is defined. From unified formula (6) with (1, 1,0) as neutral element,
we get

2(951 yl) = ( ty%<1 +$1)2 tI%(l + y1>2 ) .
W@ DO @D+

Note that (21 +y1)(1 +z1)(1+y1) = 21(1 + yf) + i (1 + 21)? + 23 + 42, we
have the following algorithm to compute 2P:

A=y -(142}), B=x1-(14+47), D=(A+ B+ +y)"",
E:tD2, iL‘gZE'AQ, yng'B2.

These formulae cost 11 +4M +5S5+ D. The 1D here is one multiplication
by t.

From the formula (8) with (0,0, 1) as neutral element,

x3 + i +afyl + el + 2 2t +yi 4+ 2ty + Py + yi‘)
t(1+ 22) ’ 1+ 2) '

2(w1, 1) = (

23+ yi + 23yi + Py + yt
t(1+97)

1 t
We can divide as ¥<x1 +y+ L){ therefore
Yy

1+

tx 1 t
7 - )2,—(x1+y1—|— o )2>

1
2(x1,11) = (—(5514—2/1 + T ta,) 1 o

Note that y1 (1421) = y1+2191, 21 (1+y1) = x1+21y1 and (14+21) (14y1) =
14 x1 + y1 + x1y1, we have the following algorithm to compute 2P:

Ale"‘yl, B:l'lyl, D:t(1+$1+y1+B)_1,
r3=(A+ (z1+ B)-D)?/t, y3 = (A+ (y, + B) - D)*/t.

These formulae cost 17 + 3M + 2S5 + 3D. The 3D here are three multi-
plications by ¢ and 1/t twice. Julio Lépez in [14] pointed out the following
algorithm with cost 17 4+3M + 25+ 2D by using v/t. The same optimization
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applied in the first doubling formula by introduce the variable E = tD? is
also due to Julio Lépez. The 2D here are two multiplications by v/t and

1/t

A=z1+y, B=zy;, D=+t(l1+z, +y + B),
E=A/Vt, 3= (E+ (z1+ B)-D)?, y3=(E+ (y. + B) - D)%

Projective doubling. Let P = (X1,Y), 7)) and 2P = (X3,Y3, Z3), From
unified formula (6) with (1,1,0) as neutral element, we get

2P = ((YP(X?+ Z7)2 e XP(Y2 4+ Z7)%, (XT + YP2)(XT + Z7) (Y + 27))
= (YA(X?+ Z7)%, XP(Y2 4+ Z2)%, (1/t)(XT + YN XT + Z7) (Y2 + Z1)) -

Note that
(YD) XTHZ) (VP42 = (M(XT + Z20) + Xa (Y2 + 20) + Zi(XT 4+ Y7)),
so we have the following algorithm

A=X} B=Y2 C=2Z} D=Y,-(A+C), E=X,-(B+0)
Xs=D* Ys=FE* Zy=(1/t)(D+ E+ Z - (A+ B)).

These formulae cost 3M + 35 + 1D. The 1D here is one multiplications
by 1/t.

Comparison with previous work The following comparison shows that
our doubling formulae are competitive to binary Edwards curve and Weier-
strass curves.

The best projective doubling formulae on binary Edwards curves in [4]
use 2M + 6S + 3D, or 2M + 55 + 2D when the curve parameters d; = ds.
But in general for random curve the cost become 4M + 6S. According to a
summary in [4], The fastest inversion-free doubling formulae in Lapez-Dahab
coordinates cost 4M + 45 + 1D introduced by Lange in [9]. In [8] Kim and
Kim present doubling formulae for curves of the form v? 4+ uv = v 4+ u? + ag
needing 2M +55+2D. Using the extended coordinates, the improve doubling
formula take 2M + 45 + 2D in [4]. Our projective doubling formulae cost
3M + 35 + 1D for general curve parameters, them are slightly slower than
binary Edwards curves or Weierstrass curves. But for random curves, take
1D = 1M then our formulae are have more advantages.

The projective doubling formulae of binary Huff curves in [11] use 6 M +
55 4 2D.
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6 Differential addition

This section presents fast explicit formulas for w-coordinate differential ad-
dition on binary curves S; : 22y +xy? +taxy+x+y = 0. We define w-function
in two ways. Here w(P) = x +y for P = (x,y), and w(P) = zy. Note that
w(—P) = w(P) and w(—P) = w(P) , since —(z,y) = (y,z). We propose ex-
plicit cost of differential addition and double for w-coordinates, and neglect
the details for w-coordinates.

Differential addition means computing () + P given P, (), — P or com-
puting 2P given P. A generally differential point addition consists in cal-
culating w(P + Q) from w(P), w(Q) and w(Q — P) for some coordinate
function w. Montgomery in [16] developed a method, called Montgomery lad-
der, allowing faster scalar multiplication than usual methods. Montgomery
presented fast formulae for u-coordinate differential addition on non-binary
elliptic curves v? = u? + asu® + u. The Montgomery ladder can fast com-
pute u(mP),u((m + 1)P) given u(P), and is one of most important meth-
ods to compute scalar multiplication. Bernstein et al. [4] used the idea of
Montgomery ladder present fast w-coordinate differential addition on binary
Edwards curves.

More concretely, write Q@ — P = (z1,y1), P = (22,42), @ = (3,¥3),
2P = (z4,y4) and Q+ P = (x5, y5). We will presents fast explicit formulae to
compute w(P+ Q) and w(2P) given w(P), w(Q) and w(Q — P), and presents
fast explicit formulae to compute w(P+ Q) and w(2P) given w(P), w(Q) and
w(Q — P). Write w; = z; + y; and w; = z;y; for i = 0,1,2,3,4.

6.1 (1,1,0) as neutral element

Since the doubling formula is

21 2 21 2
b —ata - (LA ) )
(@2 +y?)(1+y?) (22 +y?)(1 + 2?)
t]_ 2,,2
Let wy = w(P), then w(2P) = (L+2%7) _ Note that xy:x——l—y7
(14 22)(1+y?) r+y+t

thus
t3

2 + t2wi + wy’

wy = w(2P) =
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Similarly, we have
14w
Wy = .
LT a2

By a lengthy but straightforward calculation, we can get, when defined,

t3
t2 + Wng(t + WQ)(t + ’lU3) ’

w1+w5 = t+

t2(w2 + w3 + t)2

wiw = .
1 12 ++ wows (t + wy) (t + ws)
and )
. N twaws
Wy +wWs = o,
w; + w3
L 1 + w3w3
WiWs = =5 o -
(53 + ws

Cost of affine w-coordinate differential addition and doubling. The
explicit formulae

AZUNJS, BZIZ)%, C = wows, D:<A—|—B)71
@5:w1+t2C'D.

use 11 + 2M + 2S + 1D, where the 1D is a multiplication by #2.
Doubling: The explicit formulae

A=wi B=A? C=t*A, D=C"!
wy=(1+B)-D.
use 17 + 1M + 25 + 1D, where the 1D is a multiplication by ¢2.
Cost of projective w-coordinate differential addition and doubling.
Assume that 1y, Wy, w3 are given as fractions Wl/Zl, Wy /Zy, W5/ Z3 and that

Wy, Wg, are to be output as fractions W4/Z4, Ws/Zs.
The explicit addition formulae

A=W, Zs, B=W;- 2y, C = (A+ B)?,
Ws=t*2,-A-B+W,-C, Zs= 7, -C.

use 6M + S + 1D, where the 1D is a multiplication by #2.
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The explicit doubling formulae
A=W, B=A% C=272 D=C?
Wy=B+ D, Zs =t*A-C.

use 1M + 4S5 + 1D, where the 1D is a multiplication by #2.
Here wyws formulas offer an interesting alternative. For example, the
explicit formulae

A:Z%'Zg,B:WQ'Wg,C:(A+B)2,
D=Wy+2,) - (Ws+2Z3) + A+ B,
W5221'C, Z5:W1'D2.

use b5M + 25. If Z5 = 1 then cost of mixed w-coordinates differential
addition is 4M + 2S.

6.2 (0,0,1) as neutral element

Similarly, we have the following formulae.

tw3 (1 + w3)

Wy w( ) t2+t2w§+w§’
and
8 23
w4:—~4.
1+ ws
t3
w, +ws = t4+ ,
P 12 + wyws (t + ws) (t + ws)
e — 2 (wy + ws)?
1o 12 4+ wows(t + wo) (t + w3)”
and
. - 2913
R e
~2 | =9
S wy + w3
MWy = ——,
1 1 + w0202

Cost of affine w-coordinate differential addition and doubling. The
explicit formulae
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A - U~J2UN)3, B - AQ, D - (1 + B)_l
Wy = +12A - D.
use 11 + 2M + S + 1D, where the 1D is a multiplication by 2.
Doubling: The explicit formulae
A=w3 B=A? D= (1+B)*
wy =t*A-D.
use 17 + 1M + 25 + 1D, where the 1D is a multiplication by ¢2.

Cost of projective w-coordinate differential addition and doubling.
Assume that Wy, w9, W3 are given as fractions Wl/Zl, WQ/ZQ, Wg/Zg and that
W4, W5 are to be output as fractions W4/Z4, W5/Z5.

The explicit addition formulae

A=2y-Zs, B=W,-W;3, C=(A+B)*, D=A-B,
Ws=t*Z,-D+W,-C, Zs =7, -C.

use 6M + S + 1D, where the 1D is a multiplication by #2.
The explicit doubling formulae

A=W, B=A% C=272 D=C?
Wy =1t*A-C, Zy = B+ D.

use 1M + 4S5 + 1D, where the 1D is a multiplication by #2.
Here w15 formulas offer an interesting alternative. The explicit formulae

A:ZQN'Z:J,, B:WQ'W?,, C:(A+B)2,
D=Wy+2) - (Ws+Z3) + A+ B,
Ws=2,-D? Z;=W;-C.

use bM + 25. If Z5 = 1 then cost of mixed w-coordinates differential
addition is 4M + 2S.

7 Note on binary Huff model curve

Let Hyp: ax(y* +y+1) = by(z? + x + 1) defined over Fom, then
az(y* +y+1) = by(z® + 2 + 1)
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is isomorphic to elliptic curve
atb?
(a+b)8

V4w =ud +ut+

over Fom via the change of variables ¢(z,y) = (u,v), where

" ab(bx + ay)
~ (a+0b)2(az + by + (a + b)zy)’
Y, - ab(a*bx + ady + ab(a + b)zy + (a + b)?)

(a+b)*(ax + by + (a + b)zy)
The inverse change is 1 (u,v) = (x,y), where

bla+b)’u+a’b(a+0b)  ala+b)*u+ ab’(a+b)
(a+b)*v +a?b? v= (a+0)*(u+v) + a2b?

The above change of variables map the identity element (0,0,1) on H, to
a*b?
(a+0)®

= 0, Hence, binary Huff elliptic curves family az(y*+

the identity element (0, 1,0) on Weierstrass curve v?+uv = u3+u?+
a*b
(a+ b)s)
y + 1) = by(2? + x + 1) isomorphic to curves family y* + zy = 23 + 2% + ¢
over Fom with Tr(¢) = 0.

Therefore, the binary Huff elliptic curves az(y* +y+1) = by(z* + z + 1)
only cover half of ordinary elliptic curves form v? +uv = u® 4+ u? 4+t over Fom
when m is odd. The elliptic curves S; : 2%y + zy? + txy + 2 + y cover all the
ordinary elliptic curves form v? + uv = u® + t over Fom when m is odd.

Let Hyps:ax(y* + fy+1) =by(z? + fz + 1) defined over Fom, then

Note that Tr(

ax(y? + fy+1) = by(z* + fo +1)

is isomorphic to elliptic curve
a'b?

2 3 2.2
v+ uv =u" + f u” + m
over Fom via the change of variables ¥ (u,v) = (z,y), where

Cbla+ 0P futa’bla+b)f  ala+b)PfPutab*(a+b)f
B (a+0b)*f*v+ a2 v= (a+b)*f4(u+v) 4+ a?b?
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Note that H,p s : ax(y* + fy + 1) = by(z* + fx + 1) cover all the ordinary
elliptic over Fom [11].
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