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Abstract. Several schemes under the framework of Dual RSA have been
proposed by Sun et al (IEEE-IT, August 2007). We here concentrate on
the Dual CRT-RSA scheme and present certain range of parameters for
which this is insecure. As a corollary of our work, we prove that the Dual
Generalized Rebalanced-RSA (Scheme IIT of Sun et al) can be efficiently
broken for a significant region where the scheme has been claimed to be
secure.
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1 Introduction

The famous RSA public key cryptosystem has been proposed in [15] and this is
possibly the most studied topic in cryptology research. An RSA modulus N = pq
is a product of two randomly choosen prime p, ¢, preferably of same bit size. The
public encryption exponent e and the private decryption exponent d are such
that, ed = 1 mod ¢(N). A plaintext M € Zy is encrypted as C = M° mod N
and decryption is done by calculating C% mod N.

After the invention of RSA, many of its variants are proposed and one may
refer to [11, 3] as examples. In [16], another such variant of RSA, named Dual
RSA, has been described. Dual RSA provides two different instances of RSA
that share the same public and private exponents. Here we have two different
RSA moduli N7 = p1g1, N2 = pago such that the public key e and the private key
d satisfies ed = 1 mod ¢(IN7) as well as ed = 1 mod ¢(Nz). In [16], the authors
suggested relevant applications of Dual RSA that include blind signatures and
authentication/secrecy.

To make the RSA decryption faster, the Chinese Remainder Theorem (CRT)
has been exploited and the corresponding version is known as CRT-RSA [14, 17].
In this variant, there are two private exponents d,, d, such that ed, = 1 mod (p—
1) and ed; = 1 mod (g¢ — 1). The encryption method is the same as it is done in
RSA. To decrypt the ciphertext C', one needs to calculate Cp = C% mod p and
Cy = C% mod ¢. From Cp, Cy one can get the plaintext M by the application
of CRT.

As CRT-RSA is faster than RSA, with the similar motivation, a CRT variant
of Dual RSA has been presented in [16], which we refer as Dual CRT-RSA. This



variant consists of two different RSA moduli Ny = p1q1, N2 = page with same
public exponent e and private exponents d,,d,. Hence in this case we have,
ed, = 1mod (p1—1) = 1 mod (p2—1) and edy = 1 mod (¢1 —1) = 1 mod (g2 —1).
Throughout this paper we will consider N as an integer of same bit-size as of N1, Ns.

The key generation algorithm of Dual CRT-RSA is not known for any range
of values of e, d,.d,. Further, for any such choice of keys, it may not be possible
to obtain Ny, No. An algorithm for Dual CRT-RSA key generation in a specific
range has been proposed in [16, Section III CJ.

OUR CONTRIBUTION:

— Let e = N, a > i and dp, d, < N?. In Section 2, we show that the Dual

CRT-RSA scheme is insecure when
e § < 152 — ¢ for a very small quantity e,
e i< % and a+§ > % + €, for a very small quantity €.

— A method for generating certain kind of Dual CRT-RSA keys has been pre-
sented in Scheme IIT of [16] and it is referred as Dual Generalized Rebalanced-
RSA (in short, we call it DGRR). This method can generate Dual CRT-RSA
keys fore < N 3. Applying our results in Section 2, it is shown that the keys
generated in DGRR are completely insecure for NV i<e< Nz, Further, we
improve some of the existing cryptanalytic results for e < N 3 too. These
are presented in Section 3.

— Detailed experimental results are presented in Section 4. The lattices con-
structed using our method are of small dimensions and hence we could per-
form the experiments efficiently. In fact, experimental results show that the
DGRR scheme can be attacked for e > N931%, We also provide some justi-
fication why the experimental results sometime provide better results than
our theoretical bound.

Section 5 concludes the paper.

The cryptanalytic idea exploited here are based on lattice based techniques.
As in many of the results in RSA cryptanalysis (e.g., [2,8-10]), to obtain the root
of a modular polynomial we also use the seminal method of Coppersmith [4].

2 The Main Results

As Ny = p1q1 and Ny = paogo, we have the following four identities for Dual
CRT-RSA.

ed, =14 kp, (p1 — 1), (1)
edy =1+ iy, (1 — 1), 2)
edy = 1+ by (2 — 1), 3)
edg =1+ kg, (g2 — 1). (4)

In this section we present two cryptanalytic results on Dual CRT-RSA. Let us
start with the first one.



Theorem 1. Let Ny, Ny be the public moduli of Dual CRT-RSA and e = N,
dp,dg < NO. Consider that g = N7, g1 = N7 and g = N7 be such that g =
ged(Ny—1, No—1), g1 = ged(e, ngfl), and go = ged(e, %) Lete = %"‘HV

Then, for a > %, one can factor Ny, No in poly(log N) time if § < PTQ — €.

Proof. From (1), (2), we have (ed, — 1+ ky,) (edq — 1+ kq,) = kp, kg, N1. From
this we get,

ededq +e(dp(kp, —1) +dg(kg, — 1)) + (1 = kp, —kgy) = (N1 — 1) kyp, kg, . (5)

Let, N/ = Y=L and N = ¥2=1 Now consider the polynomial
1T 991 2 992

fi(z1, 0, 23) = e?xy + exy + x3.

Let y1 = dpdg,y2 = dp(kp, — 1) +dg(kq, — 1), and y3 =1 —kp, — kg, .
Clearly, f1(y1,¥2,y3) =0 mod Nj. Similarly, from (3), (4), we have

ezdpdq +e (dp(k]h - 1) + d(l(k(h - 1)) + (1 - kpz - kfh) = (N2 - 1) kpzkth'

Now assume yq = dp(kp, — 1) + dy(ky, — 1) and y5s = 1 — ky, — ky,. For the
polynomial fo(x1,24,25) = €2x1 + exy + x5, we have fa(y1,vs,ys5) = 0 mod NJ.
Now using the Chinese Remainder Theorem (CRT) over the coefficients of f1, fo,
one can construct a polynomial

fa(z1, 2, T3, T4, T5) = @121 + 22 + a3x3 + asz4 + a5,

such that f3(y1,y2,y3,Ya,ys) = 0 mod N{Nj.
Since ged(e, N7) = ged(e, N5) = 1 and a1 = €? mod N = e? mod N5, we
have ged(ay, N{N3) = 1. So from f5, we can obtain another polynomial

fa =1+ bawo + bszs + by + bsws,

such that f4(y1,¥y2,¥3,%4,y5) = 0mod NjNj. Note that NJNj = % =
N2-2v=-m—72

Let, X; = N2 X, = No+20-3 X, = No+té—3 X, = No+26-3 X, =
Noto—3, Clearly X7, Xo, X3, X4, X5 are the upper bounds of y1,ys,y3, Y4, Y5
neglecting the small constants. We want to find the modular solution of fs. This
is a polynomial of degree 1.

Using the idea of Coppersmith [4], one can solve f; in poly(log N) time if

X1 Xo X3 X4 X5 < N{Né (6)

Putting the values of X7, X5, X3, X4 and X5 in Inequality (6), we get

1-— 2

From the equation (5), we have (N1 — 1)kp, kg, =1 —k,, — kg, mod e, ie.,

Ny —1
( : ) 991kp, kg, =1 —kp, — kg, mod e.
99



Thus when
gglk}hkth <e, (8)

991
ble to obtain ky, kg, . Putting g = N7, g1 = N" kp, < Noté—3 kp, < Na+o—3
in equation (8), we have

—1
one can calculate gg1ky, kg, = (Nl*l) (1—Fkp, — kg, ) mod e. Hence it is possi-

1 —y —
7™M (9)
2
Since
l—a—m—7—2 Jl-—a mtyp+2y l-a—7—m
< min — , ,
2 2 8 2
the conditions (7) and (9) on ¢ will be satisfied if § < w Hence
kip, + kg, and kyp kg, can be obtained if § < 1=2=1=12=27 = oo ¢ where

€ = 12D From the knowledge of ky, + kg, and kp, kg, , one gets kp, , kq,

Since p; = 1 — k! mod e, one can factor N1 in poly(log N) time obtaining half
of the LSBs of p; (as explained in [2, Corollary 1]) when a > 1. The proof for
factoring N, is similar. O

In general g, g1, g2 will be small, and so v, ~v1,v2 — 0, which gives ¢ — 0. We
have also found that the experimental results support this claim.

In the proof of Theorem 1, we have studied the conditions when one can
collect the roots efficiently. To actually collect the roots we use Grobner basis
technique [5] and in all the experiments find polynomials of the form

1— kpl _ kql

Tr3 —
1 _kpz - qu

Y3

In all these situations, ged(1 — kp, — kgy, 1 — kp, — kg, ) is small, that helps us to
collect 1 —ky, —kq,,1—k,, — kg, efficiently. Directly one can not obtain y1, y2, ¥4,
but we use the following technique to factorize N; and N> in the experiments.
Moreover, in Theorem 1, we have the constraint o > %. Using the following
approach one can remove the lower bound on a.

Let g3 = N7 and g4 = N7 such that g3 = ged(e, Ny — 1) and g4 =
ged(e, No —1). From the knowledge of 1 —k,, —k,, and 1—k,, —k,,, one can find
kp, kg, = a mod g% and kp, kg, = b mod g%. So, we can write k, kg, = a + g%21
and kp kg, = b+ 9%22, where 21, zo are unknown. Note that z; ~ NYstat20-1
and 29 &~ NYTH20=1 et 25 = ky, by, (N1 — 1) — kp, kg, (No — 1). Tt is clear that
|23 & |kp, kg, (p1 + q1)| = N29720=3  Hence, we have to find the root (z1, 22, 23)
of the polynomial

e e
h(xl,l‘g,l’g) = (CL + gle)(Nl — 1) — (b+ a’l}g)(NQ — 1) — I3.

Let, X; = Nystet20-1 x, — Nutot2i-1 and X, = N20+20-3  (Clearly,
X1, X5, X3 are the upper bounds of the z1, 25, z3. Note that

W = ||h($1X1,$2X27.’173X3)H00 > inN — N2a+26.
g3



Using the idea of [4], we can find the root of & in poly(log N) time if
X1X2X3 < W. (10)

Now putting the values of X, X5, X3 and the lower bound of W in Inequal-
ity (10), we have

5 a Y+

0< = ——— .

8 2 4
Since 73,74 — 0 in general, the required upper bound on 4§ is § < % — 5. Note
that % -3 > 1_7‘1, so upper bound of ¢ in this case is better than the upper
bound of § in Theorem 1. After getting k,, k;, and kp,kq,, one can factor Ny
and N, using the approach of [7, Section 7.5.2] when a4+ 6 > 1 +logy K’ where

K'= ng(km kQ1 ’ kpz qu)'

Remark 1. The experimental results, as presented in Section 4, are better than
the theoretical upper bound on § in Theorem 1. This is because the practical
runs of the LLL algorithm [12] tend to provide basis vectors that may be shorter
than the estimated theoretical upper bound. Thus, it may very well happen that
we may cross the upper bound of § in Theorem 1, i.e., 1*70‘ (considering € — 0),
during the experiments. Given this, one can use the approach described above
to find kp, kq,, kp,kq, from the knowledge of k,, + kq,,kp, + kq,. This works
for a higher upper bound of ¢ (than in Theorem 1), i.e., % — 5 (considering

’731-"/4 N 0)‘

Next we present another Theorem 2 that gives better bound than that of The-
orem 1 for smaller values of e.

Theorem 2. Let Ny, Ny be the public moduli of Dual CRT-RSA and e = N,

dp,dy; < N°. Then one can factor Ny, Ny in poly(logN) time if § < % given

a+6>1+¢€, where € =logy(K'), where K' = ged(kp, kg, , kp, kg, ).
Proof. We have two identities:
€2dpdq +e (dl)(klh - 1) + dq(klh - 1)) + (1 - kpl - k(h) = (Nl - 1) kpl k(IM (11)

€2dpdq +e (dl)(kl)z - 1) + dq(klh - 1)) + (1 - kpz - k(h) = (N2 - 1) kpzk(h' (12)

From (11) and (12) we get,

€ (qul)l + dpkth - qulm - dpk(h) + (_kl)l - k(h + kpfz + kth) + (NQ - l)kp’zk%
= (N1 — 1)k, kg, . Now consider the polynomial f = ex +y + (N2 — 1)z.

Clearly,

fdgkp, +dpkq, —dgkp, —dpkq,; —kp, — kg, +kp, + kg, kip, kg,) = 0 mod (Ny —1).
Let X = Not20-3 Y = Not9-3 and Z = N29+20-1 Then neglecting small
constants, X,Y and Z will be upper bound of the modular root

(qum + dpkth - qupz - dpkqw _km - kq1 + sz + quvkpz qu)



of f. From [4], one can solve f; in poly(logN) time if
XYZ <Ny —1. (13)

Putting the values of X, Y, Z Inequality( 13), we get

3 — 4«

5
<75

(14)

As we have found kp, kg, as the last component of the root of f, one can similarly
find kp kg, . After getting k,, k,;, and kp,kg,, one can factor N; and Ny using
the approach of [7, Section 7.5.2, Page 157] when o+ > % + logy K’ where
K’ = ged(kp, k. , kp, ks ).- o

Similar to our comment on € in Theorem 1, we note that in general ¢ — 0 and
this is also confirmed experimentally. Thus in the following part of this paper we
always consider that € — 0 as well as ¢ — 0.

While implementing the idea of Theorem 2, we use Grobner basis technique
to collect the root and in all the experiments we obtain polynomials of the form

71{31’1 _ k‘Zl + kpz + szz .
kp2 qu

y—

Since in all the cases ged(—kp, — kq, + kp, + Kq,, kp,kg,) is very small, we can
successfully collect kp,kq,. Similarly, we can successfully collect k,, k4, as well.

2.1 Comparison between Theorem 1 and Theorem 2

From the Theorems 1, 2, we get the upper bound of ¢ as 1*70‘ and % re-
spectively. Now, 152 < 3222 jff o < 1. Hence, Theorem 2 will be better than

Theorem 1 for a < % Later in Section 4, we will discuss the comparison with

respect to the experimental results.

2.2 Comparison with [7]

Using continuing fraction over %éj, in [7], it is proved that when § < g - a,
D2 k‘12

one can find 222522 in the lowest terms. Using the knowledge of Foy k‘”, in the
kp, Ky kp, kqy

lowest term, one can factor N1, N in polynomial time if v + & > 1 + logy (K'),
where K’ = ged(kp, kg, , kp, kq, ). Since in general K’ will be of constant order, we
can say one can factor N1, N using continued fraction approach if § < g —a.In
Theorem 1, upper bound of § is 1_70‘ Thus when o > i our approach is better
than the idea of [7]. The upper bound of ¢ in Theorem 2 is 2%, Hence, in this

case, for a > &, bound of ¢ in Theorem 2 is better than that of [7].




2.3 Comparison with cryptanalytic results on CRT-RSA

It is clear that the existing results on cryptanalysis of CRT-RSA will directly work on
Dual CRT-RSA. Thus the region of interest is where the existing state-of-the-art
cryptanalytic results on CRT-RSA cannot be used for Dual CRT-RSA.

Let us first present a brief outline of CRT-RSA cryptanalysis. May [13] iden-
tified two weaknesses in CRT-RSA that work when the smaller prime factor
is less than N°-382, Bleichenbacher and May [1] improved the result to present
weaknesses when the smaller prime factor is less than N?468, Further, there are
some results in [1] when p, g are of same bit size. In [6], an attack on CRT-RSA
has been presented for small e when both the primes are of the same bit size.
Jochemsz and May [10] presented an attack on CRT-RSA with primes of same
bit size and it is shown that CRT-RSA can be attacked when the encryption
exponents are of the order of N, and d,, and d, are smaller than N%973. Also,
in [9], it has been identified that CRT-RSA is weak if d,, — d is known and d,,, d,
are smaller than N0-099,

Since we are considering RSA primes of same size for Dual RSA, the analysis
in [1,6,10] are relevant here.

In [1], it is proved that when ¢ < 2(1—a), one can factor CRT-RSA modulus
efficiently. Thus as long as a < 1, our bound of ¢ in Theorem 1 is better than [1].
When o < 3, our bound of § in Theorem 2 is better than of [1]. For full bit size
of e, i.e., for a = 1 both our ideas as well as that of [1] do not work successfully
towards cryptanalysis of Dual CRT-RSA.

When § < 1 — 2q, it is proved in [6] that one can factor CRT-RSA modulus
efficiently. Our bound of ¢ in Theorem 1 is always better than of [6]. Also for
o < 2, our bound of § in Theorem 2 is better than that of [6]. For a > 2, both
our method of Theorem 2 and idea of [6] will not work.

Theory of [10] Our upper bounds on §

« |optimal 7|upper bound of §| Theorem 1| Theorem 2
0.10 0 0.324 0.450 0.520
0.15 0 0.314 0.425 0.480
0.20 0 0.300 0.400 0.440
0.25| 0.382 0.287 0.375 0.400
0.26| 0.283 0.283 0.370 0.392
0.27| 0.203 0.280 0.365 0.384
0.28| 0.137 0.277 0.360 0.376
0.29| 0.081 0.274 0.355 0.368
0.30| 0.033 0.271 0.350 0.360

Table 1. Numerical comparison of our theoretical results with that of [10].

CRT-RSA is proved to be weak in [10] in the cases when:

(1) 6 < 574a+2(]7716047'+187'2712a'r2
14+567+6672+2473 ’



(i) § < 5—4a+207—16a7+2772 —30ar>+127% —24a7®
144567 +6672+2473 J

for some non-negative 7. The second bound works better than the first one for
a < % Towards larger values of «, the first one provides better cryptanalytic
bound. One can check [8, Table 5.1, Page 87] that for « € [0.31,0.8], the optimal
value of 7 is zero and in that case both the bounds on § are same, which is 5;110‘.
For o € [0.31, 2], our bound in Theorem 1 is better than that of [10].

Our ideas in both Theorem 1 and Theorem 2 are better than the approach
of [10] in this range as explained in Table 1. For « < 0.31, the optimal values of
T are not zero and hence we provide numerical results as in Table 1 for [10].

2.4 Summary of our results

In Figure 1, A, JB, KC and LD represents the lines § = g —a, d = %,
0 = 1’7“, and § = 5’120‘ which are relevant to the upper bounds of § in [7],
Theorems 2), 1 and [10] respectively. The area EFGHE shows the new region

obtained from our result where Dual CRT-RSA is not secure.

(0,0.625)1
(0,0.6)J1

(0,0.5)K]|

H(0.125,0.5)

o —

(0,0.36)L, G(0.33,0.33)

£(0.66,0.33)

0 M A B C D
(0,0) (0.5,0) (0.625,0) (0.75,0)  (1.0,0)  (1.25,0)
a —r

Fig. 1. New attack region is FFGHE.

The line KM represents o + § = % All the CRT-RSA keys (as well Dual
CRT-RSA keys) must stay above this line as edy, ed, are greater than N 3,

In summary, the earlier results have pointed out that the region DEIK M D
is insecure. In this paper, we add the region EFGHE to it. Adding our result,
Dual CRT-RSA is insecure in the region DFGHIKMD.



3 Attack on DGRR

The scheme we attack here is presented in [16, Section IIT C]. Let np be the
number of bits in the binary representation of an integer B. Also, in short, we
write ny = n. The key generation algorithm of Dual Generalized Rebalanced
RSA [16] is as follows.

Input: (ne,nq4,nk,n) such that ne < n/2 and ne + ng = n/2 + ny.

Output: The public key (e, N1, N2) and the private key (dp,dq, p1,q1, D2, q2)-
n/2—mne 'I .
ng )

1 Randomly select an n.-bit integer e and set k = [
2 Randomly select (k — 1) ng-bit integers pq,, . .. yPag_1y and an even integer pa,
such that pa = pa, ... Pag,_,)Pa, has bit length (n/2 —n.) and ged(e, pa) = 1;

3 Randomly select an ny-bit integer kp, such that ged(e, kp,) = 1;
4 Compute d, and py such that ed, = (kp, pa)ps + 1, where e < py < 2e and
kp,Da < dp < 2kp,pa. If p1 = paps + 1 is not prime then go back to step 3;
5 If (kp,paps/par) + 1 is prime for some 1 < i’ < k — 1 then let
p2 = (kplpapbipa;) + 1. Otherwise, go back to step 3;
6 Randomly select (k — 1) nk-bit integers qa,, ..., qa,_,, and an even integer qa,
such that ¢a = qa, - - - Ga(;_,,qa, has bit length (n/2 —n.) and ged(e,qa) = 1;
7 Randomly select an ng-bit integer kq, such that ged(e, kq,) = 1;
8 Compute dq and g such that edq = (kq;9a)q + 1, where e < gy < 2e and
kg1 Ga < dg < 2kg,qa- If g1 = qaqy + 1 is not prime then go back to step 7;
9 If (kg qags/qar) + 1 is prime for some 1 <4’ < k — 1 then let
q2 = (kqlanb/LQa;) + 1. Otherwise, go back to step 7;

10 Calculate N1 = p1¢q1 and N2 = pago;
Algorithm 1: Key Generation Algorithm for DGRR [16].

From the key generation algorithm 1, we have the following simple result.

Lemma 1. Let e = N* and dp,d,; = N be the public and private exponents
generated by the Algorithm 1. Then, § <1 — 2a.

Proof. From the Step 1 in the key generation Algorithm 1, we have ny < § —ne.
Also from the fact that n. +nqg = § + ng, we get ne +nqg < 5 + 5 — n.. Hence,
we obtain ng < n — 2n.. As n, = an and ng = dn, we get the desired upper
bound on §. O

As presented in [16, Table IV], the safe parameters for DGRR is as follows:

—ng > g+ é — 1, where [ is the exhaustive search parameter;
— Ne +Ng > ‘%" + % — 1; this implies a + 6 > %, neglecting [;
— 5ng + 2ne > 2n + [; this implies 56 + 2a > 2, neglecting (.

Thus the parameters proposed in [16] for which DGRR is secure is

3 5
a<ganda+(5>g. (15)



Next we show that DGRR is weak for a: > % when one uses Algorithm 1 and
thus DGRR is weak even when the safe parameters are chosen as in (15).

Theorem 3. Given the safe parameters in (15), the key generation Algorithm 1
for DGRR is insecure when

1. (using Theorem 1) (i) + < a < 2, (ii) when

3 <a<
2. (using Theorem 2) (i) 5 < a < 5, (i) when

<a<

1—
and § < =5%;

and § < %.

TN
W=

Proof. From Lemma 1, we know that the key generation Algorithm 1 provides
DGRR keys under the constraint 6 < 1 — 2a.

Using Theorem 1, one can factor Ny, Ny efficiently if 6 < 1_70‘ Hence, when
1-2a< 1*70‘, i.e., when o > %, one can break DGRR generated by the Algo-
rithm 1. Hence given the safe parameters in (15), the key generation Algorithm 1
for DGRR is insecure when % <a< %. Also (15) requires § > % — o and from
Theorem 1, we need 6 < 1_7“7 which gives o > i.

Using Theorem 2, one can factor Ny, Ny efficiently if § < %. Hence, when
1-2a< 3*54“, ie, a> %, one can break DGRR generated by the Algorithm 1.
This gives proof of item (i). Further (15) requires § > 2 — and from Theorem 2,

we need § < 3212 So, we need 3 — v < 251 which gives a > £. 0
(0,1.0) B
/]\
)
0,0.625) H
( (070.63G
(0,0.5) I £ (0.195,0.5)
’(0.315,0.370)
(0.33,0.33)
(0.375,0.25)
X A
(070) a— (0.570)

Fig. 2. Attack regions: ACDE (theoretical), C'CDEC" (experimental).



3.1 Summary of our cryptanalysis

For DGRR, keys can be generated within ATAB in Figure 2. The shaded area
represents the new region for which DGRR is weak. In Figure 2, IA, AB, DH,CG
and CT represent the lines § = 1 —a,6 = 1-2a,6 = 3—a,§ = 3% and § = 152
respectively. Theoretically, AC'DE represents our new attack region. Moreover, the
experimental results show that even some regions outside ACDFE can be vulnerable
in practice and C'CDEC’ is the extended region where DGRR is vulnerable. This
is explained in more details in the following section. According to the analysis

of [16], the region, where DGRR was known to be weak, has been HDAIH.

4 Experimental Results

Let us now present the experimental results. We have implemented the programs
in SAGE 3.1.1 over Linux Ubuntu 8.04 on a Compaq laptop with Dual CORE
Intel(R) Pentium(R) D CPU 1.83 GHz, 2 GB RAM and 2 MB Cache.

Since our polynomial f; in Theorem 1 is a linear polynomial on 5 variables,
the lattice dimension in our approach is only 5. Also, the polynomial f in The-
orem 2 is a linear polynomial on 3 variables and hence the lattice dimension in
this approach is 3.

We have implemented the idea of continuing fraction (CF) of [7]. Its exper-
imental results are almost same as its theoretical bounds. We have also imple-
mented the approach of [10] and in some cases its experimental results are better
than the theoretical bound of itself.

In all cases we take 1000-bit Ny, No. For the experiments, the Dual CRT-
RSA keys are generated using Algorithm 1 [16], and we note that g, g1, g2 and
K’ are always very small. This justifies considering ¢ — 0 and ¢’ — 0.

DGRR Parameters Upper bound § when DGRR is not secure
a |1 — 2« (upper| Result of [7] |Result of [10]|Theorem 1 (our)|Theorem 2 (our)
bound of §) |Theory/Expt.|Theory|Expt.|Theory| Expt. |Theory| Expt.
0.100 0.800 0.525 0.324 |0.430| 0.450 | 0.489 | 0.520 | 0.525
0.150 0.700 0.475 0.314 |0.400| 0.425 | 0.477 | 0.480 | 0.478
0.200 0.600 0.425 0.300 |0.370| 0.400 | 0.445 | 0.440 | 0.436
0.250 0.500 0.375 0.286 |0.333| 0.375 | 0.410 | 0.400 | 0.398
0.300 0.400 0.325 0.271 [0.300| 0.350 | 0.376 | 0.360 | 0.358
0.315 0.370 0.310 0.267 |0.285| 0.342 | 0.369 | 0.348 | 0.347
0.350 0.300 0.275 0.257 |0.260| 0.325 | 0.299 * | 0.320 | 0.299 *

Table 2. Comparison our theoretical and experimental results with the existing works.
Lattice Dimension in experiment of [10] is 36. In our case, it is 5 for Theorem 1 and 3
for Theorem 2. For the * marked entries, we could not generate larger dp, dq as we do
not have any other method other than DGRR to generate the Dual CRT-RSA keys.



Let us consider the experiments corresponding to the idea of Theorem 2.
When a < 0.1, after lattice reduction, the coefficient of y in the first polynomial is
W. Since ged(kp, kq, , kp, kg, ) is small, one can easily obtain
kp,kq,. In these cases corresponding to Theorem 2, we get better experimental
results than the theoretical bound.

From Lemma 1, it is clear that for a = 0.315, the maximum possible bits of
dp,dq is 369 (6 < 1 —2a = 0.370) for 1000-bit N. From table 2, one may note
that in such a situation it is possible to factor N, No. Thus, although we have
proved in Theorem 3 that DGRR is weak for o > %, in practice DGRR becomes

insecure when o > 0.315.

equal to

5 Conclusion

In this paper we have made a disciplined study on the security of Dual CRT-
RSA. We first present theoretical results to find for what kinds of keys, the Dual
CRT-RSA is insecure. We note that our results identify new regions where Dual
CRT-RSA can be cryptanalysed. To the best of our knowledge, these results
have not been known earlier. Further, we concentrate on the Dual Generalized
Rebalanced-RSA (Scheme IIT of [16]) and show that for a significant region in
the key space, this scheme can be efficiently attacked.
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