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Abstract

We propose new and improved instantiations of lossy trapdoor functions (Peikert and Waters,
STOC ’08), and correlation-secure trapdoor functions (Rosen and Segev, TCC ’09). Our
constructions widen the set of number-theoretic assumptions upon which these primitives can be
based, and are summarized as follows:

e Lossy trapdoor functions based on the quadratic residuosity assumption. Our construction
relies on modular squaring, and whereas previous such constructions were based on seemingly
stronger assumptions, we present the first construction that is based solely on the quadratic
residuosity assumption. We also present a generalization to higher order power residues.

e Lossy trapdoor functions based on the composite residuosity assumption. Qur construction
guarantees essentially any required amount of lossiness, where at the same time the functions
are more efficient than the matrix-based approach of Peikert and Waters.

e Lossy trapdoor functions based on the d-Linear assumption. Our construction both
simplifies the DDH-based construction of Peikert and Waters, and admits a generalization
to the whole family of d-Linear assumptions without any loss of efficiency.

e Correlation-secure trapdoor functions related to the hardness of syndrome decoding.

Keywords: Public-key encryption, lossy trapdoor functions, correlation-secure trapdoor
functions.

*An extended abstract of this work appears in Public Key Cryptography — PKC 2010, Springer LNCS 6056 (2010),
pages 279-295.



1 Introduction

In this paper, we describe new constructions of lossy trapdoor functions and correlation-secure
trapdoor functions. These primitives are strengthened variants of the classical notion of trapdoor
functions, and were introduced with the main goal of enabling simple and black-box constructions
of public-key encryption schemes that are secure against chosen-ciphertext attacks. At a high level,
they are defined as follows:

Lossy trapdoor functions [33]: A collection of lossy trapdoor functions consists of two families
of functions. Functions in one family are injective and can be efficiently inverted using a
trapdoor. Functions in the other family are “lossy,” which means that the size of their image
is significantly smaller than the size of their domain. The only computational requirement
is that a description of a randomly chosen function from the family of injective functions is
computationally indistinguishable from a description of a randomly chosen function from the
family of lossy functions.

Correlation-secure trapdoor functions [35]: The classical notion of a one-way function asks
for a function that is efficiently computable but is hard to invert given the image of a uniformly
chosen input. Correlation security generalizes the one-wayness requirement by considering
k-wise products of functions and any specified input distribution, not necessarily the uniform
distribution. Given a collection of functions F and a distribution C over k-tuples of inputs, we
say that F is secure under C-correlated inputs if the function (fi(x1),..., fu(xk)) is one-way,
where f1,..., fr are independently chosen from F and (z1,...,z)) are sampled from C.

Lossy trapdoor functions were introduced by Peikert and Waters [33], who showed that they imply
fundamental cryptographic primitives such as trapdoor functions, collision-resistant hash functions,
oblivious transfer, and CCA-secure public-key encryption. In addition, lossy trapdoor functions
have already found various other applications, including deterministic public-key encryption [4],
OAEP-based public-key encryption [24], “hedged” public-key encryption for protecting against bad
randomness [1], security against selective opening attacks [2], and efficient non-interactive string
commitments [30].

The notion of correlation security was introduced by Rosen and Segev [35], who showed that any
collection of injective trapdoor functions that is one-way under a natural input distribution can be
used to construct a CCA-secure public-key encryption scheme.! They showed that any collection of
lossy trapdoor functions that are sufficiently lossy is in fact also correlation-secure. This result was
recently refined by Mol and Yilek [26] who showed that even lossiness of any polynomial fraction of
a single bit suffices.

These applications motivate us to investigate new constructions of lossy and correlation-secure
functions. Such constructions would enable us to widen the basis upon which one can achieve the
above cryptographic tasks in a simple and modular way.

1.1 Owur Contributions

We propose new and improved constructions of lossy and correlation-secure trapdoor functions
based on well-established number-theoretic assumptions, some of which were previously not known

! Any distribution where (x1,...,z%) are (1 — ¢)k-wise independent, for a constant ¢ < 1, can be used in their
framework. In particular, this includes the case where x; is uniformly distributed and =1 = - -+ = xk.



to imply either of the primitives. By directly applying the results of [33, 35, 26], we obtain new
CCA-secure public-key encryption schemes based on these assumptions. Concretely, we present the
following constructions:

1. Lossy trapdoor permutations based on the quadratic residuosity assumption. Our construction
relies on Rabin’s modular squaring function and is based solely on the quadratic residuosity
assumption. More precisely, the function is defined as f(z) = z? - §, 5(z) mod N, where
N = PQ is an RSA modulus and 6, 4(-) is a function indexed by two public elements r, s € Zy
serving two independent purposes. First, it extends the modular squaring function to a
permutation over Zy. Second, it causes the function f(x) to lose the information about the
sign of x if and only if s is a quadratic residue. Therefore, under the quadratic residuosity
assumption f has one bit of lossiness. We note that although a function with only one bit of
lossiness (or, more generally, with only a non-negligible amount of lossiness) is not necessarily
a (strong) one-way function, it nevertheless can be used as a building block for constructing
even a CCA-secure public-key encryption scheme (see [26, 35]). In addition, we describe a
generalization of the construction to higher order power residues that allows for more lossiness.

2. Lossy trapdoor functions based on the composite residuosity assumption. Our construction is
based on the Damgard-Jurik encryption scheme [13] with additional insights by Damgard and
Nielsen [14, 15]. The Damgard-Jurik scheme is based on computations in the group Zys+1,
where N = PQ is an RSA modulus and s > 1 is an integer (it contains Paillier’s encryption
scheme [31] as a special case by setting s = 1). At a high level, each function is described by a
pair (pk,c), where pk is a public key for the encryption scheme, and c is either an encryption
of 1 (injective mode) or an encryption of 0 (lossy mode). By using the homomorphic properties
of the encryption scheme, given such a ciphertext ¢ and an element x, it is possible to compute
either an encryption of x in the injective mode, or an encryption of 0 in the lossy mode. We
note that this construction was concurrently and independently proposed by Boldyreva et al.
[4]. We also give an “all-but-one” version of the construction.

3. Lossy trapdoor functions based on the d-Linear assumption. Our construction both simplifies
and generalizes the DDH-based construction of Peikert and Waters [33, Section 5]. (Recall
that DDH is the 1-Linear assumption.) Let G be a finite group of order p and choose an
n X n matrix M over [, that has either rank d (lossy mode) or rank n (injective mode).
We “encrypt” M = (a;;) as the matrix g™ = (g%/) € G™*", where g is a generator of G.
If Z is a binary vector of length n, then given g™ we can efficiently evaluate the function
fu(Z) = g™¥ € G™. If M has rank n, then given M we can efficiently invert fy; on the image
of {0,1}". On the other hand, if M has rank d and p < 2"/¢, then f is lossy. The d-Linear
assumption implies that the lossy and injective modes cannot be efficiently distinguished. We
also give an “all-but-one” version of the function fj; based on the DDH assumption.

4. Correlation-secure trapdoor functions based on the hardness of syndrome decoding. Our
construction is based on Niederreiter’s coding-based encryption system [29] which itself is the
dual of the McEliece encryption system [25]. Our trapdoor function is defined as f(z) = Hz,
where H is a binary (n — k) X n matrix (of a certain distribution that allows for embedding a
trapdoor) and z is bit string of small Hamming weight. We show that the function’s correlation
security is directly implied by a result of Fischer and Stern [17] about the pseudorandomness
of the function f. Interestingly, the related McEliece trapdoor function (which can be viewed



as the dual of the Niederreiter function) is not correlation-secure.? It is however possible to
extend the framework of correlation security in a natural way to obtain a direct construction
of a CCA-secure encryption scheme from the McEliece trapdoor function. This was recently
demonstrated by Dowsley et al [16] (who proposed the first coding-based encryption scheme
that is CCA-secure in the standard model) and, for the related lattice case, independently by
Peikert [32] and Goldwasser and Vaikuntanathan [19]. Our contribution is to show that the
Niederreiter function admits a simple construction of correlation-secure trapdoor functions
based on the same security assumptions as [16].> The resulting CCA-secure encryption scheme
is as efficient as the one from [16].

1.2 Related Work

Most of the known constructions and applications of lossy and correlation-secure trapdoor functions
are already mentioned above; here we include a few more. Besides their construction based on
DDH, Peikert and Waters [33] also present a construction of lossy trapdoor functions based on
the worst-case hardness of lattice problems. The construction does not enjoy the same amount
of lossiness as their DDH-based one, but it still suffices for their construction of a CCA-secure
public-key encryption scheme. The worst-case hardness of lattice problems is also used by Peikert
[32] and by Goldwasser and Vaikuntanathan [19] to construct CCA-secure encryption schemes using
a natural generalization of correlation-secure trapdoor functions.

Kiltz et al. [24] show that the RSA trapdoor permutation is lossy under the ®-Hiding assumption
of Cachin et al. [9]. (Concretely, it has logs(e) bits of lossiness, where e is the public RSA exponent.)
Furthermore, they propose multi-prime hardness assumptions under which RSA has greater lossiness.

In concurrent and independent work, Mol and Yilek [26] propose a lossy trapdoor function based
on the modular squaring function. Though this construction is related to ours, its security is based on
the seemingly stronger assumption that a random two-prime RSA modulus is indistinguishable from
a random three-prime RSA modulus. (See Appendix A for further discussion of this assumption.) In
another concurrent and independent work, Hemenway and Ostrovsky [20] generalize the framework
of Peikert and Waters [33] to rely on any homomorphic hash proof system, which is an extension
of Cramer and Shoup’s notion of hash proof systems [12]. Hemenway and Ostrovsky then show
that homomorphic hash proof systems can be constructed based on either the quadratic residuosity
assumption or the composite residuosity assumption. Their approach is significantly different than
ours, and the resulting constructions seem incomparable when considering the trade-off between
efficiency and lossiness.

1.3 Paper Organization

The remainder of this paper is organized as follows. In Section 2 we review the definitions of lossy
and correlation-secure trapdoor functions. In Section 3, we present our construction based on the
quadratic residuosity assumption, and in Section 4 we generalize this construction to higher order

2The McEliece trapdoor function is defined as fi(z,e) := Hx @ e, where H is a binary k x n matrix, z is a
k-bit string and e is a error vector of small Hamming weight. Given Hi, Hs and two evaluations y1 = Hix & e and
y2 = Hox @ e one can reconstruct the unique x by solving (H1 ® H2)z = y1 @ y2 for x.

3We remark that our construction of a correlation-secure trapdoor function from coding theory does not carry over
to the lattice case since the “dual” of the one-way function used in [32, 19] is not injective.



residues. In Sections 5, 6, and 7 we present our constructions based on the composite residuosity
assumption, the d-Linear assumption, and the hardness of syndrome decoding, respectively.

In Appendix A, we revisit the folklore that relates the distinguishability of 2-prime and 3-prime
composites to the quadratic residuosity assumption. In particular, we propose and prove a reasonable
instantiation of this folklore.

2 Preliminaries

We assume familiarity with standard cryptographic objects and notions such as one-way functions,
computational indistinguishability, trapdoor permutations, public-key encryption, and chosen
ciphertext security. The reader is referred to [18] for definitions.

2.1 Lossy Trapdoor Functions

A collection of lossy trapdoor functions consists of two families of functions. Functions in one family
are injective and can be efficiently inverted using a trapdoor. Functions in the other family are
“lossy,” which means that the size of their image is significantly smaller than the size of their domain.
The only computational requirement is that a description of a randomly chosen function from the
family of injective functions is computationally indistinguishable from a description of a randomly
chosen function from the family of lossy functions.

Definition 2.1 (Lossy trapdoor functions). Let m : N — N and ¢ : N — R be two non-negative
functions, and for any n € N, let m = m(n) and £ = ¢(n). A collection of (m,¢)-lossy trapdoor
functions is a 4-tuple of probabilistic polynomial-time algorithms (Gg, G1, F,F~!) such that:

1. Sampling a lossy function: Gy(1") outputs a function index o € {0,1}*.

2. Sampling an injective function: G;(1") outputs a pair (o,7) € {0,1}* x {0,1}*. (Here o
is a function index and 7 is a trapdoor.)

3. Evaluation of lossy functions: For every function index o produced by Gg, the algorithm
F(o,-) computes a function f, : {0,1}™ — {0, 1}*, whose image is of size at most 2™,

4. Evaluation of injective functions: For every pair (o, 7) produced by Gi, the algorithm
F(o,+) computes an injective function f, : {0,1}"™ — {0, 1}*.

5. Inversion of injective functions: For every pair (o,7) produced by G; and every = €
{0,1}™, we have F~1(7,F(0,2)) = .

6. Security: The two ensembles {0 : 0 «— Go(1")}neny and {o : (0,7) — G1(1")}nen are
computationally indistinguishable.

Note that the size m of the domain (of both types of functions) and the size m — ¢ of the image
of lossy functions depend on the security parameter n. Note also that we do not specify the output
of F~! on inputs not in the image of f,. In the above definition we have assumed for simplicity that
the domain is {0, 1}"". More generally, one may allow the functions to have arbitrary domains D,,
(this would correspond to D,, = {0,1}" in the definition above). In such a case, one would have
to add the requirement that D,,’s size is bounded below by 27! and that the image of a lossy



function is of size at most |D,|-27¢. (In Definition 2.3 below we generalize the definition so that
the domain depends not only on n but also on the function index o.)

A collection of all-but-one lossy trapdoor functions is a more general primitive. Such a collection
is associated with a set B, whose members are referred to as branches. (If B = {0,1} then we
obtain the previous notion of lossy trapdoor functions.) The sampling algorithm of the collection
receives an additional parameter b* € B, and outputs a description of a function f(-,-) together
with a trapdoor 7 and a set of lossy branches 3. The function f has the property that for any
branch b ¢ 3 the function f(b,-) is injective (and can be inverted using 7), and the function f(b*,)
is lossy. Moreover, the description of f hides (in a computational sense) the set of lossy branches (3.

Our definition is slightly more general than that of Peikert and Waters [33, Section 3.2], which
allows only one lossy branch (i.e., 5 = {b*}). We allow possibly many lossy branches (other than
b*), and require that given a description of a function and b* it is computationally infeasible to find
another lossy branch. The proof of security of the Peikert-Waters CCA-secure public-key encryption
scheme [33, Section 4.3] can easily be adapted to our more general context. (We are currently not
aware of other applications of all-but-one lossy trapdoor functions).

Definition 2.2 (All-but-one lossy trapdoor functions). Let m : N — N and ¢: N — R be two non-
negative functions, and for any n € N, let m = m(n) and £ = £(n). A collection of (m, ¢)-all-but-one
lossy trapdoor functions is a 4-tuple of probabilistic polynomial-time algorithms (B, G, F, F~!) such
that:

1. Sampling a branch: B(1") outputs a value b € {0,1}*.

2. Sampling a function: For every value b produced by B(1™), the algorithm G(1™,b) outputs
a triple (o, 7,3) € {0,1}* x {0,1}* x {0, 1}* consisting of a function index o, a trapdoor 7,
and a set of lossy branches § with b* € (.

3. Evaluation of lossy functions: For every value b* produced by B(1") and for every (o, 7, 3)
produced by G(1",b*), the algorithm F(c,b*, ) computes a function fop+ : {0,1}™ — {0, 1}",
whose image is of size at most 2™~

4. Evaluation of injective functions: For any b* and b produced by B(1") and for every
(o,7,3) produced by G(1",b*), if b € (3, then the algorithm F(o,b,-) computes an injective
function f,p : {0,1}™ — {0,1}*.

5. Inversion of injective functions: For any b* and b produced by B(1") and for every (o, 7, 3)
produced by G(17™,b%), if b € 3 then we have

F~Y(r,b,F(0,b,2)) = z.

6. Security: For any two sequences {(b},,bn)},cy such that b}, and b, are distinct values in
the image of B(1"), the two ensembles {o : (o, 7,3) «— G(1",b};)}nen and {o : (0,7,5) «—
G(1™,by,) }nen are computationally indistinguishable.

7. Hiding lossy branches: Any probabilistic polynomial-time algorithm A that receives as
input (o, b"*), where b* « B(1") and (o, 7, 3) < G(1",b*), has only a negligible probability of
outputting an element b € 5\ {b*} (where the probability is taken over the randomness of B,
G, and A).



We now introduce a useful generalization of lossy trapdoor functions which we call a lossy
trapdoor functions with indez-dependent domains. The only difference between these functions and
those defined above is that the function’s domain is no longer fixed to {0,1}™; instead, it may
depend on the function index o.

Definition 2.3 (Lossy trapdoor functions with index-dependent domains). Let m : N — N and
¢ : N — R be two non-negative functions, and for any n € N, let m = m(n) and ¢ = ¢(n). A
collection of (m, £)-lossy trapdoor functions with index-dependent domains is a 5-tuple of probabilistic
polynomial-time algorithms (Go, G1, S, F,F~!) such that:

1. Sampling a lossy function: Gy(1") outputs a function index o € {0, 1}*.

2. Sampling an injective function: G;(1™) outputs a pair (o,7) € {0,1}* x {0,1}*. (Here o
is a function index and 7 is a trapdoor.)

3. Sampling an input: For every value o produced by either Gy or Gy, the algorithm S(o)
outputs an element sampled uniformly at random from the domain D,, of the function f,. We
require that |D,| > 2m71,

4. Evaluation of lossy functions: For every function index o produced by Gg, the algorithm
F(o,-) computes a function f, : D, — {0,1}*, whose image is of size at most |Dy| - 2.

5. Evaluation of injective functions: For every pair (o, 7) produced by Gi, the algorithm
F(o,-) computes an injective function f, : D, — {0,1}*.

6. Inversion of injective functions: For every pair (o, 7) produced by Gy and every x € D,
we have F~1(7,F(0,2)) = z.

7. Security: The two ensembles {o : 0 «— Go(1")}neny and {o : (0,7) «— G1(1")}nen are
computationally indistinguishable.

It is furthermore possible and straightforward to give an analogous generalization of all-but-one
lossy trapdoor functions to handle index-dependent domains.

We remark that lossy trapdoor functions with index-dependent domains do not seem to be
sufficient to construct correlated-product secure trapdoor functions or CCA-secure public-key
encryption. The difficulty is that in the construction from [33, 35], a fixed value has to be evaluated
on many independently generated instances of the trapdoor function (with respect to the same
security parameter). It is therefore crucial that the domain stay the same for all these instances.
However, lossy trapdoor functions with index-dependent domains are sufficient for many applications.
These include deterministic public-key encryption [4], “hedged” public-key encryption for protecting
against bad randomness [1], lossy encryption [2], security against selective opening attacks [2], and
non-interactive string commitments [30]. (In some of these applications the lossy trapdoor function
is required to have additional properties.)

2.2 Correlation-Secure Trapdoor Functions

A collection of efficiently computable functions is a pair of algorithms F = (G, F), where G is a key
generation algorithm used for sampling a description of a function, and F is an evaluation algorithm
used for evaluating a function on a given input. The following definition formalizes the notion of a
k-wise product, which is a collection Fj, consisting of all k-tuples of functions from F.



Definition 2.4 (k-wise product). Let F = (G, F) be a collection of efficiently computable functions.
For any integer k, we define the k-wise product Fi, = (G, Fy) as follows:

e The key-generation algorithm Gy on input 1" invokes k independent instances of G(1™) and
outputs (o1,...,0k). That is, a function is sampled from Fj, by independently sampling &
functions from F.

e The evaluation algorithm Fjy on input (oi,...,0%,21,...,2) invokes F to evaluate each
function o; on x;. Le., Fp(o1,...,0%,21,...,2%) = (F(o1,21), ..., F(ok, xk))-

A one-way function is a function that is efficiently computable but is hard to invert given the
image of a uniformly chosen input. This notion extends naturally to one-wayness under any specified
input distribution, not necessarily the uniform distribution. Specifically, we say that a function is
one-way with respect to an input distribution Z if it is efficiently computable but hard to invert
given the image of a random input sampled according to Z.

In the context of k-wise products, a straightforward argument shows that for any collection
F which is one-way with respect to some input distribution Z, the k-wise product Fj is one-way
with respect to the input distribution that samples k£ independent inputs from Z. The following
definition formalizes the notion of one-wayness under correlated inputs, where the inputs for Fy,
may be correlated.

Definition 2.5 (One-wayness under correlated inputs). Let F = (G, F) be a collection of efficiently
computable functions with domain {D,, },en, and let C be a distribution where C(1") is distributed
over DF = D,, x --- x D,, for some integer k = k(n). We say that F is one-way under C-correlated
inputs if Fj, is one-way with respect to the input distribution C.

For the special case that distribution C is the uniform k-repetition distribution (i.e., C samples
a uniformly random input = € D,, and outputs k copies of x), we say that F is one-way under
k-correlated inputs. Rosen and Segev [35, Theorem 3.3] show that a collection of (m,¢)-lossy
trapdoor functions can be used to construct a collection F that is one-way under k-correlated inputs

m—w(logm)
for any k < T

3 A Construction based on the Quadratic Residuosity Assump-
tion

Our first construction is based on the modular squaring function z — 22 mod N, where N = PQ
for prime numbers P = @ = 3 mod 4 (i.e., Blum integers). This is a 4-to-1 mapping on Z%,, and
the construction is obtained by embedding additional information in the output that reduces the
number of preimages to either two (these are the lossy functions) or one (these are the injective
functions) in a computationally indistinguishable manner. The injective trapdoor functions in our
construction can be viewed as a permutation version of the Rabin trapdoor function [34].

In our initial construction (Section 3.1) the functions are defined over an index-dependent domain
Z’ and have one bit of lossiness. However, lossy trapdoor functions in a collection are required to
share the same domain; i.e., the domain should depend only on the security parameter. Our second
construction (Section 3.2) overcomes this difficulty with a simple domain extension, which results in
lossiness of logy(4/3) bits.



We start with a definition. For any odd positive integer N, we denote by JSy : Z — {—1,0,1}

the Jacobi symbol mod N. We define functions h,j : Z — {0, 1} as follows:

if 2 > N/2
if x < NJ/2

if ISy(z) = -1

i(2) = 1,
T =0, ifJSy(z)=0or1

We define h and j on Zx by representing elements of Zy as integers between 0 and N — 1.

Fact 3.1. Let N = PQ where P = Q) = 3 mod 4, and let y € Z} be a quadratic residue. Denote by
{£x0, a1} the distinct solutions of the equation > =y mod N. Then JSp(—1) = JSo(—1) = —1,
and therefore

1.

JSn(x0) = JSn(—x0) and JSn(z1) = ISn(—x1),

2. JSN(QS()) == *JSN(Cﬂl).

In particular, the four square roots of y take all four values of (h(x),j(x)).

3.1

A lossy trapdoor function with index-dependent domains

We define a 5-tuple F = (Gg, G1, S, F,F~1) (recall Definition 2.3) as follows:

1.

. Sampling an input: Given a function index o =

Sampling a lossy function: On input 1" the algorithm Gg chooses an n-bit modulus
N = PQ, where P = Q = 3 mod 4 are random n/2-bit prime numbers. Then it chooses
random 7 € Z}; such that JSy(r) = —1, and a random s € Z}, such that JSy(s) =1 and s is
a quadratic residue. The function index is o = (N, r, s), and the function f, is defined on the
domain D, = {1,...,N —1}.

. Sampling an injective function: On input 1" the algorithm G; chooses an n-bit modulus

N = PQ, where P = Q = 3 mod 4 are random n/2-bit prime numbers. Then it chooses
random r € Z}; such that JSy(r) = —1, and a random s € Z}; such that JSy(s) =1 and s is
a quadratic non-residue. The function index is o = (N, r, s), the trapdoor is 7 = (P, @), and
the function f, is defined on the domain D, = {1,...,N — 1}.

(N,r,s), the algorithm S outputs a
uniformly distributed z € D, = {1,..., N — 1}.

. Evaluation: Given a function index o = (N, r,s) and x € D, = {1,..., N —1}, the algorithm

outputs ‘
fnrs(x) = 2% - r1@ 5@ mod N.

. Inversion: Given a description of an injective function o = (N, r, s) together with its trapdoor

7= (P,Q) and y = fy,s(x), the algorithm F~! retrieves = as follows.

(a) Find j(z) by computing JSn(fn,rs(x)) (note that JSy(fnrs(z)) = ISn(z)). Let v/ =

(b) Find h(x) by checking whether 3 is a quadratic residue mod N (note that h(z) =1 if
and only if 3/ is not a quadratic residue). Let 3" = /s~ "),



(c¢) Find all square roots of y” in Zy, and output the one that agrees with both j(z) and
h(z). (We use Fact 3.1 if y" € Z};, and note that if 1 < ged(y”, N) < N, then y” has
two square roots that are negatives of each other.)

We now prove that the above construction is indeed lossy based on the quadratic residuosity
assumption. Let Iy = {z € Z}, : JSy(x) = 1}, and let Qn be the subgroup of squares in Z%.
Then the quadratic residuosity assumption states that the two distributions obtained by sampling
uniformly at random from Qx and from Jy \ Qn are computationally indistinguishable.

Theorem 3.2. Under the quadratic residuosity assumption, F is a collection of (n,1)-lossy trapdoor
functions with index-dependent domains.

Proof. First, it follows from the correctness of the inversion algorithm that G; outputs permutations
on the set D, = {1,...,N — 1}. Next, we claim that Gy outputs functions that are 2-to-1 on
{1,...,N — 1}. Suppose y € Qy. Since s is a quadratic residue, Fact 3.1 implies that for each
(n,¢) € {0,1}? there is an m,,, satisfying

x?“ =ys h(xn,b) =1, j(xn,t) =L

Then for each n € {0,1} we have fy ,s(xy0) =y and fyrs(2y,1) = 7y. Thus each element in the set
On UrQn has at least two preimages in Z};, and since this set has cardinality half that of Z}, we
deduce that fx s is 2-to-1 on Z};. A similar argument shows that every square in the ideal PZy has
two preimages in PZy, and the same for the ideal QZy. Since {1,...,N —1} = Z}, UPZy UQZn,
the function fy s is 2-to-1 on D, = {1,..., N — 1}.

Descriptions of lossy functions and injective functions differ only in the element s, which
is a random element of the subgroup of Z%, with Jacobi symbol 1 that is a quadratic residue
in the lossy case and a quadratic non-residue in the injective case. Therefore, the quadratic
residuosity assumption implies that lossy functions are computationally indistinguishable from
injective functions. O

Note that since security does not depend on the distribution of r, the size of the function index
o can be reduced by choosing 7 to be the smallest positive integer such that JSy(r) = —1.

3.2 A lossy trapdoor function

We now show how to extend our previous construction to be defined over a common domain that
only depends on the security parameter. We define a 4-tuple F = (Gg, G1,F,F~1) (recall Definition
2.1) as follows:

1. Sampling a lossy function and sampling an injective function are done as in Section 3.1,
with the difference that now the function f, is defined on the domain {0, 1}".

2. Evaluation: Given a function index o = (N, r,s) and x € {0,1}", the algorithm F interprets
x as an integer in the set {1,...,2"} and outputs

22 i) . gh(*) mod N, ifl<z< N
z, HN<z<2?

Inrs(T) = {



3. Inversion: Given a description of an injective function o = (N, 7, s) together with its trapdoor
7= (P,Q) and y = fn,s(z), the algorithm F~! retrieves z as follows. If N <y < 2" then
the algorithm outputs y. Otherwise, it uses the method described in the inversion algorithm
from Section 3.1.

Theorem 3.3. Under the quadratic residuosity assumption, F is a collection of (n,logy(4/3))-lossy
trapdoor functions.

Proof. First, it follows from the correctness of the inversion algorithm that Gy outputs permutations
on the set {1,...,2"}. Next, as already shown in the proof of Theorem 3.2, Gy outputs functions that
are 2-to-1 on the set {1,..., N — 1}. Since N is an n-bit modulus (i.e., 2"~! < N < 2"), the lossy
functions are 2-to-1 on at least half of their domain, which implies that their image is of size at most
3/4-2" = on—log, (4/3) Finally, as in the proof of Theorem 3.2, the quadratic residuosity assumption
implies that lossy functions are computationally indistinguishable from injective functions. O

4 A Construction based on the eth Power Residuosity Assump-
tion

In this section we generalize the construction of Section 3 to higher order power residues. Instead
of using the squaring function mod N, we use the powering function x +— x® mod N, where N
is a product of two primes congruent to 1 mod e. This is an e?-to-1 mapping on Z7y, and the
construction is obtained by embedding additional information in the output that reduces the number
of preimages to either e (these are the lossy functions) or 1 (these are the injective functions) in a
computationally indistinguishable manner, resulting in logy(e) bits of lossiness.

The security of our construction follows from the eth power residuosity assumption, which is a
generalization of the standard quadratic residuosity assumption. This assumption, as well as our
system, requires us to define the eth power residue symbol, a generalization of the Legendre and
Jacobi symbols. We review the basic facts here; for further details see [23, Chapter 14] for the
number theory context or [7, 22] for cryptographic applications.

4.1 Mathematical background

Let e > 2 be an integer, and let N = pq be a product of two primes congruent to 1 mod e. We
say that x € Z7 is an eth power residue mod N if there is a y € Z7; such that y* = x mod N. Let
e € Q be a primitive eth root of unity, let K be the number field Q(¢.), and let O = Z[(.] be the
ring of integers in K. For an ideal a C O, the norm of a is N'(a) = [Ok : a]. We define the eth
power residue symbol as follows:

Definition 4.1. Let e and K be as above, and let p be a prime ideal of O not containing e. For
x € O, the eth power residue symbol of x mod p, denoted by (%)e, is defined to be

<m> '_{ 0 ifxep

). C ifadp,

where i is the unique integer mod e such that ¢! = N (p)-1)/e (mod p). (One can show that this
definition is independent of the choice of the root of unity (. [37, §III1.1].)
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We extend to non-prime ideals and single elements in the obvious way: if a =[], p; is any ideal
of O not containing any prime factor of e, and a is any element of O, we define

(5),~T0(2) e (2).=(ar)

i

The power residue symbol shares some important properties with the Jacobi symbol that it
generalizes. First, if p is prime, then (%)e = 1if and only if x is an eth power mod p. Second, the

symbol is multiplicative in both components: for x,y € Ok and ideals a,b C O, we have

().~ Q.G = G).=Q).6). 1)

For any x € Ok and ideal a relatively prime to e, Squirrel [37] gives an algorithm for computing
x

(£), that runs in time polynomial in log(N(a)), log(N (x)), and e. Boneh and Horwitz [7, 22] give
an alternative polynomial-time algorithm for the case where a is principal. Both algorithms use
FEisenstein reciprocity [23, p.207], a generalization of quadratic reciprocity.

To define our lossy trapdoor function, we generalize the functions h(x) and j(x) of Section 3 to
higher residues. These functions will allow us to recover unique preimages of the eth powering map
mod N.

When trying to generalize the function j(z), we are immediately confronted with an obstacle:
if z is an integer then (%)e is always 1 when e is odd, and is £1 when e is even, so if e > 2 the
symbol does not contain enough information about x. To get around this problem, we find ideals
a; C Ok of norm N such that NOk =[] a;, and use the symbol (-)e. The following lemma shows
that these ideals can be computed easily, given an element ;1 € Z7%; that is a primitive eth root of
unity mod p and mod ¢. Such a p is said to be a nondegenerate primitive eth root of unity mod N.
It is believed that revealing such a p does not make factoring N any easier. This is clearly the case
when e = 2, since the only such p is —1. (See [7, 22, 8] for other contexts where this assumption is

used.)

Lemma 4.2. Let e be a positive integer, N = pq be a product of two primes p,q with p = q =
1 mod e, and Ok = Z[(]. Let p € Z} be a nondegenerate primitive eth root of unity. For each i in
1,...,e with ged(i,e) = 1, let a; = NOg + (¢c — p*)Ok. Then N(a;) = N for all i, and we have

NOk = ][] w (4.2)
(i,e)=1

Proof. Since p =g =1 (mod e), the primes p and ¢ split completely in O [28, Corollary 1.10.4].
Specifically, if p; = pOk + (¢c — pu')Ok and q; = ¢Ok + (¢. — ') O, then we have [28, Proposition
1.8.3]

pOx = ] pi and Ok = ]] as (4.3)
(i,e)=1 (i,e)=1

Furthermore, we have N (p;) = p and N (q;) = ¢ for all 7. It follows immediately that
pitli = NOk + (Ce = ") (p+q + ¢ — 4Ok C u;

and that a; C p; Ng,. Since p; and g, are relatively prime, we have p; N q; = p;q;, and thus a; = p;q;
for all i. The decomposition of N in (4.2) now follows from the decompositions of p and ¢ in (4.3),

and we have NV (a;) = N (p;)N (q;) = N. O
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Note that when e = 2 we have p = —1, K = Q, and a; = NZ.

We now define a function J(z) : Z — Z. that generalizes the function j(z) of Section 3. Since
the function will depend on our choice of a primitive eth root of unity u, we make this dependence
explicit in the notation. For a fixed u, let a = NOg + (¢ — 1)Ok be the ideal a; from Lemma 4.2,
and define

Tu(@) = 0, if ged(z,N) #1,
m =, if ged(e, N) = Land (2), = ¢

It follows from (4.1) that if z,y € Z}, then J,(zy) = J,(x) + Ju(y). If a is principal, then a
generator can be computed in time polynomial in log N and the discriminant of K = Q((,) (using
e.g. [10, Algorithm 6.5.10]), and thus the algorithm of Boneh and Horwitz ([7, Appendix B] or [22,
Section 4.2.1]) can be used to compute (%)e in this case.

The function H(z) generalizes the function h(x) of Section 3 and is used to distinguish eth roots

that have the same value of J(x). Specifically, we define H,,(z) : Z — Z. by
H, () := (i € Z such that 2" mod N has minimal representative in [0, N — 1]).

If e = 2, then since = —1 the function simply determines whether x mod N is greater or less than
N/2.

The fact that J, and H, can be used to distinguish preimages of the eth powering map is a
consequence of the following proposition, which generalizes Fact 3.1.

Proposition 4.3. Let e be a positive square free integer and O = Z[(.]. Let N = pq where
p=q=1mod e. Suppose that for every prime f | e we have p,q Z 1 mod f2. Then there is a
W € Z such that

1. 1 is a nondegenerate primitive eth root of unity mod N,

2. <,u> =1 for every ideal a; C O as in Lemma 4.2.
e

a;
Furthermore, if y € Z} is an eth power residue and p has properties (1) and (2), then the e?
solutions to y = x° mod N take on all €* values of (H,(x), J,(z)).

Proof. The assumption p =1 (mod e) implies that there is a primitive eth root of unity p, € F).
For any prime f | e, the assumption p # 1 (mod f2) implies that 2/ — j,, has no solutions in F,, for
such a solution would be a primitive e fth root of unity in IF,, which doesn’t exist. It follows that
Hp

(52 )e is a primitive eth root of unity ¢¢' (with (a,e) = 1). Similarly, there is a primitive eth root of

unity p4 € F, such that (%)e = (b, with (b,e) = 1. Let a/,b' be such that aa’ = bb' =1 (mod e).

Then by (4.1) we have
a/ 7bl
Hp \ _ Hq _ -1
( pl )6 Ce’ < ql )6 Ce ‘

By the Chinese remainder theorem, there is an integer p that is congruent to pg/ mod p and
Py Y mod ¢, and it follows from the above argument that (£-)e = 1. To show the same holds for all
a;, we note that for each ¢ there is some automorphism o of K fixing QQ such that a; = af. Since

w € Z, the result (%)e = 1 now follows from Galois-equivariance of the power residue symbol.
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For the “furthermore” statement, let u be as constructed above, and let ag, ..., a. be integers
such that {a;u’ }f j=11sa complete set of solutions to y = ¢ mod N. Then it is easy to see that
for fixed i we have J,(c;p?) = Ju(ai,uj/) for all 4,5, and Hy(a;p’) # Hu(ai,uj/) for all j # j'. Tt
thus suffices to show that J,(a;) # Jy(ayr) for @ # 7.

Suppose that i # i/, and let a = pq be the prime factorization of a in Q. Then there are unique
k,l € Z, such that a; = a;p* mod p and oy = a;p! mod g. We thus have

()= (), (5 (5) - (. (4)

If (O‘;' )e = (%)e then k = (mod e) and thus oy = a;p* mod N, which contradicts our assertion

that {ai,uj}f’j:l is a complete set of solutions to y = 2° mod N. We conclude that J,(c;) # Jy (o)
for i #£4'. O

4.2 A lossy trapdoor function with index-dependent domains

We assume that the square free integer e and a primitive eth root of unity ¢, € Q are fixed, and we
let K = Q(() and O = Z[(.]. We define a 5-tuple F = (G, G1,S, F,F~!) (recall Definition 2.3) as
follows:

1. Sampling a lossy function: On input 1" the algorithm Gy chooses an n-bit modulus N = pq,
where p and ¢ are random n,/2-bit prime numbers with p,¢ =1 (mod ) and p,q # 1 mod f?
for all primes f | e. It chooses a random nondegenerate primitive eth root of unity u € Zy
such that (£). = 1, where a C Ok is the ideal NOg + (¢c — p1)Of. Then it chooses random
r € Z} such that J,(r) = 1, and a random s € Z}; such that J,(s) = 0 and s is an eth power
residue. The function index is o = (N, p, 7, s) and the function f, is defined on the domain
D,={1,...,N —1}.

2. Sampling an injective function: On input 1" the algorithm G; chooses an n-bit modulus
N = pq and a primitive eth root of unity 1 mod N as above. Then it chooses random r € Z};
such that J,(r) = 1, and a random s € Z}; such that J,(s) = 0 and s is not an eth power
residue. The function index is o = (N, u, 7, s), the trapdoor is 7 = (p, q), and the function f,
is defined on the domain D, = {1,..., N — 1}.

3. Sampling an input: Given a function index o = (N, u,r,s), the algorithm S outputs a
uniformly distributed z € D, = {1,..., N —1}.

4. Evaluation: Given a function index o = (N, i, r, s) and nonzero z € D, = {1,...,N — 1},
the algorithm F outputs

INprs() = 2 rIn@ L gHu@) mod N,

5. Inversion: Given a description of an injective function o = (N, pu,r,s) together with its
trapdoor 7 = (p,q) and y = fn .rs(z), the algorithm F~! retrieves x as follows.

(a) Fin% t(]“)(x) by computing J,(fn urs(2)) (note that J,(fnurs(x)) = Ju(x)). Let ¢ =
yr—InT)
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(b) Find H,(z) by computing the integer i such that y's™" is an eth power residue mod N
(note that this ¢ is equal to H,(x)). Let v = y s Hu(2)

(c) Find all solutions to 2 = y” in Zy, and output the one that agrees with both J,(x) and
H,(x). (We use Proposition 4.3 if y” € Z};, and note that if 1 < ged(y”, N) < N, then
there are e solutions, indexed by H,(x).)

We will show that this construction is indeed lossy based on the eth power residuosity assumption.
We first state this assumption, and then give the theorem.

Definition 4.4. Let N, i be as computed by Go or Gy above. Let Jy = {z € Z}; : Ju(x) = 0}, and
let £n be the subgroup of eth powers in Z7%,. We say that the eth power residuosity assumption
holds for (N, i) if the two distributions obtained by sampling uniformly at random from £y and
from Jn \ En are computationally indistinguishable, where the adversary has access to both N and

.

One can show that the set Jy is independent of the choice of (. and of u, given the constraint
that u satisfies the conditions of Proposition 4.3.

Theorem 4.5. Under the eth power residuosity assumption, F is a collection of (n,logs(€))-lossy
trapdoor functions with index-dependent domains.

The proof of Theorem 4.5 is entirely analogous to the proof of Theorem 3.2, so we do not repeat
the details.

4.3 Extending to large values of e

Our description of the functions J, and H,, above suggests that computing these functions always
takes time polynomial in e. If this is the case, then the lossy trapdoor function defined above
can only be efficiently computed when e is logarithmic in NV, and the lossiness is limited to being
logarithmic in the security parameter n. However, if e is a product of many small primes, then we
can modify the function to achieve lossiness that is a constant fraction of the security parameter n.
Suppose f is a prime dividing e. To compute the eth power residue symbol we use the following
“compatibility” identity that holds for any ideal a C Z[(.] (see Appendix B for a proof):

(i), - ()" »

While the power residue symbol is independent of the choice of (. used to compute it, the function
Ju depends on this choice. We thus create a system of compatible roots of unity by fixing (. and
setting ¢y = Cff/f for each f | e. If we use J,(x,r) to denote the function J,, defined above relative
to the rth power residue symbol, then the identity (4.4) and our system of compatible roots of unity
implies that

Ju(z,e) = Ju(x, f) mod f.

It follows that if e is square-free, then we can compute J,(z,e) by computing J,,(z, f) for each
prime f | e and applying the Chinese remainder theorem.

We cannot use similar techniques to compute the function H,, but we can define a modified
function H , that has the necessary properties and can be computed via the Chinese remainder
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theorem. We first let H,(x,r) denote the function H,, defined relative to the rth power residue
symbol, and then define

H,(z,e) := (¢ € Z such that for all prime powers f | e, c = Hy,(x, f) mod f).

It is straightforward to show that the result of Proposition 4.3 still holds when we replace H,, with
.

We can thus carry out the construction of Section 4.2, replacing the function H,, with H s to
obtain lossy trapdoor function with index-dependent domains and log,(e) bits of lossiness. When e is
a product of many small primes, the lossiness can be a constant fraction of the security parameter n.
Note that since e is a publicly known factor of ¢(NN), we require e < N 1/4=¢ in order to ensure that
Coppersmith’s method [11] for finding small roots of a univariate polynomial modulo an unknown
divisor of N cannot be used to efficiently factor N.

4.4 Lossy trapdoor functions

We can apply the technique of Section 3.2 to define functions with domain {1,...,2"}, i.e., depending
only on the security parameter. The same analysis as in the case e = 2 shows that we obtain
logy(2¢/(e + 1)) bits of lossiness, which is never greater than 1 even for large e.

We can do better by fixing some m and defining the functions over {1,--- ,2"t™} We apply the
modified powering function z — z€ - r/#(®) . sHu(*) mod N to each copy of Zy in this domain, i.e., to
the sets {aN +1,...,(a+1)N —1} fora =0,...,|2""™/N]| — 1. For the remainder of the domain
we let the function be the identity. It is easy to see that for sufficiently large m these functions are
e-to-1 on almost all of the domain, so we can obtain almost logy(e) bits of lossiness. (In fact, one
can show that if m > log,(e) — 1, then we obtain a collection of (n,logy(e) — e - 27")-lossy trapdoor
functions.)

5 A Construction based on the Composite Residuosity Assump-
tion

Our construction is based on the Damgard-Jurik encryption scheme [13] with additional insights by
Damgard and Nielsen [14, 15]. We begin with a brief description of the Damgard-Jurik scheme, and
then present our constructions of lossy trapdoor functions and all-but-one lossy trapdoor functions.

5.1 The Damgard-Jurik encryption scheme

Damgard and Jurik [13] proposed an encryption scheme based on computations in the group Zys+1,
where N = PQ is an RSA modulus and s > 1 is an integer (it contains Paillier’s encryption scheme
[31] as a special case by setting s = 1). Consider a modulus N = PQ where P and @ are odd
primes and ged(N, ¢(IN)) = 1 (when P and @ are sufficiently large and randomly chosen, this will be
satisfied except with negligible probability). We call such a modulus N admissible in the following
discussion. For such an N, the group Z},.;, as a multiplicative group is a direct product G'x H,
where G is cyclic of order N* and H is isomorphic to Z}.

Theorem 5.1 ([13]). For any admissible N and s < min{P, Q}, the map Vs : Zns X Ly — Lo
defined by ¥s(z,7) = (1 + N)*rN" mod N**! is an isomorphism of abelian groups. In particular,
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we have
Ys(x1 + 22 mod N¥ rirg mod N) = s(x1,71) - ¥s(x2,72) mod NSt

Given A(N) =lem(P — 1,Q — 1), there is a polynomial-time algorithm that inverts the function 1s.
The following describes the Damgard-Jurik encryption scheme:

e Key generation: On input 1" choose an admissible n-bit modulus N = P(Q. The public key
is (IV, s) and the secret key is A = lem(P — 1,Q — 1).

e Encryption: Given a message m € Zys and the public key (NN, s), choose a random r € Z}
and output £(m) = (1 4+ N)™r"N" mod N**1.

e Decryption: Given a ciphertext ¢ € Zpys+1 and the secret key A, apply the inversion algorithm
of Theorem 5.1 to compute 97 (¢c) = (m,r) and output m.

The semantic security of the scheme (for any s > 1) is based on the decisional composite
restduosity assumption: namely, that any probabilistic polynomial-time algorithm that receives as
input an n-bit RSA modulus N cannot distinguish a random element in Z},, from a random N-th
power in Z}, with probability a non-negligible function of n. We refer the reader to [13] for a more
formal statement of the decisional composite residuosity assumption and for the proof of security.

5.2 A lossy trapdoor function with index-dependent domains

Each function in our construction is described by a pair (N, c), where N is an n-bit modulus as
above, and ¢ € Zps+1. For the injective functions ¢ is a random Damgard-Jurik encryption of 1, and
for the lossy functions c is a random encryption of 0. The semantic security of the encryption scheme
guarantees that the two collections of functions are computationally indistinguishable. In order to
evaluate a function f(y ) on an input (x,y) € Zys x Z}; we compute f(y ) (7) = EyN mod Zys+1.
For an injective function f(y ) it holds that f(y ) (z,y) is an encryption of x (where the randomness
of this ciphertext depends on x and y), and using the secret key it is possible to retrieve both = and
y. For a lossy function f(y ) it holds that f(y ) (z,y) is an encryption of 0, and in this case most of
the information in the input is lost.

Given any polynomial s = s(n) we define a 5-tuple Fs = (G, G1,S, F, F~!) (recall Definition 2.3)
as follows:

1. Sampling a lossy function: On input 1" the algorithm Gg chooses an admissible n-bit
modulus N = P(Q. Then, it chooses a random r € Z};, and lets ¢ = V" mod N**t1. The
description of the function is ¢ = (NN, ¢) and the function f, is defined on the domain
Dy =7Zns X LY.

2. Sampling an injective function: On input 1" the algorithm G; chooses an admissible n-bit
modulus N = PQ. Then, it chooses a random r € Z% and lets ¢ = (1+N)r"" mod N**!. The
description of the function is o = (NN, ¢), the trapdoor is 7 = (A, r), where A = lem(P—1,Q —1),
and the function f, is defined on the domain D, = Zys x Z};.

3. Sampling an input: Given a description of a function (V,c¢) the algorithm S outputs a
uniformly distributed pair (z,y) € Zns x Z}.
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4. Evaluation: Given a description of a function (N, c) and an input (x,y) € Zns x Z}, the
algorithm F outputs ¢y mod N5+

5. Inversion: Given a description of an injective function (N, ¢) together with its trapdoor (A, )
and z € Zys+1, the algorithm F~! invokes the inversion algorithm provided by Theorem 5.1
to compute 5 (z) = (x,7%y), and then recovers x and ¥.

Theorem 5.2. Under the decisional composite residuosity assumption, for any polynomial s = s(n)
it holds that Fs is a collection of ((n — 1)(s + 1),(n — 1)s — 1)-lossy trapdoor functions with
index-dependent domains.

Proof. Theorem 5.1 guarantees that the injective functions can be efficiently inverted using their
trapdoor information. The semantic security of the Damgard-Jurik encryption scheme guarantees
that the descriptions of injective and lossy functions are computationally indistinguishable. Thus it
only remains to give an upper bound for the size of the lossy functions’ images.

Let (N, ¢) be a description of a lossy function, where ¢ = r¥" mod N*! for some r € Z%,. We
have |D,| = N*(N —p — ¢+ 1) > L N*+1 > 2(0=D(s+)~1 Using the isomorphism 1, described in
Theorem 5.1 we can express the image of the function as follows:

[Image(fn,)| < ‘{cx-yNS mod Nt : 2 € Zys,y € Zx}|
= [{(" y)V mod N*™ 1z € Zys,y € Zy }|
= {¢s(0,7" -y mod N) : x € Zys,y € Zy}
< N .

Therefore the amount of lossiness is at least £(n) = logy(|D,|/|Image(N, c)|) > logy(3N*"1N) >
(n—1)s—1. O

The above construction can easily be extended to a collection of all-but-one lossy trapdoor
functions. We describe the extension here; the proof of security is essentially identical to the proof
of Theorem 5.4 and is therefore omitted.

Given an integer s > 1 we define a 4-tuple FABO = (B, G, F, F~1) (recall Definition 2.2, and here
we consider only one lossy branch as defined in [33]) as follows:

e Sampling a branch: On input 1" the algorithm B outputs a uniformly distributed b €
{0,...,27/?71},

e Sampling a function: On input 1" and a lossy branch b* the algorithm G chooses an
admissible n-bit modulus N = P(. Then, it chooses a random r € Z}; and lets ¢ =
(1+ N)=""r¥ mod N**1. The description of the function is (N, ¢) and the trapdoor consists
of \=Ilem(P —1,Q — 1), b*, and 7.

e Evaluation: Given a description of a function (V,c¢), a branch b, and an input (z,y) €
Zns x Lk, and outputs ((1+ N)bc)” -y mod N*FL.

e Inversion: Given a description (IV,c) of a function, its trapdoor (\,b*,r), a branch b # b*
and z € Zys+1, the algorithm F~! applies the inversion algorithm provided by Theorem 5.1 to
compute 5 *(z) = ((b — b*)x,r* - y). Note that the restriction b,b* € {0,...,2%2 — 1} implies
that b — b* is relatively prime to N (since 2"/2~' < min{P, Q}), and therefore the algorithm
F~1! can recover z by computing (b — b*)z - (b — b*)~! mod N*, and then recover y.
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Theorem 5.3. Under the decisional composite residuosity assumption, for any polynomial s = s(n)
it holds that FABO s a collection of (n—1)(s+1), (n—1)s — 1)-all-but-one lossy trapdoor functions
with index-dependent domains.

5.3 A lossy trapdoor function

We now extend the above construction to a lossy trapdoor function. In order to guarantee that
all the functions in the collection share the same domain, we define the functions over the domain
{0,1}(»=Ds x {0,1}*/2=1. That is, the domain is {0,1}", for m = m(n) = (n — 1)s +n/2 — 1.
First, the fact that N is an n-bit modulus implies that any = € {0, 1}("*1)8 can be interpreted as
an element of Zys since 2"~1% < N. Second, the fact that P and Q are n/2-bit prime numbers
implies that if y € {0, 1}"/2*1 is interpreted as an integer between 1 and 2n/2=1 then y € Z (since
27/2=1 < min{ P, Q} and thus ged(N,y) = 1).

Given any polynomial s = s(n) we define a 4-tuple Fs = (G, G1,F, F~!) (recall Definition 2.1)
as follows:

1. Sampling a lossy function: On input 1" the algorithm Gg chooses an admissible n-bit
modulus N = P(Q. Then, it chooses a random r € Z}; and lets ¢ = V" mod N**t1. The
description of the function is o = (N, ¢).

2. Sampling an injective function: On input 1" the algorithm G; chooses an admissible n-bit
modulus N = PQ. Then, it chooses a random r € Z% and lets ¢ = (1 + N)r™" mod N**1.
The description of the function is ¢ = (V,¢) and the trapdoor is 7 = (A, r), where \ =
lem(P —1,Q — 1).

3. Evaluation: Given a description of a function (N,¢) and an input (z,y) € {0,1}(*~Ds x
{0, 1}”/2_1, the algorithm F interprets the input as an element of Zys x Z}, and outputs
yN* mod NSTL,

4. Inversion: Given a description of an injective function (N, ¢) together with its trapdoor (A, r)
and z € Zys+1, the algorithm F~! invokes the inversion algorithm provided by Theorem 5.1
to compute ¥ (z) = (x,7%y), and then recovers x and y.

Theorem 5.4. Under the composite residuosity assumption, for any polynomial s = s(n) it holds
that Fs is a collection of (n—1)s+n/2 —1,(n —1)s —n/2 — 1)-lossy trapdoor functions.

Proof. Similar to the proof of Theorem 5.2, we can express the image of the function as follows:

|Image(N, c)| < ‘{c’”-yNS mod Nt : 2 € Zys,y € Z}‘V}’
= "y mod N*t' 1z € Zys,y € Zi }|
= {¢s(0,7" -y mod N) : x € Zys,y € Zy }|
<N
< 2™

Therefore the amount of lossiness is at least {(n) = ((n—1)s+n/2—1)—n=(n—1)s—n/2—-1. O
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The above construction can easily be extended to a collection of all-but-one lossy trapdoor
functions. We describe the extension here; the proof of security is essentially identical to the proof
of Theorem 5.4 and is therefore omitted.

Given an integer s > 1 we define a 4-tuple FABO = (B, G, F, F~1) (recall Definition 2.2, and here
we consider only one lossy branch as defined in [33]) as follows:

e Sampling a branch: On input 1" the algorithm B outputs a uniformly distributed b €
{0,...,27/271},

e Sampling a function: On input 1™ and a lossy branch b* the algorithm G chooses an
admissible n-bit modulus N = P(. Then, it chooses a random r € Z} and lets ¢ =
(1+ N)~*" 7N mod N*+1. The description of the function is (N, c) and the trapdoor consists
of \=Ilem(P —1,Q — 1), b*, and r.

e Evaluation: Given a description of a function (V,c¢), a branch b, and an input (z,y) €
{0,1}("=Ds x {0,1}"/271 the algorithm F interprets (z,y) as an element of Zys x Z}, and
outputs ((1+ N)%)" -y mod N*+1.

e Inversion: Given a description (N, ¢) of a function, its trapdoor (\,b*,7), a branch b # b*
and z € Zys+1, the algorithm F~! applies the inversion algorithm provided by Theorem 5.1 to
compute 17 1(z) = ((b— b*)x, 7" - ). Note that the restriction b,b* € {0,...,2"/2 — 1} implies
that b — b* is relatively prime to N (since 2"/2~! < min{P, Q}), and therefore the algorithm
F~1! can recover z by computing (b — b*)z - (b — b*)~! mod N, and then recover y.

Theorem 5.5. Under the decisional composite residuosity assumption, for any polynomial s = s(n)
it holds that FABO is a collection of (n—1)s+n/2—1,(n—1)s—n/2—1)-all-but-one lossy trapdoor
functions.

6 A Construction based on the d-Linear Assumption

The d-Linear assumption [21, 36] is a generalization of the decision Diffie-Hellman assumption that
may hold even in groups with an efficiently computable d-linear map. The 1-Linear assumption
is DDH, while the 2-Linear assumption is also known as the Decision Linear assumption [5]. The
assumption is as follows:

Definition 6.1. Let d > 1 be an integer, and let G be a finite cyclic group of order q. We say the
d-Linear assumption holds in G if the distributions

{(glu‘-'agdagllw"7g;d7h7h7dl+m+'rd) : g17'-'7gd7h(%@7 T15---57d gRZqL
{(gla"'7gdag;13"'7gdd7hahs) : gl,"'?.gcbh(_Ga r,...,74,8 <_Zq}

are computationally indistinguishable.

For any d > 1, the d-linear assumption implies the (d + 1)-linear assumption [21, Lemma 3].

Peikert and Waters [33, Section 5] give lossy and all-but-one lossy trapdoor functions based
on the DDH assumption. In the Peikert-Waters construction, the function index is an ElGamal
encryption of an n x n matrix M which is either the zero matrix (lossy mode) or the identity matrix
(injective mode) using a finite cyclic group G of order p. The DDH assumption in G implies that
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these two encryptions cannot be distinguished. The construction can be generalized to d-linear
assumptions using generalized ElGamal encryption, but such schemes are less efficient since ElGamal
based on the d-Linear assumption produces d 4+ 1 group elements per ciphertext (see e.g. [36]).

Our construction is based on the following basic observation from linear algebra: if M is an
n X n matrix over a finite field IF, and & is a length-n column vector, then the map fys : & — MT
has image of size pR*(M) If we restrict the domain to only binary vectors (i.e., those with entries in
{0,1}), then the function fy/ is injective when Rk(M) = n, and its inverse can be computed by
faf '~ M™Y. If on the other hand we have Rk(M) < n/logy(p), then fys is not injective even
when the domain is restricted to binary vectors, since the image is contained in a subgroup of size
less than 2™.

By performing the above linear algebra “in the exponent” of a group of order p, we can create
lossy trapdoor functions based on DDH and the related d-Linear assumptions. In particular, for
any n the size of the function index is the same for all d.

We will use the following notation: we let I, denote a field of p elements and Rky(IF;*") the
set of n x n matrices over [F,, of rank d. If we have a group G of order p, an element g € G, and
a vector ¥ = (z1,...,7,) € F), then we define g% to be the column vector (¢*',...,g%") € G™. If
M = (a;;) is an n x n matrix over F,, we denote by g™ the n x n matrix over G given by (g%7).
Given a matrix M = (a;;) € Fy*" and a column vector g = (g1, -,9,) € G", we define gM by

gM ] (H?:l g?lj, ‘e ,H?:l g;nj> .

Similarly, given a matrix S = (g;;) € G"™*" and a column vector ¥ = (1,...,z,) € F), we define
S? by
ST — Hn Zj Hn Zj
= ULi=1915 -5 1lj=19nj5 ) -

—

With these definitions, we have (gM)* = (¢%)M = ¢(M%),

The construction.

For any positive integer d and any real number € € (0,1), we define a 4-tuple F = (Gg, Gy, F,F~1)
(recall Definition 2.1) as follows:

1. Sampling a lossy function: On input 1", the algorithm Gy chooses at random a [en/d]-
bit prime p, a group G of order p, and a generator g of G. Then it chooses a matrix
M & Rkg(F,*") and computes S = g™ € G™". The function index is o = S.

2. Sampling an injective function: On input 17, the algorithm G; chooses at random a
[en/d]-bit prime p, a group G of order p, and a generator g of G. Then it chooses a matrix
M & Rk, (F;*") and computes S = gM € G™". The function index is ¢ = S, and the
trapdoor is 7 = (g, M).

3. Evaluation: Given a function index S and ¥ = (z1,...,2,) € {0,1}", the algorithm F
computes the function fg(z) = S7.

4. Inversion: Given a function index S, a trapdoor 7 = (g, M), and a vector g € G", we define
F~1(,g) as follows:

(a) Compute h = (hy,...,hy) «— gM_l-
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(b) Let z; = log,(h;) fori=1,...,n.
(c) Output Z = (z1,...,Zn).

Theorem 6.2. Suppose en > d. If the d-Linear assumption holds for G, then the above family is a
collection of (n, (1 — €)n)-lossy trapdoor functions.

Proof. We first note that in the lossy case, when M is of rank d, the image of fg is contained in
a subgroup of G" of size p? < 2*. The condition en > d guarantees p > 3, so when M is of rank
n the function fg is in fact injective. It is straightforward to verify that the inversion algorithm
performs correctly for injective functions. Finally, by [27, Lemma A.1], the d-Linear assumption
implies that the matrix S when M is of rank n is computationally indistinguishable from the matrix
S when M is of rank d. O

Note that the system’s security scales with the bit size of p, i.e., as en/d. In addition, note that
the discrete logarithms in the inversion step can be performed efficiently when Z is a binary vector.
(Here we take advantage of the fact that the output of F~! is unspecified on inputs not in the image
of F.)

We now describe the extension of the system to all-but-one lossy trapdoor functions, in the case
where the parameter d in the above construction is equal to 1. Let I,, denote the n x n identity
matrix. For any real number € € (0,1), we define a 4-tuple F = (Gg, G1, F,F~!) (recall Definition
2.2) as follows:

1. Sampling a branch: On input 1", the algorithm B outputs a uniformly distributed b €
{1,... 2L},

2. Sampling a function: On input 1" and a lossy branch b*, the algorithm G chooses at random
a [en]-bit prime p, a group G of order p, and a generator g of G. Then it chooses a matrix
A& Rky (Fp*"). Let M = A —b*I, € Fp*" and S = gM € G™™". The function index is
o =8, the trapdoor is 7 = (g, M), and the set of lossy branches is § = {b*,b* — Tr(A)}.

3. Evaluation: Given a function index S, a branch b, and an input = € {0,1}", we interpret
x as a binary column vector ¥ = (x1,...,2,). The algorithm F computes the function
fsp(@) = S7 % g*% where * indicates the componentwise product of elements of G™.

4. Inversion: Given a function index S, a trapdoor 7 = (g, M), a branch b, and a vector g € G",
we define F~1(7,b,g) as follows:

If M + bl,, is not invertible, output L.
(M+bl)~ 1

(a)
(b)
()

)

(d) Output & = (21,...,Ty).

Compute h = (hy,...,h,) — g
Let x; = log,(h;) fori=1,...,n.

Theorem 6.3. Suppose en > 1. If the DDH assumption holds for G, then the above family is a
collection of (n, (1 — €)n)-all-but-one lossy trapdoor functions.

Proof. We first observe that if A is the rank 1 matrix computed by G(1",b*), then

fS,b(f) — g(Af(b*fb)In)f. (61)
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We now verify each property of Definition 2.2. Properties (1) and (2) are immediate. To verify
property (3), note that (6.1) implies that fgp+(Z) = g% Since A has rank 1, the image of fspe is
contained in a subgroup of G" of size p < 2¢".

To check property (4), we observe that the condition en > 1 guarantees p > 3, so when
A — (b* —b)I, is invertible the function fgj is injective. The condition A — (b* — b)I,, being not
invertible is equivalent to (b* — b) being an eigenvalue of A. Since A has rank 1, its eigenvalues are 0
and Tr(A). Thus (b* —b) is an eigenvalue of A if and only if b € 3, and fg is injective for all b & 3.
It is straightforward to verify that the inversion algorithm performs correctly whenever b € (3, so
property (5) holds.

Properties (6) and (7) follow from the DDH assumption for G. We show property (6) by
constructing a sequence of games:

Gameg: This is the real security game. The adversary is given by, by, and g4~ for w & {0,1}
and A <& Rk (F3*™), and outputs a bit w’. The adversary wins if w’ = w.

A'—b,, I,

Game;: The same as Gameg, except the challenge is g for some full rank matrix A’ <

Rk, (F7*™).

U—-buIn

Gamesy: The same as Gamep, except the challenge is ¢ for some uniform matrix U <- Fpxm.

Games: The same as Gamey, except the challenge is gV.

Since the Games challenge is independent of w, the advantage of any adversary playing Games is
zero. We now show that if the DDH assumption holds for G, then for ¢ = 0, 1,2, no polynomial-time
adversary A can distinguish Game; from Game;; with non-negligible advantage.

i = 0: Any algorithm that distinguishes Gamey from Game; can be used to distinguish the distribu-
tions {g?4 : A & Rk (Fp*™)} and {g A& Rk, (F;*")}. By [6, Lemma 1], any algorithm
that distinguishes these distributions can solve the DDH problem in G.

i = 1: Since the proportion of full-rank matrices to all matrices in F;*" is (p — 1)/p, even an
unbounded adversary can distinguish Game; from Gameg with probability at most 1/p.

i = 2: Since the matrix U is uniform in F}*", the matrix U — b,I;, is also uniform in Fy*", so
Gamey and Games are identical.

We conclude that for any bg, b1, no polynomial-time adversary can win Gamey with non-negligible
advantage.

Finally, to demonstrate property (7) we show that any adversary A that produces an element
of B given S and b* can be used to compute discrete logarithms in G, contradicting the DDH
assumption. Choose a matrix A < Rk, (F,*™), and let A’(X) be the n x n matrix over IF,[X] that
is the matrix A with the first row multiplied by X. For any value X =t # 0, the matrix A'(t) is
uniformly distributed in Rk (Fj*").

Let (g,¢") be a discrete logarithm challenge for G. For any b* we compute the matrix S =
g O=0"In anq give (S,b*) to the adversary A. If the adversary outputs b € § with b # b*, then we
can compute Tr(A’(¢)) since this is the only nonzero eigenvalue of A’(t). If ay; is the ith diagonal
entry of A, this gives us an equation

ayit + age + -+ app = A. (6.2)

Since a1; = 0 with probability 1/p, we can solve for ¢ with all but negligible probability. O
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If we choose any integer d > 1 and repeat the above construction with p a [en/d]-bit prime
and A a rank d matrix, then we expect to obtain an all-but-one lossy trapdoor function under the
d-Linear assumption. Indeed, the proofs of properties (1)—(6) carry through in a straightforward
way. However, the above proof of property (7) does not seem to generalize. In particular, the
generalization of (6.2) is the equation det(A’(t) — Al,) = 0, which can be written as ut +v = 0 for
some (known) w,v € F,. When d =1 the element u = a1 is independent of A, so we can conclude
that it is nonzero with high probability; however when d > 2 this is not necessarily the case. We
thus leave as an open problem the completion of the proof for d > 2.

7 Correlated Input Security from Syndrome Decoding

Our construction is based on Niederreiter’s coding-based encryption system [29] which itself is the
dual of the McEliece encryption system [25].

Let 0 < p=p(n) <1land 0 < =4d(n) < 1/2 be two functions in the security parameter n. We
set the domain D,, 5 to be the set of all n-bit strings with Hamming weight dn. Note that D, is
efficiently samplable (see e.g. [17]). The Niederreiter trapdoor function F = (G, F,F~!) is defined as
follows.

e Key generation: On input 1™ the algorithm G chooses at random a non-singular binary
pn X pn matrix S, a (n,n — pn,dn)-linear binary Goppa code capable of correcting up to dn
errors (given by its pn x n binary parity check matrix ), and a n x n permutation matrix P.
It sets H := SGP, which is a binary pn X n matrix. The description of the function is ¢ = H,
the trapdoor is 7 = (5, G, P).

e Evaluation: Given a description H of a function and z € {0,1}" with Hamming weight dn,
the algorithm F computes the function fy(z) = Hx € {0,1}°".

e Inversion: Given the trapdoor (S, G, P) and y = Hz, the algorithm F~! computes S~1y =
G Pz, applies a syndrome decoding algorithm for G to recover § = Pz, and computes = P~ 14.

The Niederreiter trapdoor function can be proved one-way under the indistinguishability and
syndrome decoding assumptions which are indexed by the parameters 0 < p < 1 and 0 < 4 < 1/2.

Indistinguishability assumption. The binary pn x n matrix H output by G(1") is computation-
ally indistinguishable from a uniform matrix of the same dimensions.

Syndrome decoding assumption. The collection of functions which is defined as fy(x) := Ux
for a uniform pn x n binary matrix U is one-way on domain D, 5.

Choosing the weight § to be close to the Gilbert-Warshamov bound is commonly believed to
give hard instances for the syndrome decoding problem. The Gilbert-Warshamov bound for a
(n,k,on) linear code with 0 < 1/2 is given by the equation k/n < 1 — Ha(J), where Hz(0) :=
—dlogyd — (1 — §)logy(1 — §). It is therefore assumed that the syndrome decoding assumption
holds for all 0 < 6 < 1/2 satisfying H2(d) < p [17]. Note that one-wayness also implies that the
cardinality of D,, s is super-polynomial in n.

The following theorem was proved in [17].
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Theorem 7.1 ([17]). If the syndrome decoding assumption holds for p and & then the ensembles
{(M, Mz) : M & {0,1}7"; 2 & Dy 5)bnen and {(M,y) : M < {0, 13777 y & {0,1}7"},cn are
computationally indistinguishable.

This theorem implies that the Niederreiter trapdoor function is one-way under k-correlated
inputs.

Theorem 7.2. Suppose p,d, and k are chosen such that p:= pk < 1, and the indistinguishability
and the syndrome decoding assumptions hold for parameters p and §. Then the Niederreiter trapdoor
function is one-way under k-correlated inputs.

Proof. Fix a probabilistic polynomial-time adversary A that plays the security game for one-wayness
under k-correlated inputs. Define

e =Pr[A(Hy,...,Hy, Hi(x),...,Hp(z)) = 2],

where H; < G(1™) and x & D,, s. We now exchange all the matrices H; for uniform matrices U; of
the same dimension. By the indistinguishability assumption and a hybrid argument, we have that

PI’[A(Hl, c. ,Hk, Hl(.%'), ey Hk(x)) = 1’]
— Pr[A(Uy,..., U, Ui(x),...,Ux(x)) = x]| € negl(n).

For p := pk, define the pn x n matrix U by concatenating the columns of the matrices U;. Then the
distributions (U, ...,Ug,Ur(x),...,Uk(z)) and (U,Ux) are identical. Since Hy(0) < p/k = p we
can apply Theorem 7.1 to obtain

| PrlA(U,Uzx) = x] — Pr[A(M, uz,) = || € negl(n),

where uzy, is a uniform bit-string in {0, 1}7". Observing that Pr[A(U, us,) = 2] = 1/| Dy, 5| € negl(n)
(since the Niederreiter function is assumed to be one-way) implies that € is negligible. O

We remark that the above proof implies that the Niederreiter trapdoor function has linearly many
hard-core bits, which greatly improves efficiency of the CCA-secure encryption scheme obtained by
using the construction from [35].
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from 3-prime composites, then it is hard to distinguish quadratic residues from quadratic non-
residues (modulo a composite). As is often the case with folklore, it is not clear what ezactly is
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integers modulo NV and counting the fraction of quadratic residues modulo N), but this observation
presumes that the quadratic residuosity oracle works well for both 2-prime and 3-prime composites.*
Note, however, that the existence of such an oracle does not follow from the negation of the standard
quadratic residuosity assumption, which only refers to 2-prime composites. Indeed, the (standard)
quadratic residuosity assumption asserts that for random 2-prime composites N = P(Q such that
|logy P —log, Q| < 1 (and P = @ = 3 (mod 4)) it is infeasible to distinguish random quadratic
residues modulo N from random quadratic nonresidues modulo N that have Jacobi symbol 1,
where in both cases the potential distinguisher is also given the composite N. The negation of this
assumption is that a corresponding distinguisher does exist, but it is unclear how such a distinguisher
behaves when given pairs (z, N) when N is a 3-prime composite.

Let Geny(-) be a probabilistic polynomial-time algorithm that on input 1" samples two n/2-bit
prime numbers P and @ such that N = P(Q is an n-bit number, and outputs N. Similarly, let Gengz(+)
be a probabilistic polynomial-time algorithm that on input 1™ samples three n/3-bit prime numbers
P, @, and R such that N = PQR is an n-bit number, and outputs N. In both cases the primes
may be subject to additional constraints, in the form of congruence relations. For example, for most
applications the algorithm Gens(+) is required to choose P and @ such that P = @ = 3 mod 4 (i.e.,
Blum integers).

For any odd positive integer N we denote by JSy : Z — {—1,0,1} the Jacobi symbol modulo
N, and define Jy = {z € Z% : JSx(z) = 1}, and Qny = {22 : x € Z%}. Using this notation,
the QR assumption asserts that, for NV generated by Geny(-), the uniform distribution over Qy is
computationally indistinguishable from the uniform distribution over Jn \ Qn. (In both cases, the
sample of Zy is accompanied by N itself.) As for the 2vs3Primes assumption, it asserts that the
output distributions of Geny(-) and Geng(-) are computationally indistinguishable.

In what follows we prove that under a reasonable restriction on the primes that are sampled by
Geny(+) and Gens(-), the 2vs3Primes assumption implies the QR assumption. The restriction that
we require is that given an integer N that is the output of either Geny(+) or Gengs(+), it is possible to
efficiently sample from the uniform distribution over the set Jn \ Qn. That is, we need to be able
to efficiently produce a uniformly distributed element that has Jacobi symbol 1 (modulo N), and is
not a square modulo N. We denote this restriction by (R1), and below we demonstrate that it it is
implied by enforcing simple congruence relations on the primes that compose V.

Theorem A.1. Subject to restriction (R1), the 2vs3Primes assumption implies the QR assumption.

Proof. We show how to reduce distinguishing between 2-prime and 3-prime composites to predicting
the quadratic residuosity character of residues modulo 2-prime composites. Let A be an arbitrary
algorithm, and let ¢(n) denote the advantage of A in guessing the quadratic character of a random
x € Jn, where N « Geng(1™). Denoting the quadratic character of x modulo N by QCx(z) (i.e.,
QCx(z) =1 if and only if = is a square mod N), we have

e(n) = 2- (Pr [A(z,N) = QCx(z) : N « Geny(1"), 2 +— JIN] — ;)

= Pr[A(z,N)=1: N « Gena(1"),z «— Q]
—Pr[A(z,N)=1: N « Geny(1"), 2 — JIn \ OnN]

4Furthermore, the straightforward argument seems to presume that, in the case of 3-prime composites, the oracle
is correct with probability greater than 3/4.
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Assuming that A is efficient and that €(n) is non-negligible, we derive a distinguisher A’ between
2-prime and 3-prime composites. For any n € N and i € {2,3} define

aij(n) = Pr[A(xz,N)=1: N «— Gen;(1"),z «— JIn]| ,
Bi(n) = Pr[A(z,N) =1: N «— Gen;(1"),z «— Qn] ,
vi(n) = Pr[A(x, N) =1: N <« Gen;(1"),x — Jn \ On] -

Using the fact that for N = PQ the quotient group Jyn/Qn consists of two cosets whereas for
N = PQR it consists of four cosets, we infer that

az(n) = 5+ Baln) + 5 (),
as(n) = 7+ Bs(n) + 5 (),
and therefore
aa(n) — 03(n) = § - (Baln) — Bo(m)) + & - (a(m) = 35(m) + 1 (Bam) () - (A1)

The term (2(n) — y2(n) is equal to €(n), which is non-negligible by our hypothesis. Thus at least
one of the three other terms in equation (A.1) (i.e., ag(n) —as(n), B2(n) — B3(n), and vy2(n) —vy3(n))
must also be non-negligible. In all three of these cases we can construct an algorithm A’ that has a
non-negligible advantage in distinguishing between the output distributions of Gens () and Gens(-):

e If ay(n) — as(n) is non-negligible, then let A’ be the algorithm that on input N samples
x — Jn, and invokes A(z, N). Such an x can be sampled, for example, by sampling a uniform
x € Z, computing its Jacobi symbol, and repeating the process until we find an element with
Jacobi symbol 1.

o If B3(n) — B3(n) is non-negligible, then let A’ be the algorithm that on input N samples
x < Qp, and invokes A(z, N). Such an « can be sampled by sampling a uniform = € Z}; and
outputting z? mod N.

e If 75(n) — v3(n) is non-negligible, then let A’ be the algorithm that on input N samples
x — Jn \ Qn, and invokes A(xz, N). Such an x can be sampled due to restriction (R1).

O

We conclude by presenting another restriction (R2) which is easy to satisfy and implies restriction
(R1). As pointed out in the proof of Claim A.l, the quotient group Jy/Qn consists of two
cosets for N = P(@Q and of four cosets for N = PQR. More specifically, for N = PQ it holds
that Jn/On = {Qn,Qn - €} for any e € Iy \ Qn. In addition, for N = PQR it holds that
IN/ON = {QOnN, On - €1, QN - €2, Qn - e3} for any eq, e2,e3 € Jy such that e is a square modulo
P and not modulo Q or R, es is a square modulo ) and not modulo P or R, and e3 is a square
modulo R and not modulo P or Q.

In restriction (R2) we require that there exist three fixed elements e1,es,e3 € Zy such that
for N = PQ it holds that e1,ez,e3 € Inv \ Qn, and for N = PQR it holds that Jy/QOn =
{ON,OnN - e1,0OnN - €2, Qn - e3}. Given this restriction, the algorithm that samples z uniformly in
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Z3; and e uniformly in {ey, e, e3}, and outputs 22 - e mod N, produces, in both cases, a uniformly
distributed element in the set Jn \ On.
Using the fact that for any odd prime P # 3, it holds that

1, if P=1mod 4

JSp(—1) = {_1, if P =3 mod 4
1, it P=1or 7mod 8
JSP(Q)_{—L if P=3or 5 mod 8

1, if P=1mod 3
JSp(—3) = { -1, if P=2mod 3,

we see that restriction (R2) is satisfied with e; = —1, ea = 2, and e3 = —3, provided that Gena(-)
chooses P and @ such that P = @ = 11 mod 24, and that Gens(-) chooses P, @@ and R such that
P =5 mod 24, Q =23 mod 24, and R = 19 mod 24.

Note that these congruence restrictions may make the problem of distinguishing 2-prime compos-
ites from 3-primes composites easier than in the general case. In particular, the distinguishing task
given the above choice of e; would be extremely easy if it were the case that 11-11 # 5-19-23 mod 24,
but “luckily” this is not the case.’

For larger values of e; there are in fact choices of congruences for P, @ in Geny(-) and P,Q, R in
Gens(-) such that the e; always have the desired Jacobi symbols, but N mod ejeges is different in
the 2-primes case and the 3-primes case.

B Compatibility of Power Residue Symbols

Proposition B.1. Let e, f be integers with f | e. Let x € Z[(y], let A be an ideal of Z[(.] relatively
prime to e, and let a = ANZ[(s]. Then

(2, =)
a/y \AJe
Proof. By multiplicativity of the power residue symbol, it suffices to prove the statement when 2

is a prime P of Z[(.|. Let p =P NZ[(s]. If we let a be an eth root of z and § be an fth root of z,
then we have (see [28, §V.3] and [37, §III])

x _OZU T f_ﬁ'r
(sn);a and (p> =5

where 0 € Gal(Q(¢c)/Q) is the Frobenius automorphism of Q(¢.) at P and 7 € Gal(Q(¢y)/Q) is
the Frobenius automorphism of Q(¢¢) at p. Since these power residue symbols are independent of
the choice of o and (3, we can without loss of generality take 0 = a®/f . Furthermore, since Pisa
prime over p, the restriction of o to Q((y) is the automorphism 7. It follows that

<w>f_57—_ (aa)e/f B <x>e/f
p) B o \B),

® Actually, this is no coincidence, since in both cases it holds that JSy(—1) = JSn(2) = JSn(—3) = 1 if and only if
N =1 mod 24.

O
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