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Abstract. We raise and propose solutions to the problem of guarargeemt
a user of incentive remailing services for anonymizationra lose money if
he does not get full service, i.e., if his message does nehréa destination.
Applications such as voting over the Internet or reviewirfigadicles require
anonymous delivery of messages. An anonymizing techniqgeproposed sev-
eral decades ago by Chaum and is based on a group of volumgfertsacalled
mixnet However, mixnets are not yet widely known and used todaycae often
mentioned reason is the lack of incentives for volunteenga&ntly proposed so-
lution is based on adding digital coins to messages, sudteétd volunteer can
extract only the digital coin designated as a payment fartiewever, registered
volunteers can sabotage the system by extracting and uséigcbins without
performing their task — which consists of forwarding anornigead messages.
The main improvement we propose is to guarantee that no misriegt by the
user without getting his message at the destination. Ttas isssential property
for a viable service. Solutions described are based on hakdsy mechanisms
where each volunteer gets her payment (or key to decryptaiment) from the
agent to which she is expected to forward the message, orthierdestination
using a public board or a reply message. This ensures thauateer gets her
financial support only if she fulfills her task. We discuss heshniques for non-
repudiation of receipt of a message, together with reputatystems, can address
the remaining problems.

1 Introduction

Citizens of many countries voting or signing citizens’ fietis overseas pay
postage to have their vote delivered. Often they do not ggtcamfirmation
that the envelopes containing their votes reached thedt®dCommission. As
another common application of anonymization servicesZ2],Jpolice can also
offer a tip hot-line that guarantees the tipster's anonymit

Getting the vote to the Electoral Commission (EC) so thats®over could
discover the originator is not easy with the current Intérifea citizen, Bob,
sends his vote directly to the EC, then Mallory, a malicioasspn that gained
access to the server of the EC, can learn how Bob votes byiategchis IP
address with the received message. Even if Bob decides ta tisied party



server to forward his message to the EC, he would have tocitkplirust that
the third party server is not controlled by Mallory.

A previously proposed solution to this problem, is (giver tailability
of a collection of volunteers agents = {S;...Sy/}) to set up a Chaumian
mixnet [7]. Bob picks a random subséf,, As,...,Ay_1} C S of servers
from the collection of available servers and chooses a ranafolering on them,
Ps = As, As, ..., An_1, called apath The sender will be denoted; and the
destination will be denoted .

Each serverd; makes available a public key;, for some asymmetric
crypto-system. Then, to force the message to visit eaclesalong the path in
turn; Bob will encrypt the message as follows:

Ey(As, E5(Ay, ...En(message)...)). (1)

The straightforward implementation where each messagadsy/gted re-
peatedly using this key scheme is caltadon encryptionThe message is then
sent along the agents on the pdth, each agen#; removing his level of en-
cryption E; to retrieve the identity of the next volunteer and the message
send to him. Agents are supposed to not forward a messageasasat was
received, but to delay it randomly and to mix it with other sesges it forwards.
The destinatiomd y obtains the message. This mechanism solves the problem
if and only if there exists at least one server which is notied by Mallory.
Note that each server is assumed to belong to a differentmaneé it makes no
sense to have one person or company set up more than one $eéevassume
here that other problems, such as losing messages or digiic# messages
are solved at the application level (techniques that addigsse issues inside
certain types of mixnets are detailed in [18]).

However, servers cost money to operate (network, rack sjpaeeer, oper-
ating costs, etc), which means someone must pay for therseB@b cannot pay
to volunteers for these servers directly, since such pagsn&auld provide in-
formation about his vote, whenever Mallory can gather datg. (from routers)
on the pattern of communication of the volunteers paid by.Bd&o, political
and economical reasons may make a state-sponsored or fmmsponsored
mixnet non-viable, so another method needs to be discoweredmpensate
servers.

The idea of use market competition to enhance anonymity &es taised
in [29, 33]. The idea is to modify the original message toude digital coins
at each layer of encryption. These coins will then be disteld as the message
passes from server to server. Using this solution, Bob cansdhis own level
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of security (given by the number and identities of the vodemg on his path)
without being tied down by the state’s budget or suffer ttmigty weaknesses
of paying the servers directly. Because of competition amddperation costs,
the prices charged by individual servers can be expectee taib Those servers
that try charging too much will be eliminated by those seswehich will charge
less. The viability of the system in [33] is based on the aggion that if a server
has poor performance, it will eventually be discovered. e server would
lose reputation, would be eliminated from future mixnetd #ns would create
a self-regulating system. To allow payments to serversgathe message path,
the structure of the message is modified as follows:

Es(coing, As, Es(coing, Ay, ...En(message)...)), (2

wherecoin; is a digital coin to be paid tal;.

The above method solves the problem of the lack of incentbam@ated
with setting up a server without sacrificing the original aymity of a Chau-
mian mixnet. However, a problem is still posed by fraudulendl intermittent
servers. The discovery of a fraudulent volunteer (attgakatifficult and uncer-
tain. Until the attacker is discovered, many users can laseaypwithout getting
service. The justice system is too expensive to invoke [8d] for example, the
users will simply abandon such a voting means. In the wosst tiae server may
never be discovered and still get paid for every messageet dot deliver. If
users lose money without getting the service, they will &dse their confidence
and stop using the service, and the system will not survive.

One of our solutions is based on paying the volunteers onéyr #ie mes-
sage is delivered. For this purpose, the payments (or kegisdrypt them) are
sent to the destination with the message. The destinatgirtdites them via a
public board, or with a receipt (aka reply block) that cané&®med by the des-
tination in inverse direction along the path of the message.reply block can
be prepared by the sender itself in his message, similaristirex return chan-
nel techniques [29, 11, 17]. However, we also show how thedasonstructing
the reply block can be performed by volunteers, to let thentrobthe payment
path.

Also, to encourage volunteers to forward receipts, we psephat the re-
ceipt be prepared such that a volunteer cannot extract msdaectly. Instead
volunteers need the cooperation of the next agent on thegbdtie receipt, the
one closer to the sender. As such, an agent will know that fédhget a receipt
with a payment for himself whenever he is requested to hetjiheem agent to

2 1t should be noted here that only discovered fraudulenteserwill have their reputation ad-
versely affected. Extending the reputation impact on stiggeservers is unfair and can be
exploited by Mallory to discredit uncorrupted servers.



retrieve a coin. This makes identification of fraudulentwukers easier, and
they can be reported to a reputation system.

The two techniques can be used separately and help in eésilgvering
fraudulent volunteers, and in guaranteeing that a custaoifribie system cannot
lose money if he gets no service.

Because it is possible to construct the message so thatishewedifference
between Bob and somfg along the pathPs, Bob can receive confirmation that
his message was successfully delivered and remains anaisymo

We then other incentives for correct behavior in differantemstances, and
describe how a reputation system can be used to addresswiegipioblems.

Outline. In Section 2, we present a more detailed examination of thk-ba
ground, with a formal background in Section 3. Sections 4 defail the algo-
rithms proposed in this paper.

2 Related Work

There have been many attempts to solve the problem of cgeatguaranteed
anonymous message service. Chaum’s mixnet method [7] ir¢helt solves
the problem given a set of volunteer servers, but offeringnoentives to create
any such servers. Later, [16] presents a technique basechaaun€s mixnet
which uses a proxy to hide the involvement of a mixnet from dpelication
layer. It shows how to hide the destination and source by ngatthiem look
like servers. An application of mixnets to voting was disadgin [25]. The use
of digital currency in a mixnet is proposed in [29, 33]. Saldechniques for
digital anonymous cash and digital coins are known [28,3243, 6, 5]. Some
of these techniques require that cash givers answer a uniglkenge, in order
to avert double spending by merchants, and this is possibleublishing the
challenge with the volunteer data (together with an exjairatime).

In [20], it is shown how to improve reliability of servers bygbabilistic
checking. Techniques for replying to an anonymous message been pro-
vided by existing implementations [29, 11,17, 19]. They based on the use
of reply blocks an attachment piggy backed on the original message andhwhic
provides a path for a reply message. The reply block is bsiéi eegular mixnet
message, but oriented from the target backward to the spanckit may visit
a different path then the original message. Some of the nmerstrgl existing
versions are unfortunatelly subject to the spam attack.

[31, 13] study how to avoid timing analysis by generatingéatraffic. Many
recent approaches use versions based on homomorphic gaorngnd several
mechanisms are known for zero knowledge proofs for the ctress of servers
in that setting [10, 18]. Such correctness proofs requiraiteneous submission



and handling of all votes and do not apply in the setting ofl paiunteers, and
specially for applications such a police tipping and petitsigning.

\oting over the Internet is practiced in several countrieshsas Estonia and
Switzerland [12, 27], while in other countries it is discaged due to potential
threats, such as denial of service attacks [21] on electiyn Bletition signing
over the Internet is common in other countries, in particuidJK [24, 1].

3 Framework

Let us start with an initial system based on Chaum'’s workl[@}.us recall that
the set of all available volunteers is denotee- {51, ..., Sas }, while the partic-
ipants that get involved in a path through the mixnetare- {A,, ..., Ax_1},

A C S.Insuch a system, an end usér (message sender to a destinatibg)
decides to ask help from a subggt = { As, ..., Ay_1 } of the available service
providers. Each servet; makes available a public ke¥;;, for some asymmet-
ric crypto-system. As end user of the systefn, may pick the order it wishes
on Ps. To send a messageessage to Ay, A1 prepares and sends the message
in Equation 1 to the first server iRg, A>. As decrypts the message, and for-
wards it to the next server in the listi3, who then decrypts the message and
forwards it to the next server in the lisd,;, who again decrypts the message and
again forwards the message, etc. When the packet reaohed y retrieves the
message. This algorithm solves the problem of anonymithefsource at the
destination so long ad; believes that at least one of the server®iis reliable.

If Ax would like to learn the identity of the source, it needs ta¢rbackward
the path of the messagd.y must go through every server to figure out who
gave them the message. If any one of the servers refusesperabe, then it is
impossible for the destination to find the source.

To offer digital currency to the servers along the path, thessage con-
structed byA; will look as in Equation 2 whereoin; represents the digital
cash forA; [33]. From now on, for simplicity, the coin fod; will be denoted
C;. As previously mentioned, the issue we want to raise andeadds that, from
the sender’s perspective, this system poses financialthisgksan discourage us-
age. In particular, any failure means not only lost effort dlso lost money. As
with many other mixnets, it does not provide a mechanism tifywhether the
message was received by the destination and does not preasyefraudulent
server detection.

4 Proposed techniques

Here we raise awareness about an important property recadedefor tech-
nigues allowing a user, Bob, to send a message to Alice satimthone knows



that Bob has sent the message. Namely, some of the techmiop@ssed next
guarantees that if Bob spends any money paying mixnet \edusyt then his
message has made it to the destination. If the messagedadad the destina-
tion, then the volunteers cannot cash the digital coinsiwighdeadline set by
Bob, and therefore Bob can reuse them.
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Fig. 1. Mixnet with payment by handshake.

whenreceiveMessage(;) do
if message contains dummy content for fake tréfo
if (handshakingihen generate fake reply;
exit;
end
4 decrypt next hopd;11;
5 decrypt coinC}, if available;
if (handshakingjhen

w N

6 extraCtEi,l(Ci,l);
7 sendE;_1(C;_1) to A;_; on a non-repudiated reception channel;
end
8 decryptM;1;
9 send M,y to A;+1 on a non-repudiated reception channel, in fix-size chunkisveith
random delays;
end do.

Algorithm 1: Algorithm of A; for forwarding messages to destination.

4.1 Utilizing the underlying network structure to encourage nodes to
forward their data (handshaking reputation driven mixnet)

In a network, when a served; receives a communication from the server
A;_1, by the nature of the socket connection, it knows that; has sent the



message. Conversely;_; must know who to transmit the message to, and so
knows that the message must be sentfoHence for any node along the path
Ao, ..., An_1, every serverd; knows (and only knows) the subpath_4, A;,
andA;, ;. Since every server along the path in previously used mixakéeady
knows this information; we can modify the structure of thessage slightly to
provide a strong guarantee that no fraudulent servers capaj@. To do this,
we doubly encrypt each coifi; as

Ei1(Ei(Cy)).

This forces every node along the path to at least forward thesage if they
want to be able to decrypt their money. Since every servewkneho they have
sent the message to, they can use the reputation systemr@aidptransmis-

sion) should the next server refuse to remove their enaypftiom the money

and return it back to the sender. The obtained protocol led¢@handshaking

reputation driven mixnetAn example withNV = 3 is shown in Figure 1. Users
can build such messages according to the recursion in thatiégs 3 and 4,

My = En(En-1(Cn-1), P) 3
M; = Ei(Ei—1(Ci—1), Aig1, Mi1);i € (1,N) 4)

where M; specifies the message that will be received AQyfor transmitting
payloadP. The operations to be performed by a volunteer are desciibéd
gorithm 1. This algorithm supports optional handshakingvelt as direct pay-
ment, while volunteers generate fake traffic and exchangsages in fixed-size
chunks as common with Type Ill remailers [11, 15]. The firséigtion in this
algorithm (Line 1) consists of verifying whether the incoimimessage is just
a fake message, generated between volunteers to make e haranalyze the
network traffic. If that is the case, the message is simplgaided (Line 3).
However, if the mixnet protocol implements our method fdureing digital
coins as reply to the previous hop, then a fake reply will hiavbe generated
(Line 2), otherwise traffic analyzers have a way to diffeiaet between real
traffic and fake traffic.

If the message is not fake, the volunteer decrypts it. Eacdsage contains
the address of the next hop, extracted at Line 4. If some ai@slso deliv-
ered immediately (as in [33]), then it is extracted at LindfSiandshaking is
implemented for paying the previous hop, then at this pdietagent of the vol-
unteer will extract the coin of the previous hap;_;(C;—1), and will send the
coin with a reply (see Lines 6 and 7). The coin should be seratdmnnel with
non-repudiation of receipt (to allow the sender to defemadailf on a reputation
system).



Further the agent of the volunteer can decrypt the message &ent to
the next hop M, (Line 8), and sends it on a non-repudiated reception chan-
nel (Line 9). As in type Il remailers [15], messages shoutdskent in fix-size
chunks and with random delays to make traffic analysis harder
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Fig. 2. Mixnet with payment during reply.

4.2 Forcing service delivered before payment (the reply-pamixnet)

Our first solution, proposed above, provides good incestfee volunteers to
perform the tasks for which they enrolled. However, it cangive guarantees
of message delivery or guarantees that no payment is maaeméssage is not
delivered. An attacker having a big stake in disrupting tystem prefers to lose
some coins to make sure that messages are not delivered. IWeelibat, for
the system to be successful, no client should pay anythitigowi getting the
service due. We assume that it is better to risk that a semes dot get paid
rather than risk that a client pays for nothing. We proposeitbhold payment
until after the message has been delivered. For this purpesere going to
initially construct a reply block message as if it came fromAy using the
mixnet with payment or handshaking reputation driven mixtesscribed above,
then appendr to the payload of a standard Chaumian mixnet message. The
new payloadP for sending a message along the Chaumian mixnet now looks
like in Equation 5, where the dummy paylodtlis used to hide tha#, is the
message originator (if he can also be perceived as a volyntee

P= m, ENfl(ANfg, ENfz(EN71(CN71), ...Al, El(EQ(CQ), D))) (5)
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Fig. 3. Mixnet with handshaking payment during reply.

The full message constructed By is:
Ey(As, Bs(...(An, En(P)))).

An example with lengthV = 3 and without handshaking payment on the reply
path is shown in Figure 2. A similar example but requiring dstraking for
coins on the reply path (as in the previous technique) is showrigure 3.

The message of the sender can be built according to the ieesiis Equa-
tions 6 to 10.R; denotes the message to be received on the reply path agd,
as previously)M; is the message to be sent on the forward path;tdrhe same
algorithm can be used for returning reply blocks as the dlgor described for
sending messages in our first solution.

Ry = Ey(E>(C;), D) (6)
R, =E;(Ei;1(C;),Aji—1,Ri—1);1 € (1, N—1) @)
P=m,En_1(AN—2, RN_2) (8)
My = En(P) 9)
M; = Ei(Ajy1, Miyq1);i€ (1, N — 1) (10)

We can still maintain the guarantee that as long as therésexisustworthy
secure agent along the path frafa to Ax_1, the anonymity of the sender is
maintained. This is achieved because the backward messagéact a Chau-
mian mixnet message, as well as the forward message (by fimétida of
the algorithm). As with previous mixnets enabling replieslunteers need to
change and discard their secret keys frequently, to maletbat they cannot



be forced by an attacker to decrypt old reply blocks. No seriggains any
more information about the structure of the message thanaheady had in a
traditional Chaumian or reputation based mixnet. Alsoabse the message is
making its way back to the original sender, the sender novahasit-in means
to learn that the message was received by the destinatidrkrenws that if the
message is not received then they did not spend their moneywasted mes-
sage. The confirmation may indeed still be lost on the retath,@.g., if a server
disappears, but no payment is done without service. Alsgrakapplications
(like voting and citizen’s initiative signing) have altative application-level
means to confirm reception. E.g., the destination can pestatlue of vote on
the Internet together with a verification 1D, a large randanmiber attached to
the vote by the sender. Fast expiration of digital coins ttogrewith a guarantee
of fast confirmation by the destination can ensure that atctiees not attempt
to resend, paying twice, if a message is just too slow. Efipmadeadlines can
be sent with the message (appended to the name of the nexthega)n volun-
teers that they can discard a message whose coins havedexpire

4.3 Proof of operational correctness

Our main goal in this paper is to guarantee that, while thdflgns have an
incentive to participate, the user of a mixnet cannot loseegavithout getting
service.

Theorem 1. The protocol allows a user to send an anonymous message to a
destination, and guarantees that the user does not spenéymbthe message
is not delivered and the destination is honest.

Proof. In order to prove this statement, we make the followarsgumptiors

1. There exists somd; wherel < i < N who drops the message before it
reaches the next hop.
2. No A; wherei # j can decryptt;.

Therefore we caimfer that:

1. The message has successfully passed fgno A;_; without a problem
by assumption 1.
2. BecauseA; drops the message without forwarding it #9,; and due to
being refused connection fror; , ;
(a) We know that, by construction, all the coins are enciyptéh £ until
the message reachds,. Therefore by assumption 2, no ser{efs,...,
A;} will be able to decrypt their coin and get paid.



(b) Since A; did not forward the message, we also know that servers
{4;41,...,Anx_1} did not get paid.

If the message is not delivered then no money is spent by #re us

If the destination is not honest and does not register thesagesbut sends
the payments to the mixnet, it will be discovered after theiméng message
reaches the sender. A sender receiving his receipt back@rskaing his mes-
sage confirmed using application level mechanisms cantinééthe destination
is faulty.

5 Analysis of remaining attacks

The main advantage of the proposed method was discussed. dtvamnely no
money is lost by the user without getting the message to teéndgion. We
believe that this already outweights the new weakness stimgiof the fact
that operators may fail to get payment for messages thatttheglle. This new
weakness (that we believe less critical) can be at leaslypayimpensated by
reputation systems and by setting prices that offset cagen gxperimented
rates of payment failures. It would be nice to have a techeitpat avoids this
risk for operators, and is a good research topic, but we \mligat the improve-
ment made by our approach is essential for the survivalofitye service.

The main new strategies that attackers can now use agaieisttors are:

— A denial of service attacker Malory can register as a volen&nd send
messages on a chain that contains himself

{Malory, Ay, As, ..., Malory, dummy}.

If Malory would never return money in the reverse directitime interme-
diary operators are swamped relaying messages that wirriee paid for.
This is only partly a bad attack, if we take into account tladief messages
are recommended for the security of the system, and as lotlieagener-
ated traffic does not turn off the network (in which case séaddpproaches
against DOS attacks can be used). Currently the only appragcknow
for fixing the mild version of this problem is based on repigiatsystems
collecting information about operators accused of notrrétig payment.
Employed communication can offer non-repudiation of réicep(NRR) to
help the reputation system [34, 22, 26, 30, 9].

— A fraudulent user may register a volunteer and have thisysves the last
one in his chain. This server would then never return a rédeiparlier op-
erators. This is nothing more then a version of the previdtask. However,
an user does not have incentives to apply this attack morettigaprevious



one. This is because it does not necessarily improve hisyamon (any-
body able to trace messages would reach him on the shortisstiped by
the reply block). To claim that he received the message framebody else
he only needs to create the dummy part of the message as such.

— Users may send the message without a reply block (or with lg t@pck
containing some invalid coins). Using the volunteer-basgdy block con-
struction proposed in the next section, operators can catp® trace such
attackers, and can report them to a reputation system. s would co-
operate in this reconstruction only if one proves to thent tha message
was badly formed, which can be done by revealing the cypkisrt€o avoid
that the sender fakes to be a volunteer in this case to pasetisation on
an innocent volunteer, communications can offer non-regiah of send-
ing (e.g., based on digital signatures).

— Operators may fail to forward the reply block after extragtitheir coin.
Incentives against this behavior are proposed in the nexiose

— Thespam attacKconsisting of resending a reply block many times) cannot
be detected from coin expiration if handshaking is used erréiply path.
Volunteers have therefore to store hash values for replgkisighat they
already forwarded (together with NRR receipts), and refagerward again
messages with the same hash value.

While users can never rely on courts to defend them gimggare too expen-
sive[23], proofs that are court-strong make a good foundatigrafeuccessful
reputation system.

It may be worth reminding some weaknesses that were alregabet in
earlier incentive mixnets, and which are not yet solvedsti-an entity node can
register several operators with false names. If a user mapigeemployK con-
secutive operators of the same entity on a path, the operatotakeK coins
while needing less bandwidth than other correct volunteEhe weakness is
that such a volunteer offers only the trustworthiness ohalsivolunteer for a
higher cost and a false sense of security. Second, as foypaylt mixnet sup-
porting replies, an attacker may use courts to force agertiglp in decrypting
reply blocks. Agents need therefore to frequently let teetret keys expire and
to discard them.

5.1 Coin encryption with decryption key published by destiration

Another solution, related to handshaking, is to encryphgaiith a key,Kr,
used only onceKr is sent to the destination and published by it on a website:

My = En(Kp,m) (1))
M; = E{(Er(C;), Aiy1, Miy1);i € (1,N) (12)



No payment is made if the message is not delivered. If the obtained by
a volunteer is not valid, the use of NRR and of a public key sehdéor £
can help volunteers to prove it in order to get help from thevigus hops in
identifying the sender.
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Fig. 4. Mixnet with reply-block built by volunteers.
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Fig. 5. Volunteer-based reply path construction for reply-payhwiandshaking and volunteers
trusted more than the destination. C stands for coin and Bdormy andm for message.

6 Other incentives

Volunteers not trusting the sendek sender can format its reply path to bypass
some of the volunteers on the forward path, avoiding to paynthWe propose
a mechanism to guarantee that the reply path that will teevéine same set
of volunteers. The idea is to have the reply path be congduby volunteers
themselves. This can be done by composing the message frompaits. One
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Fig. 6. Creating a non-trusting reply-path mixnet (based on themf@chanism for simultaneous
message exchange).

contains the payload from which each volunteer removesex lafyencryption.
The second is a reply path, to which each volunteer adds time wd the pre-
vious hop with a new layer of encryption (to know to whom to déime reply
on its return). Each volunteet; uses a separate symmetric cryptosystem
for this purpose. The return path message is built accorthnthe recursive
Equations 13 to 14,

M =D (13)
MZI = E,i(Ai—17 i,—l);i S (I,N) (14)

where M is the reply block built by volunteed;. A; uses a dummy)’ value
that can serve for hiding from, the fact that4; is the sender. On the return
path, each layei of encryption on the messagé}, is removed by the agent
creating it, A;, for retrieving the identity of next hop, before forwardirige
reply further.

Since the reply path is built by the volunteers, there is nedri® include
it with the coins prepared for the backward phase. Therdfopaations 7 and 8
can be replaced with Equations 15 and 16

R, = EZ'(EZ'+1(CZ'),RZ'_1);i S (1,N—1) (15)
P = En_1(En(message), Ry _2) (16)
which do not specify the next hop identity. An example wikh= 3 and simple

payment on reply is shown in Figure 4. An example of the oleiprotocol
with handshaking payment on reply is shown in Figure 5.



With this scheme, volunteers can include MY a hash valuef;, of the
message to be able to verify complains about badly formedages that they
can receive from other participants. This hash value al§gshe avoid double
processing of a return path (now composed of two parts), lwhiculd enable
known spam attacks on anonymity. Whenever a reply block withg H; is
processed, the volunteer will mark the hdghstored during the forward process
(tagged with the receipt of the NRR transmission). If a viden receives a
reply block with a value; that is already marked, then he can infer that he has
already cashed his coins for this message and should refissad it further.

Alternative mechanism for untrusted volunteekblunteers can prevent pay-
ment of each other either by nor forwarding the reply mesgadpch was pre-
vented by handshaking in the previous mechanism), or byatotrring the coin
for their predecessors. Each of these faults can be deteasly by neighbors
on the path and can be proven to a reputation system. Addiljoa handshak-
ing mechanism can offer incentives against either one ofviiodailures.

If fear of reputation systems is not sufficient to trust vaeers to return
coins to their predecessors on the return path, an alteenhtindshaking can
provide them with an incentive. The idea is to not give themritessage with
their coin until they return the predecessor’s coin. Thighod adds an ineffi-
ciency consisting of an additional round-trip delay on teply path.

To build the corresponding messages, Equations 15 and 1Beceeplaced
with Equations 17 and 18

R; :EZ(EZ+1(CZ))7EZ(RZ—1)7Z S (1,N—1) (17)
P = En_1(En(message)), EN_2(Ry_2) (18)

which encrypt separately the next coin from the rest of thexol'he enabled
double handshaking is depicted in Figure 6.

Note that thet*” and5** messages in Figure 6 can now be sent concurrently.
Actually concurrent sending is needed in order to guarathtaethe receipt with
payments is delivered if and only if the message reachesdsindtion. Such
concurrent transmission guarantees can be offered usagntithod in [14],
based on incremental revelation.

7 Non-repudiation of message reception

As mentioned earlier, users and volunteers can improvetibaae of fairness
for operators, and timely service for users, by using rejputesystems against
attackers.



TTP Alice Bob

m’=Eg(Eg o(m))

<s=SB(H(m’||tA)),tA>

[
<8, KAptaA>
t A>t
Kar
Stret<ta) ...
Sipio -
>

NRR= \S,STTP(t),tA>

Fig. 7. A NRR protocol. Dashed arrow shows reading a public board.

For the reputation system to be efficient, reports submiibesuch a sys-
tem should be provable with court-strength. Such proof roftequire non-
repudiation of reception of messages, as described withiqugly discussed
attacks in Section 5.

One typically says that a protocol provides non-repudiated receipt
(NRR), if and only if it generates a non-repudiation of retadvidence, des-
tined to Alice, that can be presented to an adjudicator @petation system),
who can unambiguously decide whether Bob received a givessage or not.
Various techniques for NRR are proposed in [34, 22, 26, 30, 9]

The protocols for achieving NRR are often based on a Trusted Party
(TTP). It was shown possible to avoid the use of a TTP basedaapilistic
methods. Let us now describe a version of Zhang and Shi'opob{22] for
the case where Alice needs a receipt for delivering a messageBob (see
Figure 7). First Alice generates a new random session/Kgy and encrypts
the message with it, sending’ = Ex, (m) to Bob (using a secure channel,
such as encryption with Bob’s public key). Alice then waits Bob to reply
with a tuple< s,t4 >, wheres = Sg(H(m'||t4)), Sp is his digital signature
algorithm, H an agreed hash function, ang is the deadline before which he
wants to getk 4,.. Alice checks the delay and restarts the protocol if the dead
line has already expired. Otherwise, Alice posts the tuple, K 4.,t4 > on
a trusted public board (TTP) that registers the titvod the posting and where
Bob can retrieve it. At fixed intervals of time the TTP also [isles the signed



hash of their current content, the signature at tinbeing Syrp(t). The board
publishes the tuple only if its next signature tirtet 4 otherwise announces
Alice about the failure. Alice storeSyrp(t) as her NRR proof and sends,,-
to Bob. If Bob did not receive the key before the deadlinehen he looks for
it on the public board. If the key is not on the public boardntigob stores
Strp(ta) and discards the messagé (his proof that Alice did not comply).
The reference time is made available by the TTP.

The small modifications to the original version of this prab[22] consist
of the fact that the hash of,’ is computed by Bob instead of the TTP (making
the task of the TTP lighter), and that the TTP generates difjashes of their
content for proof of innocence in the case of failures of tHEPTAs in the
case of previous techniques, an attack is possible if thecollBdes with Bob,
giving Bob K 4,- without posting it. One can further improve the reliabildfthe
system by having several redundant TTP used in paralleldildkis problem.

If Bob’s computer is offline or if his agent does not reply tippeilice can
immediately report him to the reputation system togethdh wie message she
was passing to him. The reputation system can contact hinrhere¢half of
Alice (passing his reply to Alice) or exhonerating Alice adriresponsibility.

8 Conclusion

Mixnets offering payments for shuffling servers as an inwentan be applied
to large problems, such as anonymous voting, petition sggaver the Internet,
and police tipping. Some of the proposed solutions guagarteat, if a mixnet
fails to deliver the message, then the sender does not lgsenaney. Desti-

nations have incentives to be honest since any failure isddiately detected
by the senders (they being the only possible culprits fonerant without ser-

vice). We believe that the guarantee offered by this tealmig necessary for
a viable mixnet service. Also, the return path for the recaipgh payments is

built by volunteer agents to guarantee that it will be theerse of the forward
path. Several incentives are discussed. We also discuss mmm-repudiation
of receiving (NRR) mechanism can support court-strong fsrémbe used by a
reputation system for aleviating the remaining weaknestagnixnet.
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