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Abstract

A key agreement protocol is designed for two or more
entities to agree upon a shared secret key, which is used
to preserve confidentiality and data integrity over an open
network. In 2007, Oh et al. proposed an efficient ID-based
authenticated key agreement protocol on elliptic curve pair-
ings, which is believed to be able to generate two session
keys securely after a protocol execution. However, we dis-
cover that their protocol is in fact susceptible to the basic
impersonation attack as well as the key compromise imper-
sonation attack. In this paper, we present the imperfections
of Oh et al’s scheme and subsequently we suggest a slight
modification to the scheme which would resolve the prob-
lems.

1. Introduction

Key agreement protocols are essential in secure commu-
nications establishment across an insecure network. Specif-
ically, two commmunication parties would exchange some
public information in prior to create a mutual secret key that
is known only to themselves. A secure key agreement proto-
col should be designed in such a way that no single protocol
entity can predetermine or predict the secret key. This secret
key (also known as a session key) if derived securely, can
subsequently be used to create a confidential or integrity-
protected communication channel among the entities.

Designing a secure key agreement protocol is not an easy
task. A secure key agreement protocol would need to with-
stand both passive and active attacks which would most
probably be launched by the adversaries when the messages
are exchanged in a public channel. In the former case, it is
assumed that the adversary, from time to time, eavesdrops
on all the messages exchanged by the honest parties. Such
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an attack enables the adversaries to perform offline analy-
sis on the captured data and extract any useful information
whenever is possible. On contrary, the latter case involves a
more powerful adversary who is assumed to be able to inter-
cept, delete, inject, modify and replay messages in any on-
line instance of the key agreement protocol. These attacks
are usually preceived to be the capability of an outsider ad-
versary in a two-party communication process.

To capture the notion of security, Wilson and
Menezes [10, 11] have defined a number of desirable secu-
rity attributes which can be used to analyze a key agreement
protocol. These security attributes are described as follows:

Known session key security. A protocol is considered to
be known session key secure if it remains achieving its
goal in the face of an adversary who has learned some
previous session keys.

(Perfect) forward secrecy. A protocol enjoys forward se-
crecy if the secrecy of the previous session keys is not
affected when the long term private keys of one or
more entities are compromised. Perfect forward se-
crecy refers to the scenario when the long term private
keys of all the participating entities are compromised.

Key-Compromise Impersonation Resilience. Suppose
that a protocol entity A’s long term private key has
been disclosed. Obviously an adversary who knows
this value can now impersonate A since it is precisely
the value which identifies A. We say that a protocol
is key-compromise impersonation resilient if this loss
would not enable an adversary to masquerade as other
legitimate entities to A as well or obtain other entities’
secret key.

Unknown Key-Share Resilience. In an unknown key-
share attack, an adversary convinces a group of enti-
ties that they share a session key with the adversary



whereas in fact, the key is shared between the group
and another party. This situation can be exploited in
a number of ways by the adversary when the key is
subsequently used to provide encryption or integrity.

Key Control Resilience. It should not be possible for any
of the participants (or an adversary) to coerce the ses-
sion key to a preselected or predicted value.

Since Boneh and Franklin [1] have initiated the devel-
opment of identity(ID)-based encryption scheme using the
notion of bilinear mapping based on elliptic curve pairings,
many ID-based key agreement protocols have been pro-
posed thereafter. In 2002, Smart [8] has proposed a no-
table ID-based authenticated key agreement protocol, which
combines the ideas from Boneh-Franklin’s work [1] and
Joux’s tripartite protocol [3]. However, this protocol does
not provide the forward secrecy attribute, as pointed out by
Shim in [7]. Shim has then proposed an alternative ID-
based authenticated key agreement protocol and claimed
it to be efficient and capable of satisfying most of the de-
sired security features. Unfortunately, Sun-Hsieh [9] have
demonstrated a valid man-in-the-middle attack on Shim’s
scheme few months later which renders her protocol to be
insecure. In 2004, Ryu et al. [6] have proposed another effi-
cient ID-based scheme, which requires every protocol par-
ticipant to perform only one pairing computation and two
point-multiplications in a protocol execution. Nevertheless,
Boyd-Choo [2] and Yuan-Li [12] have discovered the inse-
curity of Ryu et al.’s scheme against the key compromise
impersonation attack and the key reveal attack. Recently,
Oh et al. [5] have proposed a new ID-based protocol which
is able to generate two session keys in a protocol run. They
claimed that their scheme is more secure and efficient as
compared to Shim’s protocol [7], Ryu et al.’s protocol [6]
as well as Yuan-Li.’s protocol [12]. However, we strongly
disagree with their claim as we have identified some fatal
flaws in their scheme which would in fact endanger the pro-
tocol participants if it is employed.

Hence, the main purpose of this paper is to demonstrate
the impersonation attacks on Oh et al.’s scheme. Besides
that, we also suggest a slight modification to the original
scheme so as to counter the defects. The structure of this
paper is generally organized as follows. In the next section,
we will illustrate the basic properties of bilinear pairings
and some underlying assumptions explicitly. In Section 3,
we will review Oh et al.’s ID-based authenticated key agree-
ment protocol. In Section 4, we will demonstrate the imper-
sonation attacks on their scheme. We will then illustrate our
improvement in Section 5 and the subsequent security anal-
ysis in Section 6. Last but not least, we will conclude this
paper in Section 7.

2 Preliminaries

Let G; be an additive group of a large prime order, g
and G2 be a multiplicative group of the same order, ¢. Let
P,Q € Gyand é : G; x G; — Gy be a bilinear pairing
with the following properties:

e Bilinearity: é(aP,bQ) = é(P, Q) = é(abP, Q) for
any a,b € Z;.

e Non-degeneracy: é(P, Q) # 1.

o Computability: There exists an efficient algorithm to
compute é(P, Q).

A bilinear map which satisfies all three properties above is
considered as admissible bilinear. It is noted that the Weil
and Tate pairings associated with the supersingular elliptic
curves or abelian varieties, can be modified to create such
bilinear maps. Now, we describe some cryptographic prob-
lems:

Bilinear Diffie-Hellman Problem (BDHP). Let G, Go,
P and é be as above with the order ¢ being prime.
Given (P,aP,bP,cP) with a,b,c € Z, compute
é(P, P)®¢ € Gg. An algorithm « is deemed to have
an advantage ¢ in solving the BDHP in (G1, Go, é)
based on the random choices of a, b, c in Z; and the
internal random operation of « if

Prla((P,aP,bP,cP)) = é(P, P)®] > e.

Computational Diffie-Hellman Problem (CDHP). Let
P be an element of G as above. Given (P, aP,bP)
with a,b € Z;‘, compute abP € Gj.

Discrete Logarithm Problem (DLP). Given two groups
of elements P and @, such that ) = nP. Find the
integer n whenever such an integer exists.

For the remainding sections of this paper, we assume that
BDHP, CDHP and DLP are hard such that there is no poly-
nomial time algorithm to solve these cryptographic prob-
lems with non-negligible probability.

3 Review of Oh et al.’s Scheme

In this section, we revisit Oh et al’s ID-based key agree-
ment protocol [5], which consists of 3 phases, namely Sefup
phase, Extract phase and Key Agreement phase. We now de-
scribe each phases in detail.

Setup. Let E be a super-singular curve defined by y? =
23 + 1 over F,. The Key Generation Center (KGC)
inputs a security parameter k into a BDH parameter
generator G, which returns two groups G; and G of



prime order ¢, a generator element P of G, a bi-
linear map é : G; — Go. KGC then chooses a
random oracle H : {0,1}* — Gy, selects a mas-
ter key s € Z7, computes the master public key

P,.s = sP and publishes the system parameters
{p,q,G1,Gq, E, P, Py, H,é} while keeping s se-
cret.

Extract. For an entity with identity information ID &
{0,1}*, the public key is given as Q;p = H(ID).
The KGC computes the corresponding private key as
Srp = sQrp and issues Syp to the entity via a se-
cure channel. Hence, an ID-based key pair is defined

as (Q[D,S]D), where QID7SID S Gl.

Key Agreement. Suppose that two communicating enti-
ties, A and B wish to establish a session key by car-
rying out an instance of the protocol run. We denote
A and B’s public/private key pair to be Q4/S4 and
Q@ B/ Sk respectively. Then, the key exchange can be
performed as follows:

1. A selects a random number a € Z;, computes
T4 = aP and sends T4 to B. In a symmetri-
cal manner, B selects a random number b € Z;‘,
computes T = bP and sends Tg to A.

2. Upon receiving Tg, A computes the shared se-
crets

KAB :é(aQBaPpub) :é(QB,P)aS (l)
and
Klhp=e(Sa,T) = é(Qa, P)*. (2

After receiving Ty, B computes the shared se-
crets

Kpa=¢(Sp,Ta) =€é(Qp,P)* (3)
and
Kia =é(bQa, Pyup) = (Qa, P)**. (4

3. Subsequently, A and B compute two shared ses-
sion keys, which are

K = kdf(IDA,IDp,aTp, Kap)
= kdf([DA,[DB,bTA7KBA) (@)

and

K/ = kdf(IDAal-DBvaTBaKAB)
= kdf(ID4,IDp,bTa, Kp4),  (6)

where kdf is a key derivation function.

The authors claimed this protocol to be more efficient and
secure than Shim’s, Ryu et al.’s and Yuan et al.’s protocols
by demonstrating a heuristic security and efficiency analy-
sis. However, we discover that this is not the case where
their protocol cannot withstand the basic impersonation at-
tack and key compromise impersonation attack, and we will
demonstrate these attacks in the next section.

4 Cryptanalysis on Oh et al.’s Scheme

In this section, we present two impersonation attacks on
Oh et al.’s scheme in detail: the basic impersonation attack
and the key compromise impersonation attack.

4.1 Basic impersonation Attack

Similar to Joux’s protocol [3], Oh et al.’s does not pro-
vide adequate authentication to prevent any unauthorized
entity from establishing a session key with the legal entity.
Indeed, as what Oh et al. desire, their scheme is able to
produce two session keys efficiently at the end of a protocol
run. However, they did not manage to secure both of the
keys simultaneously. Eventually, one of the keys will be ex-
posed to a malicious outsider adversary who impersonates
another legal entity and engage with the target entity in a
protocol execution. We now provide the details of the basic
impersonation attack as follows:

Suppose that an adversary F, pretending as B, wants to
establish a protocol run with A.

1. Initially, A selects a random number a € Z;‘ , com-
putes T4 = aP and sends T4 to B. FE intercepts the
message, selects a random number e € Z, computes
TE = eP and sends T'g to A on behalf of 5.

2. Upon receiving T, A computes the shared secrets

Kap = €é(aQp, Ppw) = é(@p, P)** @)

and
Kyg = é(Sa,Tf) = é(Qa, P)*. (8)

Then, as per protocol specification, A computes two
shared session keys, which are

K =kdf(ID4,IDp,aTs, Kap)
=kdf(IDa,IDp,aeP,é(aQp, Pous)) 9
and
K = kdf(IDA,IDB,aTg,K'AB)
=kdf(IDs,IDp,aeP,é(Sa,eP)). (10)

3. Note that E does not know a, S4 and Sg. Hence, she
does not have the knowledge in computing



Kpa=é(Sp,Ta) = ¢é(aQp, Pyur) = Kap.
However, she is able to calculate
Kpa = é(eQa, Ppuy) = €(Qa, P)* (11

which is equivalent to K'; 5 in Eq. (8). E then pro-
ceeds to calculate

K' = kdf(IDa,IDg,eTa, Kj )
= kdf(IDa,1Dp,aeP, é(eQa, Ppup)).  (12)

Hence, F has successfully agreed on the second ses-
sion key (K') with A by masquerading as B. Despite
of being more efficient, Oh et al.’s scheme has failed to
resist the basic impersonation attack, which may fur-
ther results in other cryptanalytic attacks. In fact, this
attack can also be carried out in a similar manner when
F intends to cheat B by masquerading as A. If that is
the case, E/ would be able to agree upon the first ses-
sion key

K =kdf(IDa,IDp,aeP,é(eQp, Ppup)) (13)

with A. Thus, we can conclude that Oh et al.’s scheme
is insecure against the basic impersonation attack.

4.2 Key Compromise Impersonation At-
tack

Key Compromise Impersonation (KCI) attack is a kind
of known-key attack, which can be performed by an adver-
sary after compromising a protocol entity’s private key. We
often refer such entity as corrupted. Note that in practice,
a malicious party may hack into an entity’s computer in or-
der to acquire the entity’s private key, and even worse, the
corrupted entity may be unaware of this intrusion. By learn-
ing this secret key, the adversary is now able to impersonate
the corrupted party directly in communicating with other
protocol entities. However, this is often not our interest to
delve into it in a KCI analysis. On contrary, the general ad-
versarial goal in the KCI attack is to impersonate any other
legitimate party or parties and establish a common session
key with the corrupted party in a protocol run.

In [5], Oh et al. have scrutinized the KCI resilience of
their scheme and subsequently conjecture their scheme to
be KCI secure. However, they only restrict their analysis
in considering the adversary to be a passive eavesdropper,
and thus they claim that the adversary is unable to compute
the parameter a1 = b1y = abP (an instance of CDHP),
which is required in computing the session keys K and K.
Regrettably they have left out the most important scenario
in their analysis where the adversary would impersonate any
legal entity to perform the attack. Recall that in Section
4.1, we have proven Oh et al.’s scheme to be susceptible to

the basic impersonation attack. In the current KCI analysis
where the adversary has acquired an additional secret key of
the target entity, it is easy to see that their scheme cannot re-
sist the key compromise impersonation attack as well since
the adversary can employ the same strategy as in Section 4.1
to compute one of the session keys in the KCI attack. This
significantly violates the KCI security of a key agreement
protocol, and renders their scheme to be KCI insecure.

S Improvements on Oh et al.’s scheme

In the attacks which we have demonstrated previously,
the adversary can only compute a shared secret out of two
in each protocol execution. It is apparent that if we use
the shared secrets separately to derive two distinct session
keys, one of them will eventually be exposed. Hence, in or-
der to secure the scheme, one direct way is to utilize the two
shared secrets to derive only a session key, so that the ad-
versary would not be able to compute it by learning merely
a shared secret. With this, we suggest a minor modification
to the session key computation of the scheme, where

K = kdf(ID4,I1Dp, abP, K ap, Ky p)
:kdf(IDA,IDB,abP,KBA,Kng). (14)

We now provide a general overview of the enhanced proto-
col as follows:

1. Message Exchange:
A— B:Ty=aP.
B— A:Tp =0bP.

2. Shared Secrets Computation:
A : KAB = é(aQB,Ppub),K;‘B = é(SA,TB).
B:Kpa=¢(SB,Ta), K5, = €(bQa, Ppup)-

3. Session Key Computation:
A: K =kdf(ID4,IDg,aTg,Kap,K)g).
B:K =kdf(IDa,IDp,bTa,Kpa,Kp,).

6 Security Analysis of the Improved Scheme

Now, we scrutinize the security of our improvement on
Oh et al.’s scheme to ensure that the flaws have been over-
come while the other desired security attributes are pre-
served.

Known session key security. In every protocol run, the
ephemeral private key (a, b) that each protocol entity
chooses would vary. Since these ephemeral values are
involved in computing the session key of our enhanced
protocol, the session key would also vary with every
protocol execution. On top of that, a key deriving func-
tion (usually a one-way cryptographic hash function) is



used to derive the session key. Hence, the knowledge
of some previous session keys would not allow the ad-
versary to gain any advantage in deriving any future
and other previous session keys.

Perfect Forward secrecy. Suppose that A and B’s long
term private key S4 and Sp have been compromised.
Besides, we also assume that the adversary has ob-
tained some previous session keys established by A
and B. However, the adversary is not able to derive
any other previously established session keys since the
adversary does not possess their respective ephemeral
private keys which are needed in constructing those
session keys. Hence our enhanced protocol is able to
fulfill the perfect forward secrecy property. Further-
more, if the KGC’s secret s is compromised at any
point, our protocol is still able to retain the confiden-
tiality of previous session keys since the adversary is
not able to compute the component abP (which is a
CDHP) in recovering the session key as shown in Eq.
(14). Hence, our protocol is deemed providing the
KGC forward secrecy too.

Key-Compromise Impersonation Resilience. Suppose
that A’s static private key S4 has been compromised
and the adversary wishes to impersonate B in order
to establish a session with A. However, she is unable
to compute the first shared secret K4 in Eq. (1)
or (3) as she does not know a or Sp. Notice that in
our enhanced protocol, the adversary is required to
derive both of the shared secrets in order to compute
the session key in Eq. (14). Hence, this significantly
prevents the adversary from launching her KCI attack
successfully. Generally, the same situation would
result when the long term key Sp is compromised
(the adversary fails to compute the second shared
secret K, ; in this case) as our enhanced protocol is
symmetric. As a result, our enhanced protocol is able
to withstand the KCI attack under all circumstances.

Key Replicating Resilience The session key of our en-
hanced protocol is derived by using a key deriving
function which takes in A and B’s identity and
the shared secrets. If the adversary carries out a
key replicating attack on our enhanced protocol
by means of choosing a random number e € Z;
and modifying the A’s message to e - T4 as well
as B’s message to e - Tp during the message
exchange phase, Alice’s final session key K =
kdf(IDa,IDg,abeP,é(Qp, P)*,é(Qa, P)***)
would be different from Bob’s session key K =
kdf(ID4,IDp, abeP,é(Qp, P)™**,&(Qa, P)*)
at the end of the protocol execution. With this, the
adversary would not be able to force the establishment

of non matching sessions to possess a common session
key. As a result, if the adversary reveals A’s session
key, she would not be able to guess B’s session key
correctly with non-negligible probability and vice
versa.

Basic Impersonation Resilience. Recall that our en-
hanced protocol mandates every protocol entity to
compute both shared secrets (K 45 and K’y 5 or Ky
and K 4) which are used subsequently to derive the
session key. This has in fact prevented the adversary’s
attempt in launching the basic impersonation attack
as described in Section 4.1 since the adversary is
only able to recover one of the shared secrets. In-
tuitively, our enhanced protocol can resist the basic
impersonation attack perfectly.

Unknown Key-Share Resilience. In our enhanced
scheme, the identity of the communicating parties
have been included in the session key so as to prevent
the attacker from launching the unknown key-share
attack in various ways on our improved protocol.
Hence, a stronger sense of authentication can be
achieved explicitly.

Key Control Resilience. Apparently in our protocol, no
single protocol participant could force the session key
to a predetermined or predicted value since the session
key is derived by using both A and B’s long term and
ephemeral private keys.

7 Conclusion

As a conclusion, we have rebuted Oh et al’s claim about
the security of their protocol by mounting a basic imper-
sonation attack and a key compromise impersonation at-
tack on their scheme. Based on these flaws, we have sub-
sequently suggested a slight modification to the original
scheme so as to secure the scheme. Besides justifying our
safeguard against the impersonation attacks, we have pre-
sented a heuristic security analysis to ensure that our en-
hanced scheme remains preserving all the desirable security
features that the original scheme possesses.
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