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Abstract

Hanet al. proposed the first identity-based undeniable signature scheme at the fourth ACM conference
on electronic commerce. Zhaegal. showed two attacks (the denial attack and the forge attack) against
the scheme. In this paper, we modify the scheme to make it secure against these attacks. We also show
how to modify our scheme to make it be an ID-basedvertibleundeniable signature scheme.
Keywords: undeniable signatures, identity-based signatures, convertible undeniable signature, bilinear
pairings, e-commerce.

1 Introduction

Digital signature is an important cryptographic primitive. A digital signature binds a signer to an e-
document. The validity of the digital signature can be verified by any person who received it without
any help from the signer. This feature is undesirable in some applications. For example, Bob can show
a signed love letter from Alice to a third party without the consent of Alice and Alice cannot deny to be
the author of the letter. To overcome this deficiency of digital signature, D. Cleaah introduced the
undeniable signatur§?]. To verify an undeniable signature, the verifier must go through an interactive
protocol with the signer.

Most of the digital (and undeniable) signature schemes are based on a public key infrastructure (PKI).
As an alternative to PKI, A. Shamir introduced the concept of identity-based (ID-based) signature schemes
[7] and the design of ID-based schemes have attracted a lot of attention recently [3, 6].

At the fourth ACM conference on electronic commerce (EC’03), Elizal. proposed the first ID-based
undeniable signature schehig], but their scheme was not secure against the denial attack and the forge
attack [8]. In this paper, we modified Hab al's scheme to make it secure against Zhahgl.s attacks.

We say an undeniable signature schenmisvertibleif the alleged signature can be converted into an
universally verifiable signature by the signer. We also show how to modify our scheme to make it be an
ID-basedconvertibleundeniable signature scheme.

The rest of the paper is organized as follows. Section 2 reviewsHal’s scheme and a minor flaw in
their scheme is discussed. Section 3 reviews Zhemad's attacks. Our new scheme based on léaal.s
scheme is described in Section 4 together with a security analysis. We conclude the paper in Section 5.

2 Hanetal's Scheme

We first review Haret al.s ID-based undeniable scheme using their notations [5]. Then, we show that the
changes they proposed to the scheme to prevent the signer from denying a valid signature do not work.

*corresponding author
1The authors claim that the scheme is a confirmer signature scheme, but it is actually an undeniable signature scheme (as this has
also been pointed out by Zhaegal. in [8]).



Their Scheme: Let GG; be a cyclic additive group of prime orderandG- be a cyclic multiplicative group
with the same ordey. The bilinear pairing is given as: G; x G; — G2. The modified Weil pairing [1]
and the Tate pairing [4] are admissible pairing functions. HetH, be two cryptographic hash functions
whereH : {0,1}* — Z, andH, : {0,1}* — G;. Let A be a larger number aboub?° and [A4] =
{1,2,--- , A}

e Setup: Let P be the generator @, the Key Generation Center (KGC) chooses Z; randomly.
It setsP,,, = sP. The master-key is, which is kept secret and known only by itself. The system
parameters aréG1, G, q, P, e, H, Hy, A}.

e Extraction: Signer with identityID € {0, 1}* submitsID to KGC. KGC sets the signer’s public
key Q;p to be Hy(ID) € Gy, computes the signer’s private ké®;p, L;p) by D;p = sQrp and
L;p = s7'Qrp. Then KGC sends the private key to the signer.

e Signing: To sign a message: € {0, 1}*, signer chooses a randome Z!, and sets the alleged
signature to ber, S} = {kP,k~'*D;p + H(m)Lip}.

e Confirmation:

1. Verifier randomly chooses € [A], y € Z}, and send§'; = xyr, Co = zy P to signer.
2. Signer computeX = e(r + Py, P— Lip) andR = ¢(C1, Lip), then sends them to verifier.

3. Verifier checks whethet(r, S)* = e(Pyup, Qrp)*RE™Y" and RV X%e(P,Qp)* =
e(r + Pyup, P)*. If all of the equalities hold, then the verifier accepts the signature as valid.
Otherwise, the validity of the signature remains undetermined.

e Denial:

1. Verifier randomly chooses € [A], y € Z!, and send§’; = xyr, Co = zy P to signer.

e(C1,5)
e(C2,Drp)e(Cy,Lrp)Hm

. Signer computeB = s and sends it to verifier.

. Verifier calculates the inverse gfand sendg’ = BY ' to signer.
e(r,S)
Ppuy,Qrp)e(r,Lip)
. Verifier checks whethet’ = z. If the equality holds, verifier accepts the signature as invalid.
Otherwise, the invalidity of the signature remains undetermined.

. Signer computes’ from C' by computinge( o and sends’ to verifier.

a b~ W DN

A Minor Flaw: The scheme described in the previously cannot prevent a signer from denying a valid
signature. The reason behind is that verifier has no way to verify the valuegptind L.;p used inB

are valid based only on the value Bf So, the authors proposed some changes to the denial protocol to
handle this problem. We find that the proposed changes will make the scheme fail in handling an invalid
signature.

Their Proposed Changes In Step 2 of the denial protocol, in addition 18, the signer also sends =
e(Cy, Dip)andR = ¢(Cy, L1 p) to the verifier. The verifier can check whethér, $)* = Gv~ " RH(mv™"
If this equality does not hold, the verifier aborts the protocol and concludes that the signer is lying.

The Flaw of Proposed Changes If the signature{r, S} is valid, the changes work. However,{if, S} is

an invalid signature, the equality does not hold even if i@thnd R are valid. In other words, the signer
cannot deny an invalid signature based on the changes proposed even if the signer complies legally with
the protocol.

3 Zhanget al.s Attacks

In this section, we review the two attacks given by Zhahgl. [8]. These attacks are based on the léan
al.'s scheme without the changes described in Section 2.



The Denial Attack: Denial attack is an attack launched by the signer to deny a valid signature. The proposed
attack is given as follows. After the verifier sen@s and C> to the signer, the signer picks € ZZ,
computesB = e(Cs, «P) and sends it to the verifier.

Then the verifier send§ = BY ' to the signer according to the denial protocol. &s= e(P, aP)~,
the signer can find’ from [A] such that’' = e(P, «P)* , the verifier is convinced that the alleged signature
{r, S} is not created by the signer.

The Forge Attack: Forge attack is an attack launched by an entity to forge a signature with an arbitrary
identity D on any message:. The steps are given as follows. To forge a signature for message
{0,1}*, the attackerd picks 3 € Z; randomly in addition to thé as in the original signing step. Without
the knowledge ofD;p and L;p, A forms the alleged signaturer, S} by computingr = kP, and
S =k YQrp + BH(M)P).

In the confirmation protocol, after the verifier sends and Cs> to A, A computesX and R by
the equationsX = e(r + Py, P)e(P, QID)*le(Ppub,ﬂP)*l andR = e(8Ppu,C2), then A sends
them to the verifier. It can be shown that both equalitiés S)* = e(Ppus, Qrp)*READv"" and
Ry_lXIe(P,QID)"” = e(r + Py, P)” hold. In other words, the verifier will be convinced that the
signature{r, S} for a message is a valid signature of the signer with identify.

4 The Modified Scheme

e Setup: Same as Hast al’s scheme. In addition, KGC sef3,,, = s~ ! P and publishes it. i.e. The
system parameters &€, Go, q, P, Piny, e, H, Hy, A}.

e Extraction andSigning: Same as Hant al's scheme.
e Confirmation & Denial: To confirm or deny a signature-, S} for a messagen,

1. Verifier chooses: € [A],y € Z; uniformly and randomly, and sends = zyr = zykP,
Cy = zyP to signer.

2. Signer chooses € Z; uniformly and randomly, set’ = e(r+ Py, P—Lip), T = 271C1,
U=2"1CyV = z2L;p, W = zP and sends them to verifier.

3. Verifier checks the validity of” and W by checking whethee(T, W) = e(271C1,2P) =
G(Cl, P)

4. Verifier checks the validity df andV by checking whethet(U, V) = e(271Cyq, 2571 Qp) =
e(zyPiny, Qrp) by using the knowledge af andy.

5. Verifier checks whether in the expressio/ = z~1C, andz in the expressiofl = z P are
the same by checking whetheU, W) = e(2~1Cs, 2P) = ¢(Cy, P).

6. If not all of the equalities hold, then verifier will consider signer is lying and the verification
procedures will be aborted; otherwise, verifier computes e(7,V) = e(C1, Lip).

7. To confirm a valid signature, the signer compubés= e(r + P,u, P — Lip), verifier
checks the validity of signature by checking whethér, $)* = e(Ppup, Qrp)*RE(My™
andRy_lX“/’e(P, Qrp)” = e(r + Py, P)*. If all of the equalities hold, then verifier accepts
the signature as valid. Otherwise, the validity of the signature is undetermined.

8. To deny an invalid signature,

e(C1,8)
e(zyPpub,Qrp)RHE(™

(b) Signer computesg’ from C by computinge(

- and send§’ = BY " to signer.
e(r,S)

Ppub,Qrp)e(r,Lyp)H0m)

(c) If 2’ = z, verifier accepts the signature as invalid. Otherwise, the invalidity is undetermined.

(a) Verifier compute®3 =

and sends’ to verifier.

Security Analysis: The denial attack given in [8] is prevented singés calculated by verifier instead of
by signer. AlthoughRr is calculated based on the informatidh, (7, V andW) provided by signer, signer
does not knowy and hence cannot cheat by providing “invalifi; U, V and W that can pass the validity



check of verifier. Similarly, the forge attack given in [8] is prevented since the attack is made possible by
settingR = e(8P,u, C2) Whereg is chosen by the attacker. Moreover, the private key of signer will not
be compromised since verifier does not knaw

Furthermore, our schemedsnvertibleif signer choose$ in a way that is recoverable by the signer only

for each message to be signed instead of a random one (e.g. #ettin (M ||D;p||Lip)). Releasing

k turns the alleged signatures into ordinary digital signatures since verifier can prove the validity of the
alleged signature by showing thet, S) = e(Ppup, Qrp)e(kPiny, H(M)Q1p).

5 Conclusion

We proposed an identity-based convertible undeniable signature scheme from pairings basedebn Han
al.’s defective scheme. Our proposed scheme is secure against &hal'gattacks.
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