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Abstract A strong proxy signature scheme [7] based on Schnorr’s scheme was
proposed by B. Lee et al. in 2001. In this paper we show that in
the forementioned scheme, original signer may misuse a proxy signer’s
signature of a message M to forge the proxy signer’s normal signature
of M.
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1. Introduction

Digital signatures play a more and more important role in distributed
environment. With digital signature[1,2,3], the transmissions of mes-
sages on Internet can achieve authenticity, data-integrity, and non-repudiation.
The traditional handwriting are replacing by digital ones. Digital sig-
nature schemes can provide the cryptographic services: authentication,
data integrity, and non-repudiation. Sometimes, we have the following
scenarios: a department manager, say A, is responsible for signing some
documents. However, he is busy with other important business, and
has no time to sign these documents or he is not in the office upon the
time. In those cases, A would like to delegate his signing capability to
his secretory, say B, so B would sign documents on behalf of A if A is
not available. In the above scenario, we need a so-called proxy signature
scheme: a potential signer A delegates his signing capability to a proxy
signer, B (in some way, A tells B what kind of messages B can sign), and
B signs a message on behalf of the original signer A. the recepient of
the message verifies the signature of B and the delegation of A together.
Since the concept of proxy signature was introduced by Mambo et al.[4]
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in 1996, many proxy signature schemes were proposed [4,5,6,7], all of
which are based on Schnorr’s signature scheme[3]. According to the un-
deniability property, the proxy signature schemes are classified into two
models: strong proxy signature and weak proxy signature in [7].

= Strong proxy signature: it represents both original signer’s and
proxy signer’s signatures. Once a proxy signer creates a valid proxy
signature, he cannot repudiate his signature creation against any-
one.

m Weak proxy signature: it represents only original signer’s signa-
ture. It does not provide non-repudiation of proxy signer.

In [7], B.Lee, H. Kim, and K. Kim also proposed a strong proxy
signature scheme, which we will call LKK scheme. In this paper, we
will show that LKK scheme is vulnerable to a new attack. In Section II,
the brief review of Schnorr’s scheme and LKK strong proxy signature
scheme are given. Then we describe our new attack against LKK scheme.
Section IIT concludes this paper.

2. Brief review of related schemes
and our attack
2.1 Schnorr’s scheme [3]

Let us first how Schnorr’s digital signature scheme works.

Let p and ¢ be larger primes with ¢|p — 1. Let g be a generator of
a multiplicative subgroup of Z7 with order ¢, H (+) denotes a collision
resistant hash function.

A signer A has a private key x4 € Z; and the corresponding public
key y4 = ¢*4 mod p. To sign a message M, A acts as follows:

1 Choose a random k € Zg;
2 Compute r = ¢g* mod p and s = k + x4 H(M,r) mod g;
3 Define the signature on M to be the pair (r, s).

The signature is verified by checking that

S H(M’T)
A

g =ry mod p. (1)

2.2 LKK strong proxy signature scheme

The following proxy signature scheme has been introduced in [7]. It
is based on the above schnorr’s scheme.
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Suppose that the original signer A has a key pair(z,ya), with x4
A’s private key and y4 = ¢g*4 mod p his public key. The (future) proxy
signer B also has his own key pair (zp,yp), with zp private key and
yp = g8 mod p public key.

Generation of the proxy key. The original signer A uses Schnorr’s
scheme to sign warrant information M,,, which specifies what kind
of messages A will allow the proxy B to sign on his behalf.

More precisely, A chooses at random k4 € Z;, and computes
r4 = ¢" mod p and sy = kg + 24 H(M,,74) mod g, Signer A
sends (M,,,74,54) to proxy signer B secretly.

After B gets (M, 74,54), he verifies the validity of the Schnorr’s
signature by checking whether the following equation holds:

gh = rAyf(M“’TA) mod p. (2)

If eq.(2) holds, B computes his proxy key pair (zp, yp) in this way:
the private proxy key is

rp =1TB+ 54, (3)
and the public proxy key is

yp = g"" (= yBTAyf(Mw’TA)) mod p. (4)

Proxy signature generation. In order to create a proxy signature on
a message M conforming to the warrant information M,,, proxy
signer B uses Schnorr’s signature scheme with keys (zp,yp) and
obtains a signature (rp,sp) for the message M. The valid proxy
signature will be the tuple (M,rp,sp, My, 74).

Verification. A recipient can verify the validity of the proxy signature
by checking that M conforms to M, and the verification equality of
Schnorr’s signature scheme with public key yp(= ypr Ayf(Mw’“))

mod p.
Accept the proxy signature if and only if

g = rp(yprayl Mera)HOME) (5)

holds.

The authors claimed that the scheme satisfies the following security
requirements [7]: strong unforgeability, verifiability, strong identifiabil-
ity, strong undeniability and prevention of misuse. In next section, we
will present a new attack on LKK scheme.
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3. Our attack

If the original signer A is dishonest, he can forge the signature of B
on message M from a proxy signature.

After obtain the proxy signature (M, rp, sp, M, 74), the original signer
A may forge B’s signature on message M as follows:

1 compute ' = x4 H(M,rp) mod g;
2 compute sg = sp — s mod ¢, and take rg = rp.
Then (rp,sp) and M satisfy eq. (1), i.e.

¢°B = rByg(M’TB) mod p.

Suppose that
rB:rP:ng modp, SP:kP+JJPH(M,TP) mod q,

where kp is the random number selected by B for proxy signature on
M. Then

sp=sp—8 =kp+apH(M,rg) mod q

it is obviously that (rp, sp) is B’s Schonrr signature for message M.
In other words, (M, rp, sp) is the forged B’s signature on message M.
Remark. J. Herranz et al.[8] claim that other signature schemes (El-
Gamal signature or DSS) can be used in LKK strong proxy signature
scheme. It should be noted that our attack works as well if DSS is used.

4. Summary

Lee et al. briefly modified the proposal of [5] and get a strong proxy
signature scheme (LKK scheme)[7]. However, the strong proxy signa-
ture scheme has a security flaw. We showed in this paper that in LKK
scheme, the original signer A is able to misuse his power to forge a
proxy signer B’s signature for a message, which has been signed by B
as a proxy signature. Due to the attack, the original signer may confuse
his responsibility with the proxy signer’s.
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