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Abstract. Skewed treesconstitutea two-parametefamily of recursvely con-

structedtrees.Recently Willemsonprovedthat suitably picked skewed treesare
space-optimalor interval time-stampingAt the sametime, Willemsonproposed
a practicalbut suboptimalalgorithmfor nonrecursie traversalof skewed trees.
We describean alternatve, extremely efficient traversalalgorithm for skewed

trees.The new algorithmis surprisinglysimpleandarguablycloseto optimalin

every imaginablesenseWe provide a detailedanalysisof the average-casstor

age (and communication)compleity of our algorithm, by using the Laplace$

methodfor estimatingthe asymptoticbehaior of integrals. Sincethe skewed

treescanbe seenmasa naturalgeneralizatiorof Fibonaccitrees,our resultsmight

alsobeinterestingn otherfields of computerscience.

Keywords: analysisof algorithmsjmplementatiorcomplexity, interval time-stamping,
Laplaces methodfor integrals,treetraversal.

1 Intr oduction

Hashtreeswere originally introducedby Merkle in [Mer80]. Sincethen, hashtrees
togethemwith their generalizatiorto arbitrarygraphshave beenusedin mary different
applicationareaf cryptographyThehashtreeparadigmis veryflexible sinceonehas
alargefreedomof choosingthetreesthatarethe “best” for a particulararea.

Cryptographictime-stampingis a prime example areawhere a large amountof
work hasbeendoneto devise graphfamiliesthatare“optimal” in somewell-defined
sensgBLLV98,BL98,BLS0(. In particular Buldas LipmaaandSchoenma&rsproved
in [BLSOQ] that the family of completebinary treesis optimal in the “usual” time-
stampingscenario.

The kind of time-stampingwhere one must showv that a certain documentwas
stampedduring someinterval of time is calledinterval time-stampinglt hasbeenar
guedinformally for a long time that interval time-stampings an importantflavor of
time-stampingnecessaryo establishwhethera certaindocumentwas signedduring
theperiodof validity of the signingkey. (See for example,[BLLV98].)



Recently Buldasand Willemson[Wil02b] have describeda two-parametefamily
of trees&(d, w) thatwe call the skewed(hash)trees This family is constructedecur
sively, sothat&(d, w) is constructedrom thetrees&(d — 1, w — 1) and&(d — 1, w).
Willemson[Wil02b] gave anelegantcombinatoriaproofthata suitablechosersubfam-
ily of &(d,w) resultsin aboutl.4 timesshorterinterval time-stampghanthe family
of completebinary trees¥(d) that is optimal in the non-intenal scenario[BLSO0Q].
Willemsonalsoprovedthatthis subfamily is optimalin this sense.

But (thereis alwaysa but), to be practicallyapplicable a family of hashtreesmust
have an efficient graphtraversalalgorithm.The family of completebinarytreeshasan
almosttrivial traversalalgorithm.Existenceof suchan algorithm,however, is caused
by the extremelysimpleconstitutionof completebinarytrees.A priori it is not clearat
all that,givensometreefamily, thereis a similar efficient algorithmthattakesthetree
parametergasinputsandthereafteperformsthe functionality of hashtraversal.

While the skewedtreespromiseshorttime stampstheir recursve constructiordoes
notseento make themwell-suitedfor nonrecursre graphtraversalthatis actuallyused
in applicationsWillemsonproposedn [Wil02b] averyinterestingalternatve combina-
torial interpretatiorof skewed hashtreesanddescribedh traversalalgorithm,basecon
this. However, the resultingalgorithmis quite complicated Moreover, its complexity
forcedWillemsonactuallyto suggesthatonewould useacertainsuboptimakubamily
{6(d, w)} of skewedtrees.Evenin thelatter case during Willemson's algorithmone
muststore/ = min(d+ 1, w + 1) countersaand/ hashvaluesthatamountsn theoverall
storagerequiremenbf (1 + o(1))¢ - (log, d + k) bits, wherek is the outputlengthof
theemployedhashfunction.

We proposea more efficient algorithm (Algorithm 1 on page7) for traversingthe
wholefamily &(d, w). We feelthatsuchageneralityis veryimportantsincethis makes
it very easyto switchto anarbitraryskewedtreevery quickly, if neededIn particular
Algorithm 1 works for the subfamily of optimal skewed trees.During Algorithm 1 it
is only necessaryo storeup to d hashvaluesat every time momentandit is only
necessaryo doupto d hashcomputationgverytime whenanew documents stamped.
Both valuesareclearly the bestthat canbe achievedwhenoneis concernedaboutthe
worst-case.

Our algorithmis surprisinglysimple.Its constructiordepend$n someavhat subtle
propertief well-known functionslik e addition,doublingandHammingweight (pop-
ulation count).However, possessiolf an elegantalgorithmis not a specificproperty
of the skewed hashtrees:As we will show later, one canderive aselegant,thougha
differently-looking,implementatiorfor mirroredskewedtrees.Both algorithms,when
reducedo work onfamily {%(d) } 4 giveriseto thewell-known algorithmfor traversing
thecompletebinarytrees.Basedon this (maybeslightly surprising)factwe conjecture
thatour approactworksfor mary differentfamiliesof recursvely constructedreefam-
ilies.

Our pseudocod@nplementatiorof thealgorithmis very clean(the pseudocodéor
the updateoperationconsistsof five lines), andthereforepotentiallyinterestingby it-
self. Existenceof a cleanpseudocodémplementationis a very desirableproperty of
algorithmssinceit potentiallyreduceshe work neededo dehug real-life implementa-
tions. We hopethat dueto the cleanlinesspur algorithmis almostimmuneto imple-
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mentatiorerrors.More preciselybetweertheinvocationspur exampleimplementation
maintainsa small stack,accesse@nly by the push andpop operationsandan addi-

tional d-bit counter The stackconsistssolely of the hashvalues,necessaryor incre-

mentalcomputingof the hashroot; the counterencodesnformationaboutthe current
locationin tree.

We provide acompleity analysisof our algorithmandarguethatour storagecom-
plexity is almostoptimal.In fact,thecomputationalvork donewhile traversinganarbi-
trary skewed hashtreeis only slightly morecomplex thanthe computationaivork that
mustbe donein the specialcaseof completebinarytrees.Thuswe shav thatthis very
importantflavor of time-stampingtheinterval time-stampingis almostaspracticalas
theusualtime-stampingvereonemustonly prove thatadocumentvasstampedefore
a certainevent. We think thatthe double-simplicityof skewed trees(the simplicity of
its recursve constructiorandthe simplicity of the nonrecursie traversalalgorithm)is
yetanothemwitnessof theimmeasurabléeautyandeffectivenesof mathematics.

The mostelaboratedart of the analysisdealswith the average-casstoragecom-
plexity. (Which, by virtue of the algorithm, is practically equalto the average-case
communicatiorcompleity.) By usingthe Laplaces method[dB82] for estimatingthe
asymptoticoehaior of integrals,we developa surprisinglypreciseasymptoticapprox-
imationto the average-casstoragecompleity of our algorithm.For example,we find
thattheaverage-casstoragds maximizedwhenw =~ v/d, thenbeing~: (d—+/d)k+d,
wherek is the outputvalueof theemployedhashfunction.

We hopethat Lagranges methodcould also be useful for analysingother crypto-

graphicalgorithms.We alsohopethat the skewedtrees,beinga simplegeneralization
of Fibonaccitrees,areof independeninterestin thetheoryof datastructuresandother
areasof computerscience.
Road-map.In Section2 we will introducethekind readerto preliminariesIn particu-
lar, in Section2.3we will give ashortdescriptionof thegraphfamily &(d, w) together
with an explanationof its usein time-stampingln Section3 we describeour algo-
rithm andgive a proof of its correctnessn Section4 we analyzethe efficiency of our
algorithm.

2 Preliminaries

2.1 TreeTraversal

By (hash)treetraversal we meanthenext problem:Givenatreewith leaveszy, . .., z,
thathasaprespecifiedhapepnemustincrementallycomputethehashof therootof the
tree,astheleafvalueseg, z1, - - ., z,,_1 arrive,in thisorder, from anexternalsource A
canonicakxampleapplicationareais time-stampingHS91,BLLV98,Lip99], wherethe
time-stampingauthority outputsthe root hash(the “round stamp”) of a predefinedau-
thenticationgraph® afterthedocumentsey, ..., z,—1 have arrived sequentiallyfrom
several clients. The documentse; are positionedat the leavesof & from left to right.
Moreover, afterthe ith documenthasbeeninsertedto the tree, the time-stampingau-
thority TSA mustimmediatelyreturnto the client a so called freshnesgoken (often
calledthe head of a stamp)that consistsof the minimal amountof information that
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provesthattheith stampis dependentf all previous ones.Immediatereturnis neces-
saryto preventtheauthorityfrom cheating.

If the latter requiremenibf immediatereturn could be omitted, one could always
useatrivial traversalalgorithmwherethe authorityconstructgshegraphG postfactum,
after arrival of the last documentandonly thenreturnsthe freshnestokensto every
client. However, asalreadymentionedthis would not be anacceptablesolutiondueto
thesecurityreasons.

Thereis alsoanefficiengy reasonSincedocument&anarrive to thetime-stamping
authorityfrom very differentsourcesit is well possiblethatat somepointthey arrivein
largebursts.To guarante¢hatthe TSA continuego work undersuchextremesituations,
onemusttake carethatthe maximalworkloadof the senerwould be minimized.Here,
the workloadincludes,in particular the costof updatingthe contentsof memory so
asto make it possibleto outputthe root hashwithout ary extra delay after the last
documentrrives.

Otherpracticalrequirementgor hashtreetraversalinclude minimal amountof the
memoryusageteverytime momentSincethepotentialnumberof documentstamped
during oneroundis huge(say in orderof 248), it is clearly impracticalto storen ele-
ments,or to do n hashingat ary giventime. Instead,onewould like to upperbound
boththe numberof hashingslonewhena documentarrivesandthe maximumamount
of memorythatis usedto storethe hashvaluesat any giventime moment,by sequen-
tially computingthe hashvaluesG afterarrival of every document.

Lastbut not least,it is desirablefor analgorithmto have minimal implementation
compleity: Thatis, it mustbe shortin description(to fit in low-memorydevices)and
easilyimplementablgto minimizeimplementatiorerrors).

2.2 Interval Time-Stamping

Themaingoal of interval time-stampings to enableoneto prove thata documentvas
stampedn a finite intenval: Thatis, later than someother documentbut beforethan
yet anotherdocumentOneof the original motivationsfor interval time-stampingvas
probablyfirst written down in [BLS0Q], wherethe next argumentwasgiven.

Namely in mary slightly differentschemed is assumedhatthetime-stampingu-
thority (TSA) links submittedime-stampsy usingsomelinkage-base@uthentication
graph[HS91,BdM91,BHS92BLLV98,Lip99,BLS0(J. However, this approachis often
criticized for thefollowing reasonlLet Hy, ..., H,, bethe stampingrequestsiuringa
round.Before“officially” closingtheround,the TSA mayissueadditionaltime stamps
for H,, H, 1, ..., Hy in reverseorder After thatthe TSA is able,for ary pair of
stampsof H; andHj;, to presenproofsfor thestatement$ H; wasstampedeforeH;”
and“ H; wasstampedbefore H;”. Therefore,a critical readermight think that using
linking schemesandsignedreceiptsdoesnot give arny advantagecomparedo simple
hash-and-sigescheme.

Interval time-stampingallows oneto alleviatethesituationasfollows. First, aclient
requesta stampL,, of anoncefrom the TSA. Subsequentlshestampsher signature
o ontheactualdocumentX and L,,. The TSA may thenissueadditionalstampsfor
X ando. However, no oneis ableto back-datenev documentgelative to o without
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Fig. 1. Thecomposedree®; Q@ &,

cooperatingvith the signer This exampleshaws thatinterval time-stampings funda-
mentallyusefulin certificatemanagemergincewithoutit, onecannotreally avoid the
reorderingattacks We referto [Wil02b] for moreexamples.

The givenexamplecanbe seenasanintuition, thataninterval time-stampconsists
of two separatgarts,or moreprecisely thataninterval time-stamgs the union of two
stampsof thestampof thenonce(thefreshnessoken), andof thestampon (X, o) (the
existencetoken). As shavn in [Wil02b], to optimizethe sizeof aninterval time stamp,
onemustchooseatreeG wherethemaximalsumof thelengthsof freshnessokenand
existencetokensis minimal. In graph-theoretiterms,theith freshnessokenis defined
asa (nonuniqueketS of nodeswith minimal cardinality suchthateveryleaf j < ¢ of
G hassomesetin S asits parent.Theith existencetokenis definedasa setS of nodes
with minimal cardinality suchthatthe root hashcanbe “computed”from S U {i} but
notfrom S alone.In the next subsectiorwe describethe concretetreefamily thathas
beenprovento provide minimal time stamplengths.

2.3 Definition of the SkewedTrees

We will assumehroughoutthis paperthatd andw are nonneyative integers,usedto
parametrizedifferentgraphfamilies. Define the family &(d, w) (thatwe call skewed
treeg of directedrootedtreesrecursvely asfollows [Wil02b]:

1. Set&(0,z) = &(=,0) = I for anarbitraryintegerz > 0, wherel is thesingleton
graph.

2. If d,w > 1thenset&(d,w) = 6(d— 1,w — 1) ® &(d — 1,w). Here,theresult
of thetreecompositionoperation®; ® &, is definedasbinarydirectedtreewith a
rootthathastwo subtrees®, beingtheleft subtreeand®- beingtheright subtree.
(SeeFig. 1.)

This compositionoperatoris a standardool of constructingthe tree families. For
example thefamily {Z(d)} of (directed)}completebinarytreesis constructedy ¥ (d +
1) = %(d) ® T(d) and%F(0) = I. (As a simple consequencef(d) has2? leaves,
and%¥(d) = &(d,d).) Thefamily {F(d)} of Fibonaccitreesis constructedy letting
§(d) =F(d—-1) @ F(d—2) andF(0) = §(1) = I. For Fibonaccitreesd = c; log(n),
wheren is thenumberof leavesin F(d) andc; = 1/log,((1 + v/5)/2) ~ 1.44.

If the completebinary treeis usedfor interval time-stampinghenthe worst-case
lengthof theinterval time-stampis clog, n, wherec = 2 [Wil02b]. This corresponds
to the caseof family {&(d, w)}q with a := w/d = 1. Settingd = 2w + 1 (thatis,
a = 2+ o(1)) improvesthe value of the constantto ¢ = 3/2 + o(1). However, the
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asymptoticallyoptimal (andalreadyfamiliar!) constant = ¢y ~ 1.44 is obtainedoy
settinga := w/d ~ (3 — v/5)/2 [Wil02b).

Therefore,if shorttime-stampsare desiredin interval time-stampingone hasto
traversetreesfrom the family &(d, w) with particularvaluesof d andw for which
GS(d, w) is quite differentfrom the completebinary trees¥(d) = &(d, d). Onewould
like to have a generalalgorithmfor traversingtreesfrom this family thatwould satisfy
thedesiderataf Section2.1. Thisis thetasksolvedin the next section.

Finally, 6(d, w) = &(d,d) wheneerd > w. Someskewed graphsare depicted
by Fig. 2. It is interestingto obsene somesimilaritiesanddifferencedetweerthe Fi-
bonacciandtheskewedtrees First,therecurrentule for constructinghefamiliesis de-
cewingly similar: §(d) is constructedy composingwo previousFibonaccireeswhile
G&(d, w) is constructedy composingwo lastskewedtreesfrom “column” d — 1. The
Fibonaccitreesareobtainedasa solutionto a minimum problem(they areminimum-
nodeAVL treesfor givenheight[Knu9g]), while the optimal skewed treesarea solu-
tion to amaximumproblem(they aremaximum-nodereesfor givensumof width and
height)[Bul02]. Thereasorwhy the constanty popsoutin bothcasess, while clear
mathematicallystill anintellectualmystery

3 Algorithm for Traversingthe TreeFamily

A highly optimizedalgorithmfor traversingthefamily (&(d, w)) of skewedtreesis de-
pictedby Algorithm 1. It consistf two proceduresThefirst, initialization, inputsthe
parameterd andw. It is only invokedonce,duringtheset-up.Thesecondupdate gets
asinputtheith dataitem z; (thatis, thelabelof theith leaf). We will first describethe
usednotationandafterthatexplain the mainideasbehindthis algorithm.Thisincludes
adetailedcorrectnesproof.



Algorithm 1 An algorithmfor traversing&(d, w). After update contentsof the stack
is returnedasthefreshnessoken
1 funct initialization(d, w) =
2 state:= 0;
3 ifw>dthenw = dfi
4  Storew, d;
5  Createanemptystackof maximumpossiblesizew.
7
8
9

funct updatdvalue) =
if state> 2¢ then return(Erron); fi
push(value);
10 fori:=1 to ntz(state+ 1) do

11 push(H(pop(),pop()); end
12 state:= state+ (1 << (wp(state ~ w)).

3.1 Notation

We work in theRAM modelwherethewordlengthis notsmallerthan N = max(w, d).

In practiceit couldmeanusing,say 64-bit integers.OuralgorithmstheBooleanbitwise
AND “z A y” andtheleft shift z << y = z - 2. Commonarithmeticsis implicitly

donemodulo2” but it canbe sometimesionemodulod or modulow. We denotethe
propersubtractionthatis well-known from the theoryof primitive recursve functions,
by a = b, thatis,a =~ b = a — b whena > b, anda =~ b = 0 whenb > a. Letwy,

be the Hammingweight function; that is, wy, (x) is equalto the numberof one-bits
in the binary presentatiorof x. (For example,w(17) = 2 andwy,(0011) = 2.) Let
wy(e) := |e| —wp(e) bethenumberof zerosin the binaryencodingof e; for example,
w(01101) = 2. Let ntz(z) bethenumberof trailing zerosof z; thatis, ntz(z) = k iff

2% | z but 2¥+1 4 z. For example,ntz(48) = 4 andntz(0000) = 4. Both functionswy,

(andthus,thefunctionw},) andntz canbe computedn timelog, w.

Several newer processorsincluding the PentiumMMX, have a specialinstruction
for propersubtraction.An efficient O(log, N)-time algorithm for w;, hasbeende-
scribed,say in [LMO1]. The function ntz canthenbe computedin time O(log, N)
asntz(z) := wi(z — (z A (z — 1)) — 1). Many commonprocessorfiave specialin-
structionsfor bothw;, (see[LM01] for arecentoverview) andntz (theinstructionbsf
on the Pentium,for example).This basicallymeansthat all nontrivial instructionsof
Algorithm 1 (namely wy,, ntz and+) canbe seenasprimitive in modernmicroproces-
Sors.

We let & H g to denotethe concatenatiorof binary stringsa and 8. We usea
collision-resistanhashfunction H [Dam87. We assumeamplicitly thatthe left argu-
mentof H is evaluated(thatis, poppedfrom the stack)earlierthanthe right algument
of H.

3.2 Variables

Algorithm 1 usesa stackthat hasmaximumsize w, andis initially empty The top
elementof the stackcanbe removed by usingfunction pop(), andan elementz can
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beinsertedto the stackby usingfunctionpush(z). Thereareno othermeango access
the contentof stack.Obsenrethatlik e always,a stackimplementatiorcanbereplaced
with a possiblymoreefficient but lessmodulararrayimplementation.

Intuitively, afteranupdate thestackcontainghehashvaluesof left childrenof root
paththat startsfrom the leaf that correspondso the lastly arrived documentThis set
of hashvaluescoincideswith theith freshnessoken[Wil02b] andthereforethewhole
contentf the stackmustbereturnedto theith clientafterthe updatefunction.

Exceptfrom the stackand parametersy andd, Algorithm 1 maintainsonly one
internal value, state Intuitively, staterepresentdinary “Huffman” encodingof the
location of the next leaf, labeledby say z,, in the binary tree &(d, w). Namely by
following the path from this leaf to the root, in every stepone startseitherfrom the
left or from the right child andfollows anarcto its parentnode.Let X¢ denotea run
of 4 X-s, wherei canbe 0. If we encodeleft by L = 0 andright by R = 1, the
paththat startsfrom the root and endswith an arbitrary vertex v canbe encodedas
enc(v) := L% 4 RY 4 L[%-1 4 Rba-1 44 ... 4 L% 4 R for someintegers
(ad, b, - - - ,a1,b1). This holdssinceno leaf hasdepthgreaterthand. For the jth left-
mostleafv we denoteenc(v) oftenby enc(j). For example,in Fig. 2, thethreeleavesof
S(2,1) areencodedasenc(0) = L = 0, enc(1) = RL = 10 andenc(2) = RR = 11,
respectiely. (Recallthattheleftmostleafis 0.) Notethatfor notwo leafsi # j, enc(i)
will be a prefix of enc(5). Finally, wj (statg = d — wy(State sincewe interpretstate
alwaysasa bitstring of lengthd.

3.3 CorrectnesProof
Theorem1. Algorithm1is a correct&(d, w)-traversal algorithm.

Proof: A simplecaseariseswhend = w, since&(d, d) is equalto thecompletebinary
tree ¥(d). Its all leaves are at the samedepthd, and have differentd-bit encodings
enc(0) := 0...000, enc(1) := 0...001, ..., enc(2¢ — 1) := 1...111. Clearly, all
encodingsare differentandthereforestate = enc(j) is just equalto the binary d-bit
representatioof j.

We have a slightly moredifficult casewhenw # d. As in the ¥(d)-caseenc(0)
is alwaysan all-zerostring,enc(n — 1) is alwaysan all-onestring andthat for all j,
enc(j) > enc(j — 1) alwaysasabinarystring.On the otherhand,someof the nodesof
G&(d, w) have depthsmallerthanw. Therefore,one mustfirst determineduring every
invocationof updatethe next two things:First, whatis thedepthof thenext nodej, and
secondhow to computeenc(j) fromenc(j — 1).

Now, let depth, ,,(j) denotethe depthof the jth leaf of &(d, w). Equivalently,
depth, ,, () is thelengthof binary stringenc(y), for fixedd andw. Denoteenc(j) =
h + t, whereh € {0,1}. To computedepth,,,(4), first notethatsince&(d, w) =
6d-1,w—-1)®6(d—1,w) then

1+ depthy_y .1 (j")

depthy ., (j) =
ep d,w(]) {1+depthd_1,w(jl) ’

sinceh = 0 exactlywhenj is in theleft subtreeS(d — 1, w — 1), of &(d, w). (In both
caseg’ is aleaf of correspondingubtreewith encodingenc(j') = ¢.) Therefore,an
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arbitraryvertex v € &(d, w) is arootof thesubtreeS(d — |enc(j)|, w — wWx(enc(y))).
Thereforewe have shovn that

Lemma l. Let&(d, w) beafixedskewedtree A binarystringe is

1. Encodingof a leaf of &(d, w) iff oneof thetwo valuesd — |e| andw — @, (e) iSO
andbothare nonngative

2. Encodingof aninternal nodeof &(d, w) iff boththosevaluesare positive;

3. Aninvalid encoding(not an encodingof any vertex of &(d, w)) iff either of those
two valuesis negative;

Now, let us look in more detail at the sequentialgenerationprocessof encod-
ingsenc(0),enc(1),...,enc(n — 1) in the caseof a fixed skewed tree &(d, w). For
the simplicity of descriptionwe also definean alternative paddedencodingfunction
penc(j) := enc(j) H# 097%rtha(l) Thatis, penc(j) is equalto enc(j), paddedon
right with zerosto thelengthd.

Algorithm 1 storesthe encodingof next leaf penc(j) asstate The encodingof the
leftmostleaf 0, enc(0), consistsof all zeros,and thereforepenc(0) = 0¢. Thus,the
initialization state:= 0 is correct. Assumethatwe have computedhevalueenc(j — 1)
for somej. Thenext node,j, hasencodingpenc(j) > penc(j — 1).

To computethe encodingpenc(), given state= penc(j — 1), notethatif j — 1 is
aleafwith encodingenc(j — 1) = e then

1. If wy(e) < w thenby Lemmal, depth, ,,(e) = d. Butthene = stateandhence
alsowy (statg < w. In this casethe next leaf j hasencodingpenc(j) = state+ 1.
(If the leastsignificantbit of stateis 0 thenwy, (state+ 1) = wy(stat§ + 1, and
thenstate+ 1 encodeshe jth leafwith depth; ,, (j) = d. Otherwisegenc(j) will be
thelongestprefix of state+ 1 thatcontainsno morethanw zeros;thenpenc(j) =
state+ 1.)

2. Otherwise,by Lemmal, wy(e) = w. (Thenclearly w, (statg > wp(e) = w.)
Thatis, e is equalto the longestprefix of statethatcontainsexactly w zeros,and
depth, ,,(j —1) = d — (wn(statg — w) = w +wy(statg. In thiscasenoleafcan
have encodingof form e + 0F for k£ > 1. However, e + 1 is avalid encodingfor a
vertex in &(d, w). Thereforepenc(j) = state+ 20(Stalg—w

Now, we have shovn that Algorithm 1 updatesthe statecorrectly: It startswith the
encodingstate = penc(0) = 0? of thefirst node.At every stepit updatesstatefrom
penc(j — 1) to penc(j): Dependingon whetherwy, (statg = w, it follows oneof the
two describedipdatingrulesthatcanbejointly describedaspenc(j) = penc(j) + (1<
<K (wp(penc(j — 1)) = w)).

Apartfrom updatingthestate Algorithm 1 mustalsoupdatehestack thatis, it must
remove from the the nodelabels(eitheroriginal dataitems, correspondindo leafs,or
internalhashrepresentationghat are not arymore neededandreplacethemwith the
new ones.The intuition behindthis simple procedure(startingfrom line 10 in Algo-
rithm 1) is very simple.

To computethe hashchainfrom leaf j with encodingenc() to the root, onemust
have availableall the hashvalues,correspondingo the left andright children of this
pathtogetherwith the endpointof the path.Denotethe setof left childrenof theroot
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Algorithm 2 An algorithmfor traversing&(d, w)

1 funct init(d,w) =
2 state:= 0;
if w > dthenw = d fi;
Storew, d;
Createanemptystackof maximumpossiblesizew.
funct updatdvalue) =
if state> 2¢ then return(Errorl); fi
if wy(state < w
10 then n := ntz(state+ 1); increment= 1,
11 elsen := ntz((state>> ntz(statg) + 1); increment.= 1 << (W (statg — w); fi
12 push(value);
13 fori:=1tondo
14 push(H(pop(), pop())); end
15  state:= state+ increment

paththatstartsfrom leaf j by X (). (E.g.,to computethe valueof theroot, it suffices
to have availablethe hashvaluesthatcorrespondo thesetX (n — 1) U {n — 1}, where
n — 1 is therightmostleaflik e always.)

Now, one can computethe set X (j) from X (j — 1) asfollows. The set X (j —
1) \ X (j) consistsof hashvaluesof nodeswith encodingp + 0 + 1¢ + 0, where
enc(j — 1) = p + 0 + 1* andi € [0,k — 1]. Theonly elementn X () thatis notin
X (j — 1) is thenodewith encodingp + 0. Thelatter nodeis the root of the subtree
thathasnodesfrom (X (j — 1) \ X (4)) U {j — 1}. Therefore beforethefor -loopin
Algorithm 1, the stackclearly consistof the setof hashvaluesof nodesX (5), andthe
for -loop updateghestackto the statewhereit containghehashvaluescorresponding
to thenodesfrom setX (j + 1). [ ]

Finally, Algorithm 2 and Algorithm 3 work on families&(d, w) and%(d) respec-
tively, where &(d,w) is a mirror family of &(d,w) (thatis, one appliesthe recur
sive rule &(d,w) = &(d,w — 1) ® &(d — 1,w — 1) insteadof the rule &(d, w) =
6(d - 1,w — 1) ® &(d,w — 1)). In principal, Algorithm 2 algorithmis the sameas
Algorithm 1, exceptthat the meaningsof bits 0 and1 in the encodingsare switched.
Whatis interestingis that Algorithm 2 is at leastconceptuallyslightly more difficult
thanAlgorithm 1. Algorithm 3 is mostlydescribedor comparisorpurposes.

4 Complexity Analysis

We next analysethe compleity of updatein Algorithm 1. The error verificationand
for -loop notwithstandingduringonerun of update thecomputemustexecutetwo or-
dinaryadditions pnepropersubtractionpnedata-dependeshift left, two assignments,
andoncethefunctionsw,, andntz. Therearespecialinstructionsfor all thesefunctions
in mary new processorandthereforethetotal time for this partis negligible. Instead,
the updatetime dependprimarily on the for -loop, thatconsistsof 2 - ntz(state+ 1)
pop() operationgeasy)andntz(state+ 1) hash-functionnvocationghard).Therefore,
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Algorithm 3 An algorithmfor traversing%(d), givenfor comparisorpurposes
1 funct init(d) =
2 state:= 0;
Stored;
Createanemptystackof maximumpossiblesized.
funct updatévalue) =
if state> 2¢ then return(Errort); fi
push(value);
for ¢ := 1 to ntz(state+ 1) do

10 push(H (pop(), pop())); end
11  state:= state+ 1.

© 0 N o bW

in the worst case this algorithmcando up to d hash-functioninvocations.Moreover,
the worst-casememoryuseis d(k + 1), wherek is the outputsize of the employed
hashfunction (usuallyin therangeof 160. . .512 bits): Really, onestoresat ary time
momenta freshnessoken (thattakesupto d - k) bitsanda d-bit state

Hencepnecouldarguethatthetime complexity of ouralgorithmis closeto optimal.
Really, the numberof hashingsnustbethe samefor all algorithmsthataccomplisithe
sametask.Moreover, d - k bits arenecessaryo storethegreatesfreshnessoken. Apart
from that, our algorithmsusesa smallnumberof additionalinstructionsthatcanall be
executedvery quickly on currentprocessors.

Next, we will estimatethe averagestoragecomplexity of Algorithm 1. For this, we
first definethe partial binomialsumZL(d, w) == 3", ().

Lemma2. (1) &(d,w) has L(d, w) leaves.2) Let£(d, w,t) bethe numberof leaves
of &(d, w) thatare at deptht. Then

0, t<w ,
t—1
tdwty = W) o te€wd-1],
2-2:k:0(k)=2L(d—1,w—1)7 t:d,
0, t>d .

Proof: (1) Proofby induction[Wil02b].

(2) Proof by inductionon (d,w). If d = w = 1 then¥(1,1,¢t) = 1. Other
wise, l(d,w,t) = £(d—1,w — 1,t — 1) + £(d — 1,w,t — 1). Whent < w then
((d,w,t) = 0. Whent = w then{(d,w,t) = (1> ) +0=1= ('""). Whent €
[w+1,d—1] thent(d,w,t) = (1 2) +(12) = (}}). Whent = dthené(d,w,t) =

w—2 w— w—

2 (S () + T (4) = 2+ (S5 () + 5 (39) = 2

=y (“71). Whent > d thent = 0. [

Lemma 3. Thenumberof hashinggloneonthe jth stepof Algorithm1is ntz(statet+1).
Thesizeof the stadk before the jth stepis wp, (enc(j)).

Proof: The proof of thefirst claim is straightforvard. That the secondclaim holdsis
alsoclear: X (j) haswy(enc(j)) differentelementswith enc(z) being equalto the



12
maximumprefix of enc(j) thathasexactly ¢, 0 < i < wp(enc(j)), onesthatareap-
pendedoy a0. ]
Theorem 2. (1) In average, the stadk contains
d w—1
ft(d,w) = = + (1)
(d,w) 2 2d+1(yw + 1) f00-5 yd—w—1(1 — y) dy

hashelements(2) Asymptotically

g4 L fll20) w<df2,
ft(d, w) ~ 4 n di(w=1) w > dj2
2 2d+1(w+1)\/m,(d_w)d—w—l/2ww+1/2 ) = .

The proof of thistheoremwill usethe next two lemmas.

Lemma4. L(d,w) = 24(d — w) (%) [ y?=*~ (1 — y)¥ dy.

Proof: Multiple integration by parts gives [y%(1 — y)® dy = % +
e [yt (1 — )7 dy. Thus By(d,w,p) == S (9" (1 —p)F = (d -
w)(2) [T y?=v=1(1 — y)¥ dy. Therefore,since L(d,w) = Y (1), L(d,w) =
24B, (d,w,1/2) = 29(d — w) () fi" y?=*= (1 = y)* dy. u
Lemma5s. L(d—1,w—1) = Zdw) _ 1 (d-1),

2 w

Proof: DefineJ(a, b) := (g) 0°~5 y*(1—y)® dy. Thus,L(d, w) = 24(d—w) (%) J(d—
w—1,w). Now, [y*(1 —y) dy = [y*(1 —y)*~' dy — [y*' (1 —y)*~' dy, and
thereforeJ(a, b) = (a,b 1) J(a+1,b—1). Mostimportantly J(d —w —1,w) =
J(d-1)—(w-1)—1,w—-1) — Jd - (w—1) — 1,w — 1), which givesus
L(d—1,w—1) = Hdww | LdwLd—w) GienthatL(d,w—1) = L(d,w) — (%),

wegetthatL(d—1,w—1) = L(dw)“’ (Lldw)~ (d))(d ) (%’w)—%'(d;l)- u

Proof: [of Thm. 2.] (1) Accordlng to Lemma 3, in averagethe stack contains
s(d,w)/L(d,w) hashelementswheres(d w) = ZJ 0 ! wp(enc(j)). By Lemma2,

s(d,w) = ¢tunﬂtwnz F (SN2 (d=k=1)+1) = S (-
t+(2d-1)- 30 (1Y) —2- 20 ( Dek=w-(23)+@d—1)-L(d—1,w—
1)-2-Q(d _1,w—1),whereQ(d,w). > k=0 (k)

Define Ba(d,w,p) == Y ;_, (Z)kpd*k(l — p)*. Thus, By(d,w,p) = d(1 —

p) Y ()P F1 - p)k = d(1 - p)Bi(d — 1,w — 1,p). In particu-
lar, Q(d,w) = 2'By(d,w,1/2) = %2-Bi(d — 1,w — 1,1/2) = dL(d —
Lw — 1). Hence, ft(d,w) = w(td)+ea i Ly ) AR D),
Now, accordingto Lemma 5, ft(d,w) = (‘"“)ML(dLl(dww)lH(d D) _
2w (371 +dL(dw) —d(*51) +2(d-1) (322 4y (w—1)(d—w ,

G 2L(d(w) ) = 5+ () (S1)+1))2(I,(d,u3)' According to
Lemmad, ft(d, w) = ¢ + w=l

2d+1(w+1) f00-5 yd—w—l(l_y)w dy'
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(2) We will usethestandard_aplace’s method[dB82] for estimatingheasymptotic
behaior of integralsof type I(d f e?m W) g(y) dy. Sincethis methodis standard
in analysisbut might probablybe not well-known to a potentialreaderwe will give a
somavhatlongishproofwithout arny preciseexplanationsA curiousreadetis referred
to [dB82]. (For completenessye will give a shorteralternatve proof directly afterthis
one.)

Assumethatw = ad. Rewrite theintegral from (1) asa Laplaceintegral, I(d) =
f00-5 yd—ad—l(]_ _ )addy fo -5 d((l a)Iny+aln(l—y)) glld — f00-5 d~h(y)g(y)dy’
whereh(y) = (1 — a)lny + aln(1 — y) andg(y) = +. Now, h(y) hasa unique
maximumye = min(1 — «,0.5) in theinterval [0, 0.5]. Dueto this reasonwe divide
the analysisinto two parts:in the first part we analysethe casea < 0.5 andin the
secondpartthecasea > 0.5.

First case,a. < 0.5. For applying the Laplaces methodfor integrals, we first
rescalethe integration variable by settings := (y — yo)d = (y — 0.5)d. Then

I(d) ~ 00_'5575 e Wg(y) dy = %f?gd edh(1/2+s/d) g (1/2 4 s/d) ds, wherel/z <

e < 1/\z. But h(1/2 + s/d) = —In2 — @ s — 2% .52 4+ 0(s%) and
g(1/2 + s/d) = 2 —4/s-d + 8/s’d® + O( 3). Thuswe can simplify I(d), ap-
proximating g(1/2 + s/d) ~ 2. Then, I(d 2f edh(1/2+s/d) s Further
more, take e¢h(1/2+s/d) — g—dIn2—2(2a— 1)3_ =2/ (s d)+O( %) ~ e—dIn2-2(2a-1)s

21—d

1- 2 +0(%) ~ 2% e 2 Ds Thus, I(d) ~ 27 [°_ e 2G> Ds ds ~
21d—d ‘];000 672(2a71)5 ds = QIL;d X (_m) = —m_ Thus,in this case,

Rld, ) ~ § = Lohgpiat) = oy ooy
Secondcase,a > 0.5. In thls case, the function h(y) has a maximum at
the point 8 := 1 — a < 0.5. Split the integral into a local and nonlocal part:
I(d) = [y~ eWg(y) dy + [J77ethWg(y) dy + [47 e@"Wg(y) dy, where
1/2'/? « ¢ <« 1/z'/® and the nonlocal part is exponentially small. Therefore,
d) ~ ffj; e?hW)g(y) dy. We canexpandg(y) andh(y) aroundy = 3, whichgives

us I(d) ~ ffj; ed'(o‘l“"‘*m“ﬂ’(y{a@) +O((y—5)° V(4 + O(y — B)) dy. Changethe

variabless = vd(y — ). Thus,I(d) ~ 5 [ j;s d-(alnatp lnﬁ_ﬁWJrO(s‘%))(}a +

O(s)) ds. Next, discard all but the Ieadlng -orderterm of ¢, and approximate

52
06"~ 14 0(s%). Thus, I(d) ~ 75 jgs d-(alna+Blnf-535a) g =

dalnaerlan i€ —f5 ds = daﬁdﬁf \/Es —%5 ds. Expand-
i adagdh roo qd-agds
ing the integral gives I(d) ~ T%L e e ds = T‘i@
\/27r6a = /2n/da%ot1/2p2B=1/2 Therefore, in this case, ft(d,w) ~

dd+1/2(w 1)

d
by + 28+372 [ (w+1)-(d—w)d— =172 w+1/2 ~ 35 n

Proof: [Shorter proof of Thm. 2, (2).] As before, rewrite the integral as

f;’ e¥hWg(y) dy with a = 0 andb = 0.5, andanalyseseparatelythe sametwo cases,
a > 0.5 anda < 0.5. In thefirst case pneusesthe well-known analyticresult[dB82]
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Fig. 3. Functionft(120, -): its actualvaluetogethemwith approximation

e dh(b) we 2w

that I(d) ~ gg’.)h,(b) = — mapa—y andthusft(d,w) ~ 4 + (w=1){d—2w) 2&%1)2 ). In the
d-h

seconctasepnehasthat(d) ~ 7%52256) =./2n/d-a®et1/2gdb-1/2 B

As notedby Willemson[Wil02a], the resultft(d,w) = & + (g)% canbe
derived in an easierway by using the alternatve representatiorof the skewed trees

from [Wil02b, Chapters].
The“actual” functionft(120, -) togethemwith approximatiorfrom the previousthe-

oremaredepictedby Fig. 3. As it canbe seen,Thm. 2 resultsin very preciseapproxi-
mationevenfor smalld-s.

Corollary 1. (1) For fixedd, ft(d, w) obtainsthe maximunmvaluewhenw =~ v/d + 2 —
1. Thenft(d,w) ~ d — +/d+ 2 + 3. Thus,in the maximumaverage storage com-
plexity of Algorithm 1 is ~ (d — Vd)k + d. (2) Assumen = w/d = 3—7\/5 Then

~y GB=VB)(d+2+VE)
ft(d,w) ~ PERERRY ~
is~ 354k +d.

3*2*/gd andthetotal storage compleity of Algorithm1

(The double occuranceof constant% in (2) is rathercurious.)Finally, one can
safely assumeahat whenthe protocolsare designedreasonablythenthe communica-
tion betweenclientsandthe TSA will be dominatedby the size of freshnesgokens.
Therefore,the average-caseommunicationcomplexity of interval time-stampingis

ft(d,w) - (1 + o(1)) thatcanbe computedby usingThm. 2.
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