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Abstract. We argue that thresholdtrust is not an option in most of the real-
life electronicauctions.We thenproposetwo new cryptographicVickrey auction
schemesthat involve, apartfrom thebiddersandtheseller � , anauctionauthor-
ity � sothatunless� and � colludetheoutcomeof auctionswill becorrect,and
moreover, � will not getany informationaboutthebids,while � will learnbid
statistics.Furtherextensionsmake it possibleto decreasedamagethatcolluding� and � cando,andto construct�
	���
�� stpriceauctionschemes.Thecommu-
nicationcomplexity betweenthe � and � in medium-sizeauctionsis at leastone
orderof magnitudelessthanin theNaor-Pinkas-Sumnerscheme.
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1 Intr oduction

Vickrey auctions[Vic61] aresealed-bidauctionswherethe highestbidderis awarded
the item,but is requiredto payonly thesecond-highestbid. Despiteattractive theoret-
ical properties,Vickrey auctionsarerelatively rarelyusedin practicesincea cheating
sellercouldeither(1) changetheoutcomeof auctionsor (2) revealbidders’privatein-
formation.As arguedin [RTK90,RH95], in the first case,a honestbid taker will not
choosea Vickrey auction,while in the secondcase,a cheatingbid taker eventually
destroys the trust on which the useof Vickrey auctionsdepends.Therefore,Vickrey
auctionsarecertainlymorewidely applicablewhensecuredcryptographically, so that
theselleris forcedto follow theauctionmechanismandnoextrainformationis revealed
to him. Attractivepropertiesof Vickrey auctionstogetherwith theseobservationshave
motivateda hugebodyof researchon cryptographicVickrey auctionschemes,starting
with [NS93].

Now, mostof thecryptographicauctionschemeswork in oneof thefollowing two
trust models:(1) The threshold(symmetric)trust modelwherethe tasksof the seller
areexecutedby ����� servers,with lessthan ����� (or ����� , dependingon theprecise
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cryptographicmodel)serversassumedto be dishonest;and(2) The two-party(asym-
metric)modelwith a seller � andanauctionauthority � , whereat leastoneof � and� is assumedto behonest.In thismodel, � and � areusuallyassignedcomplementary
dutiesandaresupposedto verify theactionsof eachother.

We arguethat thethresholdtrustmodelis not suitablefor many real-life electronic
auctions.This trustmodelrequiresthateachreplicatedservershouldberunby aninde-
pendentauctionauthority, of which a majority is moretrustworthy thantheseller. The
numberof suchtrustedauthoritiesis likely to berathersmallcomparedto thenumber
of distinctsellers.Therefore,every auctionauthoritywill participatein many auctions
conductedby many differentsellers.But in eachauction,this authorityhasto do the
sameamountof work asthe sellers.That may quickly leadto the auctionauthorities
becomingbottleneckseitherin thesenseof securityor efficiency. Simplisticuseof the
thresholdtrust approachis thereforenot scalablein the caseof applicationslike elec-
tronicauctions.(Seealso[NPS99] for additionalmotivation.)

In this paperwe proposetwo differentschemesthatwork in the two-partymodel.
The first schemeis intendedto illustrate the basicpropertiesof this model. In this
scheme,� blindly shuffles encryptedbids beforeforwarding them to � . After that,� computesthesecondhighestbid � � andsendsit togetherwith a pointerto thewin-
ner’sencryptedbid to � . Theseller � thenidentifiesthewinner. At theend,any bidder
cancomplainif he believesthe result to be incorrect.In particular, if all bidderscon-
firm the linear orderbetweentheir bid � and � � (i.e., whether �! "� � , �$#%� � or���%� � ), � becomesaccountablefor his actions.However, this simpleschemehas
severalvulnerabilitiesthatweoutlinelater.

The main contribution of this paperis the homomorphicauctionscheme. In this
scheme,a bid � is encodedas &(' , & beingthe(maximumallowed)numberof bidders.
The ) th bidderencryptshis bid �+* with � ’s public key in a suitablehomomorphicen-
cryption scheme,andsendsit to � . � multiplies all the received encryptedbids, and
sendstheresultingencryption&(,(- ' - to � . After decryptingthis result, � findsout the
bid statistics(that is, how many biddersbid � for any possiblebid � ) but is not ableto
connectany bidderswith their bids. Then, � sendsthe secondhighestbid to � . Ev-
ery actionin this schemeis accompaniedwith anefficient (statistical)zero-knowledge
correctnessproof. By usingrecentlyproposedcryptographicrangeproofs,we achieve
thatboththebidder-sellerandtheseller-authoritycommunicationcomplexity areof or-
der .0/21436587�9 � &;: bits,where 1 is themaximumpossiblenumberof differentbids.In
medium-sizeauctionsthis resultsin amountof interaction,at leastoneorderof magni-
tudelessthanin theNaor-Pinkas-Sumnerscheme[NPS99] thatwastheonly previously
known secureVickrey auctionschemewithout thresholdtrust.

Our schemesusea few cryptographicobservationsthat might be of independent
interest.First, the homomorphicschemeusesa propertyof someknown homomor-
phicpublic-key cryptosystemsthatwecall coin-extractability; thesamepropertymight
be also important in other applications.(In the context of auction schemes,coin-
extractability of the Paillier cryptosystemwas alreadyusedin [BS01].) We propose
arangeproof in exponentsthatcorrectsa few mistakesin theproofsystemfrom [DJ01,
Section5]; it seemsto be the most efficient currently known schemewith perfect
zero-knowledgethat works with arbitrary intervals; a more efficient statisticalzero-
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knowledgeproof systemthat works only with a prime basewas recentlyproposed
in [Lip01]. Basedoneitherof theseproofsystemsandarecentrangeprooffrom [Lip01]
we describean efficient noninteractive statisticalzero-knowledgeproof systemfor
proving that an encryptedvalue is the secondhighestvalue in someset.This proof
systemis usedby � to provethathecomputedacorrectsecond-highestbid � � andcan
beeasilyextendedto provethatanencryptedvalueis the /=<?>@�A: sthighestvaluefor a
small <B�C� . This results,in particular, in efficient /D<E>@�A: stpriceauctions.

Road-map. We start with a short overview of the existing auctionschemesin Sec-
tion 2. We give the necessary(cryptographic)preliminariesfor the rest of the paper
in Section3. In Section4, we describeseveral auxiliary protocolsfor homomorphic
public-key cryptosystems.Our new auctionschemesaredescribedin Section5, some
extensionsto themaregiven in Section6, followed by somediscussionin Section7.
We compareour schemeswith theNaor-Pinkas-Sumnerschemein 8, andconcludethe
paperin Section9.

2 Stateof the Art

We will briefly survey the known cryptographicVickrey auctionschemesthat do not
rely onthethresholdtrust.A few auctionschemes[Cac99,BS01]arebasedontheYao’s
millionaire’s problem.Suchschemesavoid thresholdtrust by usinganoblivious third
partyfor bid comparison.Withoutacollusionbetweenthesellerandthethird party, the
sellerwill get to know somepartialorderamongthebidsbut not thebid valuesthem-
selves.While [BS01] alsodiscusseshow to extendtheir auctionschemeto theVickrey
auctions,at leastthe extensionproposedin their paperwould alsoreveal the identity
of the secondhighestbidder. This togetherwith the partial leak of informationto the
untrustedsellerposesa seriousproblem,sinceit demotivatespotentialhigh biddersto
participatein thattypeof anauction.

The auctionschemeof Naor, Pinkasand Sumner[NPS99] usesa third party �
(that we call an auction authority) andno unnecessaryinformation is leaked unless
the seller � andthe third party � collude.TheNaor-Pinkas-Sumnerschemebaseson
thetwo-partysecurecomputationmodelof Yao,where � constructsa garbledcircuit,
transportsit (off-line) to � and then helps � (on-line) to executeit. The circuit can
bedesignedto completelysatisfyall possiblesecurityrequirements.However, � may
“misdesign”thecircuit to performwhatevercomputationshelikes.A seriousdrawback
of this schemeis that a corrupt third party canonly be detectedby “cut-and-choose”
techniques[NPS99, Section2.4] thatwouldintroduceasevereoverheadto theprotocol.
The authorssuggestthat � (called an auction issuerin their scheme)shouldbe an
establishedserviceprovider with high reputation,while � is a (usuallyconsiderably
lesstrusted)seller. They arguethatevencheatingoncewould ruin thereputationof � .

On theotherhand,evenif thecut-and-choosetechniqueis notused,circuit transfer
wouldimply ahugecommunicationcomplexity between� and � . Evenif doneoff-line,
theamountof informationtransferredis clearly infeasiblein many real-life scenarios.
Anotherdrawbackis that thecircuit dependson themaximumnumberof biddersand
hencethesellerhasto estimatethis numberbeforetheauctionrelatively precisely.
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Currently, [NPS99] seemsto betheonly publishedsecureVickrey auctionscheme
thatneitherrevealsany unnecessaryinformationnorreliesonthethresholdtrust.More-
over, weareawareof only oneothersecureVickrey auctionscheme,recentlyproposed
by Kikuchi [Kik01]. Kikuchi’s schemehassmallercommunicationcomplexity than
theNaor-Pinkas-Sumnerschemebut relieson thresholdtrust.Moreover, thenumberof
biddersin Kikuchi’sschemeis boundedaboveby thenumberof auctionservers,which
makesit unusablein many practicalsituations.(However, it is still applicable,for ex-
ample,in radio frequency spectrumor wirelessspectrumlicenseauctions,wherethe
numberof competitorsis relatively small.)

The Sakurai-Miyazakiauction scheme[SM00] is securewithout an explicit
threshold-trustassumption.However, this schemeusesa bulletin board,a secureim-
plementationof which introducesimplicit thresholdtrust. It alsobaseson somerela-
tively adhocsecurityprimitives.Finally, therearealsoschemeswherethresholdtrust
is w.r.t. the bidders.However, in theseschemes,the thresholdtrust assumptionseems
to have evenlessground,sincein many practicalcases,thereis no guaranteethateven
a singlebidderwill behonest.

3 Preliminaries

Notation. Let & bethe(maximum)numberof bidders,let 1 bethe(maximum)num-
ber of different bids. After an auction,let /=� �AF6GHG6GHF �JIK: be the vector of bids in a
nonincreasingorder, and let LNM be the bidderwho bid �;M . Let O denotethe security
parameter. For a probabilisticpublic-key cryptosystem/QP FSRJFUT : , let VW# RYX /=<!ZS[�:
denotetheencryptionof < by usinga randomcoin [ underthekey \ . In general,we
denotethe messagespaceby ] , the key spaceby ^ , the noncespaceby _ andthe
ciphertext spaceby ` .

Homomorphicencryption. Let P be the key generationalgorithm, R the encryption
algorithmand T thedecryptionalgorithm.Wesaythatapublic-key cryptosystema%#/=P FSR�FST : is doublyhomomorphicif thesets] and _ are(additive) Abeliangroups,
and R X /D< � ZS[ � :�3 R X /=< � Zb[ � :c# R X /D< � >d< � ZS[ � >d[ � : for every /=\ F < ��F < �eF [ �eF [ � :gf^ihJ] � h;_ � . If a is doublyhomomorphicthen R X /=jk<lZSjk[e:m# R X /=<!ZS[e:bn for all j ,
and R X /=<!ZS[e:o# R X /=pqZS[e:c3 R X /D<lZSpr: . In mostof theknown (doubly)homomorphic
public-key cryptosystems,all spaces] , _ and ` arekey-dependent:In suchcaseswe
assumethatthecorrespondingkey \ is understoodfrom thecontext. With this in mind,
we denotesutv#xwD5y7z9 �m{ ] { | , }�tv#"w
587�9 �K{ _ { | , ~�tv#xwD5y7z9 �m{ ` { | .
Damg̊ard-Jurik cryptosystem[DJ01]. Damg̊ard-Jurikcryptosystemis anextensionof
the Paillier cryptosystemwith the main differencethat the sizeof messagespacecan
beincreasedpolynomiallywithout increasing{ _ { at thesametime.Here, \�#C� is an
RSA modulusand � is a public parameter. Themessagespace] #?����� , coin space_�#C�o�� �2�r� andciphertext spacè$#��d�� �Q��� varytogetherwith thekey � . In onevariant
of this cryptosystem,a message< is encryptedby generatinga randomnumber[ and
letting R X /=<!ZS[�:�t�#�/��K>���:��C36[ � �4� 7N������� � .
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Coin-extractability. We say that /=P FURJFST$F }�: is a coin-extractablepublic-key cryp-
tosystemif /=P FURJFST : is a public-key cryptosystemand } is an efficient algorithm,
suchthat } X / R X /D<lZb[e:b:�#�[ for all < and [ . The Damg̊ard-Jurikcryptosystemis
coin-extractablesinceafterdecryptingV�# RYX /D<lZb[e: , receiverobtains[ � ��� 7N������� � .
Sinceheknowsfactorizationof � , hecantheneasilyfind [ . Coin-extrability of thePail-
lier cryptosystemwasalsousedin [BS01]. Note thatwe let _ to beanadditive group
evenif in theDamg̊ard-Jurikcryptosystem,_�#C�o�� �2��� is a multiplicativegroup.

Proofsof knowledge. For some(unknown) bit-string � andpredicate�J/�3�: , �m�0/D� #�J/=�¡:b: is a (usually, honest-verifier zero-knowledge)proof-of-knowledgebetweentwo
partiesthat given the publicly known value � , the first party knows a value of � ,
suchthat the predicate�J/Q�¢: is true. The conventionis that Greeklettersdenotethe
knowledgeproved,whereasall otherparametersareknown to theverifier. We assume
that the “Greek variables”are scopedwithin one proof-of-knowledge. For example,�m�0/=V£# R X /D<lZb¤N:b: is a proof thatgivenascommoninput a ciphertext V , plaintext <
anda public key \ , theprover knows a nonce¤ , suchthat V0# R X /D<lZb¤N: . For many
predicates,the correspondingproofsarealreadyknown; for a few predicateswe will
devisenew proofsin Section4.

In our subsequentprotocols,we will needtwo proofs-of-knowledgefrom [DJ01].
The first proof systemis for �m�0/=V�# RYX /D< � ZS¤�:¦¥lV�# R�X /=< � Zb¤N:b: ; we call this a� -out-of-� proof system. A noninteractive versionof this proof is �eOm>i�e} bits long.
The secondproof systemis for �m�0/=V � # RYX /D§ � Zb¤ � :©¨ªV � # RYX /D§ � Zb¤ � :©¨ªV�«ª#R X /D§ « Zb¤ « :¢¨�§ � § � #4§ « : ; we call this a proof systemfor multiplicativerelationship.
A noninteractiveversionof this proof is �eO¬>­s®> ��} bits long.

Range proof. In rest of this paper we will assumethat ] is a linearly ordered
ring so that we could apply the recentrangeproof by Lipmaa [Lip01] for �m�0/=Vª#R X /D§¦Zb¤N:¢¨¯§°f�±³² Fk´�µ : . We will briefly outline this proof system.Prover andVerifier
usebotha doublyhomomorphicpublic-key cryptosystemandan integercommitment
scheme[DF01]. Now, §Bf�±y² FH´¶µ can be proven by first showing that § ·¸²4¹ºp
and then showing that ´ ·�§»¹�p . Thus, it suffices to describea proof systemfor�m�0/=V�# RYX /D§¦ZS¤�:d¨4/=§¼¹½pz:S: that proceedsas follows: (1) Prover commits to§ andproves in statisticalzero-knowledgethat the committednumberis equalto §/ � 7N� { ] { : . (2) Prover finds a representation§�#�§ �� >C§ �� >C§ �« >C§ �¾ of § . (Such
representationexists if f §­¹4p asshown by Lagrange.An efficient algorithmfor find-
ing §¿* wasproposedby RabinandShallit [RS86].)Provercommitsto /=§ �AF § ��F § « F § ¾ :
andthenprovesin statisticalzero-knowledgethat À ¾ *8Á � § �* #@§ . With suitablesecurity
parameters,a noninteractive versionof this proof is ÂE���zÃ�Ão>ÅÄÆ;w
587�9 � ´ | byteslong.
For moredetailssee[Lip01].

4 Auxiliary Proofs

Range Proof in Exponents.In thefollowing we will needa proof systemfor �m�0/=V£#R X /=&ÈÇÉZS¤�:¦¨­/D§if4± p FH´¶µ :S: ; we call sucha proof systema range proof in exponents.

Our proof systemis basedon theobservationthat §�f ± p Fk´�µ if f §l# À?ÊyË ÌUÍ+Î�Ï�ÐMSÁ¿Ñ ´ M�3k§ÒM
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for some§ÒMWfCÓkp F �eÔ and ´ MWtv#ÖÕ�/ ´ > � M :S�e� M � �U× . For example,§ØfC± p F �kp µ if f §°#Ù §¬ÑK> �e§ � >�§ � >�§ « , whereas§!fª± p FUÚ�µ if f §$# Ù §¬ÑK> �e§ � >ª§ � > § « . Equivalently,

§Øf4± p FH´¶µ if f &;Ç�#»Û ÊvË ÌSÍ Î Ï�ÐMSÁ¬Ñ /Q& Ï�Ü :�Ç Ü for some §ÒM�fiÓAp F ��Ô . Basedon this, we can
provethat

Theorem1. Let /=P FURJFST : be the Damg̊ard-Jurik cryptosystem;we follow our no-
tational convention that _ is an additive group. For Ý�fÞ± p Frß 5y7z9 � ´¶àHµ , let ´ M tv#Õ / ´ >­� M�á � :U�e� M × . Thenthe next protocol is a complete, HVZK and speciallysound
proof systemfor �m�0/QV�# RYX /Q&ÈÇÉZb¤N:¦¨!§�f�± p Fk´�µ : . Let V ��â á �Wã RYX /b��ZSpr: . For allÝJf�± p Frß 587�9 � ´¶à6µ do:

– BothVerifierandProverprecomputé M . Provergeneratesan [�M s.t. À ÊvË ÌUÍ Î ÏeÐMSÁ¬Ñ [+Mo#
¤ , and a V � M ã R X /b/=& Ï Ü :�Ç Ü ZS[+MA: . Prover sends V � M to Verifier. Both parties
compute V � M4# Û M ä Á¬Ñ V � ä . Prover proves to Verifier that V � M is an encryption
of either � or & ÏeÜ by using a � -out-of-� proof systemfrom [DJ01] and that�m�0/=V ��â M�á � # R X /=§ � ZS¤ � :z¨£V � Mo# R X /D§ � Zb¤ � :r¨�V � M�# R X /D§ « Zb¤ « :r¨å§ � § � #�§ « : ,
byusinga proof systemfor multiplicativerelationshipfrom[DJ01].

Moreover, �m�0/QVd# R X /Q&ÈÇÉZb¤N:¿¨�§�f­±³² Fk´�µ : canbeprovensimilarily by taking ´ Må#Õ / ´ ·°²Y> � M :S�e� M � � × and adding an extra addend ´ á � #æ² . A proof for �m�0/=V�#RYX /=&ÈÇÉZS¤�:�¨ç§l¹C²�: cannowbederivedby letting ´ # { ] { ·°� .
Note that if V�# R X /=& Ç ZS¤�: for §èf»± p Fk´�µ then /Q& Ï�Ü : Ç Ü f»Óz� F & ÏeÜ Ô . Complete-
nessof this proof systemfollows since V � M ã R�X / À M ä Á¬Ñ /Q& Ïré :bÇ é Z À M ä Á � [ ä : (henceV ��â ÊvË ÌUÍ+ÎNÏ�Ð #4V ), T0X /=V � M :S� T(X /QV ��â M�á � :�# T0X /b/Q& Ï�Ü :bÇ Ü :�# T0X /QV � M : , andbothproto-
colsfrom [DJ01] arecomplete.

Let ê � #Ø�eO¿>­�e} bethelengthof the � -out-of-� proof systemfrom [DJ01] andletê � #»��Oc>Cs½>Ø�e} be the lengthof the proof systemfor multiplicative relationship
from Lemma[DJ01]. Clearly, a noninteractiveversionof theprotocolfrom Theorem1
is then / ß 587�9 � ´¶à >��k:©3ë/2~4>@ê � >�ê � :J#ì/ ß 587�9 � ´¶à >4�A:g3ë/2~4> Ù Oc>�íz}î>Cs4:çï5y7z9 � 1î3z/Q~@> Ù O¬>�íz}ð> s4: bits long.

Damg̊ard andJurik presenteda very similar rangeproof in exponentsin [DJ01].
However, theirproofsystemhadasubtleflaw of workingonly when ´ is � M ·;� for someÝ . Thesoledifferencebetweenour proof systemandtheonein [DJ01, Section5] is in
thechoiceof thevalues ´ M : Namely, Damg̊ardandJurik chosé M to bethe Ý -th bit in
thebinaryexpansionof ´ , while wehavechosendifferent ´ M , sothatvalues§lf�± p Fk´¶µ
have at leastone(but possiblyseveral different) representationsÀ ´ M § M , but values
from outsideof thisintervaldonothavesuchrepresentations.Ourprotocolhasidentical
complexity to theprotocolfrom [DJ01] sincethevalueś M canbeprecomputedby both
partiesseparately. We wererecentlyacknowledged[Dam01] thattheauthorsof [DJ01]
were awareof the flaw in [DJ01] and have a differentsolution to it. However, their
new protocol,describedin theupcomingjournalversion[DJN], requiresin particular
approximately�¡5y7z9 � ´ additionalproof systemsfor multiplicative relationship.This
meansthatcomparedto theirsolutionwesaveaconstantfactorin thesizeof interactive
protocol.
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Protocol1 Proofthat /D� � F�ñUò óeô�õ8ókör÷ : is correctlycomputed.

1. ø finds ù;ú»ûdüc�
ýþ� and ÿYú��gü¡�
ý+� . He decodesù in base� as ���Òù � � � . Basedon this,ø finds � � ú��
	�� ��
�� ù ����� � and � � .
2. If ��� ��������� �"! � (thereis no tie-break),thendo:

(a) ø proceedsasfollows.Let ÿ � ú$#&% , ý � ú(' ü �)�+* ��, ÿ � � and ý � ú�' ü �
ù�-.�+* Î -� * � , ÿ/-Wÿ � � . Send �
ý �10 ý � � to 2 .
(b) 2 verifiesthat ý �43 '©ü¡�)� * Î , � � 3 ý � !�ý .
(c) After that, ø provesto 2 , that

i. ý � encryptsa � � � � � th power of � : 576��
ý � !8' ü �)�:9 ,<; �>=
?A@CB � � �ª
 0 2ED
� .
ii. 5F6��
ý � !G'Kü¢�H? ,<; �I=J?K@ML � 0 �)�N-KOk� 3 �+* Î�P � - 
�Qþ� by usingtherangeproof.

3. Otherwise(if thereis a tie-break),do:
(a) ø sendsý � ú�' ü �
ùJ-CO��)�+* Î � , ÿA� to 2 .
(b) 2 verifiesthat �)' ü �)� * Î , � ��� � 3 ý � !�ý .
(c) ø provesto 2 that ý � encryptsavaluelessthan �)�
-EOk� 3 � * Î : 576��
ý � !8'©ü¡�H? ,<; ��=R?.@

L � 0 �)�N-KOk� 3 �+* Î - 
�Q+� .

Proof That � � is SecondLargestin Set. Let /QP FSRJFUT¯F }�: bea coin-extractabledou-
bly homomorphicpublic-key cryptosystemlike the Damg̊ard-Jurikcryptosystem.In
Protocol1, Prover � and Verifier 1 have a commoninput /D� �zF�ñUò ó�ôeõ8ókör÷eF V6: , whereTTS /QV6:Y# À M7U MH&;' Ü for someU MJf­± p F &î·°� µ . Prover hasto prove to Verifier that(1)
If ñUò óeôeõ óHör÷ #Åp , thenthereis exactly one Ý6Ñ , suchthat �UM<V���� � , andexactly one Ý � ,
suchthat � M � #�� � , and (2) If ñUò ó�ôeõ óHör÷ #�� , then thereareno such Ý -s, for which� M �¸� � , but thereexist Ý ÑMW#�Ý � , suchthat � M V�#�� M � #Å� � . Let ê � be the lengthof
theusedrange-proof-in-exponents,and ê � bethe lengthof theusedrangeproof. Then
a noninteractiveversionof Protocol1 is ï@��~ð>ªê � >�ê � bits long.

5 NewAuction Schemes

Wenow presentourauctionschemes.In thefollowing schemes,all partiesareassumed
to have a public encryptionkey anda signaturekey thatarein public knowledge.The
signatureschemeshouldbe secureagainstthe chosen-messageattack.In the scheme
of Section5.2, � alsohasa public integercommitmentkey. We assumethat thekey-
distributionmechanismis secure.

5.1 SimpleScheme

Protocol2 depictsa simpleauctionschemethatputsmoretruston � , comparedto the
laterschemefrom Section5.2,but avoidselaboratedcryptographicprotocolsanddoes
not put asseverelimites on the values& and 1 asthe latter. If ñUò óeôeõ óHör÷ #Åp (no tie-
break),a successfulprotestconstitutesbidder )YX proving (in zero-knowledge)that he
did not bid morethan � � , or someotherbidderproving thathebid alsomorethan � � .
If ñUò ó�ôeõ óHör÷ #4� , asuccessfulprotestmeans) X proving thathebid lessthan � � , or some
otherbidderproving that he bid more than � � . All suchproofscanbe basedon the
previouslydescribedrangeproofsthatoriginatefrom [Lip01].
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Protocol2 Thesimpleauctionscheme.
BIDDING PHASE

1. Bidder Z encrypts[�\ by using � ’s public key andsendsthe resultingciphertext ý�\ together
with ]Y^`_ \ �
ý�\2� to � via a confidentialchannel.

2. � verifies the signatures(complains,if necessary).He computesa�úb]Y^`_dc � � ý \ �H� , where� ý \ � is representedin somefixedorderthatdoesnotdependon Z -s. (For example,in lexico-
graphicorderwith respectto the ýe\ -s.).He broadcasts� � ý�\ 0 ]Y^`_ c �
ý�\Q��� 0 a�� to all bidders.

3. Every bidder Z obtains � � ý \gf 0 ]Y^`_hcÒ�
ý \if ��� 0 a�� , andcomplainsif ý�\ is missing.He alsoverifies
thesignaturea .

BID OPENING PHASE

1. � doesthe following. Obtain
� �
ý \ 0 ]Y^`_hcë�
ý \ ����� and a , and verify the signatures]Y^`_hcÒ�
ý \ � ,j Z , and a . For all Z : Decrypt ý \ and obtain [ \ . Computethe secondhighestbid � � . Set

��� ���k�g�e�l��ú 
 if thereis a tie-breakand ��� ��������� �çú � , otherwise.Send �m� ��0 ��� ���k�g�e�l�U� ,
togetherwith signatureaknNú(]Y^`_ o¡�m� � 0 �p� �q�k�g�e�l� 0 � ý \ �H� to � .

2. � verifiesthesignaturea n . He thenbroadcasts�m� � 0 �p� �����g�e� � 0 a 0 a n � to all bidders.
3. After obtaining �m� ��0 ��� ��������� � 0 a 0 a n � , all biddersverify thesignaturea n , in particularthat it

is givenover thesameset
� ýe\2� as a .

4. � pointsto � a ý \ir , suchthat û o �
ý \gr �7!8� � . � identifiesZts anddeclareshim thewinner.
5. Bidderscannow protestagainstthechoiceof Zts .

In this auctionscheme,� will get to know the winner and the bid statistics,but
cannotbind bids with concretebidders.A malicious � canchange� � to �vu� , � � �� u� ¹°� � . Theseller � will getto know only theminimalamountof information:That
is, � � , andthewinner(or all winnersif thereis a tie-break).If � and � donot collude,
thesellercannotdeviatefrom theprotocolwithout beingdetected.

5.2 Homomorphic Scheme

Protocol3 depictsthe homomorphicscheme, whereevery bid �+* is encodedas &(' - .
This encodingwill allow everybodyto compute,givenencryptionsof & ' - , anencryp-
tion of À * &;' - without knowing the correspondingdecryptionkey. Note that for this
schemeto work correctly it is necessarythat &Tw� { ] { . We assumeimplicitly that
communicationgoesovera confidentialchannel.

Theauctionauthoritywill get to know thebid statisticsbut cannotbind themwith
the bidders.The sellerwill get to know only the minimal amountof information, � �
andthewinner(or all winnersif thereis a tie-break).If � and � donotcollude,neither� nor � candeviatefrom theprotocolwithout beingdetected.

In many situations,knowing bid statisticsmight not be very valuablefor � : First,
evenif theauthoritydoessell thestatisticsto thesellerof asubsequentauction,thenew
sellerwill mostprobablynot have exactly thesamesetof bidders.Second,if � would
usedesignatedverifier signatures(with verifier � ), � would beunableto convincethe
new sellerthatheis actuallysellingcorrectdata,unlesscarefullybuilding upreputation
of a“honestcheater”.However, suchareputationis unlikely to stayhiddenfrom bidders
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Protocol3 Thehomomorphicauctionscheme.
BIDDING PHASE

1. Bidder Z encodesandencryptshis bid [e\ by using � ’s public key, ýe\4!x' o �)�zy - , ÿ�\=� , signs
it, andsends�
ý�\ 0 ]Y^i_ \ �
ý�\2��� to � . Bidder Z provesto � that thebid is correctlycomputedby
performinga proof for 5F6��
ý \ !8' o �)� 9 ,<; �>=ç�H?A{M2l�ª
+��� .

2. � doesthe following: Verify the signaturesandcomplainif necessary. Let ý;úb| \ ý \ !' o �t� \ �zy - , � \ ÿ�\=�
!}' o �t���Éù � � � , � \ ÿ�\=� , ~°ú � ý��h� \g� � for randompermutation� ,� ú(���H~ë� and a+!8]Y^`_hcÒ� � 0 ý+� . Send~ to all bidders.Post �
ý 0 a�� .
3. For all Z , bidder Z verifiesthat ý \ @T~ , ý�!�|�� f)��� ý�n and a+!M]Y^`_ c � � 0 ~ë� .

BID OPENING PHASE

1. � obtains �
ý 0 a�� andverifiesthesignaturea .
2. After that, � decryptsý , obtainsû��o�
ý+��! ��� ù � � � andthencomputesthesecondhigh-

est bid � � and a bit �p� �q�k�g�e�l� , suchthat �p� �����g�e� �K!�
 if f thereis a tie-break.He sends�m� � 0 �p� �q�k�g�e�l�+� , togetherwith his signaturea:!M]Y^`_ o¡�m� � 0 ��� ���k�g�e�l�þ� , to � .
3. � verifies a .
4. � proves to � that the pair �m� ��0 �p� �����g�e� �U� is correctly computed.(SeeSection4 for the

correspondingproof.)
5. � publishes� � onanauthenticatedmediumtogetherwith � ’sandhis own signatures.
6. Bidderscannow participatein the confirmationphasewith � . If ��� ���k�g�e�l��! � , thebidder

who confirmsthat he bid morethan � � will be the winner. If �p� �����g�e� �J!Å
 , a previously
announcedrule (for example,theequalprobabilityrule) is usedto determinethewinner.

for extendedperiodsof time. Third, even if it is impossibleto verify for surewhether� abusesthebid statistics,but tooobviousabuseswill certainlybenoticedandruin his
reputation.

Theconfirmationstepis optional,sincetheproof of step4 alreadyshows that � �
is correctlycomputed.Thehighestbidderhasto participatein theconfirmationphase
to claim the item. However, if hedoesnot, onecanapplya mandatoryprotocolwhere
everybidderhaseitherto confirmor revokethatheis eligible to win.

6 Refinementsto Our Auction Schemes

Using a prime & . If & is a prime, the rangeproofs in exponentscanbe madecon-
siderablyshorterasshown in [Lip01]. Without going into moredetails,we notethata
noninteractive versionof this proof haslength �eÃz��Ãå>Åw
587�9 � { ] { | > Ä�p� 587�9 � ´ bytes.
Now, restricting& to beaprimeis nota big obstaclein ourauctionscheme.Really, by
theprimenumbertheorem,theaveragegap �ë* � � ·C�ë* betweentwo consequentprimes
lessthan � is .0/D587�9 � ��: . In particular, the largestprimegapbetweenprimeslessthan�k�epzp is ��� . Thus,thesellerhasto introduceapproximately.0/=5y7z9 � &;: dummybidders
thatdo not actuallyparticipatein theauction.

Extensionto /=<¸>ð�k: stpriceauctions.Vickrey auctionmechanismcanbegeneralized
to the /D<�>��A: st priceauctionmechanism,where < copiesof thesameitem aregiven
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to < highestbiddersfor the /D<4> �k: sthighestbid. The /D<4> �k: stpriceauctionscheme
is a direct incentive-compatiblemechanism[Vic61]. A trivial modificationto our ho-
momorphicauctionschemeresultsin a /=<4>­�A: stpriceauctionschemewith additional
communicationof about /D<4·���:ë3�/Q~l>�êH: bits,whereêoï@�q/Q~l> Ù O�>�ír}!>$s4:N5y7z9 � 1
is thelengthof therangeproof in exponentsfrom Section4. Briefly, this modification
consistsof changingProtocol1 sothatinsteadof proving that T(X /QV6:m#@&�� � >0&�� Î >T�
with � � �i� � and �l î&�� Î � � , � provesthat T0X /=V6:o# À �*yÁ � &�� - >°&�� Î >N� with
� * �x� � and �Ø x&�� Î � � . On the otherhand,if we assumethat & is a prime then
usually ê0ïØ� KB. Theonly previoussecure/=<�>Ø�A: st-priceauctionschemesthatwe
areawareof by Kikuchi [Kik01] andby Naor, PinkasandSumner[NPS99]. In thelatter
scheme,circuit for the < th priceauctionsis about <Ø5y7z9 � 1 timesbiggerthancircuit
for thefirst priceauctions[Pin01].

Thresholding. It is possibleto distribute � and/or � usingthe thresholdtrust model.
For example,whentruston � is distributedin a way wherebid statisticswill only be
leakedif at least ����� rd of the � -serversarefaulty thenin thehomomorphicschemethe
thresholded� doesnot have to provethat � � wascorrectlycomputed.This introduces
a new interestingbipartite thresholdtrust model, wheresomeof the functionality is
controlledby oneset � of servers(operatedby oneor moreparties),while someother
functionalityis controlledby anotherset � of servers(operatedby oneor moreparties,
independentfrom thepartieswhooperatetheset � ). Serversets� and � checkthatthe
othersetbehavescorrectly. Ourauctionschemesstaysecureunlesssignificantfractions
of both � and � cheat.We feel that this bipartitethresholdtrust modelmight alsobe
interestingin many otherapplications,likee-voting.

Reducingtheinfluenceof collusions. Let � bea securecommitmentscheme;in prac-
tice onemay assumethat � is a hashfunction. Damagecausedby colluding � and� canbereducedin bothof our auctionschemeswhenthebiddersfirst senda signed
commitmentto their bid to � , who thenbroadcastsall commitmentstogetherwith his
signatureon the tupleof commitments.Only after that,actualencryptedbidsaresent
to � .

Whenthis “meta-scheme”is employed,an auctionwill staycorrecteven when �
and � collude.The only usefrom the colluding is that then � and � will obtainad-
ditional information:Namely, they will be ableto connectevery bidderwith his bid.
However, they will not be ableto artificially raise � � or declarea falsewinner. The
samesimplebut very usefulmethodworks in conjunctionwith almostevery auction
(andvoting)scheme.

Therearethreescenarioshow thismeta-schemeitself couldbeabused.First,abid-
der cancheatby sendinga commitmentbut thenrefusingto sendthe bid. However,
sincethe commitmentsaresignedthe offendingbidder is identifiablein somesense.
Second,colluding � and � candeletesomebidsthatarenot to their liking, arguingthat
thecorrespondingencryptedbid wasnot submitted.However, in this casecorrespond-
ing bidderscanprove by showing their bids that � (and � ) werefaulty. Third, � and� canarrangea shill to submita very low fake bid. If thentheresultsarenot to their
liking, they canclaim that theshill failedto sendtheencryption.However, this shill is
againidentifiable.Hence,this concernmight not beveryseriousespeciallyin thelocal
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electronicauctions.(A moregeneralsolutionwould be to usea fair exchangeinstead
of receiptsduringthebid commitment.)

Avoiding replayattacks. Becauseof the relianceon homomorphism,encryptedbids
cannotcontainany otherinformationbut &;' - . Thisopensup cut-and-pasteattacksthat
maycompromisebid privacy. As asimpleexample,acrooksellerthatwantsto find the
highestbid in anauctioncouldreplaythewinningbid, alongwith abunchof zerobids
andoneartificially high bid �g#Ø1i·­� to � .

Replayattackscanbeavoidedby onceagainusingthecoin-extractabilityproperty
of thecryptosystem,asfarastherandomcoins [ * arenot revealedto theseller. Namely,
accompany eachbid with R+� / ñ+õ öd���Söl��ñUò ��� ò   Zb[ * : , where [ * is the samecoin that was
usedto encryptthe bid, and ñ+õ öd���Söl��ñUò ��� ò   is guaranteedto beunique(i.e, something
that � candetectin caseof a replay).

Preferably ñ+õ
öd�k�Uöl�+ñUò �>� ò   shouldalso containa commitmentof auctionparame-
ters.For example,ñ+õ öd���Söl��ñUò ��� ò   canbecomputedas ��/ öd¡���ñUò ��� öl h¢Aóeõ8ñUò �bó £oó �kñ : whereöd¡���ñUò ��� öl h¢Aóeõ8ñUò �bó £oó �kñ includesall relevantdetailsabouttheauction(e.g.,sellername,
sequencenumberaddedby seller, auctionmechanism,deadlines,etc.).Sincethis is the
only communicationchannel(for arbitrarydata)from biddersto theauctionauthority,
it shouldbeusedto sendall security-criticalinformation.For example,in theabsence
of sucha communicationbetweenbiddersand � , � couldadvertisea Vickrey auction
to thebidders,but tell � thatit is a first-priceauction.

Avoiding replayattacks in e-votingschemes.Similar cut-and-pastereplayattackscan
beappliedto thevoting schemesthatbaseon homomorphiccryptosystems.Hereone
canuseexactly the samesolutionas in the previous paragraphs.Even if replayingis
hardto mountto voting systems,our proposeddefencemechanismsaresosimplethat
onemightconsiderusingthem.

7 Discussion

Local electronic auctions. In local electronic auctions, the biddersare physically
presentat anauctionhouse,andparticipatevia a local wirelessnetwork by usingsome
mobile devices for computations.Local online auctionshave somespecificpositive
propertiesthat simplify their organizationanddecreasethe trust requirements.First,
dueto the locality assumption,thebidderscancloselyexaminethegoodsbeforethey
decideto bid. Similarly, thewinning bidderis physicallypresentandpaymentcanbe
enforcedasin traditionalauctions.Hence,thetwo mostcommonsourceof complaints
aboutInternetauctionsareavoided.Second,we canassumehigh bandwidthcapacity
andsufficiently reliablecommunicationsbetweenthesellerandthebidders.In partic-
ular, the audienceis captive: Bidderswill stayavailable.Therefore,a multiple-round
auctionis not a problem.

Our auctionschemesweredesignedwith local electronicauctionsin mind though
not solelyfor them.Partially dueto theseremarks,we have assumedthat law enforce-
ment is out of the scopeof the currentpaper:It is certainly easyto enforcecorrect
behaviour in local auctions,but in remoteauctionsonemustuseadditionalprotocols
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Table1. Examplevaluesof maximumpossible� and 2 for somecommoncardinalitiesof mes-
sagespaces.In general,agreater§ ¨©§ meansthateitherhighersecurityparameterhasto beused,
or thebid shouldconsistof severalencryptions.“ · ” meansthatthenumberof possiblebidders
far exceedsthepopulationof Earth,andis hencevirtually unlimited.

thatarenotdescribedin this paper, e.g.,punishbidderswho refuseto co-operatein the
confirmationphase.

Moreover, in localelectronicauctionsthebidderandthesellerarein thesameroom
or at leastbuilding, while the authoritymight be kilometersaway. The sameauthor-
ity might be involved in many otherauctionsin parallel.This observation motivated
us to prioritize the seller-authoritycommunicationcomplexity over the seller-bidders
communicationcomplexity.

Limitation on thenumberof valuations. A disadvantageof thehomomorphicscheme
from Section5.2is thatthenumberof differentvaluationsis small.Namely, if theplain-
text messagespaceis ] thenthemaximumnumberof valuations1 andthemaximum
numberof bidders& areboundedby 1�3k587�9 � &% i5y7z9 � { ] { . While onecanincrease
thesizeof messagespace,doingthis will greatlyincreasethecomputationalcomplex-
ity of the homomorphicscheme,with 5y7z9 � { ] { #���pd¸�� beingalmostthe limit with
thecurrentcomputationaltechnology. Still, it meansthat for smaller 1 , thenumberof
biddersis almostunlimited,asseenfrom Table1.

We feel thatchoice 1%ï Ù p�p is sufficient in mostof theauctions.For example,in
anauctionof asecond-handitem,thebid ��f�± p F 1 µ couldcorrespondto theprice Äw �£� ,where � is theoriginal priceof thesolditem.A priceincreaseof ��¹ of � seemsto be
sufficiently precise.Moreover, themappingbetweenthebidsandactualpricesdoesnot
haveto belinear, it only hasto bestrictly monotonicandpublicly known. In particular,
onemight usehigherprecisionwith large bids thanwith small bids. The fact that in
our schemetheremight bemorebiddersthanavailablebid optionsshouldnot bea big
concern.(Similarencodingwasusedin [DJ01] in thecontext of electronicvotingwhere1 —thenumberof candidates—isusuallymuchlessthan

Ù pzp .)
8 Comparison to Naor-Pinkas-SumnerScheme

We will next comparethehomomorphicschemefrom Section5.2 to theNaor-Pinkas-
Sumnerscheme[NPS99], theonly previouscryptographicVickrey auctionschemethat
doesnot rely on thethresholdtrust.

In our scheme,� receivesmoreinformationthanin [NPS99]. On the otherhand,
detectingmisbehavior by the auctionauthority � is considerablymore complicated
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in [NPS99]. Basically, to catcha cheatingauthoritywith probability �Y·�� á � , theoff-
line complexity in their schemewill increase< times,comparedto thebasicscheme.
In thehomomorphicscheme,theactionsof � areverifiable;verifiability canbeomitted
but this woulddecreasetheinteractiononly by a half.

First,theoff-line communicationcomplexity of Naor-Pinkas-Sumnerscheme(with-
out applyingthe cut-and-choosemethod)is �zp�pz&�3�587�9 � 1 bytes,the on-linecommu-
nicationcomplexity betweenthe serversis about &£O©3�5y7z9 � 1 andthe communication
complexity of eachbidderis .0/DOm3k587�9 � 1È: . This makesthetotal communicationover-
headof theauctioneerto be .0/=&ÈO¢3H5y7z9 � 1;: .

In the homomorphicscheme,without the confirmationphase,bidders’solecom-
municationwith � consistsof oneencryptionanda proof of bid correctnessthat takes
together/Q~­> Ù O >!íz}�>ls4:pº0/=5y7z9 � 1£: bits,andrequires.0/D587�9 � 1£: encryptions.If &
is aprimethena constantnumberof encryptionsandcommunicationof .0/Q1i3+587�9 � &(:
bitssuffices.Confirmationphasehasthesamecomplexity. Therefore,thetotalcommu-
nicationbetweentheauctioneerandthebiddersis .0/Q&;1î365y7z9 � &(: .

As motivatedin Section7, our primary concernas regardscommunicationcom-
plexity is the communicationbetween� and � that is dominatedby the noninterac-
tive proof that /=� � F�ñUò ó�ôeõ8ókör÷ : was correctly calculated.When & is a prime then the
asymptoticseller-authority communicationcomplexity will be .0/Q1x3z587�9 � &(: that is
closeto optimal for large-scaleauctions.We will next give a comparisonof theseller-
authoritycommunicationcomplexity for someconcretevaluesof & and 1 . We will
usethe Damg̊ard-Jurikcryptosystem,where }"Â"~»Â ��� �� s . We will supposethats #B�Hpr��í andchoose� as � ã w=1i3H5y7z9 � &0��s | . We will alsoassumethat O£#}»zp
and that 1 fxÓk�zp�p F Ù pzpNÔ . For thesespecialcases,efficiency comparisonof the ho-
momorphicschemefrom Section5.2 with the Naor-Pinkas-Sumnerscheme[NPS99]
is presentedin Table2. (For thehomomorphicscheme,this tableshows thecombined
total lengthof a rangeproof anda rangeproof in exponents,sincebothareusedin the
correctnessproof. This tablealsopresentstwo versionsof the homomorphicscheme,
onethatworkswith a generic& andanotheronewhichworksonly with a prime & .)

As seenfrom Table2, if &è¹ Ù p thentheseller-authorityinteractionin theprime-& homomorphicschemeis lessthan �zpz1�3�5y7z9 � & bytes.The prime-& homomorphic
schemeand the Naor-Pinkasschemehave roughly equalcommunicationcomplexity
for small-scaleauctions.On theotherhand,theprime-& versionof thehomomorphic
schemeis at least �kp (resp.,at least �Hp�p ) timesmorecommunication-efficient thanthe
Naor-Pinkas-Sumnerschemein medium-scaleauctions(resp.,in large-scaleauctions).
The differencein interactionwill be even greaterwhenthe cut-and-choosemethodis
appliedto theNaor-Pinkas-Sumnerscheme.

Finally, note that in our scheme,the computationsof the seller consistof a few
exponentiationspereverybidderanda few exponentiationswhencommunicatingwith
the authority. Every bidder hasto do a few exponentiations.On the other hand,the
computationalcomplexity of theauthorityis somewhathigherdueto theuseof a range
proof; howeverrangeproofsfrom [Lip01] seemto provideanadequateefficiency.
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Table2. Communicationefficiency of thehomomorphicscheme(for bothgeneric� andaprime
� ) andtheNaor-Pinkas-Sumnerscheme[NPS99]for 2½@ � «��k� 0 ­q�k� � andvarying � . Theproof
lengthsaregivenin kilobytes.In thecaseof our schemewealsomentionthesizeof ¼ .

9 Conclusions

We proposedtwo differentauctionschemesthat work in a settingwithout threshold
trustandarepracticalfor a largenumberof bidders.In bothschemeswe haveanseller� andanauctionauthority � thatareassumednot to collude.In thesecond,homomor-
phic, schemewe embedmany bids in oneencryption.This allows thecommunication
complexity to bereducedsubstantially.

The homomorphicschemeachieves,especiallycomparedto [NPS99], (1) Similar
level of securityfor otherpartiesw.r.t. selleror bidders;(2) Verifiability of � duringthe
protocolexecution: � canchangethe outcomeof auctionsonly whencolluding with� ; (4) Both bidder-sellerandseller-authoritycommunicationcomplexitiesarereduced
to .0/Q1¸3�5y7z9 � &(: bits with a moderate-sizehiddenconstantin the . -expression.This
makesit possibleto useourauctionschemein large-scaleauctions.

Ontheotherhand,themaindrawbacksof ourschemeare(1) Somewhatlower level
of confidentialityfor otherpartiesw.r.t. auctionauthority;and(2) Limited numberof
possiblebids.However, asarguedbefore,bothdrawbacksmight not bethatserious.In
particular, we feel thatscalabilityin thenumberof possiblebiddersis moreimportant
thanin the numberof possiblebids.Finally, notethat thehomomorphicschemefrom
Section5.2 canbe usedasa backbonefor voting scheme,modulothe changethat � ,
insteadof sendingback /=� ��F�ñUò ó�ôeõ8ókör÷ : andproving its correctness,justsendsback U #TT� /QV6: togetherwith a proofof correctdecryption.

Acknowledgmentsand Further Work

The first authorwaspartially supportedby Nokia Research.We would like to thank
IvanDamg̊ardfor pointingout their new rangeproof in exponents[DJN] andfor com-
mentson Section4, andBenny Pinkasfor usefuldiscussionsandcomments.We were
recentlyreportedby theauthorof [Lip01] thatthereexistsa reallyefficient rangeproof
in exponentsalsoif onedoesnot assumethat & is a prime.

Fromtheefficiency pointof view, ourauctionschemeis aninterestingcomplement
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.0/Q1�3H587�9 � &;: ascomparedto .0/Q&�3k5y7z9 � 1;: (with a considerablysmallerconstantin
thebig-. expression).It would beinterestingto find a secureVickrey auctionscheme
without thresholdtrustwherethecommunicationcomplexity is polylogarithmicin both& and 1 . It would alsobeinterestingto know how to avoid � gettingto know thebid
statisticswithoutusingthresholdtrust.
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