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1 Introduction

Any keydream gengators for precticd dream cdpher  goplications can gengdly be
represented as an autonomous finite-state mechine whose initid date and possbly next-dtate and
output functions as well are secret key dependent. Many keystream generators proposed in the
literature congs of possbly cocked linear feedback shift regigers (LFSR) that are combined by a
function without or with memory. On of these generators, known as Veda2M, has been publicized
and described in [1]. Vesta2M iswiddy used in commerdd productsin Russa[3].

In this paper the security of Vesta-2M is invedigated. Cryptandytic dgorithm is developed
for a known plantext attack where only a samdl segment of plaintext is assumed to be known. The
complexity the attack is edimated the time of searching through the square root of dl possble initid
dates. However, this gill poses no threat to Vesta-2M in practicd applications.

The paper is organized as follows In section 2 we give a description of Veta-2M. In section 3
we discuss an dtack on a smplified verson of Veda-2M. Section 4 describes atacks on the full
Vesa-2M. We condudein section 5.

2 Description of Vesta-2M

Details of Veda-2M aregivenin Figure 1.

Let p be aprime number of the order 2° and {Xi } be alinear recurrent sequence stisfying
=0

X3+ :Xi'xi+1;(m0d p) 1)
The characterigtic polynomid of this sequenceis
)= 4+x0-1 2)
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Fig.1. Vesta—2M

L e OJ GF(p)

f(x)=x3+x10-1

{Xi}
mod 216
{Vvi}
{7} v
Cdculae W, V;, =1, 2..., asfollows
Wi= 1t(Wi-1)+Xi-1+20 (mod 2'°) ©)
Vi= Vir+Xiq (mod 2'9). (4)

Let e 8216 be a permutation of bits of a binary representation of numbers W, in the

inverseorder,i.e 0« 15,..,7 < 8.

Compute
U =WV, (6)
Here, @ isexdusve Or (XOR) operdtion.
Represent U; asfallows
Ui = Ui(o) + 28 Ui(l), (7)
Compute the output sequence i, iI=1,2,3,..., asfollows:
Yi = Ui(o) + Ui_l(l) (mod 28) = Ui(0)+Ui_1(1)-(5i-28, (8)

wherei=1,2,3,..., and i€ {0,1} isacary hit.

A key of Vesta-2M conggts of vaues X, X1,..., X3o and Uy, Wo, Vo.



3 Attack on Vesta-2M without the permutation.

In this section we describe aknown plaintext attack on Vesta: 2M without permutation 7.
We begin with definitions. Here and the rest of the paper we keep to them.

Let{ z(9,.....z(", 209,..., 29 beabinary representation of Z, where Z=X, p, Vi, U;, Wi.
Let & (j) be a cary bit inj bit of Vi =Vi.1+X; (mod 2°) and &" (j) be a carry bit in j bit of W =
1t(Wi-1)+Xi-1+20 (Mod 216).
Let
SP()= [ L if (Xi+p&irar) (Mod 2H)< Xiugo (Mod 271

{ 0, if (Xi+p&irar) (Mod2/™) > Xi+10 (mod 271
Then X;+31 iSrepresented asfollows

Xi+31= Xi- Xi+10tP-&j+31.

Let

Eiva1 = 1, if Xi<Xi+10
0, if Xi>Xi+10

Let 8i+31" (j) beacary bitinj bit of X; + p-&i+a1 (mod 21°).
The atack is based on following propogtions.

Propostion 1
If we know Xo(mod 28), X1(mod 29)......., Xso(mod 28) and Vo(mod 2), Up(mod 28), Wo(mod 28),
then

U.1P=v-U© (mod 2),
wherei=1...29,
Proof.
From (3), (4) and (5) we get

Wi= Wi.1+Xi+20 (Mod 2),

Vi= Vi.1+X; (mod 2°),
U@ =(W; mod 22)® Vi(mod 2).
From (8) we have
Ui1®=7-U® (mod 28). ©)

wherei=1...29.

Propostion 2
{© =(Wo+Xo+Xq+....+ Xia+X; (mod 2) ) @ (Vot+ Xo+Xa+....+ Xis+Xi (mod 28) ).
Proof.
Redly, from (3), (4) and (5) we obtain
Ui@= Wi@Vi =(Wi.1+ X (mod 28) ) @ ( Vi.i+ Xivzo (Mod 28) )=...= (Wo+ Xo+ Xo+....+ X1+
Xi(mod 2) ) @ ( Vo+Xot+Xa+....+ Xia+X (mod 2) ).



Propostion3 _ _ _ _ _
u? = (V¥ ®xV® 0 @ %0 @....® XD, (j) B3, (j)... ®8i1Y () ®8 (7)) WY ® X0V
%19 @ 3050 @.....® X180 @8, (j) @& (j)... ®51.1" () ©&" ()

Proof.

From (3), (4) and (5) we have . _ _ _

u? =u¥ @ wh=(u10® x 10 @§" () ®Wi 1@ xi+18" @™ (j))= W2V @ %1V ® & () @5 (}))
®Wi2" @ x41M® §" () @51 ())=...= (V" ®@xVD 3V @ 3V @... @ x.1V®5," (j) @5, (j)... ®
8i-1Y () @5 (1)) @Wol @ 300V® 3010 ® %00 @ ... D %1+10P @8,V (j) ©82"(j)... ®S.1" (j) ®&;"(j)).

Propostion4 _ _

u? = yloule... dy. Veu.? @Y () ®8i1" ()®... 82'()®8:'()®&"() ®5i.1"() ... B52"(j)
®31" (j) @ %19 @ %4200 (10

Proof.

From (3&, (4) and (5) we obtain. _ _ .

u? = v ® w=(v.19% X190 @8 () BWi-19® x+10? B ())=u1? @& (j) @5i-1'()DS"() ®
8i-1w(j) @ Xi-l(J) @ )Q+19(J) == U]_(J)@UZ(J)@. . _@U-ZU)@H-;L(J) ®8iv (J) ®8i-1v (_l)® . 82V(j)®8lv(j)®6iw(j)
@51.1"() ®... ©5,"(j) 81" () ® %19 ® Xi410".

Remark 1
Le U= ylsul... @uVou? @8Y () @81 ()®... 82'()® 8:()®5"() ®8.1"() &... ®
52"() @ 8, (j) du .
Then we can rewrite (10) asfollows _ _ _
%10 @ x,1000= CO) (11)

Propogtion 5
If weknow {xo92,..., %O}, {x15,..., xa @}, {90, %O .. { %o, xa0 @}, thenwecan
determine X+31"’ by o _ _
%i+31=xVDxi+1VD 81431 () @E 31 (Sisar* () pW).
Proof. _ _ . _ _
Notethat (Xi+p&i+ar )P = %VD &isar® ()® &a1-PV= XV Eirar(Sivar* ()@ pD).
If (Xi+p-&ivz1 ) (Mod 2"Y< Xis10 (mod 271), then

%3 P=x 00,10 198431 (Sivar* ()@ D).
If (Xi+p-Eiva1) (Mod 21 > X410 (Mod 271), then _
X431 =XV ®% +100DE; 31- (Si+ar* ()@ pY).
Therefore, _ _ _ ,
% +310=x00% 1 16"® §431°()BE a1 (St ()@ pW).

Remark 2 , _ _
If weknow {xo!™,..., x93, {x19,..., x1 @} {0 . xO. { X007, .. x30l?} and Vo, W, Eay,
E30,..., Eso, then we can compute{ G}, wherek=1.. j, i=0..50, and {&* (j)}, {&" (j)}.



Theorem 1

If Weknow{xo(j'l),. . Xo(o)},{Xl(j-l),. vy X1(0)},{X2(j-1),. . Xz(o)} yens ,{ X3o(j-1),. . X30(0)} , <t.',31, &32,. vy &,50
and Vo, W, then we can detamine{xso,..., 0!’ } from the fallowing system of linear equations

x20® @ x0= G0

¥, @ 3 = 0

%200 @ yol)= C30)

Xeoi0 @ ¥0= Gy ®), when i<31

xs0)) @ xoV=Cpy ¥ _ (12)
Xo(J_)@Xlo(J_)@ X11(J_)= C12(J_) ®831P())DE31-(831* ()@ p(J_)?
Xl(J)@Xll(J)@ X12(J): C13(J) @&ZDG) @3232‘(532XG)@ p(J )

x510% 2100 % 2= G.a®) BEP()@E: (5 ()@ V), when 30<i<5L
x100@xe80® xe00)= Coal) @3scP (j)BEs0: (350 () p)

The proof is followed from propostion 4, propogtion 5, remark 1 and remark 2.
Attack on Vesta-2M without rt.

The method of recovering of akey consgts of the following Sages

For these vaues we do.

1. Guess{xo”, xo@,..., %@}, {17, %@, ..., xd D}, {xa0'”, %a0@, ..., xa0%}.
2. Guess Vo, Wo.

3. Gue$<t331, &32,..., &50.

Letj=8.

a) JUsing proposition 1, we determine{ U™}, i=1...52. _

b) Using proposition 4, remark 1 and remark 2 we determine { C;%} and {&;* (j)} i=1..52.

o) {xao",..., x0V} are determined from (12).

d) If j<15thenj=j+1.

e) We execute untwigting of the cryptosystem on necessary length of an output sequence for
exdugon of fase variants of the key.

Let us estimate the complexity of the method.

In the describing attack we guess Xo (mod 28), Xa(mod 2), ..., Xao(mod 28) and Vo, Uo, Wo.

We may assume that the probahility distributionsof Vo, Uy, Wo, Xa(mod 28), ..., Wao(mod 2) are
uniform.

Therefor

P{ V():Vo cor) , Wo:Wo(Cor), Uo:UO(Oor), {&31, &,32,. vy 5_,50} , {Xo(7), . ,Xo(o)} = Xo(cor) (mod 28), veey
{x30,... X30 D} = X3 (mod 2°) }= 1/2103.1/2"31.1/220 ~1/2%76,

Thus, the complexity of this attack is approximatdly 227 Note that the complexity of the brute force
attack is equal to 2°%.



4 A Known Plaintext Attack on the Vesta-2M Stream Cipher

In this section we describe the method of recovering of akey of full Vesta-2M. The attack is based
on following propositions

Propostion 6
If we know Wi (mod 2°) and Wis1 (mod 2°), then we can determine X 2o(mod 28).
Proof.
Redly, from (3) weobtain Wis1= 1(W;)+Xi+20 (mod 2'°).
Then Wiss= 1t(Wi)+Xi+20 (mod 2°). Therefore
Xi+20(mod 22)=Wi+1-m(Wi) (mod 25).

Propostion 7

If we know Wo(mod 2), Wi(mod 2),..., Wez(mod 2) and the bits Ea1, Eaa,..., Eso, then we can
determine Xo(mod 28), X1(mod 2°) ,..., Xso(mod 28).

Proof.

Redly, from proposition 6 we get Xyo(mod 28), Xoi(mod 28).., Xao(mod 28), Xazi(mod 29),
Xao(mod 2, ... Xso(mod 28).

Note that Xi+31= Xi- Xi+10+p-i+31, then Xj+z2(mod 28):( Xi- Xi+10+p-Ei+31)(Mod 28)
Therefore,

( Xi) (mod 2)=Xi+31+Xi+10 -P&isa1 (Mod 2°).

This means thet _ .

Xi(J) = Xi+31(1) @X@+1o(1)@ 81+31°())DE 31 (8i+31° ()@ p(‘)) , Where=0...8.

We obtan

( X19) (mod 28)=Xg+Xs0 -p-Eso (mad 2)

( X18) (Mod 22)=Xog+Xa9 -p-E49 (Mod 2°)

( X17) (mod 22)=X27+Xag -p-Eas (mod 2°)

( X16) (Mod 28)=X6+Xa7 -p-Ea7 (mod 2

( X15) (Mod 2)=Xaz5+X46 -p-Ea6 (Mod 2)

( X14) (Mod 28)=X24+Xas -p-Eas (Mod 2°)

( X13) (Mod 22)=Xo3+X44 -p-E44 (Mod 2)

( XlZ) (mod 28):X22+X43 -p-§43 (mod 28)

( X3) (mod 2°)=Xa5+Xa4 -p-Ea4 (Mod 2)

( X2) (mod 28)=X12+X33 -p-Eas (Mod 2)

( X1) (mod 28)=X11+X32 -p-E3 (Mod 2)

( Xo) (mod 28)=X;¢+X31 -p-&s1 (Mod 2°)

Consequently, we determine Xo(mod 28), Xy(mod 2°) ..., Xao(mod 25).

Propostion 8
If we know Xo(mod 2%), Xy(mod 28), Xo(mod 28),.., Xao(mod 2%), Vi(mod 2%), W(mod &) and
Wo(mod 2), Wa(mod 2°),...., Way(mod 2°), then we can determine by
Ui-l(l): 'Yi-Ui(O) (mod 28),
wherei=1...31.
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Proof.
Note that we know Xo(mod 28), X1(mod 28), Xa(mod 28),.., Xso(mod 28), Vo(mod 28), Wo(mod 2).
From (3), (4) and (5) we get
VVi+1— )+X| +20 (mOd 28)
Visg= Vi#X; (mod 2)= (Vo+ Xo+Xo+....+ Xi.1+% (mod 29))
Ui©@ = (Wi mod 22)® Vi(mod 28)
From (8) we obtain
U= v-U (mod 2),
wherei=1...31.

Proposition 9

If we know Xo(mod 2), Xi(mod 2), Xz(mod 2),.., Xso(mod 2), Vo(mod 2), Up(mod 2) and
Wo(mod 2), Wi(mod 2),..., Way(mod 2), then we can determine Wo(mod 2*%), Wy(mod 2*%) | .
W30(m0d 2J+ )

Proof.
Redlly, from _ _ _

Wit =Wl @ X420V 8i41"(j).
we get . . .

Wi = Wi O @ xi120"® 5141"(),
where i=0..29.

Propodtion 10

If we know Xo(mod 2), Xl(mod 2y, Xo(mod 2),.., Xzo(mod 2) and Up(mod 2) Wp(mod 2*1)
Wi (mod 2" 1) . Waz(mod 2'%), Vo(mod 2*1), then we can determine Xo(mod 2*2), Xy(mod 2*), ...
X3o(m0d2 )

Proof. . . . . . .

Note that from proposition 8 we get u*™? = v;0*9 @ w; 0™V then v0*d = 40D @ W™D,

From

Vi(j+1) — Vi-l(j+l) ) )Q-10+1)®av (j+1):(\/0(j+l) ® )Q)(j+1)@ X1(j+1) ® X2(j+1) ®....® Xi-j_(j+l)®81\/ (j+1)®
32 (j+1)... ®3.1" (+1) @& (j+1))

we obtain

Xo(j+l) — Vo(j+l) ) Vl(j+l) @81\/ (J+1)

X107 =1 0D @ v @Y (j+1)

X2(j+1) :Vz(j+1) @ VS(j+1) @63\/ (_|+1)

L R

X200 = v2ol*D @ vg01™ @830" (j+1)

X300 = v301™) @ vy I @851 (j+1) _
Therefore, we determine Xo(mod 2*%), Xy (mod 23, ..., Xao(mod 2*1).



Attack on Vesta-2M

The method of recovering of the key consgts of the following stages.
1. Weguess W (mod 2), Wi(mod 2°),...,Wso(mod 20).

2. WeguessVy, Uy, Wa;.

3. Weguess &z, E32,..., Eso.

For these vaues we do.

a) Using proposition 7, we calculate Xo(mod 28), X1(mod 28) ..., Xao(mod 2°)

b) Using proposition 8, we cdculate{ UiV}, wherei=1..31.
Let j=9.

0) Usinjg proposition 9, we determine values of the bits {wsol*™?, ..., woU*P} .

d) Using proposition 10, we determine values of the bits{xso0*?,..., xo0*D} .

e) If j<15thenj=j+1.

f) We execute untwiding of the cryptosysem on necessay length of an output sequence for
exduson of fase variants of the key.

Let us edimate the complexity of the method.

In the describing attack we guess Wo (mod 2°), Wa(mod 2°),..., Wao(mod 2% and Vo, Uo, Wai.

We may assume that the probibility distributions of Vo, Un, Waz, Wi(mod 2°), ..., Wag(mod 2°) are
uniform.

Therefor

P{Vo=Vd®, Wai=Wa1®, =, {&a1, Ean,..., Esal, {Wo®,..., W@} = Wo™(mod 2), ...,
{w30®,... wz0 @} = W3 (mod 2£) } = 1/21628.1/2%31.1/220~1/25%°,

Thus, the complexity of this attack is approximately 2>*8 Note that the complexity of the brute force

atack is equa to 2542,

5 Conclusion

We have demondrated severd cryptandytic dgorithms on the Veda2M stream cipher. The
dgorithms try to deduce the initid date in a known plaintext atack. The dgorithms find the correct
initid date udng only a samdl ssgment of known plaintext. We demondrated the importance of the
permutation it in Vesta:2M and desaribed the attack based on linear gpproximetions.

The complexities of the attacks were gpproximated to be less than time of searching through

the square root of dl possble initid sates However, Vesta-2M remains a secure cipher for practicd
goplications.
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