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Abstract

We considerthe usageof forward securitywith thresholdsignatureschemesThis meanghateven
if morethanthethresholdnumberof playersarecompromisedsomesecurityremainsiit is not possible
to forgesignatureselatingto the past.

In this paper we describethe first forward-secue thresholdsignatureschemesvhoseparameters
(otherthan signing or verifying time) do not vary in length with the numberof time periodsin the
scheme.Both are thresholdversionsof the Bellare-Minerforward-securesignatureschemewhich is
Fiat-Shamirbased.Oneschemeusesmultiplicative secretsharing,andtoleratesmobile eavesdropping
adwersaries.The secondschemds basedon polynomialsecretsharing,andwe prove it forward-secure
basedon the securityof the Bellare-Minerscheme.We then sketch modificationswhich would allow
this schemeo toleratemaliciousadwersaries Finally, we give several generalconstructionsvhich add
forwardsecurityto ary existing thresholdscheme.
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1 Intr oduction

Exposureof asecrekey for “non-cryptographit reasons—suchascompromiseof theunderlyingmachine
or system humanerror, or insiderattacks—is, in practice,the greatesthreatto mary cryptographicpro-
tocols. The mostcommonlyproposedemedyis distribution of the secretkey acrossmultiple senersvia
secretsharing.For digital signaturesthe primitive we considerin this paper the maininstantiationof this
ideais thresholdsignaturescheme$l1]. Thesignaturds computedn adistributedway basedntheshares
of the secrekey, anda suficiently large setof senersmustbe compromisedn orderto obtainthe key and
generatesignatures.

Distribution of the key makesit harderfor an adwersaryto exposethe secretkey, but doesnot remove
this risk. Commonmodefailures—flaws that may be presentin the implementationof the protocol or
theoperatingsystembeingrun on all seners—imply thatbreakinginto severalmachinesnaynotbe much
harderthanbreakinginto one.Thus,it is realisticto assumehatevenadistributedsecrekey canbeexposed.

Proactve signaturesaddresghis to someextent, requiringall of the break-insto occurwithin alimited
time frame[17]. This againmakesthe adwersarys taskhardey but notimpossible.Oncea systemholeis
discorered,it canquite possiblybe exploited acrossvariousmachinesalmostsimultaneously

A commonprinciple of securityengineerings thatoneshouldnot rely on a singleline of defense We
suggesh secondine of defensdor thresholdsignatureschemesvhich canmitigatethe damagecausedy
completekey exposureandwe shawv how to provide it. Theideais to provide forward security

Forwardsecurityfor digital signatureschemesvassuggestethy [2], andsolutionsweredesignedn [3].
Theideais thatcompromisef the presensecresigningkey doesnotenableanadversaryto forgesignatures
pertainingto the past BellareandMiner [3] focuson thesingle-signesettingandachiere this goalthrough
the key evolution paradigm the userproducessignaturesusingdifferentsecretkeys during differenttime
periodswhile the public key remaindfixed. Startingfrom aninitial secrekey, theuser‘evolves”thecurrent
secretkey attheendof eachtime periodto obtainthe key to beusedin thenext. Shetheneraseshecurrent
secretkey to preventan adversarywho successfullybreaksinto the systemat a later time from obtaining
it. Thereforethe adwersarycanonly forge signaturefor documentgertainingto time periodsafter the
exposure put not before. Theintegrity of documentsignedbeforethe exposures left intact.

Combiningforward security and thresholdcryptographywill yield a schemethat can provide some
securityguaranteesvenif an adwersaryhastaken control of all senersand, asa result, hascompletely
exposedthe secret.In particular he cannotproducevalid signaturesasif they werelegitimately generated
beforethe break-in. The completeknowledgeof the secretsigningkey is uselesdor him with regardto
signaturegrom “the past”.

It is worth noting that historically forward-securesignatureschemesnd signatureschemesasedon
secretsharinghave beenviewed astwo differentalternatvesfor addressinghe sameproblem,namelythe
key exposureproblem. However, they do, in fact, provide complementarysecurity properties. Forward
securitypreventsan adwersaryfrom forging documentgertainingto the pastevenif heis ableto obtain
the currentsecretkey. Onthe otherhand,thresholdandproactve signatureschemesnake it harderfor an
adwersaryto learnthe secretkey altogether The crucialdistinctionbetweerthe two notionsis thatforward
security involves changingthe actual secet while a secretsharingschemedistributes the secretwhich
remainsunchanged throughouthe executionof the protocol. This is true for both thresholdand proactve
schemesln particular therefreshstepsperformedn aproactve schemeaupdatethe sharesof thesecretput
notthesecreitself. Thereforewithoutforwardsecurity if anadversaryever successfullybtainghissecret,
thevalidity of all documentsignedby thegroupcanbequestionedregardlesof whenthedocumentsvere
claimedto have beensigned. A relatedline of work dealswith partial key exposure,giving “n out of
n”-thresholdschemeswhereexposureof up to n-1 sharef a secretkey givesno information[8].

Furthermore pne canthink of the additionof forward securityto thresholdschemessa deterrento
attemptsat exposingthe key. Specifically in a forward-securescheme a stolenkey is lessusefulto an
adwersary(i.e. it cant help herforge pastsignaturesthanin a non-fornard-secureschemesinceit only
yields the ability to generatesignaturesn the future. In fact, astime progressesthe potentialbenefitsof



exposingthe key atthe currenttime dwindle, sincetherearefewer time periodsin which it cangeneratea
signature Thus,anadwersarys “cost-benefitanalysis’'may preventherfrom attackingsucha schemen the
first place.

Not only doesforwardsecurityprovide securityimprovementgo anexistingthresholdsignaturescheme,
it doessoin both of our schemesvithout addingary “online cost” to the scheme.(By “online cost, we
meanthecostincurredduringsigningsuchasthe numberof interactionsor roundsin the protocol.) Thatis,
with somepre-computatiomperformedoff-line, no moreinteractionsarerequiredto signa messagéeyond
thoseneededn the non-forward-securghresholdversionof the scheme.This makesforward securityan
especiallyattractve improvementupona distributedsignaturescheme.

FACTORING-BASED SCHEMES. In this paper we presentthe first forward-securehresholdsignature
schemesvhosecostparameterdonotgrow proportionallyto thenumberof time periodsduringthelifetime
of apublic key. We presentwo schemesdn this papey both of which arebasedon the schemeproposedn
[3], whichin turn is basedon the schemegroposedn [12] and[21]. Thefirst schemds basedon a new
kind of secretsharing,namely multiplicative sharing.The secondschemes basedon the standargbolyno-
mial sharingof secrets.Underthe assumptiorthatonly mobile eavesdroppingadersariesareallowed, the
first schemdoleratesupto n — 1 compromiseglayersanddoesnotrely on point-to-pointcommunication
channelsamongthe players.More importantly the schemds extremelyefficient, sincethe updateprotocol
doesnot requireary interactionsamongthe players. It is not clear however, how the first schemecanbe
extendedto handlehaltingandmaliciousadwersaries.In contrast,not only is the secondschemeresistant
to mobile halting adwersariesput it is alsoextensibleto copewith maliciousadwersariesaswe sketchin
Sectionb.

Our schemearebasedon variousmultiparty-computatioriprimitives”. This leadsto a schemehatis
easyto understanddesign,andimplement. However, we emphasizahat our approachto the proof does
not treat the primitives merely as black boxes that will automaticallyhelp us achieze our goal. Rathey
we recognizethe following principle in cryptographicprotocol design: simply putting togethervarious
primitives that have beenproven securedoesnot guaranteehat the resulting schemeis secure. There
couldbe interactionsamongthe primitivesin sucha way thatwealensthe overall securityof the scheme.
In addition, it is possible,if not likely, thatthe primitives being usedwere constructedundera different
setof assumptionsand,thus,shouldnot be assumedo provide the propertieshatwe needunderour setof
assumptionsA case-studyf how this couldhappernis thefirst distributedkey generatiorprotocolproposed
in [24]. This schemeandmary variationsof it have beenusedfor along time asbuilding blocksin various
cryptographicprotocols[13, 17, 16, 22]. Neverthelessasrecentlypointedoutin [14], this schemds, in
fact,notsecurdn the presencef amaliciousadwersary

Therefore,in proving our schemecorrect,we make surethat all assumptionsnadeby the primitives
beingusedandtheinteractionsamongthemarecarefullyanalyzed Consequentlywe areableto rigorously
prove thatour secondschemeneetsdoththenotionof forwardsecurityandthatof thresholdsecurityagainst
mobile earesdroppingadwersariesassuminghat the underlyingBellare-Minerschemds secure.(In turn,
the Bellare-Minerschemewas shavn in [3] to be securein the randomoracle model [4] assumingthe
hardnes®f factoringBlum integers.)Our proofideasarebasecdn the proofspresentedhn [20, 3, 25, 13].

Thereareseveraltechnicaldifficultiesin addingthe distribution of secretgo the Bellare-Minerscheme.
Oneof thethemis to jointly generatearandomvaluein Z3, whereN is the modulusasis requiredduring
the signaturegeneration.We found that even thoughjoint-randomsecretsharingalgorithms,suchasthat
proposedn [18], do not guaranteghatthe generatedecretwill bein Z%;, the probability thatit will beis
extremelyhigh.® Anotherchallengeis that, like mary otherthresholdschemeswe arenotworking over a
field asrequiredby polynomial-interpoléion basedschemesNeverthelessby choosingtheright “labels”
for the participants,we are ableto get aroundthis technicalissuewith a simple solution. We provide a
detailedproofthatdoingsoensureghatall computationsn our schemeareperformedover afield.

INotethatevenin theunlikely eventthatthe secretvaluedoesnotbelongin Z3, theschemaewill still generatevalid signatures.
Of coursewhenthis happensthe scheméecomesnsecuresinceanadversarywould learna multiple of anon-trivial factorof N
andcouldthereforefactorit. Thisissueis reflectedn the proof of securityfor our scheme.



Overall, our schemesrereasonablyefficient. Clearly thereareadditionalcostsdueto the interactions
incurredin sharingsecrets.However, as previously mentionedwith a small amountof pre-computation
performedbff-line, forwardsecurityaddsno additionalonline costto thethreshold but non-forward-secure)
versionof the underlyingscheme. (We note that this thresholdschemeis of independentinterest.) An
overview of the characteristicef ourtwo schemess presentedn Figurel. A moredetailedcomparisorof
the schemesndtheir costsis presentedn Sectionb.

SchemeCharacteristic Multiplication-based | Polynomial-based
t = Numberof compromisesolerated t=n-—1 t=(n-1)/3

ks = Numberof playersneededo sign n (2n+1)/3
Roundsof (on-line) communicatiorio sign 1 21

k., = Numberof playersneededo update n (2n+1)/3
Roundsof communicatiorto update 0 2

Typeof adwersarytolerated mobileeavesdropping] mobile halting

Figurel: Comparingour two schemesThevaluen representshe total numberof playersin the scheme,
and! is asecurityparameter

GENERIC CONSTRUCTIONS. In additionto specificconstructionsof forward-securghresholdsignature
schemesye alsoexploreseveralgenericconstructionsvhich addforward securityto ary existing threshold
scheme. Theseconstructionsare describedin AppendixA. At leastone of the parametergotherthan

signingor verifying time) thatarerelevantto the efficiency of thesegenericconstructionss proportionalto

the numberof time periodsin thelifetime of a public key. Thisinefficiengy is the pricewe payfor thewide

applicationof theconstructionsin contrastthe particularfactoring-basedchemesve proposén thiswork

achieve our securitygoalswhile maintainingits efficiengy becauseve areableto exploit knowledgeabout
theunderlyingschemdo our adwantage.

2 Definitions

In this section,we describeour communicatiormodelandthe capabilitiesof an adwersaryin this model.
Thenwe formalizewhatis meantby a forward-securghresholdsignaturescheme.The definitionsrelating
to key evolution andforward securitygivenhereareheavily basedonthoseprovidedin [3].

2.1 Communication Model and Typesof Adversaries

The participantsn our schemdncludea setof n playerswho are connectedy a broadcasthannel.We
assumehatthey arecapableof privatepoint-to-pointcommunicationmplementednthebroadcasthannel
usingcryptographidechnigues.In addition, we assumehatthereexists a trusteddealerduring the setup
phaseandthattheplayersarecapableof bothbroadcasandpoint-to-pointcommunicatiorwith him. Finally,
we assumea synchronousommunicatiormodel; thatis, all participatingplayershave acommonconcept
of time and,thus,cansendtheir messagesimultaneouslyn a particularround.

We assumehatary adwersaryattackingour schemecanlistento all broadcastethformationandmay
“compromise”the playersin someway to learntheir secretinformation. However, the adwersarymight
work in a variety of contexts. We cateyorize the differenttypesof adwersarieshere. In both categories
describedelow, the lastoptionlisted describegshe mostpowerful adwersary sinceit alwaysencompasses
the precedingoptionsin thatcategory.

Thefirst catggory we consideris the powver an adwersarycanhave over a compromiseclayer We list
the options,asoutlinedin [13]. First,anadwersarymay be eavesdopping meaningthatshemaylearnthe
secretinformation of a playerbut may not affect his behaior in ary way. A more powerful adwersaryis
onethatnot only caneavresdropbut canalsostopthe playerfrom participatingin the protocol. We referto



suchanadwersaryasa halting adwersary Finally, the mostpowerful notionin this cateyory is a malicious
adwersary who may causea playerto deviate from the protocolin anunrestrictedashion.

The secondcategory which definesan adwersarialmodel describeghe mannerin which an adwersary
selectghesetof playersto compromiseThefirsttypeis a staticadwersarywho decideseforetheprotocol
beginswhich setof playersto compromise An adaptiveadwersary on the otherhand,may decide“on the
fly” which playerto corruptbasedon knowledgegainedduring the run of the protocol. Finally, a mobile
adwersaryis traditionally onewhich is not only adaptve, but also may decideto control different setsof
playersduring differenttime periods. In this case theremay be no playerwhich hasnot be compromised
throughoutthe run of the protocol, but the adwersaryis limited to controlling somemaximumnumberof
playersatary onetime.

Thefirst schemave presentn this paperuseanultiplication-basedecretsharing andwith regardto the
first cateyory above, tolerateseavesdroppingadwersariesonly. The secondschemds basedon polynomial
secretsharing,andis secureagainsthalting adwersaries.In addition,we sketchmodificationsin Section5
that could allow the secondschemeto toleratemalicious adwersaries. In termsof the secondcateyory
describedhbore, both schemesve presentaresecureagainsteven mobile adwersaries.

2.2 ThresholdSignature Schemes

Informally, a (¢, k, n)-thresholdsignatureschemas onein whichthesecresigningkey is distributedamong
a setof n players,andthe generationof ary signaturerequiresthe cooperationof somesize4 subsetof
honestplayers. In addition, ary adwersarywho learnst or fewer sharesof the secretkey canlearnno
informationaboutthe secretandhenceis unableto forge signaturesilt is oftenthecasethatk = ¢ + 1; that
is, the numberof honestplayersrequiredfor signaturegeneratioris exactly one morethanthe numberof
compromisedshareghatthe schemecantolerate. A thresholdschemehasthe advantagef a distributed
secretwithout thelimitation of requiringall n playersto participateeachtime a signatures generated.

In this paperwe areconcerneavith key-evolvingthresholdsignatureschemesTheseareschemesvhere
operationis dividedinto time periods.Throughouthelifetime of theschemethepublickey is fixed,but the
secrekey changesteachtime period.As in standaragsignatureschemeshereis akey generatiorprotocol,
asigningprotocol,anda verificationalgorithm. In a key-evolving schemehowever, thereis anadditional
componentknowvn asthe evolution or updateprotocol, which specifieshow the secretkey is to evolve
throughoutthe lifetime of the scheme.Consequentlywe use(t, ks, k,, n) to characterizea key-evolving
thresholdsignatureschemehatcantolerateat mostt corruptedplayersandworksasfollows.

First, thereis a key generatiorphase.Givena securityparametek, the public andthe secretkeys are
generate@nddistributedto the players.This canbeaccomplishedvith a dealeror jointly by theplayers.

Theoperatiorof theschemas dividedinto time periods.At thestartof atime period,anupdateprotocol
is executedamongary subsebf at leastk, playersout of atotal of n players. The protocolmodifiesthe
secretkey for thesignatureschemeAfter participatingin the updateprotocol,eachplayerwill have ashare
of thenew secretfor thattime period.

To generatesignaturesary subsetof k, playersmay executethe signing protocol,which generates
signaturgor amessagé/ usingthe secrekey of thecurrenttime period. The signaturds a pair consisting
of thecurrenttime periodandatag. Assumingthatall playersbehae honestlythesignaturewill beaccepted
asvalid by theverificationalgorithm.

Verificationworks the sameasin a normaldigital signaturescheme.The verifying algorithmcanbe
executedby ary individual who possessethe public key. It returnseither“Accept” or “Reject” to specify
whethera givensignaturds valid for agivenmessageWe saythat(j, tag) is avalid signatureof M during
time periody if performingtheverificationalgorithmonthe message-signatupair returns‘Accept.

2.3 Forward Security

In a non-thresholdorward-secue signatue scheme if an adwersarylearnsthe secretsigning key for a
particulartime period-, it shouldbe computationallyinfeasiblefor herto generatea signature(j, tag) for



ary messageéM suchthatverify pi (M, (j,tag)) = 1 andj < ~y, whereverify is the schemes verification
algorithm. Thatis, the adwersaryshouldnot gain the ability to generatesignaturedor time periodsprior
to the time the secretkey is compromised.Forward securityof a key-evolving schemerequiresthat the
secretkey from the previoustime periodbe deletedfrom the users machineaspartof the updateprotocol.
Otherwiseanadwersarywhobreakdnto theusers machinewill learnsigningkeysfrom earliertime periods,
andhencehave the ability to generatesignaturedor earliertime periods.

Below, we formalize the property of forward security in terms of key-evolving threshold signature
schemesywherewhatis usuallymeantby “compromisingthe secretkey” is actuallycompromising + 1 or
moreshaesof thesecretkey. The securitypropertiesve desirefor sucha schemearetwo-fold. First,asin
ary otherthresholdschemeno adwersarywith accesgo ¢ or fewer sharef the secretkey shouldbe able
to forge signaturesSecondjn orderfor the schemeo beforward-secureno adversarywho gainst + 1 or
moresharef the secretin a particulartime periodshouldbe ableto generatesignaturedor time periods
earlier thanthatone. Our notion of security given below, addresseforward securitydirectly and captures
thresholdsecurityasa specialcase.

Theadwersary working againsta forward-securehresholdsignatureschemeKETS = (KETS.keygen,
KETS.update, KETS.sign, KETS.verify), is viewed asfunctioningin threestagesthe chosermessagat-
tackphasgdenotedma), the overthresholdohasgdenotedverthreshold), andtheforgeryphasgdenoted
forge).

In the chosemmessagattackphase the adwersarysubmitsqueriesto the KETS.sign protocolon mes-
sagef herchoice.Sheis alsoallowed oracleaccesso H, thepublic hashfunctionusedin the KETS.sign
protocol. During this phase,shemay be breakinginto seners and learningsharesof the secret,but we
assumehatno morethant of themarecompromisediuring ary onetime period. Note thatif a playeris
corruptedduring the updateprotocolat the beginning of atime period,we considerthat playerto be com-
promisedn boththe currenttime periodandtheimmediatelyprecedingone. This is a standardassumption
in thresholdschemesincethe secretinformation a player holds during the updateprotocol containsthe
secretof bothof thetime periods.

In the overthresholdphasefor a particulartime periodb, the adwersarymay learnsharesf the secret
key for a setof playersof sizet + 1 or greater This allows the adwersaryto computethe secretkey. For
simplicity in the simulation,we simply give the adwersarythe entirecurrentstateof the system(e.g. actual
secretkey andall of the shareof the key duringthis phase).If the adwersaryselects to be atime period
after thevery lastone,notethatthe secretkey is definedto be an emptystring, sothe adwersarylearnsno
secretinformation.

In theforgeryphasetheadwersaryoutputsa message-signatupair (M, (k, tag)) for somemessagé/
andtime periodk. We considermnadwersarysuccessfuf M wasnotasledasaqueryin thechosermessage
attackphasefor time k andeitherof thefollowing holds: (1) heroutputis acceptedy KETS.verify, andk
is earlierthanthe time periodb in which the adwersaryenteredhe over-thresholdphase(2) sheis ableto
outputa message-signatupair acceptedy KETS.verify without compromisingnorethant players.

NOTATION. Therearen playersin our protocols,andthe total numberof time periodsis denotedby T'.
The overall public key is denotedPK, andis comprisedof [ values,denotedl1, ..., U;. In eachtime
periodj, the corresponding component®f the secretkey, denotedoy S 5, ..., S ;, aresharedamongall

players.Theshareof thei-th secrekey values; ; for time period; heldby playerp is denotedS'i(g) andthe
overall secretinformationheld by playerp in thattime period(all I values)is denotedS‘K§-”). In general,
thenotationX (») indicatesthe shareof X heldby playerp.

3 Forward security basedon multiplicati ve secret sharing
Here,we introduceasimple(t,t + 1,¢ + 1, ¢ + 1)-thresholdschemdorward-secur@gainsteavesdropping

adwersarieswhichis basedon multiplicative sharing.A value X is sharedmultiplicatively by having each
playerp hold arandomshareX (») subjectto X = X(V X ... X() mod N, for agivenmodulusN. The



mainadwantageof this schemas thatno informationaboutthe secretis compromisedvenin the presence
of upto n — 1 corruptedplayersout of the total of n players.Its disadwantage,on the otherhand,is that
it requiresn honestplayersto participatein the signingand,optionally therefreshingprotocols.First, we
describea versionof the schemehatcanhandle(staticand)adaptve eavesdroppingadwersaries.Then,we
presentsmalladditionto the schemehatmalesit resilientto mobile eavesdroppingad\ersaries.

KEY GENERATION. Thekey generatiomprotocolis executedvy atrusteddealeywhobeginswith knowledge
of the securityparameter andthe total numberof time periodsT. As in [3], it first pickstwo random,
distinctx /2-bit primesp, ¢, eachcongruento 3 mod4 andsetsN = pq. Then,for eachplayerp =1,...,n,

the dealerpicks! vaIuesSl(fQ, ey Sl(’ﬁ) atrandomfrom Z3;. It thencomputesfor eachi = 1,...,1[, the
i-th sharedsecretkey S; 0 = [[;—4 Si(,ﬁ) andits respectie publickey U; = i,OQ(T“) mod N. Finally, the
dealersetsthepublickey PK to (N, T, Uy, ..., U;), publishest andsendgo eachplayerp its initial secret
SK(()”) consistingof (N, T, 0, Sl(,’f)), - l(f))).

KEey EvoLUTION. At thebegginningof everytime periodj, eachplayerp computesachof its secresshares

SZ-(”J’-) by simply squaringthe old shareSi(,’;)_l. It thenupdateghe time index j anddeletests shareof the
secretkey from the previoustime period.

SIGNING. Thesigningprotocolis executedin a distributed fashionby all of then players. Let j denote
the currenttime period and . denotethe messagdo be signed;theseare publicly known. First, each
playerp from 1 to n computests sharesof valuesR andY by picking a value R(®) at randomfrom VA
andcomputingY (® = (R®)2""'~7  Eachplayerp thenbroadcaststs shareY (). After receving the
sharef all otherplayers,every playerp canreconstruct” = Y ... ¥(®) mod N andthencomputes
c1...¢q + H(j,Y,m). Eachplayerp locally computests shareof Z by makingZ(?) = R() TT\_, Si(f]’-)cl
and then broadcastst. After receving all sharesZ(!), ..., Z(") every player p canreconstructZ =
ZW ...z mod N. We thensetthe signatureonm to (4, (Y, Z)) andoutputit.

VERIFICATION. The verificationportionof our schemes an algorithm,not a protocol. By this, we mean
thatary personin possessionf the public key canverify a signaturandividually. Thereis nointeractionof
parties.As in [3], thealgorithmacceptsa signature(j, (Y, Z)) onm asvalid by first computinge; . .. ¢; +
H(j,Y, m) andthencheckingif 22" =y . []._, U% mod N.

As it stands,this schemeis secureagainstadaptve earesdroppingadwersaries(althoughwe do not
presenthe proof here). To dealwith mobile eavesdroppingadwersarieswe simply adda refreshprotocol
thatis executedat the endof every refreshingperiods(which may or may not coincidewith thekey evolu-
tion). Thisrendersary knowledgeaboutthe shareghatanadwersarymay have gainedprior to theexecution
of therefreshprotocoluselessandthus, makesthe schemeproactie. Therefreshingof sharedss doneby
having eachplayerdistribute a sharingof 1 andthenmultiply its currentshareby the productof all shares
recevedduringtherefreshmenphasg(includingits own share).

REFRESH. Eachplayeri participatesn the refreshprotocolby picking n randomnumberSargi), e ,;cgf)
suchthat H?Zla;g-i) = 1mod N. Then,for eachj betweenl andn, it sendsthe valuea:g-i) to playerj
througha privatechannel.Onceaplayer; recevesthesevaluesfrom all otherplayers it computests share
of thenew secretby multiplying its currentshareby [T} ; wgz)

4 Forward security basedon polynomial secret sharing

Our (t,2t + 1,2t + 1, 3t + 1)-thresholdschemas displayedin Figure2. It is basedon polynomialsecret
sharingandwe proveit to beforward-securagainsimobilehaltingadwersariesIn this sectionwe describe
the constructionwhich relieson several standardouilding blockstailoredfor our purposesThesetoolsare
describedn Sectiord.2 Finally, attheendof this section we give detailsaboutthe securityof our scheme.



prot ocol FST-SIG.keygen(k,T')
(1) Dealerpicks random,distinct k/2-bit primes
p, q, eachcongruento 3 mod4

DealersetsN <+ pq
for ¢+=1,...,1do

)
®3)

(3.1) DealersetsS; o & Z%

(3.2) DealersetsU; + Si,OQ(TH) mod N

(3.3) Dealer uses Sham r-SS protocol
over Zy to createsharesS'i%), e SZ{?
of SZ',().

(4) for p=1,...,ndo

(4.1) Dealersets

SKY) « (N,17,0,81%),...,5%)

(4.2) DealersendsSK(()”) to playerp

Dealersets PK «+ (N,T,Ui,...,U;) and
publishesPK.

(®)

pr ot ocol FST-SIG.update(j)
() if j=Tthen returntheemptystring
(2) el se

(2.1) The playersjointly computethe up-
dated secretkey sharesS j,..., S ;
by squaring the previous values
S1,j-1,---,81;-1 mod N using the
Mul t - SS protocaol.
Eachplayerp deIetesSI{gfi)1 from his
machine.

2.2)

prot ocol FST-SIG.sign(m, j)

(1) Using the Joi nt - Shani r - RSS protocol,

the playersjointly generatea randomvalue

R € Zy sothatplayerp is givenshareR(®) of

R.

Theplayersjointly compute

Y = R mod N usingthe Mul t - SS

protocolandtheir shareof R.

Eachplayerp computes

cr...cq« H(3,Y,m).

Eachplayerp executesZ(®) « R(®) sothat

Z isinitialized with thevalue R.

for i=1,...,1do

(5.1) if ¢ = 1 then the playersjointly
computeZ < Z - §;; mod N using
Mul t-SS.

Thesignatureof m is setto (7, (Y, Z)), andis

madepublic.

)

®3)
(4)
(®)

(6)

al gori t hm FST-SIG.verify px (m, (4, (Y, Z)))
(1) if Y =0(modN),
thenreturnO.
(2) Cl...C < H(],Y,m)
@) if 22" =y .T]'_, U mod N,
thenreturnl
elsereturnoO

Figure2: Ourthresholdsignatureschemdorward-securagainsthalting adersaries.The schemds based

on polynomialsecresharing.




4.1 Construction

KEY GENERATION. Thekey generatiomprotocolis executedy atrusteddealeywhobeginswith knowledge
of the securityparameter, andthetotal numberof time periodsin our schemedenotedr". In the protocol,
the dealergenerateg valuesfor the basesecretkey denotedS, o, ..., S o. Thedealerthengenerateshe!
valuesU; which arerepeatedgquaringf the correspondings; o value. Thesealongwith the modulusN
andthetotal numberof time periodsT constitutethe schemes public key, which remainsfixedthroughout
thescheme.

Thesecrekey is thensharedamongall of then participantausinga modifiedversionof Shamirs secret
sharingasdescribedn Sectiond4.2. Eachplayer p’s shareof the basekey SKB”) consistsof eachof his

sharesf the S; o values(therearel of them).Playerp's secrekey is then(N, T, 0, Sl(ff)), e, l(f)) )

KEY EVOLUTION. At thebegginning of eachtime period,the evolution of the secretkey is accomplished
via the key updateprotocolin which atleast2t + 1 playersmustparticipate.(Notethedifferencefrom our
earlierschemewhich usesmultiplicative-sharingand needsall playersto participate.)At the startof the
protocolin time periodj, eachplayerwho participatedn the previous updateprotocol hasSKg.”_)l, i.e. his
shareof the previoustime periods secret. The new secretkey is computedby squaringthe/ valuesin the
previoussecretkey. The playerscomputethis new secretkey usingthe Mul t - SS protocol(asdescribedn
Section4.2) [ times. At theendof theprotocol,playerp hoIdsSKg.”). For securitypurposesit is crucialthat
eachplayerimmediatelydeleteshis shareof thesecrekey from the previoustime period. Notethataplayer
who hadbeenhaltedby theadwersaryduringthe previousupdateprotocolbut is no longercontrolledby the
adwersarywill now begivenashareof thenewv secretwhich wascomputedy the“un-halted”players.

SIGNING. Thesigningprotocolis executedn adistributedfashion.Let m denotethe messagéo besigned,;

this is publicly knowvn. Eachplayerp knows SKg-”). As in the updateprotocol, signingdoesnot require
participationby all of thern players.Insteadpnly 2¢ + 1 active playersarerequired.

Becausat is thethresholdversionof [3], this protocolis basedon a commit-challenge-respseframe-
work. UsingJoi nt - Sham r - RSSasdescribedn Sectiond.2, the participatingplayersjointly generate
randomvalue R from Zy, thenrepeatedlysquaret T — 5 + 1 timesusingtheMul t - SS protocol,to getthe
commitmentY. The challengeis anl-bit string determinedoy a public hashfunction H giventhe current
time period,the commitment,andthe messagasinput. Thesebits determinea subsetf valuesfrom the
secretkey. Finally, the responsés the jointly-computedproductof R with the subsef secretkey values
determinedby the challenge. This value, called Z, is madeknown to all the playersover the broadcast
channel.Thesignaturds then; alongwith thepairY, Z.

VERIFICATION. Theverificationportionof our schemas analgorithm,nota protocol. This is becauseary

personin possessionf the public key canverify a signaturendividually. Thereis no interactionof parties.
Theindividual makesuseof the public hashfunction H to determinethe positionsof the subsetof secret
key valueswhich wereusedin thesignature. Thenhe checkshat 7 squaredl’ + 1 — j timesis truly equal
to the productof the challengeandthe correspondingubsebf public key values.If the checkis verified,
the signaturds accepteddenotedby a“1” in our protocol),elsethe signatures deemednvalid (“denoted
by a“0”).

In orderto distribute the schemein [3] acrossmary players,we madeoneimportantmodificationto
the underlyingsignatureprotocol, which we highlight here. In the Bellare-Minerscheme,R is a random
elementn Z3%;, while hereR is arandomvaluein Zy. As explainedin Sectior4.2, thesignaturegenerated
by the signingalgorithmis still valid.

4.2 Building Blocks

We will now describethe sub-protocolsisedin our schemeasshowvn in Figure2.



SHAMI R- SS . Shamirs standardsecretsharingprotocol operatesover a finite field. A dealerchoosesa
secretvalueay andarandompolynomialp(z) of degreek whosecoeficientsaredenoteds to ax. Hethen
setsthe coeficient of the constantermto be the secreta, andsendsto a shaeholderi the valueof p(7).
The proof of the privagy of this schemds typically basedon the factthatthe computationsareperformed
over afinite field. However, the computationsn our schemeare performedover 7, which is not afield.
Neverthelesswe canstill guarantedhat the systemhasa uniquesolutionover Zy by ensuringthat the
determinantof the Vandermondenatrix is relatively prime to N, andtherefore,the matrix is invertible
moduloN.

First, we requirethat the numberof playersin the protocolmustbe lessthanbothp andg. Second,
the shareof the protocolgivento player: mustbe f(i). This way, noneof the z;'s in the sharesusedto
reconstructontainafactorof p or gq. Next, we recognizethatall elementsn thek + 1 x k& Vandermonde
matrix arerelatively primeto NV sincenoneof themcontainsa factorof p or g. Finally, the determinanbf
the Vandermondenatrixis givenby []; <<k <k+1 (#i, — 74;) mod N, andthereforethe determinanmust
berelatively primeto N. Notethata similar approachasbeentakenby Shoup[26] whensharinganRSA
key over Zg (.-

MULT- SS . In our schemewe needthe ability to jointly multiply two distributed secrets.We usesucha
protocolin several placesin our schemenamely during the generatiorof signaturesand alsoduring the
updatesof the secretkey.

We formulatethe problemasfollows: two secretse and 8 are sharedamongn playersvia degreet
polynomialsf,(z) and fz(z), respectrely, sothat f,(0) = « and fg(0) = 8. Thegoalis for the players
to jointly computea sharingof a nev polynomial G, suchthat G(0) = af8. Several previous works have
addressethis problem,startingwith the obsenation by [6] that simple multiplication by player P; of his
individual secretsf, (i) and fg(i) determinesa non-randompolynomialwith degree2t. We describea
modified versionof a protocol proposedn [15], which describesa stepaccomplishingdegree-reduction
andrandomizatiorin a modelwith only eavesdroppingadersaries. In contrastour modelallows halting
adwersaries.

The dggreereductionandrandomizatiorstepin [15] assumeshatthe 2¢ + 1 participatingplayersare
thosewith indicesl1, 2, ..., 2¢t + 1, andthereforemake useof precomputeaonstantsn this step. However,
in our model,the adwersarymay arbitrarily choosewhich playersto halt, sowe cannotassumehatthe par
ticipantsarea particularsubsebf players.Instead duringthe run of the protocol,we canjointly determine
which playersareavailableto participate.To do this, every player P; whois functioningandwasnot halted
during the mostrecentupdatephasewill broadcasan“I’'m alive” messageFromthe setof thosethatre-
spondwewill selectthe playerswith the2t + 1 smallesindicesto actuallyperformthecomputationThen,
the constantzorrespondingo thatsubsebf playerscanbe computedefficiently, in time O(2¢ + 1).

We pointoutthat,if atary time duringtheexecutionof theMul t - SS protocol,a participatingplayeris
haltedby theadwersarythiswill benoticedby atleastoneotherparticipantandthe protocolcanbeaborted
andrestartedwith a differentsubsetof (currently) participatingplayers. Furthermore the multiplication
protocolwill never needto be restartednorethant times,dueto the boundon the numberof playersthe
adwersarycanhalt duringonetime period. In addition,in the caseof aMul t - SS restart,we stresghatthe
entireupdateor signatureprotocolwhichis usingthe Mul t - SS protocolneednot berestartedThisis true
becauset eachstepof theseprotocols,we ensurehatall n playersaresentsharef theinput of the next
step. Thatis, whena new setof 2t + 1 playersis selectedduring the restartof the multiplication protocol,
we areguaranteedo find a sufficient setof playerswhich possessethe requiredinput informationfor the
multiplication.

Jol NT- SHAMI R- RSS . Standardoint-randomsecret-sharingrotocolssuchasthatproposedn [18] and
[14] allow a group of playersto jointly generatea secretwithout a trusteddealer In the instantiation
usedin our scheme gachparticipantchoosesa randomsecretanda polynomialto sharethe secretasin

2A secondprotocolis givenin [15] which requiresplayersto committo their input sharessothatit tolerateseven malicious
adwersariesIn ourmodel,hovever, we do not needthis functionality sowe have modifiedtheir simplerprotocolto meetour needs.



Shamirs secretsharingscheme.Eachparticipantthenplaysthe role of a dealerby distributing its secret
using Shamirs secretsharingscheme.The jointly definedsecretvalueis thenthe sumof the secretof all
participants. Furthermorewe requirethatthe sharesrom player P; be dealtoutin onebroadcasmessage,
with thesharefor eachplayerP; encryptedunderP;’s publickey. Thisensuresin“atomic” sharing sothat,
regardlesof whenthe adwersarychoosedo halt players,all playersreceve sharesrom the samesubsebf
players.If nosuchmessagés broadcasfrom aparticularplayerP;, heis assumedo behalted,andthesum
of sharedor ary individual playerwill clearlynotincludeasharefrom P;.

Our schemerequiresthatthe jointly createdrandomvalue R belongsin Z3;, but clearly this protocol
doesnot provide sucha guaranteeHowever, the probabilitythat R, whichis known to bein Zy, is notin
Zy is nggligible. Specifically thenumbersn Zy whicharenotin Z3; arepreciselythosenumberswhich
aremultiplesof p andg. Thereareapproximately + g of theseputof atotal of pg valuesin Zx . Therefore,
the probability of findingan R whichis in Zy butnot Z}; is approximately% + Il), angyligible probability

4.3 Security

In this section,we give several statementgboutthe securityof our FST-SIG scheme.Proofsof the state-
mentsaregivenin AppendixB. First, we statealemmademonstratinghe correctnessf our construction.

Lemmad4.l Let PK = (N, T, Ui,..., U)) andSK§) = (N,T,0,5%,...,5%) (j = 1,...,n) be,re-
spectvely the public key and player j's secretkey generatedy FST—SIG.key’gen. Let (4, (Y, Z)) bea
signaturegeneratedy FST-SIG.sign oninputm whenall . playersparticipatedn thedistributedprotocol.
ThenFST-SIG.verify pic (m, (4, (Y, Z))) =1

In thefollowing lemma,we statethe threshold-relategarametersf our scheme.

Lemma4.2 FST-SIG is a key-evolving (i, ks, ky, n)-thresholddigital signatue schemefor n = 3¢ + 1,
ks = 2t+ 1, k, = 2t + 1. Thatis, it toleratesup to ¢ halting faults whenthe total numberof players
n = 3t+ 1, requiregheinvolvementof 2¢ + 1 playersto evolve thesecrekey, andrequiregheinvolvement
of 2¢ + 1 playersto generatea valid signature.

The following theoremrelatesthe forward security of our constructionto that of underlying signature
schemegivenin [3]. It shaws that, aslong aswe believe that Bellare-Minerschemeis secure,ary ad-
versaryworking againsiour schemewvould have only a negligible probability of succes$orging a signature
with respecto sometime periodprior to thatin whichit getsthe secretkey.

Theorem 4.3 Let FST-SIG beourkey-evolving (¢, 2t + 1, 2t + 1, 3¢t + 1)-thresholddigital signaturescheme
andlet FS-SIG bethe(single-userlligital signatureschemegivenin [3]. Then,FST-SIG is aforward-secure
thresholddigital signatureschemein the presenceof halting adwersariesaslong asFS-SIG is a forward-
securesignatureschemen the standardsingle-usersense.

PROOF IDEA. Asthesecurityof ourthresholdschemas basednthatfor theforwardsecurityof thesingle-
userschemen [3], familiarizationwith their notionof securitymightbehelpfulin understandingur proof.
Our proof alsousesdeasfrom [13] regardingthe simulationof the adversarys view of the protocol.

Let F' be an adwersaryagainstthe forward securityof our thresholdsignaturescheme.The ideais to
constructanadwersaryA againsthe forward securityof Bellare-Minerschemen the standardsingle-user)
senseandthenrelatethe succesgrobability of bothadwersaries.To do so,we needto simulatethe signing
andhashingoraclesto which F' hasaccessandalso F”’s view of the protocol. However, we cando this
by usingour own signingand hashingoraclesand usingthe fact that, aslong ast playersare corrupted,
all setsof ¢ shareshave the sameprobability To provide F' with the currentsecretkey for the periodin

3Note that this schemeis securefor our purposesinceonly halting adwersariesare allowed. It is not secure however, under
attacksby maliciousadwersariesaspointedoutin [14].
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which it decidesto switchto the overthreshold phasewe simply useour break-inoption. Then,when F’
outputsa forgeryfor someprevioustime period,we returnthe sameforgery asthe outputof our algorithm.
SeeAppendixB for details.

5 Discussion

CosT ANALYSIS AND COMPARISONS. Distributedcomputatiorcanbe somevhatcostly, but our signature
schemesre quite efficient comparedto the forward-securesingle-userschemeof [3]. For example,in
the multiplicative-sharingbasedschemethe only addedcostfor the key generatiomprotocol,which usesa
trusteddealeris theactualsharingof the secret.The updateprotocolis alsoevery efficient, requiring/ local
multiplicationsandno interactions Finally, the signingprotocolrequiresonly oneroundof interaction.

It is clearthat our multiplicative-sharingbasedschemes very simple, efficient, and highly resilient,
i.e. it canprotectthe secretevenin the presencef upto n — 1 corruptedplayerswheren is the number
of players. Furthermorethe costsof signingandupdateis very low. The price of this simplicity andlow
overheadhowever, is thatthe schemecanonly copewith eavesdroppingadwersaries.

In contrastthe proposedschemebasedon polynomial secretsharingcantoleratehalting adwersaries
whicharemorepowerful, althoughit cantoleratefewer of them. It alsois notasefficientasthemultiplicative-
sharingbasedschemeWe canimprove the performancef this schemehowever, by speedingup the mul-
tiplication in termsof communication.In particular duringthe update we canperformall I computations
in parallel,andthus, useonly oneinstantiationof the multiplication protocol. Signingcanalsobe expe-
dited by moving someof the computationoff-line. Specifically sincegeneratiorof the randomvalue R
andcomputationof the commitmentY” do not dependon the messag®r the currenttime period,they can
be precomputed.This is a significantimprovementsincethe computationof Y is costly givenits @
squaringson average. With this optimization,the on-line signing costsof our new thresholdschemeare
the sameasthosein [3]. We canimprove uponthis slightly, by multiplying pairsof numbergogetherand
usingtheir productasinput into the next roundof multiplication. In this way, on averagewe still perform
% multiplications,but only uselg % roundsof communicatioramongplayers. The verificationcostsof the
two schemesreidentical,sincetheverifying algorithmis the samen bothcases.

In termsof spaceefficiency, the sizesof the public keys in thetwo schemesreidentical. It is not sur
prisingthatour schemeequiresalargeramountof secrekey memoryoverall, sincethesecreis distributed
amongagroupof players.However, thesecrekey memoryrequiredperplayeris thesamen bothschemes.

It is interestingto notethatin our schemethe size of the actualsecret(as opposedo the size of the
setof shaesof the secret)is notary largerthanthatof the basescheme This indicatesthatactualstorage
spacerequiredfor players’sharesof the secretin our schemes the sameasthat requiredfor the related
thresholdschemewithout forward security Thereforewith thesemprovementsaddingforward securityin
this schemamposesmo additionalonline costs.

ADDING ROBUSTNESS. In orderto make our polynomial-secret-dring basedthresholdschemeesilient
to maliciousadwersarieswe needto make quite afew changedo it. We list herethe mostsignificantones.

First, all secretsharingswould needto be verifiable so that maliciousbehaior canbe detected.For
that purpose we canusethe PederserVerifiable SecretSharingprotocol, Peder sen- VSS | in placeof
Shani r - SS protocol. This protocolhasthe advantageof beinginformation-theoretially securein terms
of privagy. ThePeder sen- VSS protocolworksasfollows. Let z € Z, bethesecretvaluebeingshared,
whereq' is alarge prime. Let p’ bealarge prime suchthatq’ dividesp’ — 1i, letg € Z be anelementof
orderq’, andlet h be arandomelementgeneratedy ¢. In orderto sharez, we first generatéwo random
polynomialsf(z) = ag + a1z + ... + a;z’ andf'(z) = af + a\z + ... + ajz’ over Z, with ap = z, then
committo the coeficientsby broadcastinghevaluesC,, = g% h% mod p’ for o = 0, ..., ¢, andthengive
to player; theshares:() = £(i) andz'®¥ = f'(4). In our case however, we needq’ = N, whereN is the
productof two unknavn large primes. Fortunately asin the caseof the modified Shami r - SS protocol,
thisis notaproblemsinceZy is anexcellentapproximatiorof afield.
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Secondthe Joi nt - Shami r - RSS protocolwould alsohave to be replacedby a robust version. For
that purpose we canusethe Joint-PederseNerifiable SecretSharing,Joi nt - Peder sen- VSS, proto-
col [9, 14, 23]. This protocolworks asfollows. In afirst step,eachplayeri commitsto a randomvalue
inz € Z,’I usingPeder sen- VSS protocol. Then,in a secondstep,eachplayerverifiesthe commitments
sentby all otherplayersandbuilds a setof goodplayerscontainingall thoseplayerswhosecommitments
passedhe test. It canbe shavn [9, 14] that all good playerswill agreeon the sameset, which we call
QUAL. At alaststep,all playersi in QU AL will computetheir shares:(® of the commonsharedsecret
T = ) icQuar % mod q' by usingthe secretinformationthey recevedin thefirst step. More specifically
if ;U0) is theshareof z; recevedby player; from playeri, thenz(®) = . o747 %) mod ¢. Again, the
only modificationwe would needto make in our caseisto have ¢’ = N.

Lastly, we needto modify the Mul t - SS protocolso thatit works evenin the presencef malicious
adwersarieslIn orderto do so,we suggesherea variantof the robust multiplication protocolgivenin [15],
whichwe call Robust - Mul t - SS, in which secretaresharedusingthe Peder sen- VSS protocol. This
variantis very similar in spirit to the multiplication protocolgivenin [9]. Let « and§ bethe two shared
secretvaluesbeingmultiplied. Let o(? and () bethe sharesf o ands held by playeri respectiely. Let
Theprotocolworksasfollows. First, eachplayer: commitsto thevaluea(® () by usingthe Peder sen-
VSS protocolandthenprovesin Zero Knowledgethatthe valueit hasjust committedis the correctone.
Examplesof suchproofscanbefoundin [10, 15]. Having donethat,theneachplayercancomputelocally
their sharef the new secreta s by computinga linear combinationof correctsharedt hasreceved. As
in the modifiedversionof the multiplication protocolpresentedn the previous section the exactvaluesof
the coeficientsfor thelinearcombinatiorwill dependon which setof qualifiedplayersis consideredn the
computation As in the previous casesye would have to useq’ = N in the Peder sen- VSS protocol. As
onecansee,this protocolinvolvesa lot of interactiondueto the ZK proofscontainedn it. To avoid that,
onecanresortto solutionsfor robustmultiplicationlike theonepresentedn [1] which avoid the useof ZK
proofsaltogether
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A Adding forward security to any thr esholdsignature scheme

In this section,we presentseveral waysonecould addforward securityto ary existing thresholdsignature
schemeAll thesolutionspresentedherewill have atleastoneof its parametersi.e. public key, secretkey,
signaturdength,or memorysize)growing linearly with thetotal numberof time periodsT'. Exceptfor the
lastone,all of methodslescribederefollow ideasgivenin [3].

LONG SECRET AND PUBLIC KEYS. In thefirst method,we have separatesecretandpublic keys for each
time period. We achieve this by runningthe key generatiorprotocolof the underlyingthresholdschemer
times,oncefor eachtime period. The secretshareof eachplayeris thenthe collectionof the sharedor all
T time periods. Likewise, the public key is the collectionof the the public keys of eachperiod. Signature
generatiorandverificationaredoneasin the underlyingschemeby usingkeys for the currenttime period
to signandverify. The only differenceis thatwe attachto the original signatureanindex j indicatingthe
time periodin which the signaturewas generated.The updateprotocol deleteshoseshareswvhich areno
longerneededAs onecansee this clearly achieresforward security but at the costof verylong secretand
public keys. We notethat proactvity canbe easilyaddedn this caseby updatingthe sharef eachplayer
atthebeginning of eachtime period.

REDUCING THE PUBLIC KEY LENGTH. Thesecondnethodis basednanideasuggestety Anderson?2],
which tradespublic key lengthfor storagespace.As before,we createsecretandpublic key pairsfor each
time period,but we think of thesepublic keys asverificationkeys, sincethey will notactuallybeincluded
in theschemes public key. We alsogenerateanadditionalpair (sk, pk) which we useto certify eachof the
verificationkeys. We thendeletethis additionalsecrekey sk andsetpk to bethe public key of thescheme.
Thesecretshareof eachplayerarethe sameasin the previous method.Additionally, however, we needto
storeall the verificationkeys for eachtime period,andtheir respectie certificates. Thesewill be attached
to the signature so ary verifying party cancheckthe validity of the the verificationkey (usingpk andthe
certificate)aswell asthe validity of the signatureitself (usingthe verificationkey). As before,the update
protocolonly involvesdeletingthe secreshare®f old time periods.Proactvity canbeaddedo thisscheme
in the sameway suggestedor the previous method.

REDUCING THE SECRET KEY LENGTH. A slight but significantvariationto the previous methodis pro-
posedn [19]. It assumesa basethresholdschemewith distributedkey generatiorprotocolin orderto avoid

14



the needfor a trustedthird party during a key update. Such protocolsare knowvn for both RSA [7] and

discrete-log14] basedcryptosystemsThe operationof the schemes similar to the methodwe described
immediatelyabove, exceptthat the coinsusedby eachplayerin the key generatiorprotocolare actually
generatedy meansof aforward-securgpseudorandomumbergeneratof5]. Thistypeof generatodiffers

from a standardonein thatits seedis periodically updatedandits outputin previous stagesareindistin-

guishablgrom random.The methodwhich useshis type of generatomworksasfollows.

Eachplayeri will initially hold arandomseeds; for a forward-securgpseudorandorgeneratar This
seeds thenusedto generatall the pseudorandorhits neededy i in its participationin thedistributedkey
generatiorprotocolin all 7' time periods. Then,asabove, we run the key generatiorprotocolof the base
schemdor eachtime periodwith the differencethat eachplayerusesits own sequenc®f pseudorandom
bits. We thengeneratean additionalpair (sk, pk) of secretand public keys, use sk to createcertificates
for eachof the public keys, deletesk, and setthe public key to pk. The certificatesare thenstoredand
all the secretkeys deleted. The initial secretshareof playeri is simply s;. In the updateprotocol,each
player: will runthe forward-securgoseudorandorgeneratowusingits seedasinput to obtaina new block
of pseudorandonbits anda new seed. Then, all playersengagean a key generatiorprotocolusingtheir
new blocksof pseudorandorbits to obtainsharesof the (recreatedsecretkey for the new periodandthe
matchingpublic key. Signingandverificationwork asin the previous method.Onecaneasilyseethatthis
schemeaachievesforward securityagainsteavesdroppingadwersaries.

SHARING THE SEEDS. Despitebeingvery efficientbothin termsof signingcostsandkey sizestheprevious
methodrequiresall theplayersto be presentluringakey updatesothattheexactsamesequencef keys get
generatedTheabsencef evenasingleplayerduringakey updatemaybe enoughto obstructits operation
for thattime period(sincethe key generatiorprotocolmostlik ely would not generatehe secret-publidkey
pair for which we have a certificate). To getaroundthis constraintandtherebytoleratehalting adwersaries,
we addonemorelevel of secretsharingto the scheme.Let s; ; denotethe seedheld by player: in time
periodj. Now, in eachtime periodj, eachuserwould have a shareof the seeds; ; held by player: (by
working over a sufficiently large primefield). Thisway, if aplayeri becomedaulty in atime periody, thus
not taking partin the key generatiorprotocolfor thatperiod,thena thresholdk of playerscanreconstruct
the seeds; ; for that player computeits sequencef pseudorandorbits, andthenplay its role in the the
key generatiorprotocol. As aresult,only athresholdk of playersis requiredto generatekeys of signatures
at ary time. The main dravback of suchan approachwhich might be too severein somecasesjs that
oncea playerbecomedgaulty; its secretis revealedto all otherplayers.Theseplayerscanthencomputethe
sequencef pseudorandorbits for thatplayerfor all subsequertime periods.

B Proofsof Security

Proof of Lemma4.1: In orderto verify that (m, (4, (Y, Z))) is a valid signature,we needto check
whetherz2 ™ — Y [T\, U% mod N. From the descriptionof the protocol, we know that R is a

. T+1—j5 . .
randomelementin Zy, ¥ = B2 mod N, ¢;...¢¢ = H(j,Y,m), andZ = R[]\, 85 mod
c; 2(T+1-3) c; 2(T+1)

(T+1-3) \2(T+1-5) (T+1-5) ; ;
N. Hence, 22" = (RITL, 87)" "7 = R2VTTUTLL, S5 = YT, S5 —
Y [1i.; U mod N, andFST-SIG.verify o, returnsl oninput (m, (j, (Y, Z))) asdesired.l

Proof of Lemma 4.2 Theprooffollows directly from thedescriptionof FST-SIG andLemma4.1. 1

Proof of Theorem4.3: Let F' be the adwersaryworking againstthe security of our scheme. We want
to constructan algorithm againstthe forward securityof the underlyingschemeusing F' asa subroutine.
Following the modelof [3], ouralgorithmrunsin threephasesthe chosemmessageattackphasecma; the
overthresholdphasepverthreshold; andtheforgeryphaseforge. It alsohasaccesso bothasigningoracle,
O, anda hashingoracle,H. Let the publickey PK = (N, T, Uy,..., U;) betheinput of our algorithm
duringthecma phase We thenstartrunning F' in its cma phasefeedingit PK.
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Initially, we pick anumberw € Z3% atrandomandsetv = w? mod N. We thenchooseat randomatime
perioda to be our guessfor the time period of the overthresholdphasesol < a < T'. In addition,we
randomlychooseavaluel < i <[ andsetU; = v2" " mod N sothatwe know the valueof S;,; for ary
time periodj > a. For all othervaluesi’ # i betweenl and/, we pick arandomvalue Sy o € Z} and

computelU; = Si,,OQ(T“) mod N. WethensetPK = (N, T, Uy, ..., U;), choosearandomtapefor F' and
remembeit, andstartrunning F' for thefirst time in its cma phasefeedingit PK.

Duringthecma phase/F is allowedto make queriesto a H oracleanda KETS.sign oracle. Thereforewe
needto simulateboththeseoracles.In doingso,we have to simulateF’s view of theprotocol. F is allowed
to corruptup to ¢ players(of its choice)pertime periodin this phaseandit cancorruptby eithersimply
eavesdroppingr actuallyhaltingthe player Thereforewe needto beableto simulatetheactionsandviews
of thecorruptedplayers.

At the beginning of eachtime period, F' hasthe option of eitherstayingin cma phaseor switchingto an
overthreshold phaself it choosegshefirst option,sodoesour algorithm.We only switchto a breakin phase
whenF' switchegto its overthreshold phase.

DISTRIBUTING SHARES OF THE SECRET KEYS. Let B; denotethe setof corruptedplayersin the current
time period;j. We know that|B;| < t. We needto provide eachplayerb € B; with a shareof the current
secrekey S; jfori = 1,...,1. However, wedonotknow thesesecrevalues.Fortunatelywe cangetaround

this problemby simply picking avaluefor theshareS‘Z-(f;.) of S; ; atrandomfrom Zy for eachplayerb € B;.
We areallowedto do sobecausé¢hesharingis informationtheoreticallysecureandall setsof ¢ sharedave
the sameprobability Moreover, becausdghe Mul t - SS protocolwe usein the updateprotocol not only
reduceghe degreeof the polynomialusedto sharethe new secretkey but alsore-randomizeshe shares,
the valuesthat we pick for the sharesof the secretkey of eachcorruptedplayerin differenttime periods
areindependenaslong asat mostt are corrupted. (Herewe make useour assumptiorthatif a playeris
corruptedat the beginning of the updateprotocol,thenit is corruptedin boththe previousandcurrenttime
period.) Notice, neverthelessthatif we definet shareof S; ;, thenall othersharesareimplicitly defined
(althoughwe cannotcomputethembecausave do notknow thevalueof S; ; itself).

SIMULATING THE SIGNING ORACLE. We caneasilysimulatethesigningoracleKETS.sign of F' usingour
signingoracleQ©, andalsosimulateF”’s view of the signingprotocol. Let m bethe messagéeingqueried
to the signingoracle.We first queryour oracleO for asignature(j, (Y, Z)) onm. Thisis the signaturewe
returnto F' astheanswerto its signingquery

In orderto simulateF’s view of the signingprotocol,we do the following. First, we needto simulatethe
generatiorof R andthensimulatethe successie runsof the Mul t - SS protocoluntil we getY. But the
problemis thatwe do notknow thevalue R suchthatR2" ' = Y. However, we cangetarouncthis problem
in away similar to themethodwe usedwith the sharef thesecretkey. In thegeneratiorof R, eachplayer
picks a randomvalue andsharest we the otherplayers. Sincethereareat mostt playersin B;, we can
pick their sharesof R atrandomin Zy. If |B;| = t andsinceR is implicitly definedby Y, thenall the
othersharesarealsoimplicitly defined.But thatposeao problem,becausave canstill provide all players
b € Bj_1 with upto ¢t randomsharesf theseothershareswithout actuallyknowing their values.

The simulationof the run of the Mul t - SS protocolin the computatiorof the sharesof R? from the shares
of R canalsobe donein away similar to that of the updateprotocol. Let R(*) denotethe shareof R of
aplayerb € B;. We cancomputethe sharesof R? asfollows. For eachplayerb € Bj, we createshares

(RQ)(”) = (R™®)?2 usingthe Shani r - SS protocolandgive themto all otherplayersin B;. We alsogive
eachplayerb € B; asetof n — B; randomvaluesin Zy representinghe sharesof the sharesof R? of
all otherplayersparticipatingin the protocol. This defines for eachplayernotin B;, a setof |B;| shares
of the shareof R? heldby thatplayer And since|B;| < t, thatplayers shareof R? is equallydistributed
in Zxn. We thenrepeatthe sameprocessn orderto computeall the shareqand“sub-sharesthereof)of
R, ... ,R2TJrl =Y viewed by the corruptedplayersin B;. At this point, we alsoneedto computeall the
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othersharesandbroadcasthemsothatY canbecomputedy all players.Let R? 71 () denotetheresulting
shareof R2"*" held by aplayerb € B;. We cancomputethe valuesof the othersharesf R by using

boththevalueY we obtainedabore from our signingquery andthe valuesof the sharesk? "™’ ®) of each
playerb € B;. If |B;| < t, thenwe pick t — |B;| sharesor R2"*" at random,then computethe restof
the sharedrom the oneswe have. Having donethis, we give Y andall sharesof R toF. Nowy, it still
remainsto simulateof the adversarys view duringthe lastpartof the signingprotocol,in which the shares
of Z arecomputedrom thechallenger; ... ¢; andtheshareof R andS; ; (i = 1,...,1). However, wecan
do this usinganamgumentsimilar to the oneabove sincewe know thevalue Z andthe valuesof the shares
R® ands;" heldby eachplayerb € B;.

SIMULATING THE H ORACLE. We caneasilysimulatethe hashingoracleH of F' usingouroracleH. For
eachquery(j,Y,m) madeby F', we queryour oracle H on the sameinput andreturnto F' the answemwe
receve.

OBTAINING A FORGERY. Leta thetime periodin which F' decidedo switchesto anoverthreshold phase.
At this point,we mustprovide F' with the currentsecretkey. To do so,we first switchto a breakin phaseo
getthe currentsecret(S; 4, . .., S;,,) andthenreturnit to . Let (m, (a, (Y, Z))) betheforgery outputby
F. We simplyreturn(m, (a, (Y, Z))) astheoutputof our algorithm.

PROBABILITY ANALYSIS. The probability of succes®f ouralgorithmwill bevery closeto thatof F. The
only differenceis thatin simulatingthe signing oracleabove, all the valueswe usearein Z3; (sincethe
single-usewersionof the protocolworksover Z3;) while, in therealsigningoracle,it is possiblefor some
of the valuesit outputsto bein Zy but not Z,. But sincethe value R in the signingprotocolis picked
atrandomfrom Zy, the probability thatit is notin Z3; is negligible. Giventhat N = pq, the probability
is atmostp + ¢/(pq) = 1/q + 1/p. Hence,if the total numberof queriesto signing oracleis ¢, then
gs(1/p + 1/q) is exactly the amountby which the probability of succes®f our algorithmis reducedwith
respecto thatof F'. 1
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