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ABSTRACT

This paperinitiatesa study of accaintable certificate maragenent
methods necessgy to suppat long-termauthetticity of digital doc-
uments. Our main contritution is a model for accourtable certffi-
cae managemet, whereclientsreceive attestatiors corfirming in-
clusion/remaval of their certificatesfrom the databaeof valid cer-
tifi cates. We explain why acoourtability depends on the inability
of the third partiesto createcontradictoryattestations.After that
we definean underiable attesterasa primitive that provides effi-
cient attestation creation publishing and verification, sothatit is
intractalle to crede cortradictory attestatiors. We introduce au-
thenticatedseach treesand build an efficiert undeniable attester
uponthem. Thepropcsedsystemis thefirstacmurtablelong-term
certificate mangemern system. Moreover, authenticatedsearch
treescanbe usedin many secuity-critical applicationsinsteal of
the (sated) hashtreesto reduce trust in the auhorities, without
decreaseén efficiengy. Thereforethe underiable atteder promises
looks like a very usefu cryptographic primitive with a wide range
of applications.

Keywords

accountablecertificate managementauthenticatedsearchrees at-
testers,long-term auttenticity, non-repudiation, public-key infra-
strudure, seach trees, time-stamping

1. INTRODUCTION

The corceptof pulic-key cryptography wascreatedn aneffort
to solve the cryptographic key managenentproblem[11]. While
giving ananswerto mary difficult problens, public-key cryptagra-
phy alsoraisedseveralof its own. Not surprisindy, oneof themain
problemdic areasto be sdvedbeforethe public-key cryptography
can besuccessflly appliedin practice is still thekey management.

Efficiert and accountableidertity-basedcertificate maragenent
is necessey (in particular, but not only) to supprt auhenticity
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of digital documentswith a long lifetime. A body of supporting
methodsfor long-termauthenticity wasdevelopedin theareacom-
monly known asdigital time-stampind13]. Recen work in time-
stampng hasalso shown how to build efficient yet accaintalie
time-stampingystemg6, 16, 7] with minimaltrustin thethird par
ties. However, one hasto complemant the techriquesof account-
able time-stampig with methalsfrom otherareasf appliedcryp-
tography to support long-term autherticity and nonrrepudation.
Oneof suchareass accaintalble efficient certificate maragement.
Unfortunately cryptogaphic literaturehasonly briefly treatedthe
questionof how to achieve thelatter[8].

First, we preentinformal motivation ard definition of account-
able certficate maragemat, whereevery validity change of acer
tificate is acompaniedby a transferabe atestationascertaining
this act,and ashort digestof the (current stateof) databas of valid
certificatesis periodically published In Sedion 2, we argue infor-
mally that a certificate managementsystemis accountableif and
only if it isintractable for anybaly to createa pair of contradictory
attestationssothata certificatewould be accejped asvalid or not,
deperding on which certificae is in the possessiorof the verifier.
Under this intractalility assunption, our certificate managemern
system hasseveral desirableproperties, including that every dis-
putein court canbe solved by the presentvidene. Moreo\er, one
canverify the certificatevalidity at same momen, basedonly on
ashat digest of the certificate database a shat certificate-sgecific
attestatiorard the certfficateitself. The restof the pape focuses
onthis assunption

In Section4, we give formal definition of a new primitive cdled
underiable attester Informally, anattesteiis atriple (P, D, V') of
algarithms,such that

e The proving algorithm P, givena candicate string z anda
setS, outputsanattestatiorcertifyingwhetherz € S.

e Thediges algaithm D, givenasetS, outputsashat digest
d = D(S) of it.

e Theverification algorithm V' is givena canddateelementz,
adigestd, andanattestatiorp. V aceeptsor rejectsdepend
ing onwhetherz beongsto a setwith digestd.

We call anatteger undenialeif it is intractableto gererateadigest
d, anelement x and two attestationg andp sud that V' (z, d, p)
aceptsbut V(z, d, p) rejects.

Before giving formd definitions, in Section3 we surney some
attestersvhosesubsystemswereconsideed previously in the cer
tificate managemen andthe public-key infrastrudure. In partic-
ular, we review attestersdasedon certficate revocationlists, hash



treeq17], certificaterevocationtreeq15, 20], certificate revocaion
system[19], andRSA accumdators[5, 2]. However, since mostof
the mentiored systems have not been desgnedwith accowntability
in mind, they all have someimplicit trustassumpions. As aresit,
we corcludein Sedion 4 thatthe only known undeniable attester
is the trivial one(similar in efficiency to the certificate revocaion
lists) with attestatn lengths©(|S| - log|S]).

A good exampleof anattestethatis notundeniableis thesarted
hashtree attester definedin Sedion 5. The sortedhash tree at-
testeris basedon an efficient constructionsimilar to the certificate
revocationtrees.We shawv in 5 thatthe sortedhash tree attesteris
not undeniableandtherefore a sated hashtree attesterbasedcer-
tifi cate managenentsystemmakesit possiblefor the CA to cheat
theclients. Until now the certificaterevocation treeshadno known
weanesses.

In Section6, we propcse a very simpe efficient authenticaed
saarch treebasedconstrudion of undeniableattesterghat we call
an autherticated search tree attester The key differencebetween
the sortedhash tree attesterand the proposedconrstruction is that
theautrenticatedsearchree attesterassignsto every internd node
v of asearchreeahashvalueS|[v], takenoverthelabelsof v's chil-
drenandthesearctkeys of v. (In thesortedhashtreeattester.S[v]
did not auhenticatethe searchkeys of v.) Moreover, the authen-
ticatedsearchreeatieder is in severalaspectsnoreintuitive than
the sated hashtree attester: Being directly basedon the search
treesasthey are generally understoa in computerscierce, it al-
lows usto carry overto cryptography theresearchdone in thearea
of algorithmsanddata strucures[14].

After definingthe new attesterwe will prove thatit is undeni-
abe. As with any new cryptographic primitive—and underiable
attestelis a new primitive—it is good to know how it relatesto the
previously known primitives. As such the propsedundeniableat-
testermight have surprisindy wide apgicationsin differert sea-
rity apgications (and nat only purdy in certificatemanagement).

A proof that undeniabe attestersexist if and only if collision-
resistamhashfunctionsexist is preentedn Section6. In Sedion 7,
we will provide efficiency amalysisof the authenticatedsearcttree
attester The attestaitn compessingmetiod givenin Sedion 7
might be of indeperlert interest We shaw tha the attedations in
the authenticatedsearchireecanbe compessedideally, by afac-
tor of 2; This makesautherticated searchtree attesteralmaost as
spaceefficiert as the sortedhashtree attesterWhile this methal is
straighforward,the authas are unaware of any previous construc-
tions that usethe sametechnique to compesssearchtrees.More-
over, it is unwsualto apply standad compressio methods to make
cryptogaphic primitivesmorespaeefficiert.

2. MOTIVATIONS

Our researchs motivatedby the obsenation that for the long-
term autherticity and non-repudiation of digital documents,new
methods are necessey for verifying whetheridentity certificates
(bounds between a personand a signaturekey) were valid at sane
moment of time. Since many digitally signed documents (e.g.,
loan agreenents)may have importart legalvaluefor deadesthese
methodshave to ensue thatthe validity information of certificates
canna be forged by anybaly, including the auttorities.

We aim atthe congruction of anaccowntablecertificatemana@-
ment systemwhereall forgeriesby thethird pariescanbeexplic-
itly provenandall falseaccusaions explicitly disprosen[7]. More
precisely we would like the only part of the certficate mana@-
ment (physicalvisit of a personto anauthaity) that clearly canrot
be matheméically modeledalso be the only stagein the system

thatneedssomenon-cryptographc solution(i.e., involving physi-
cal presaceof aclient-chasennatary) to thetrustprodems.

Now, long-term certificae validity canonly partially be ensured
by the methods of time-stamping[13] only, where absege of a
proof thata certificatewasisstedis implicitly countedasthe prodf
of its nonexisten@. Such an assunption is clearly undesirablein
manysituatiors. We would like to have not only explicit positive
attestationstatingthat valid certificatesarevalid, but also explicit
negaive attestations stating thatnon-valid certificatesarenat valid.
In this way, all disputes regardng thevalidity of a certificate could
be solved basel on the presen eviderce (a positive or a negaive
attestation)giventha it is intradable for anybody to createa pair
of contradictoryattestations.

From now on, we will work in the seting wherethe Certificate
Authority (the CA) maintainsa dynamicdatabae S of valid cer
tificates (See[24, 12] for agumenation why a databas of valid
certificatesis betterthan a datalaseof revokedcertificates.In our
ca®, the databae of revoked certficateswould just add unnec-
essay complexities to the system. Presemre of a central author
ity lessesthe commurication complexity of the schemeandsim-
plifies the tracking of the origins of frauds). Our model alsoin-
cludesthe PublicationAuthority [7] anda (possiblyhugé number
of clients.

We assune that every client receivesa paositive (resp.negative)
attestationfrom the CA if her certificate belorgs (resp.doesnct
beong) to the database. This assumpon is nat resticting, since
same sort of attestation—ob recépt—is returnedto the client by
every CA. In our system, it is in the client’s own interest to stare
the attestatiorso that he canlater explicitly prove or disprove the
validity of his certficate at sometime. Additionally, everyonecan
makememlershipqueriesof type“z € S” to the CA, who then
returrs an attestaton. Clierts who wart laterto usean attestation
pof“x € S" (orof “xz ¢ S”) asevidencein cout, shoud obtainit
from the CA in some suitable time-frame (This is very similar to
what is dore in time-stamjing [6, 16].)

A digestof the datalaseS (denotedasD(.S)) is publishedby the
PublicationAuthority in someauttenticatedandwidely available
medum by usingaccaintable publishing protocds [7]. (Motiva-
tionsbelind this are the sameasin time-stampind13, 6, 7]. First,
without authenticatednformationabout the databas, the CA can
easly createcontradictoryattestatons. Secand, long-term authen
ticity shauld not depend on the security of privatekeys[13]. Pub
lishing the digestis the mostnatual andwidely acceptedsolution
in digital time-stamjng to achieve the long-termauthenticity.)

Third, nobady shauld beforcedto storeall the copies of the dy-
namic datataseS: The systemshoud still be accountable,if the
verifier doesnat have anythingmore thananelemen, ashat attes-
tationanda shat digest of the databae. Thisis againvery similar
to the situation in time-stamjng, where clients can verify atime
stamp givenonly thetime stamp(equivalentto the attestation)the
round stamp(equivalert to the digeg), andthe cardidae elemet
itself [13, 6].

We shaw that (ourmodel of) accourtablecertificatemanaemern
incorporatesat leastthreedifferentalgorithms. Motivatedby this,
we define a new primitive, attester to be atriple (P, D, V') of al-
gorithms. A proving algarithm P, given a candidate string z and
asetS, outputs an attestation.A digestalgarithm D, given a set
S, outpus a shat digestd = D(S) of the datalase. Finally, a
verification algorithm V' takesasaninput a cardidateelementz, a
digestd, andan attedation p, and acceptsor rejectsdependng on
whether z belorgsto a setspecifiedwith digestd.

In the describedmodel, the CA canna cheataclient. (Notethat
we assumethat the Denal of Service attacks, wherethe CA does



not return an atestationto the client, can be prevented(say) by
letting a client-cho®nnotaryto participatein harding over the at-
testation) Thatis, if a client hasa (say) positive attestationthat
his certificate bdongedto the datataseof valid certificatesat same
time, the CA has no meango gereratea contradctory attestaton,
claimingthat the samecertficate wasnot in this daabase assun-
ing thatthe CA isnot able to bre&k sameunderlying cryptograghic
primitives. More formally, we call an attesterundeniable, if it is
intractalbe to generatea set.S, anelemen z and two attestatiors p
ard p swchthatV(z, D(S), p) accefisbut V (z, D(S), p) rejects.

For thelong-termauthenticity undeniablity is cruaal, e.g.,when
the CA who issual a corcrete certificate might have (say) gore
bankrupt long befare the verificationact,sothat it is impossibleto
ste her for cheating. Moreover, if a clienthas accicentally ddeted
his attestationhe canatleastbe sure tha nobody elsecansuehim,
basedon the contradictoryattestatn. Thesepropertieswill signif-
icantly increasehetrustworthinessof the CAs.

Separation of Duties

Furctions of the CA should be divided betweenat leasttwo au-
thorities, an off-line CA, and an on-line Validation Authority, as
it is dore alsoin mary other certificate managmen systems[8].
However, while the distinctionbetweenthe CA andthe Validation
Authority is importart in practice,it is not a subjectof this pa-
per: Since our method help to prevert forgerieseven in the case
whenonepossiblymisbetaving party (the CA) hascontrol overthe
whole system,it also preventsforgeriesif there are several third
parties For simplicity, in this paperwe will not stressthe sep-
ardion betweenthe authaities. For the samereasm, we do not
elalorateon the accaintalde publicationprotocols but ratherrefer
thereaderto [7] for necessarynformaton.

3. SOME KNOWN CONSTRUCTIONS

Next, we will give ashort suney of some attestersbasecon pre-
viously propcsedideas.We will briefly explain why thoseattesters
fail to satsfy our requiremats.

3.1 List Attester

For anyz andasd S, attestation P(z, S) is equalto S (i.e.,to
thewhdle set),with length | P(z, S)| = ©(|S|log |S|). The digest
D(S) is equal to a shat (say) k-bit hashH(S) of S, where H
is a callision-resistant hashfunction k is alsocalled the security
parameter Theverification algaiithm V', given S = P(z, S),d =
D(S) andz, acceptsif andonly if d = H(P(z,S)) andz €
P(z, S). Theresuting construdion is clearlyunderiable.

Unfortunately the list attesterbecomesutterly inefficient if the
number of simultaneuslyvalid certificatesgrows, sinceboth star-
agerequrementsand verification time areatleastinearin | S|. One
of the possililiti esto decreas¢he verificaion timeis to assunethat
the CA hassatedthe databaseAlthough thenthe clientscan per-
form a binary searchin the datatase,the attesteiwill ceaseo be
undeniable since the CA may leave the datataseunsorted. This
method would alsonot reducethe storag requiremerts.

3.2 One-time Signature Atte ster

A more efficient attester canbe basedon one-time signatues(in
the cortext of the public key infrastructure,thisideawas proposed
in [19] and later refinedin [1]), deription of which we omit. The
one-timesignatureattesterprovides both suainct positive and neg-
ative attestatnswith |P(z, S)| = ©(k), wherek is the security
parameter However, this sdution hasD(S) = S andtherdore
resuts in a completelyimpracticd publishing overhead. See [19,
1] for more information.

3.3 RSA Attester

The RSA attestercanbe in a naturalway built upon the RSA
acaimulata [5, 2]. Here,the positive attestations have the form

P(z,8)=2"""Y" modn

for someyu, . .. , ym, and thereforethe attestationlengh is 9 (%),

where k is againthe security paraméer. The digesthasthe same
form andtherefae alsothe sane length. However, asfirst pointed
out by Nybeg [22, 23], length of the attestabnsis reducedby in-

troduwcing built-in trapdborinformationknown to sorre caalition of

paticipants, which shauld thereforebe trusted. The bestknown

method [25] of makingthe RSA accumulator trapdoorlessintro-

ducesattestatioengthsof order@(k?). Sincek > 128 > log|S|,

thetrapdorlessRSA accumudator haslonger attestations thanthe
sated hashtreeattester(the latter is describe belon). Moreower,

thenegtive attestatiors are all equal to S itsdf.

3.4 Hash TreeAttester

Hashtrees[17] arewidely usedto authenticatean elemen asa
setmembe. In thefull gererality, the hashtreeis a labeledtree,
with the leaves labded by different values x € S andinterral
nodeslabeledby the hashover their childrenlabels, wherea fixed
cdlision-redstart hashfunction is used.

In the hashtree atteger, apositive attestation consistsof the min-
imal amount of data,necessaryo verify the hashpathfrom theleaf
labded by z to theroot. We assumetha the usedhashtreeshave
depth logarithmicin the numberof nodes. As a reslt, the posi-
tive attestationshave length ©(k log | S|), wherek is againthe out-
put lengthof the usedcollision-resistanhashfunction. The digest
D(S) of lengh ©(k) is equalto the label of the root.

3.5 Sorted Hash Tree Attester

A seriousdrawbackof the simpe hashtree constructionis that
negaive attestatiors arestill equal to thewhole databae S. How-
ever, similarly to thecaseof thelist attesterhashtreeattestecanbe
mack more efficientif the CA sortstheleaves(anideaonly recertly
proposel in [15, 20]). Theresuting sated hashtreeattesterhas
bath negative ard positive attestatbnswith length © (k log | S|) and
is thereforesuccinct. However, asalsoin the caseof (sorted list
attestertheproposedsolutionhidesin itself animplicit asaimption
thatthe CA dutifully sats theleaves. A corruptedCA may easily
build an unsortedhashtreewithout beingdeteded by anyone who
doesnot possess copy of thewhole S. We give an exampleof that
in Section 6.

4. FORMAL DEFINITIO NS

4.1 Preliminaries

Let ¥ = {0,1}. As usuwally, ©* derotesthe se of k-bit words,
2" = Uyso ZF. Fromnow on, k denotesthe security parameter
relative to which the security of various schemesis measured We
assune that nil is a special symbd, encoded differently from ary
x € ¥*. Let&A bethe classof probalilistic algorithmswith exe-
cution time thatis polynomialin thelength of their input. A prob-
ahlity family P = (Px), k € N, is nggligible if for all ¢ > 0 there
existsak., suchtha P, < k¢, forary k > k.. NotationX < S
meansthat X is assigedaccordng to the probability spae S that
may be the outpu spaceof someprobalilistic algorithm.

A collision-resistanthash function (CRHF) H for same index
setl C X* isapar (G, H), sudthat(1) G € £A is ageneration
algorithm, suchthatG(l’“) exknI; (2) For anindex 7 € I,
H(i,-) = Hi(-) isafunction H; : £7(iD) 5 5lil suhthatH €



Attester name Seaurity of thesuccinctversion | Digest Positive Negative

length attestabn attestation
length length

List Attester O(k) [O(nlogn)] | [O(nlogn)]

One-timeSignature Attester [©(nlogn)] | O(k) O(k)

RSA Collision-Resisant Prover O(k) O(k) —

HashTree Collision-Resisant Prover O(k) O(klogn) —

Sorted HashTree Collision-Resisént Attester O(k) O(klogn) O(klogn)

AuthenticatedSearchTree | UndeniableAttester O(k) O(klogn) O(klogn)

Table 1: Some known succinct attesters, i.e., searity is given only for the succinct versions (seeSection 4.3). For example, while the
list attester is an undeniable attester, it is only a succirct attester. Heren = | S|, and k& > log n is the security parameter.

EA, for somepolynomial p, wherep(k) > k; (3) For all algorithms
A € EA, theprobahlity family CRHy (A) is negligiblein &, where

CRH.1(A) = Prli + G(1%),(x1, x2) + A(1¥,4) :
x1 # x2 A Hi(21) = Hi(x2)] .

4.2 Definition of Attester

We have alread given informal definitions of attesters. Next,
we go on with the full formalismfollowed by discussios. Just
note thatin the definition of attesterdhe role of gererating func-
tion andindicesis the sameasin the definition of hashfunctions.
Namely, they are not necesary unlesswe discuss strong security
propertiedike callision-resistancy andundeniability (definedlater
in this Sedion).

Definition 1. A quaduple A = (G, P,D,V) is anattester for
anindex setI C X*, if thereis a polynomial p, p(k) > k, such
tha

1. A geneating algorithm G € EA takesas input a security
parameterl® andoutputsanindex i € =% N I.

2. A provingalgorithm P € £A takesas inputanindex 4, an
elematz € ©* ardasetS C ©*, |S| < p(k) and outputs
anattestdion P;(z, S) = P(i,z, S).

3. A digestalgorithm D takesasinputanindex i, asetS C =¥,
|S| < p(k) and outputsa digestD;(S) = D(4, S).

4. A veificationalgorithm V' takesas input an index 4, a can-
didateelemet z € *, a digestd and an attestationp and
outputs

Vi(z,d,p) = V(i,z,d,p) € {Accept, Reject, Error} .

Werecuirethatfor ary S C X with | S| < p(k), andfor ary
z € %, Vi(z, Di(S), Pi(z, S)) outputs Accept if w € S
and Reject, othewise. If i ¢ X* N 1,8 € =*,|S| > p(k)
orz ¢ 2F, then for ary p, V;(z, D;(S), p) = Error.

In practice,we want attesterdo have “succinct” ategations and
digestsbut alsofast(average-cae)updatetime. Informally, we say
that an attestelis dynanic if (average-case}ime per insertionand
deletion of elementsis O(k log |.S|). We sayanattestelis suainct
if | D;(S)| = O(|¢]) and|P;(x, S)| = O(|¢|-log|S|). Notethatby
definition, anyatteger has |D;(S)| = |Pi(x, S)| = [§]°™).

Definition 2. Let. A = (G, P, D, V) beanattesterLet
CRP 4 (A) := Prfi « G(1%), (z, S, p) « A(1*)4)

z & S AVi(z, D;i(S),p) = Accept] ,
CRD 4 (A) := Prfi + G(1%), (z, $,p) « A(1",i) :

z € SAVi(z,D;(S),p) = Reject]

anrd

UNak(A) := Prfi « G(1%), (z,d, p,p) « A(1%,i) :
Vi(z,d,p) = Accept A
Vi(z, d,p) = Reject] .

Attester A is a collision-resistar prover (resp. collision-resstart
disprover) if VA € EA, CRP4(A) (resp. CRD 4(A)) is negligi-
ble. A is a cdllision-resistantattesterif for any A € £A, both
CRP4(A) and CRD 4(A) arenegligible. A = (G,P,D,V) is
underiableif for ary A € £A, UN4(A) is negligible.

4.3 Discussons

It is importart to unde'stand the (seemingly subtle but crucial in
applications) differerce betweercollision-resistanandundeniable
attestersCollision-resistanattestersaissune that a verifier hasac-
cess to the correctly calcuated value D;(S). In practice, it mears
thatsheeitherhasto rely on sometrustedthird partyor hasto have
acessto S hersdf. Both possibilitiesareundesirabe in many se-
curity applications, including accourtable certificatemaragement.
Undeniabe attesters staysecureevenin the preseie of anadver
sarywho forgesthe digest,and thereforepatentially provide much
higherlevel of confidencein the system.

Table 1 summarizesthe propertiesof attesterslescibed previ-
ously in Section3, togetherwith autherticatedsearcttreeattesters
describedlater in Section6. Note tha the hash tree attesterand
the RSA attesterare not succinct, since they have negative attes-
tationsof length ©(|S| - log | S]). However, one caneasilymod
ify both attestergo be succing, by defining P;(z, S) to be equal
to somefixed constan for all z # S. Both the (modfied) hash
treeattesterandthe (modfied) RSA attester are succind collision-
resistantprovers. A similar trick doesalsowork with the list at-
testerandthe one-timesigndure attester but the resulting sucénct
constructswill only be attestersvithout satsfying ary stronger se-
curity requirements.

As emphasizedn Sedion 2, in accauntabe certificatemanagg-
mert we areinterestedn underiable attesters.However, as seen
from the tale, none of the previously known attesterds undeni-
able. The secad mainresultof this paper—the first one being a
model for accaintabe certificate mamgenent—is the description
of auhenticatedsearchtreeattesterin Sedion 6 with acconpary-
ing prod thatthis attester is undeniable.To stayself-cortained,we
will now firstdescribethe sarted hashtreeattestermndexplainwhy
it is not underiable.

5. SORTED HASH TREE ATTESTER

In thefollowing, we give amoreprecisedescripton of the sorted
hashtreeattesterbasedon the hashtreeatteste(seeSection3) that
is by itsdf a collision-resisant prover but not a calision-resistart



S[15] := H(S[13], S[14])

S[14] := H(S[11], S[12])

Figure 1: A toy example of the sorted hashtreeattester Dashed lines are presentonly in the improved sorted hash tr ee attester,
describedin Section5.2. The valuesS[v] are givenfor unimpr oved construction.

disprover. This holds since a canddate string  can be a label of
anyleaf, andthereforea negative attestationshauld incorpaateall
positive attestaidns. To understandt, think of searcing from an
unsorteddatabaseS. Showing thatz belorgsto S is acceleratethy
presentinganindex j (an attestain) of x's occurrerce, followed
by checking that the jth elenentis equalto . However, if = does
not belongto the databae, one hasto verify for each j that the
jth elemen is notequal to z. Sorting the datawill makealsothis
systemmoreefficiert. In the specialcaseof hashtrees,we assume
that thevaluesstoredattheleavesaresortedfrom left to right. This
asumptionreailts in shater lenghsof negative attestatns.

5.1 Construction

The next attester(G, P, D, V) is basedon a fixed CRHF H =
(G, H). Theonly role of thegeneratingunction G in thisattester
is to chooseaconaete hashfunction H; fromthisfamily, according
to the function G4 . Therdore, for the sakeof simplicity, we will
describeattestersgor afixedi € ©*NI andfor afixedhashfunction
H = H,;. Thelattercanin practicebeinstartiatedwith SHA-1[21]
or anyotherstrong(keyed) hashfunction.

Next, supsetha S = {S[1],..., S[n]} is anonemgy setof
k-bit integers sichthat S[j] < S[j + 1] forary 1 < j < n. LetT
be a (directed binary treewith n leaves with its jth leftmog leaf
labeledby S[j] (Figurel). A non-leafvertex v € T is labeledby
anauxiliary hashvalue

Sv] = H(S[wd], S[vr])

wherewv. (vr) dendesthe left (right) child of v. Thedigestd =
D(S) of S is equal to thelabel of theroct vertex v, or to Error, if
theleaveswereunsorted.

Letp = (b;h1,ha,... ,hm), suchthath; € % andb =
b1...bm, b; € {0,1}. The verification algorithm V' (z, d, p) re-
turns Error if p doesnot have such form. Otherwise V' compues
dm, by assiging do := x and thenrecusively, for every j > 0,

d; = H(dj—17hj)7
! H(hj7dj—1)7

ifb, =0,
ifb; =1 .

Verificationreturns Accept, if d,, = d, and Error, otherwise.If
z € S, the proving algorithm P returnsa p suchtha V (z, d, p)
aacepts. Proving thatx ¢ S is equivalentto finding a quadrile
(xl,pl, xz,pz), suwchthat

V(z1,d,p1) = V(x2,d, p2) = Accept ,

1 < x < x2, andz; ard z, correspmdto two neighbaing leaves
in thetreeT'. If x is smalkr thantheleastelement z; of S, wecan
define P(z, S) to beequal to P(z1,S). Thesituaion when z is
biggerthanthegreatestelenmentof S is dedt with aralogausly.
Looking atthe treedepictedin Figure1, D(S) = S[15],

P(30,5) = (101;40, S[9], S[14])

and P(35,S) = (P(30,5), P(40, S)). Ontheother hand
P(8,5) = P(10,5) = (111;12, S[10], S[14]) .

5.2 Further Efficiency Impr ovements

Onecanfurther shortenthe negative attestatnsby insertingad
ditiond arcs to the underlying tree as follows (slightly differert
mettodswere alsoproposedin [15, 20]): If the parents of a leaf
v # 1 andits left neighbor leaf w aredifferert, thenaddan arc
from w to v’s paren, asin Figurel. Build anattestemupaon there-
suting graph by modifying thealgorithms P, D and V' to accourt
with the new arcs. Let the negative attestation of = be equal to the
positive attestationof thesmalles ' > x insetS if suchz’ exists,
or of the z, otherwise. As the result, both negative and positive
attestationsvill have the samédength.

53 Sg{ted Hash TreeAttester is not Undeni-
able

Sorted hash treeattesteris suainct, dynamic (if built upon dy-
namic trees)and collision-resisent. However, it is not undeni-
able. We show this by the examge depictedin Figure 2. There,
the paositive attestatiors of 10, 40 and 20 arerespectvely p1 =
(11; 40, S[6]), p2 = (01; 10, S[6]) andps = (10; 30, S[5]). How-
ever, (p1, p2) isalsoanegative attestationof 20. Therdore, a veri-
fier, giventhe digest S[7] (root of the hashtree), aceptsor rejects
20 dependingon which attestatiorwasealier subnittedto her

Such “unsorting” attackis possble since thereis no efficiernt
way for the verifier to chek whetter the CA dutifully sortedthe
daiabase. The only (ohbvious) possibility to prevent this attadk,
without involving arothertrustedthird party, is to serd all database
elemeantsof total size|S| - log | S| to theverifier. Theverifier would
then recompute the hashtree, verifying that this databae in the
satedorderresutsin digestd, obtaired by herbeforehad from a
reliablesouce. However, suchsdution is clearlyimpracticalif | S|
is big, sincethe verifier hasto do |S| — 1 hashcompuations per
every verification. Moreover, suc a soluion is impossibleif some
elementsin the daabaseare inacceswle (if, to lesserthe storage
requirements,the old versiors of the certificate databaseare not
stored.

6. AUTHENTICATED SEARCH TREE AT-
TESTER

Next, we give aconstructionof whatwe call autherticated seach
trees. Afterthatwe shawv tha theresuting attester(authenticated
seach treeatteste) is anunderiable attester andfinish the section
with somediscussios. First, let usremenberthatadirectedbinary
treeT isaseachtree[14, Section6.2.2] if everynocev € T hes
auniquesearch key K[v] ass@iatedto it, suchthatif w is theleft
(resp.right) child of v, thenK [w] < K[v] (resp K[w] > K[v]).



S[7] = H(S[5], S[6])

S[5] = H(S[1], S[2])

s[2] = 40

S[6] = H(S[3], S[4])

S[3] = 20

Figure 2: A toy exanple of improperly creaed sated hashtr eeattester.

6.1 Construction

We give, asin Sectbn 5, a constrution for fixed & andfor fixed
i € ¥ N1I. LetS C ©* beanonempy setandlet T be abinary
saarchtreewith |S| verices. Each veriexv of T' is labeledby a
pair (K[v], S[v]). Here, theelementsK[v] belongto thesetS and
K[v1] # Klva), if v1 # v2. Moreover, thetreeT togetherwith
keys K[v] is aseach tree ThevalueS[v] isequalto

S[o] := H(S1, K[v], 5R)

where Sy (resp Sr) is equal to the label S[-] of the v's left (resp.
right) child if the correspndng child exists, or to nil, otherwise.
For example,if v is aled, then S[v] = H(nil, K[v], nil). Once
agan, thedigestD(S) is definedasS[v], wherev istheroot vertex,

or asError, if T is notaproper searchtree.

Foraz € S (respz ¢ S), the attestationP(z, S) is defined
astheleastamourt of data,necessgy to verify that K [v] = z for
samew (resp K[v] # z for ary v, giventha T' is a prope search
tree). Intuitively, following anattestan of z € ©* is equivalentto
sarchingz from asearchtree where theusageof hashfunctionsin
the verticesguaraneesthatthe CA has to work with the sametree
during eachquery Moreover, the verification algaithm V' retuns
Error if thetreeis notfound to beaproper searchtree.

The restof this subsetion gives a more techncal definition of
the auhenticatedseart treeattestersincluding the necessary(lo-
cd) verificaionsthatT is asearchree. It is necessaryto peform
these verifications for the authenticatedsearch tree attester to be
undeniable,and therefore to avad any frauds.

Let

p = (hL, ko, hr; k1, b1 k2, has ... 5kmy Am)

whereall the elemetts arefrom =¥, andm > 0. The verification
algorithm V' (z, d, p) retuns Error if (1) he # nil andz < ko,
or (2) hg # nilandz > ko. Natually, V also returrs Error if
the attestatiorp doesnot have the spedfied form. Otherwise,V

assignsdo := H(hu, ko, hr) andfor all 0 < j < m,
di = H(dj-1,kj, h;) ifz<kj,
! H(hjikj:dj—l) |f$>k]

After that, V' outpus Error if
(ST1) d,, #4d,0r
(ST2) for somej, z = k; or kj_1 = kj.

Othewise, V' returnsAccept or Reject, dependng on whether
ko =2x.

If z € S, the algaithm P(z, S) returnsthe unique list p such
that V(z, D(S), p) acceps. If z ¢ S, P(z, S) finds (1) An ele-
ment z’, suchthatz’ is thegreatestelemen z’ < z (the predeces-
sa of z), if sudch exists, or the smallestelementin S, otherwise;
(2) An element 2", suwchthat 2 is the smallestelemen 2" >
(the successo of ), if suchexists, or the greatestelementin S,
otherwise.

By theconstrution of seach trees eitherz” = K[v"] for same
nodev” ontheroat pah startingfrom the node with sorting key z’,

or vice versa. (Otherwise P(z, S) returns Error) P(z, S) returrs
the unique list p suchthat vV (z', D(S), p) acceptswherez’ =
z' inthefirst caseandz’’ = z” |n the secoml case.

Clearly, V(z, D(S), p) acceptsif ard only if z € S. Note that
theverification(ST2) returnsError only if thetreefragment,recon
structedfrom p, canna be a part of asearchree.

A toy examge with S = {10, 12, 30, 40, 42, 56, 70, 80} is de-
pictedin Figure3. Here,D(S) = S[4] and

P(41,8) = P(42, ) = P(43, S)
= (nil, 42, nil; 56, nil; 70, S[8]; 40, S[2]) .

This attestationcontainsthe prececessp andthe suacesso of 41
(40 and 42, resp), 42 (42 and 42, resp) and 43 (42 and56, resp.).

6.2 Secuity

The next theoremstates that the autherticated searchtree at-
testeris underiable if H is a collision-resistantiashfunction fam-
ily, wherethereductionis securitypreserving(i.e.,if anadversary
breaks the proposedconstrudion with successprobability e then
thereexiss anotteradwersay thatbre&kstheundealying hashfunc-
tion family with the sameprobability in rea®nalle time).

THEOREM 1. Let A € £A beanalgorithm,s.t UN4(A) =e.
Thenthere existsan adversaryM € EA with CRHy (M) = e.

PrROOF. TheadversaryM is defined asfollows. Givenanindex
i and the securityparameer 1%, M perfams a query to A(1%,4).
With probability , this query outpus atuple (x, d, p, p), suwch that
Vi(z,d,p) = Accept ard V;(z, d, p) = Reject. Therefore,

p= (hL,ko,hR;k1,h1, e ,km,hm)

andp = (hi, ko, hr; k1, hii;. .. ; ks, her) fOr somem,m > 0.
Analogouwsly, we will overline the variablesd; tha arecalculated
during the verification of p.

The adversaryprocesssp andp in parallel. From (STL) d,, =
dm. SinceV(z,d,p) = Accept ard V(z,d,p) = Reject, then
ko = x # ko. Therefore,using (ST2) we gettha for some s and
Sdm—dm,d 1—dm1,..d8—dbUtd317éd51
(Rememier also thatnil ¢ %*).

Next, if ks # ks, then M has found a cdllision H; (-, ks, -)
H;(-, ks,-). Otherwiselet us asume,w.l.o.g.,tha z < ks =
and therefored, = H;(ds—1, ks, hs) and ds = H;(dz—_1, ks, hs
Sinceds—1 # ds 1, M hasfound a collision H;(ds-1, -, -)
Hl(ds LERE) )

Therefore,the adwersay M finds a collision to H with proba-
bility e. Notetha M worksin time O(tlog|S|), wheret is the
workingtimeof A. [

Pl
||vm"||

As with ary new cryptograplhic primitive—andundeniabe at-
testeris a new primitive—it is goad to know how it relatesto the
previoudy known primitives. The next theoremestablisheshere-
lationships betweernundeniableattestersand CRHFs.



S[4] = H(S[2], 40, S[7])

S[2] = H(S[1], 12, S[3])

S[7] = H(s]6], 80, S[8])

S[8] = H(nil, 80, nil)

Figure 3: A toy example of authenticated search tree

THEOREM 2. 1) Any undeniable attesteris collision-resisant
attester but the oppasite is not true 2) Undenialle attestes exist if
and only if CRHFsexist.

PrROOF. 1)Let A = (G, P,D,V), andlet A beamachne,such
that eitherCRP 4(A) = £ or CRD4(A4) = . Next we corstruct
anefficiert machine M thathasUN 4 (M) = e.

Leti < G(1%). AdversaryM (1%, i) lets(z, S, p) < A(1%,4),
d + D;(S), v « Vi(z,d,p) andp <+ P;(z,S). M retuns
(z,d,p,P), if v = Accept, and (z, d, P, p), othawise.

M queriesoncethe algorithmsG(1%), A(1%,4), P;, D; and V;,
and works otherwisein constanttime. With probabllity e, either
@z ¢S C * butv = Accept, or (b) z € S C *, but
v = Reject. Therefore,UN4(M) = e. As for the opposite,the
constructionin Section5 shaved that not each collision-resistant
attestelis undeniable.

2) Let A = (G, P,D,V) bean unceniableattester By 1), A
is also callision-regstart. Next, we show that if A is collision-
resistat, thenD = (G, D) isaCRHF on 9=* (i.e.,onthesutsets
of ). Let A € £A beanadversarysuchthat CRHp (A4) = e.

Let M bethenext machine. Fori € G(1*%), M; lets(Sy, S2) +
A(1*, 7). With the probability 5, S1 # S but

Since|S1, |S2| = k°™M), we canefficiertly find an elementz in
(w.l.o.g.) S1\S.. Letp := P;(z, S1). By thedefinitionof attesters,
Vi(z,d,p) = Vi(xz, D;(S1), Pi(x, S1)) = Accept. Thus,we have
foundatuple (z, S2,p), suchthatz ¢ S» but Vj(z, D;(S2),p) =
Accept. A contradction, and thus D; is a CRHF on sds (i.e., on
2" or alternatiely, on concatenatedtrings S[1]S[2] - - - S[| S]],
where|S[4]| = |#| andfor anyj < |S|, S[5] < S[j + 1]).

We finishtheproof by constructingaCRHFH = (G, H) onthe
input doman X* asfollows. Let

S =5[]5[2]---S[n] ,

n < p(k), beanarbitrarysting, suichthat|S[j]| = k — log, n <
k —log, p(k) (it is suficiert to look at stringswith length dividing
k — log, p(k), dueto the corstructions preseted in [9, 18]). Now
define H;(S[1] - - - S[n]) := D;(o[1] - - - o[n]), where

J[]] = (j)logQ p(k)S[j] )

ard (i), derotesa k-bit binary fixed representationof : € N.

Clearly, if D is a CRHF on the domain sz , thenH is a CRHF
ondomainX*.
Theoppositewasprovenby Theaem1. [

6.3 Discussions

The corstruction of Section6.1 generalizego the casewhen the
undelying treeis amultiway searchree[14, Section6.2.4]. How-
ever, if wewishtheattestatiosto havelength O(k log |S|), we are

restrictedo the treeswherethe nunberof childrenof everynodeis
upperbounded with same corstantthatdoesnaot deperm onk. As a
resut, we canrot baseour constrution on exponentialsearchtrees
and other relateddatastructuresthat have beenlately extensvely
usedin sub-logaithmic seard algorithms[3].

Autherticated searchtrees canbe made dynamic asin [20] by
requiring that the CA stores the whole hashtree, and after each
databaseupdateupdatesall thenecessarhashvaluesin thetree,in-
cluding thevalueD(S). Updating canbedoreintime O(klog |S|)
by usingappropriatedynamic searchirees(say AVL or 2-3 trees).
Sinceour corstruction is justa slight reformulationof whatis usu
ally mearn by searchrees, andmost of the “reasorable” datastruc-
turesfor searcing canbe seenas searchrees,one canchosethe
data strudure thatis the mostcorveniert in acorncreteapplication

There are mary other possilbe constructiors of undenable at-
testers.For examge, one could adda numter of arcsto a binary
treeasfollows: For ary nonleaf node v, add anarc (if it already
doesnot exist) from its left child’s rightmostdescedantledf to v.
We enphasize thatthe main differencebetweerthe described con
structiors of collision-resistanand underiable attesterds that in
thefirst casethechoicebetweertheleft andtheright sulireeis just
doneby anexplicitly givenbit b;. In thelatter cas, thereis instead
anexplicit searchkey K[v], sud tha basedon K[v], the verifier
canadditionally checkthatthe element returnal in aqueryisin the
correct location in thistree.

7. EFFICIENCY

7.1 Average-cas Attestation Length

For a fixed size of S, auttenticatedsearchtreesresultin the
shortestworst caseattestation length if the undelying tree T is
acompletebinarytree. In this case,if we additionally assune that
the searchkeys have length k—in practice,we storeat leavesthe
hash values of certificatesthat are generallylonger thank bits—
then the worst case attestation lengthis &k - (2log(n + 1) + 1),
where n = 2%+ — 1 is the number of leaves(i.e.,n = |S]). A
simplecdculation shows thatthe attestations?; (z, S) have in to-

tal 152 1| Py(a, §)] = 2471 (2d +2) — 3+ 23702 2 =

29+1 (d—1)+1 elementswhich makesthe averag-caseitestation
lengh equd to

k_2d+1(d—1)+1
24 — 1

This is about twice asmuch asthe attedation lengh in the com-
pletebinary treebasel (improved) sortedhash treeattester. Also,
in general, upon other typesof trees,our congruction hason av-
erage twice longer attestaibns than the optimal construction of
cdlision-redstart attesterspresatedin Section5.2. When using
thedynamicAVL treeq14, Sedion 6.2.3],theworstcasecertificate

~k-2d=2klogn .



length of the dynamicautherticatedsearchtree attesteris therdore
=~ 2.88 - klogn.

7.2 Attestation Compression

Next, we desribe a methal for compressingthe attestains.
More often thannot, compresgon algaithms are sea asconsist-
ing of two standad parts, moceling andcoding [4]. An adapive
modeling algarithm estimateghe saurcefrom the part of the data
sgjuerceseersofar, by outputting aprobability distribution for the
new symiwol. After that, an encocer (say the arithmetic encader)
usesthis distribution to encale a new symbd by using asfew bits
aspossible.

We canapply this gereral approad to the auhenticatedsearch
trees. First, let T' be a fixed searchtree,andlet k be the security
parameter We remind you tha the elemerts of S are k bits long.
During themodeling, we as$gn to every nodew recusively arange
(v, uv), asfollows. As previously, let min S > 0 betheleastand
let max S < |2*| — 1 be the greateselementin S. If v is the
root vertex, then (¢,,u,) := (min S, maxS). Now, let v be an
arbitrary vertex. To theleft child v, (if existing) of v, we assigna
range (v, , v, ) := (£v, K[v] — 1). Analogously, to the right child
vr (if existing) of v we assignthe ran@e (Luvg, uvg) = (K[v] +
1,u,). Next, everyroot pathin T' canbe seenas a datasequerce.
For a node v in this sequen@, the adapive modeling algorithm
returns the uniform distribution in (€., u, ) to theenmder

After that,the encalerencalesthe value K'[v] — £, asabinary
number K.[v], using [log, (uv, — £»)] bits. The compresseattes-
tation P.(z, S) is equal to the uncompressedattestationP(z, S)
with searchkeys K[v] replacedwith compressedkeys K. [v]. We
additionally assimethatthenew diges D.(S) is equalto thetriple
(D(S), min S, max S). Giventhat,therang (¢, u. ), and there-
fore alsothe searchkey K[v], canbe recalculatedevery time the
compresed attestation P, (z, S) is usedin verification Not sur-
prisingly, the factthat all intermaliate values K [v] can be unam-
biguously recastructedrom P.(z, S) is crucialfor undeniablity,
and guided us during the chace of the encode. Somemore effi-
cient encadersthatwe areaware of do not guaranteainambguous
reconstrudion of all intermediatevalues, especially sincethe veri-
fier hasno previous knowledgeahoutthetree T'.

Assuning that T' is a completebinary tree, the uncompressed
attestationdave the length< k(2n + 1), wheren = log(|S| +
1) < k isthe height of . On the otherhand the compressed

attestationsreneverlongerthank(n+1) + ”22’“" . Theworstcase

is obtainel if $ = {0,...,|=F| — 2}. (We will notcourt in the
short addtional datanecessgy to encoce the lengths of K[v]'s.)
This provablegapbetweenthe worstcasdengthof thecompressed
and unconpressedatedations is achieved tharks to the implicit
strudure hidden in the ordereddata. However, the value kn —
"22"’" = 2’“‘“2”2*" is a somawhat unexpectedquantification of
theamourt of this structure.

As an example, let us look agan at Figure3. The root path
from the root to the leaf with label K[v] = 42 has nodes with
saarchkeys K[v1] = 40, K[v2] = 70, K[vs] = 56 andK[v4] =
42. Compting the ranges, we find that (¢,,,u.,,) = (10, 80),
(o, uvy) = (41,80), (bus,uv;) = (41,69) and (Lu,, uvy) =
(41,55). Therefore(as previously, we derote the n-bit binary
encodng of m as{m),), K.[vi] = (40 — 10); = 0011110,
Kc[v2] = (70 — 41)5 = 011101, K.[v3] = (56 — 41)5 = 01111
and K.[vs] = (42 — 41)4, = 0001. Hence

P.(42, S) = (nil, 0001, nil; 01111, nil;
011101, 5[8];0011110, S[2]) ,

ard |P.(42,S)| = 5k + 21, while |[P(42, S)| = 9. If k = 160,

the compressiongain is = 1.754 = 9/5. While thisis an unreal-
istic examge dueto max S = min S (remenberthatthe elemerts
of S arecdlision-resistah hashe of certificates!), it shavs that
this compressionmethal canresultin quite big savings. On the
other hand, the attestatns never shortenby a facta greaer than
two ard thereforethe auherticatedsearchtree attestethaslonger
attestationghan the sortedhashtreeone. However, the difference
in spaeefficiency is negligible.

7.3 Optimality Questions

The classicapredecesor problem requiresoneto maintain aset
S sothatthe queries of the form “Is j anelementof S and if not,
wha elementof S, if any is justbefareit in sortedorder?” may be
arnsweredefficiently. Memtership problemonly requrestha the
question“ls j anelementof S?” may beanswerd efficiertly.

Thereexistextremelyefficient dynamic attestersf onedoes not
recuire themto be collision-resistantOntheonehand let A bean
arlitrary attestersuchtha f;, where f € {G, P, D,V}, worksin
the worst-casdime ¢ ;. Straightfarwardly, there exists a search
algaithmworkingin timetp +tp + tv + O(1), whichsolvesthe
menbershipproblem.

Onthe otherhard, accordng to therestuts of [10] for searchal-
gorithms solving the memberskp problem, thereexists a dynamic
attester suchthat for any S C >* and for everyx € S, tp,
tp, tv = O(1), |Pi(z,S)| = 1 and |D;(S)| = 0. (Define
P;(z,S) = 1if andonlyif z € S, ard fix D;(S) to betheempty
string). However, bath the sortedhash treesandour auhenticated
seach treesdo not solve only the menbershipbut alsothe precde-
cesor prodem, since the attestetion P(x, S) always containsthe
predecesesr of z, if it exists, or the smallestelemeniin S. An in-
terestingopenproblemis whetherthis is really necesary

8. CONCLUSIONS

We proposel amocel for long-termaccaintabie certificate man
agementandmativatedthe need for succinctundeniable attesters.
We then describe authericaed searchtree attestersand proved
thatthey areunderiable.

Thereaulting certficate managementsystemhasmary desiralbe
properties. It is acourtable, sinceall disputescanbe sdved by
the undeniableevidence preset. This meansin particular thatall
forgeriesby the third paries canbe explicitly provenand all false
acaisationsexplicitly disproven. It is efficient, sincecertficate va-
lidity canbeverified, givenonly the certficate,ashortdigestof the
certificatedatabasand a shat attestatn.

Apart from the modd of accaintable certificate mangemern
system, the se@nd main result of this paperis a corstruction of
underiable attesters.Underiable attestersnay becanea very use-
ful security primitive, since they makeit possiblefor aryone to
perform securelymembersip (and predecssor) queaies without
relying on the trustedthird partiesnor requiring an accessto the
whole database

9. FURTHER WORK

Strict optimality of our construtions is left as an open ques-
tion. For example, sinceit is easierto sdve the memberslip prob-
lem[10] thanthe predecessr probdem[3], it isinterestng to know
whether succinctundeniableattestersanbe built uponthe search
algarithms solving the membersip prodem. Elaborationof exact
protocolsandduties of differentparticipantsin acourntablecertfi-
catemaragenentis of utmostimportance.
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